SENECA

STRATON Editor - Security Advisory #321328

With reference to the security advisory STRATON ID #321328, published by Copadata on September 11, 2026, we report
information relating to the CVE-2026-84854 vulnerability, classified HIGH with a CVSS v3.1 score of 7.0.
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To whom it is competent

The vulnerability only affects the WibuKey driver for Windows version 6.71 or earlier. This driver is only required for use

with the green Wibu dongles used

for the STRATON Editor license.

The CodeMeter driver used with the silver dongles is not affected by the signaling.

Therefore, this policy potentially and exclusively applies to Windows workstations on which SENECA STRATON IDE or
SENECA STRATON PACKAGE are installed and a green Wibu dongle is used for the relevant license. The use of a
SENECA controller or RTU compatible with STRATON does not, in itself, imply exposure to the vulnerability.

Affected component
Affected versions

Exposure condition

Possible impact

Unaffected components

Recommended actions

WibuKey Driver for Windows
Version 6.71 or earlier

Windows PC with WibuKey driver installed and green Wibu dongle used for

STRATON Editor license

System crash. Under unfavorable conditions, possible alteration of adjacent

kernel memory

CodeMeter driver used with silver dongle

e  Check the Windows Control Panel, section 'Uninstall a program', for the presence of 'WibuKey Setup'.

e If presentin version 6.71 or earlier, uninstall the driver and restart your PC.

e Theninstall WibuKey Runtime for Windows in version 6.72 or higher, downloading it from the official Wibu website,
and restart your PC again.

e If the driver is not installed or green Wibu dongles are not used, no further action is required.

While waiting for the update, STRATON recommends that you keep your PC using the WibuKey driver offline or properly

protected.

Therefore, SENECA devices programmable by STRATON are not automatically affected: the verification must be
performed on the individual Windows development or maintenance workstation, based on the exposure condition

described above.

We remain available for any further clarifications or technical insights.
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