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CAUTION

SENECA does not guarantee that all specifications and/or aspects of the product and firmware, include
will meet the requirements of the actual final application even if the product referred to in this docume
in compliance with the teldgical state of the art.

The user assumes full responsibility and/or risk with regard to the configuration of the product to act
intended results in relation to the specific installation and/or end application.

SENECA may, with prior agreement, provide consultancy services for the successful completion of
application, but under no circumstances can it be held responsible for its proper functioning.

The SENECA product is an advanced product, the operation of which is specified in the technical docul
supplied with the product itself and/or can be downloaded, if desired prior to puychassefreca.the
website.

SENECA has a policy of continuous development and accordingly reserves the right to make and/or ir
without prior noticghanges and/or improvements to any product described in this documentation.

The product described in this documentation may solely and exclusively be used by personnel qualifie
specific activity and in accordance with the relevant technical documentation, with particular attention k&
to the safety instructions.

Qualified personnel means personnel who, on the basis of their training, competence and experience,
to identify risks and avoid potential hazards that could occur during the use of this product.

SENECA products may only be used for the applications and in the manner described in the te
documentation relating to the products themselves.

To ensure proper operation and prevent the occurrence of malfunctions, the transport, storage, ins
assembly, maintenance of SENECA products must comply with the safety instructions and enviro
conditions specified in this documentation.

SENECA's liability in relation to its products is governed by the general conditions of sale, which
downloaded fromvw.seneca.it

Neither SENECA nor its employees, within the limits of applicable law, will in any case be liable for
profits and/or sales, loss of data and/or information, higher costs incurred for goods and/or replacement
damage to property and/aopst interruption of activities and/or provision of services, any direct, indire
incidental, pecuniary andpsmoniary, consequential damages in any way caused and/or caused, due
negligence, carelessness, incompetence and/or other liggjlfries dhie installation, use and/or inability

to use the product.

Technical support supporto@seneca.it
Product information commerciale@seneca.it

This document is the property of SENECA srl.
Copies and reproduction are prohibited unless authorised
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Document revisions

31/08/202( 0 First revision MM
Added new function fASe MM

Added new function AFa

23/09/202¢ ! Added new function ACopy sénemy
Moved chapter MODBUS EMBEDDED I/O REGISTERS
Added new parameter fASleep T MM
23/09/202¢ 2 Aligned with firmware 104 revision
26/11/202(  MI00553 El i mi nat ed fFlcipatadtesistics| 6 i n AZ
15/04/2021 MIO0554 Aligned with fw 108 revision MM
Aligned with fw 109 revision MM
25/08/202]  MI0055B R-PASS product added
Removed Bandwidth Limitation parameter in chapter 21.11
] Aligned with fw 109 revision MM
02/05/2023  MI00555 Added RPASS product with 2 Ethernet ports
06/05/2024  MIO0557 Added RPASSS product aligned with fw 210 revision MM
Added info on SNMP, @R(protocol. MM

Added EOMM support
Aligned with fw 223 version
Added function block lisSfeersions
Additions by Seneca Service AS /| MM

15/12/2027  MIO0558

20/06/2027  MI0055B

Added new modelBESSRT, ZPASSRT, ZTWSRT, ZPASSRTS. MM
Replaced VPN BOX with VPNBOX2
28/06/2029  MI005510 Aligned with SSEPRSS fw 232 revision
Aligned witlRT fw 1012 revision

03/07/202¢  MI005511 Small corrections AZ
20/07/2023  MIOO5512 Stated corrections to the chap(MQTT client) MM
21/12/2027  MI005513 Added chapter ASMS co AZ

Rewritten manual for new firmware version rev 3xxx MM

Added model SSD
Added model S&D
Updated to rev fw 3100

14/11/2024 MI005514

26/11/2024  MI005515 Updated to rev fw 3120 MM
Script execution action addition

27/11/202¢  MIOO5516 Added chapter on the keys creation for SSH access to the de MM

New features added for release fw 3122 (on the NETWORK AND SE MM
13/12/2024 MI005517 page)

New features added for release fw 3140 (Audio calls) MM
L

21/01/2023  MI005518 Packets options changed for SSD

New features added for release fw 3160 (multiprotocol groups and e MM
25/02/202%  MIO055719 Other tag embedded registers added

New instructions added on how to add tags not enabled by de
01/04/2028  MI0O5520 Added new features for firmware release 3180 (String tag, Mode MM
16/04/2025  MIOO5521 Added new features for firmware release fw 3190 (integration witl MM GS
Cloudbox2)

Added new features for firmware release 3230 (added digital co MM GS

L
12/06/2023  MI005522 Added timing of refresh of the embedded 1/Os
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Fix Modbus Register of analog I/Os

26/06//202!  MI0O5523 Added example of MQTT publication with default parameter MM/ GS

30/07/2024  MI005524 Added changes for REDreguIatlor?s. from firmware 4.0.0.0 MM / GP
Increased the maximum frequency of digital meters from 100 Hz t,
02/09/2028  MIO05525 Added changes for firmware revision 4.0.3.0 MM / GP
10/12/202  MIOO5526 Corrected logical rules operation with period = 0 MM
11/03/202¢  MIOO5527 Updated to firmware version 5.0.0.2 MM
17/03/202¢  MI0O5528 Firewall chapter fix MM
Aligned with firmware revision 5.1.0.0 MM

Audit log review
Audit log transmission via Syslog protocol
Configurable password palicies
Protection against script execution within logic rules
Ability to load, via USB drive, an encrypted configuration using th
passphrase when the device is in the factory default state
06/05/202¢  MI005529 Improved device decommissioning process
Removal of default certificates for the OPC UA server and cli¢
updates to web pages, GUI, SSH, and serial console
Session inactivity timeout is now configurable
Removal of the "Tag Setup Old" page
"Mobile Network" page: new configuration parameter "Network
Technology" (Auto/2G/3G/4G)
Updated GUI and Web GUI screens

04/06/202¢  MIO05520 Added factory reset procedure via USB AC

Manual update for firmware version 1978.5200: AC
Revision of the login lockout mechanism.
IP address modification via Seneca Discovery Device.
Backup & restore. FeERAM management added.
AFirewall Exceptionso page: a
interfaces.
Gener ati on -sdfgnae dwniceud iif
AfModem FW Upgradeo page for
Update to the manual for firmware version 5.3.0.0: AC
Added the "Security" section to the web page menu.
Added the verification of security functions, with the related "Security
page.
Added the watchdog for digital outputs.
Added firmware downgrade blocking, with the "Rollback Protection’
Added configuration integrity checking through hash.
When debug logs are disabled, existing log files are automatically
In the "Cloud Configuration" page, a new template for the "Trackle S
has been added.
For the RASSAETH model only: revised the LAN port switch operati
The verification is now performed by executing a pingto an IP a
configurable through a new parameter. In case of a failed ping, th¢
restarted.
A criterion based on the source IP address and/or source MAC addr
introduced in Firewall Exceptions.

Introduced a CapabBifged Access Control (CBAC) system, which |
associating the "Network Configuration®, "System Administration”, "T
Data Logger" and "Maintenance" capabilities with the different user {

User and Operatavith the access levels "No Access", "Read Only
"Read/Write".
Renamed the "Guest" user type to "User".

Updating the chapter O6CREATI Ol
General update of the images in the manual to firmware versian3SW

10/06/202¢  MI0055B1

06/08/2026  MI005582
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The following sections relating to the export and import of tags via .¢ AC
been added: "EXPORTING AND IMPORTING TAGS VIA CSV
02/092026, MI005533 "EXPORTING TAGS", "IMPORTING TAGS", "CSV FILE STRUC
"ENCODING OF THE TARGET REGISTER DATA TYPE AND T
CONNECTED TO FIELDS", "EXAMPLES", "NOTES AND LIMITA
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1. INTRODUCTION

SENECA lloT EDGE gateways are key components of industrial automation and offer a range of feat
drive efficiency and reliability. These gateways act as digital sentinels of the factory, combining sup
diagnostics, processing and datgesiora single compact unit.

Supervisionis the first line of defence, as lloT EDGE gateways continuously monitor the health
performance of connected field devices, colliect r@aia and provide insights that enable predictive
maintenance, reducing downtime and operating costs.

Diagnostic capabilitieare also key. These gateways use advanced analyses to detect anomalies
deviations from expected behaviour. In this way, they enable proactive problem resolution, preventing
before they escalate. The result is higher uptime and moreroohsistant

Processing powes another key feature. IloT EDGE gateways have the processing power to perform
processing operationstadly. They can goeocess data at the source, filtering, aggregating, or transformin
it before sending it to the cloud or central sysemmifhizes bandwidth usage and latency, maximizing
the value of the data.

Data storages essential for buffering and storing data locally. In the event of network outages, these ga
ensure that critical data is not lost, and also facilitate historical analysis and reporting, enabling il
decisions.

Realtime managemeaf field devices is the hallmark of these gateways, they can remotely configure, up
and control industrial equipment, allowing operators to respond quickly to changing conditions or en
situations. This capability simplifies operation®aed owerall system resilience.

Securityis key, and [loT EDGE gateways excel at this. They establish secure VPN connections to centra
systems, encrypting data in transit, and also apply access controls, ensuring that only authorized perst
interact with them, safeguarding taggbes threats. These gateways comply with the most stringen
cybersecurity standards, starting with OWASP penetration testing, NIST 800 115 Risk Analysis, and IE
|l 1l oT EDGE gateways are indispensabHireinteligencey d ay
providing data supervision, diagnostics, processing, and storage. Secure VPN contiecidasiead real
management make them the lirafhgditcient, responsive, and secure industrial operations.

1.1. FIRMWARE WITH OPEN SOURCE LPG

Firmwares can contain Open Source software under GPL contract. According to Section 3b of the C
possible to have #wrce code for these parts. The source code with the Open Source software license
can be obtained upon request from Seneca s.r.l.

Send your requesstpporto@senecwiith the subject "Open Source".
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2. MODELS

The Edge IIOT Gateway series consists of the following models:

DIGITAL IEC61850
DIGITAL| ANALOG PLC MODEM INTEGRATED| SERIAL| ETHERNET| CAN
MODEL COUNTERS DISPLAY WIFI IEC60870
110 INPUTS (WITH BACKUP), STRATON 4G UPS PORTS PORTS PORT PROTOCOLS
70
SSD 2DIDO NO MAX 2 TOSCH NO NO NO 2 2 NO YES NO
VIRTUAL
70
SSDBS 2DIDO NO MAX 2 TOSCH YES NO NO 2 2 NO YES NO
VIRTUAL
70
SSDE 2DIDO NO MAX 2 TOSCH YES NO NO 2 2 NO YES YES
VIRTUAL
4
R-PASS | 4DI14DO 2 MAX 4 VIRTUAL NO OPTIONAL|  OPTIONAL 2 (1+3in YES OPTIONAL NO
switch)
R-PASS 4
s 4DI 4DO 2 MAX 4 VIRTUAL YES OPTIONAL  OPTIONAL 2 (1+3in YES OPTIONAL NO
switch)
R-PASS 4
E 4DI 4DO 2 MAX 4 VIRTUAL YES OPTIONAL  OPTIONAL 2 (1+3in YES OPTIONAL YES
switch)
Z-PQ_fSl 6 DIDO 2 MAX 6 VIRTUAL NO NO NO 3 2 YES NO NO
Z_T':YI_S“ 6 DIDO 2 MAX 6 VIRTUAL YES NO NO 3 2 YES NO NO
Z_;\_:_YES‘l 6 DIDO 2 MAX 6 VIRTUAL YES NO NO 3 2 YES NO YES
ZRP_?féQ 6 DIDO 2 MAX 6 VIRTUAL NO YES NO 3 2 YES NO NO
Z-PASS2
RT4GS 6 DIDO 2 MAX 6 VIRTUAL YES YES NO 3 2 YES NO NO
Z-PASS2
RTAGE 6 DIDO 2 MAX 6 VIRTUAL YES YES NO 3 2 YES NO YES

N.B. Depending on the model, the CAN port may be available but not managed by the firmware revisi
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2.1. MODEL DESCRIPTION

2.1.1.SSD/ SSIS / SSEE

PLANT AUTOMATION

Surprise Smart Display inay HMI touslensitive colour display (capacitive touch panel), with resolution
800 x 480 and LED backlight

It is an operator panel designed to control and monitor devices, plants or production lines.

Smart Display also offers extensive connectivity thanks to the features of Industrial Gateway, Seria
Server, Bridge andPlit is also equipped with aAr@reasing number of industrial protocols.

A novelty introduced in the industrial automation world is the possibility to display variables of the Moo
protocol in a completely passive mode (serial sniffer).

The preloaded software application allows the display of parameters, the sending of comman
configuration of tags, communication, individual video pages and alarm management.

Includes support for the latest version of LET'S VPN for the maintenance and monitoring of remote de

Thei' S version is also available which includes the PLC Straton IEC 61131.
In addition to including the Straton PIESyehgion has licenses for energy management protocols.|[EC6185

and IEC60870
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2.1.2.RPASS /| BPASSS /| RPASSE

R-PASS is a device designed for the control and monitoring of the operation of devices, systems or pr
lines, it also offers extensive connectivity thanks to the Industrial Gateway, Serial Device Server, Bridg
FI functions, it is also gmpdpwith a continuously increasing number of industrial protocols especially in
IOT sector.

A novelty introduced in the industrial automation world is the possibility to display variables of the Moo
protocol in a completely passive mode (serial sniffer).

It is also equipped with a virtual display accessible from any device via a web browser.

Includes support for the latest version of LET'S VPN for the maintenance and monitoring of remote de
Thei S version is also available which includes the PLC Straton IEC 61131.

It is possible to connect to the devic€®BIR option which includes a 4G modem and a UPS (optional).
The model with 4 Ethernet ports is available, with and without WIFI.

For more information on the Straton PLC refer to thettpetd&teatepic.com/en/

In addition to including the Straton PiESyehsion has licenses for energy management protocols.|[EC6185
and IEC60870
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2.1.3.ZPASSIRT | ZIWSRT | ZIWSARTE

Z-PASSRT/ZTWSART is a device designed for the control and monitoring of the operation of devi
systems or production lines, it also offers extensive connectivity thanks to the Industrial Gateway, Seri
Server and Bridge functions, it isquggped with a number of continuously increasing industrial protocc
especially in the IOT sector.

A novelty introduced in the industrial automation world is the possibility to display variables of the Moo
protocol in a completely passive mode (serial sniffer).

It is also equipped with a virtual display accessible from any device via a web browser.

Includes support for the latest version of LET'S VPN for the maintenance and monitoring of remote de

The ZTWSART version is also available which includes the PLC Straton IEC 61131.

For more information on the Straton PLC refer to thetiwsh&teataric.com/en/

In addition to including the Straton PIECyehgion has licenses for energy management protocols.|[EC6185
and IEC60870
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2.1.4.ZPASSRTAG | PASSRTAGS | ZPASSRTAGE

Z-PASSRTAG is a device designed for the control and monitoring of the operation of devices, syste
production lines, it also offers extensive connectivity thanks to the Industrial Gateway, Serial Device S
Bridge functions, it is also egghipth a number of continuously increasing industrial protocols especially
the 10T sector.

A novelty introduced in the industrial automation world is the possibility to display variables of the Moo
protocol in a completely passive mode (serial sniffer).

It is also equipped with a virtual display accessible from any device via a web browser.

Includes support for the latest version of LET'S VPN for the maintenance and monitoring of remote de
It integrates the latest generation universal 4G modem.

Thei S version is also available which includes the PLC Straton IEC 61131.

For more information on the Straton PLC refer to thettpetd&teatepic.com/en/

In addition to including the Straton PiECyéh&ion has licenses for energy management protocols.|[EC6185
and IEC60870

2.2. HARDWARE AND SOFTWARE OPTIONS

The devices are available in various hardware formats and with different software features.
All software features can be purchased at the time of ordering or at a later time. The software feat
unlocked by entering a key in the appropriate page of the device's web server.
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2.2.1.SSD

Smart Display has the following hardware options:
HARDWARE OPTIONS DESCRIPTION
SMART DISPLAY 70 DI SPLAY WI TH CAP/A
NR 2 DIGITAL INPUT
NR 2 DIGITAL OUTPUT
No. 2 INDEPENDENT ETHERNETs
MAX 2 DIGITAL COUNTERS WITH BACKUP N
VOLATILE MEMORY
WIFI / ROUTER W
No. 1 USB HOST PORT
Z-MBUS MBUS PROTOCOL CONVERTER (METERBU

And it is possible to purchase the licenses of the following software options (the packages can be activ:
more than one at the same time), by contacting Seneca directly.
SOFTWARE OPTIONS DESCRIPTION
PACKAGE INCLUDED Graphic display with widgets and synoptics
Virtual display with widgets and synoptics
Datalogger max 2000 tags with scaling
Alarms
Gateway/Router/Firewall
Gateway etherrsetrial
Serial Sniffer
Modbus TCP Client/Server protocol
Modbus RTU Master/Slave protocol
OPCUA server protocol

HTTP and MQTT protocgd
AEasy Cloudo tegqd
Programmable logics through
"IF THEN ELSE"

nioro PACKET, L Remote Alarming

Simplified VPN connection via "Seneca LET's
environment and VPNBOX2 support
Or
Open VPN Standard

STRATONS) PLC PACKAGE Allows you to activate the Straton PLC IEC 6
Additional protocols provided: Modbus RTU, M
TCRIP, MQTT, OR{A Client, MeterBus, S7 Clig

SNMP
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ENERGY PROTOCOL PACKAGEE ( | Allows you to activate the Straton PLC and the

for the additional protocols IEC61850, IEC60

Modbus RTU, Modbus-TRRIQTT, ORJA Client,
MeterBus, S7 Client, SNMP

2.2.2.RPASS

R-PASS has the following hardware options:

HARDWARE OPTIONS DESCRIPTION

R-PASS NR 4 DIGITAL INPUT
NR 4 DIGITAL OUTPUT
No. 2 ANALOG INPUIOV / 20 mA
MAX 4 DIGITAL COUNTERS WITH BAC
NONVOLATILE MEMORY
No. 4 TOTAL: Ni. 1 INDEPENDENT ETHE
No. 3 IN SWITCH BETWEEN THEM
No. 1 USB HOST PORT

R-PASSVNV NR 4 DIGITAL INPUT
NR 4 DIGITAL OUTPUT
MAX 4 DIGITAL COUNTERS WITH BAC
NONVOLATILE MEMORY
No. 4 TOTAL: No. 1 INDEPENDENT ETHI
+ 3 IN SWITCH BETWEEN THEM

WIFI
R-COMM-H4GWW 4G GLOBAL MODEM
R-COMMB-4GWW 4G GLOBAL MODEM + BATTERY POWI
UPS
Z-MBUS MBUS PROTOCOL CONVERTER (METE

And it is possible to purchase the licenses of the following software options (the packages can be activ:
more than one at the same time), by contacting Seneca directly.

SOFTWARE OPTIONS DESCRIPTION
PACKAGE INCLUDED Virtual display with widgets and synoptics
Datalogger max 2000 tags with scaling
Alarms

Gateway/Router/Firewall
Gateway etherrsatrial
Serial Sniffer
Modbus TCP Client/Server protocol
Modbus RTU Master/Slave protocol
OPGCUA server protocol
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HTTP and MQTT protocol
Cl oudo technol o
Programmable logics through
“IF THEN ELSE"

Simplified VPN connection via "Seneca LET's V
environment and VPNBOX2 support
Or
Open VPN Standard

STRATONS) PLC PACKAGE

Allows you to activate the Straton PLC IEC 611
Additional protocols provided: Modbus RTU, ModBu
MQTT, ORGA Client, MeterBus, S7 Client, SNM

ENERGY PROTOCOL PACKAGBE

Allows you to activate the Straton PLC and the liceny
additional protocols IEC61850, IEC60870, Modbu
Modbus TGP, MQTT, OR(A Client, MeterBus, S7 C

SNMP
2.2.3.ZPASSRT / ZIWSRT
Z-PASSRT /| ZIWSART has the following hardware options:
HARDWARE OPTIONS DESCRIPTION

Z-PASSRT/
Z-TWSRT

No. 6 CONFIGURABLE DIGITAL INPUT/OUTP|
MAX 6 DIGITAL COUNTERS WITH BACKUP N
VOLATILE MEMORY
No. 2 ANALOG INPUIDV / €20 mA
No. 2 INDEPENDENT ETHERNETs
No. 1 USB HOST PORT
No. 1 SLOT SD CARD

Z-MBUS

MBUS PROTOCOL CONVERTER (METERBU

SOFTWARE OPTIONS

DESCRIPTION

PACKAGE INCLUDED

Virtual display with widgets and syn(
Datalogger max 2000 tags with sca
Alarms

Gateway/Router/Firewall

Gateway etherrsetrial

Serial Sniffer

Modbus TCP Client/Server protoc
Modbus RTU Master/Slave protog
OPGCUA server protocol
HTTP and MQTT protocol for cloy
connectiono with
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Programmable logics through

“IF THEN ELSE"
Simplified VPN connection via "Sen
LET's VPN" environment and VPNB

support
Or
Open VPN Standard
STRATONS) PLC PACKAGE Allows you to activate the Straton PL|
(ALREADY INCLUDED IN TREZ4RT MODEL ONLY 61131

Additional protocols provided: Modbu
Modbus TGP, MQTT, OR(A Client,
MeterBus, S7 Client, SNMP

ENERGY PROTOCOL PACKAGE ( Allows you to activate the Straton PL|

the licenses for the additional proto

IEC61850, IEC60870, Modbus RT|

Modbus TGP, MQTT, OR(A Client,
MeterBus, S7 Client, SNMP

2.2.4.ZPASSRTA4G

Z-PASSRTAG has the following hardware options:

HARDWARE OPTIONS

DESCRIPTION

Z-PASSRTAG

No.1 4G GLOBAL MODEM + GNSS
No. 6 CONFIGURABLE DIGITAL INPUT/OUTPL
No. 2 ANALOG INPUIOW / @20 mA
No. 2 INDEPENDENT ETHERNETs
No. 1 USB HOST PORT
No. 1 SLOT SD CARD

Z-MBUS

MBUS PROTOCOL CONVERTER (METERBUJ

SOFTWARE
OPTIONS

DESCRIPTION

PACKAGE
INCLUDED

HTTP

Virtual display with widgets and synoptics
Datalogger max 2000 tags with scaling
Alarms
Gateway/Router/Firewall
Serial Sniffer

Gateway etherrsatrial

Modbus TCP Client/Server protocol

Modbus RTU Master/Slave protocol
OPGCUA server protocol

and MQTT protocol for clo
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Programmable logics through
"IF THEN ELSE"
Simplified VPN connection via "Seneca LET's VPN" environment anc
support
Or
Open VPN Standard
STRATONS) PLC Allows you to activate the Straton PLC IEC 61131
PACKAGE Additional protocols provided: Modbus RTU, ModiBuMQTF, ORTA
Client, MeterBus, S7 Client, SNMP

ENERGY Allows you to activate the Straton PLC and the licenses for the additig
PROTOCOL IEC61850, IEC60870, Modbus RTU, ModibRsMIQFPT, ORCTA Client,
PACKAGEK) MeterBus, S7 Client, SNMP

3. IP ADDRESSES
3.1. FACTORY IP ADDRESSES
The devices leave the factory with the following configuration:

ETHERNET #f L Adtadic IFP ®R 168.90.101
ETHERNET A WADHCP &R T
WIFI Not active (where present)

3.2. IP ADDRESS SEARCH

By default, the devices are configured with the IP address 192.168.90.101 on the Ethernet (LAN) inter

r -
L= iscovery Device v2.10.84 =
SENECA Di ry Device v2.10.8.0 [m] X

Cerca

Nome FLEX Indirizzo Mac Versione

R203/R204-2-HW-D Ea 192.168.90.30 ceras N 1987.2039
R-PASS 192.168.90.70 ceros N 1978.5200
Z-PASS2-RT-4G 192.168.90.101 ceroe [N 1978.5200

This application shows the IP address, MAC address, FW version and some other useful information,
SENECA device connected to PC.
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Moreover, by clicking on the "Assign" button, it is possible to modify the device network parameters, ¢
in the following figure:

‘r-? AssignlP

[ ] DHCP

P
192.168.90.101

Metmask
255.255.255.0

ATTENZIONE:
la netmask non viene letta dal dispositive!
Si riporta il valore di default, che pud essers modificato e salvato

Gateway

192.168.90.1
OK Esci

For security reasons, this function can be disabled, in this case, after clicking on the "Assign" button the
error message will be visualized

SEMECA Discovery Device X

8 ERRORE: AS5IGN TIMEQUT, CHECK WRITE PROTECTION!

The software can be easily installed by running the installation program available at the following link:
http://www.seneca.it/products/sdd

NOTE:

The | P address displayed by the Seneca Discov
PC is connected to the LAN port, the WAN IP address when the PC is connected to the WAN port, an
Fi IP address if connected to thendiwde, furthermore, changes to network configuration settings apply t
the corresponding device.

On PASS/SSD devices, starting with firmware version 5.2.0.0, you can change the IP address using th
Discovery Device software only as long as the device remains in its factory default state.
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4. ACCESS TO THE WHERVERS OF THE DEVICES
[IOT devices are equipped with tvaewvebs:

- The web server with the virtual display
- The configuration web server

4.1. CONFIGURATION WEHBERVER ACCOUNT

From version 5.0.0.0 onwards, only guesd

4.2. FIRST ACCESS TO THE WEB SERVER

The devices are accessible by default from

Web servers are available via https.
On the https protocol thesgeler with the virtual display is located on port 443, so type:

https://192.168.90.101/gui

The web server for configuration is always on port 443 but at the following URL:

https://192.168.90.101

Username: admin
Password: admin
The first time you log in, you will be asked to change the default password.

WebFactory webrver (only available in legacy mode) can be accessed at:

https://192.168.90.104er

4.3. WEBSERVER WITH VIRTUAL DISPLAY
For more information onvlsserver, refer to the relevant chapter of this manual.
4.4. CONFIGURATION WEBRVER

For more information onvlsserver, refer to the relevant chapter of this manual.
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5. DATA ACQUISITION AND PROCESSING, ALARMS GENERATION AND SENDINC
DATA SENDING

Edge IIOT devices allow you to acquire data from the embedded IOs of the devices or from the bu
industrial communication protocols), this data is saved in a shared memory and can be processed via
via logical rules or via the Stratoil©Rt€the data has been processed, it is possible to save it in an exterr
storage device (USB or SD card) or send it to the clouds or FTP/Email servers etc.

The alarms are generated by the logical rules and can also be sent to the clouds or via Email/SMS or
call.

Please refer to the following block diagram:

| DATA BUS |

}

INDUSTRIAL PROTOCOLS |

¢
DATA SHARED MEMORY

}

LOGIC RULES
‘EMBEDDED |/0’

OR PLC CLOUD
/ |FTP SERVER|

DATALOGGER

ALARMS \ EMAILI
/! \

laupI)| 5M5||CLOUD|| EMAIL |

The acquisition of data (Tags) in the buses (Data Bus) takes place via industrial protocols (Industrial
or via direct acquisition of the integrated I/Os (Embedded 1/0O).

This data flows into the shared memory (Data Shared Memory), in this memory the logic rules or PLC
the data processing (Logic Rules or PLC).

The data logger acquires the processed data and stores it via client protocols (on Cloud, FTP server, E
card, Usb storage).

The Iog_JicaI rules or the PLC generate alarms that can be sent via EMAIL, Cloud, SMS or audio calls.
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Audio calls can be configured to patrol as long as there is confirmation of alarm receipt via a DTI
combination (#99%).

The Cloud can access and then write the data already processed in the shared memory (Shared Men
Below we will analyse the main components of the block diagram.

5.1. THE DATA BUS AND INDUSTRIAL PROTOCOLS

Typically, the data resides in external devices and must be connected via industrial protocols.

The device includes a series of industrial protocols so that it can connect with the #pasgy varied thi
manufacturers.

Among the most important protocols we mention the Modbus protocolJangrtdtecd0PC

5.1.1.MODBUS PROTOCOLS
\}Madbus

Modbus was born as a sgsimamunication protdgdliodicofa company now part oSttteeider Electric

group) to connect tippogrammable logic contr@gRir8s). It has beconuedactstandardhindustrial
communicatiomand is currently one of the most widespread connection protocols in the world ar
industrialectronidevices. In addition to the serial version, Seneca devices also suppoitdbecEthernet
version.

The supported Modbus protocols are:

Modbus RTU Master protocol
Modbus RTU Slave protocol

Modbus TGIP Client protocol
Modbus TGP Server protocol

For further information, see website:

https://modbus.org/

Thanks to these protocols it is possible to acquire variables in the memory directly from external Mod
slave or Modbus FiBRserver devices.
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5.1.2.0PGUA PROTOCOL

OPC Unified Architecture BRYds a standardized mag¢bimachine communication protocol for industry
4.0 developed by the OPC Foundation.

OP@JA is a vendmdependent communication protocol and is based aénecclmniciple.

Seneca devices support theAd®R €erver protocol also with security policy.

For further information, see website:

https://opcfoundation.org/

In particular, the QB& server "exports" the internal memory tags then, usiddgfanli©@R@r other
protocol it will be possible to read and write directly all tags.
5.2. SHARED MEMORY AND TAGS

The data acquired from the buses or I/O integrated into the devices flow into the shared memory, this
is accessible from outside the device with various protocols (for exanoplsl@Qs TPor RTU).

Each piece of data is identified by a mnemonic name and a type (integer, floating point etc.), thus chatr
it takes the name of "Tag".

On these Tags it is possible to perform various types of processing as we will see later in the manual.

5.3. DATALOGGER

The Seneca IIOT Edge Gateways include a powerful data logger that allows you to manage up to 2000
at the same time (TAG). It is also possible to scale each variable and perform further processing with
or with logical rules. The dataraddwy the data logger can then be sent to the various clouds/FTP/EMAI
or to USB/SD memories.

For the function, when the gateway function i
al so possible to activate the AData Logger o m

Tag values are periodically stored in files (called "log files"), which can then be transferred.

Tags can be associated with up to four groups of Data Loggers, which can have different sampling an
periods and different transfer methods.
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The following "transfer" methods are currently supported,;

- copied to USB stick / SD Card

- transferred to an FTP server

- sent to one or mo#nail addresses, as an attachment
- Sent to a server via http post

- Sent to a server via http post

More than one of the above methods can also be enabled at the same time.

Log files are stored in flash memory, so if one of the transfer methods temporarily fails, it can be suc
transferred later.

For each group of data loggers, the "cache" is filled if at least one of the following cases is reached:

- 1000 log files
- 50000@number of groups enabled) samples (i.e. number of lines of a single log file)

When the limit is reached, the cache is "rotated", i.e. the oldest files are overwritten by the new ones.
The file protocols (copy to USB/SD card, EMAIL or FTP) use standard "csv" type log files, they can the
processed by Exear PC software.

Here is a portion of an example log file

INDEX;TYPE;TIMESTAMP;ZPASS_DI;ZPASS_DO;ZPASS_DI_1;ZPASS_DI_2;ZPASS_DI_3;ZPASS_DI_4;ZPASS _DO_1;ZPASS _
DO_2;ZPASS DO_3;ZPASS DO _4;GPS_ERROR;GPS_HOUR;GPS_MINUTE;GPS_SECOND;GPS_DAY;GPS _MONTH;GPS_YEAR
ATITUDE;GPS_LONGITUDE;GPS_HDOP;GPS_ALTITUDE;GESSREERGIAM;GPS_SPEED_KN;GPS_FIX;GPS_NUM_SAT;SH
M_TAGL;ZPASS2_ 105 TAG1;ZPASS2 106 TAG1;ZPASS2 106 TAG2

1;L0OG;29/05/2018 09:49:45;0;0;0;0;0;0;0;0;0;0;0;7;49;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56,0,0;2;4;0;32767;14;11.5
2:L0OG;29/05/2018 09:49:50;0;0;0;0;0;0;0;0;0;0;0;7;49;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;4;0;32767;14;11.5
3;LOG;29/05/2018 09:49:55;0,0;0;0;0;0;0;0;0;0;0;7;49;31;29;5;18;45.37417;11.94554,1.5;12.7;249.56;0;0;2;4,0;32767;14;11.5
4:L0G;29/05/2018 09:50:00;0;0;0;0;0;0;0;0;0;0;0;7;49;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;4;0;32767;14;11.5

If for a tag the actual value is not available (for example, if the tag corresponds to a log that does not re
Modbus requests), the value written in the corresponding field of the log fil&EB&1'be set to
The "ERROR MODE" parameter can also be set to LAST VALUBeafmedRAkrvalue.

Please note that each time a configuration change is made that affects the functionality of the Data Loc
a page in the "Datalogger" section) the following procedure is performed:

- Data Logger processes are interrupted
- The log file cache is cleared
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5.4. TAG PROCESSING: LOGICAL RULES AND STRATON PLC

Two main forms of Tag processing can be used in the device.

The first is through logical rules, the second is through a PLC (optional).

For more information, refer to the respective chapters of this manual.

55, CONNECTI ON TO CLOUDS VI A OEASY CLOUDGS6 TECHN:

The AiEasy Cloudo technology is based on the M
available clouds.

Some of the clouds to which devices can connect are:

&5 ADM4.0

Al
‘_\ ‘ Cumulocity 10T | . b e

22 onsystem

5.6. ALARMS

A complete set of parameters are available fo
the welserver.

The entire alarm status c andthe alarn hiseony ead beiretrievedchire
the AAl arm Historyo page.

Moreover, in the "Tag View" page, the columns "ALARM" and "ANALOG DANGER ALARM" show th
alarm status for each tag.

Alarm generation is managed through logical rules or directly from the Straton PLC (optional).
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6. GRAPHICAL DISPLAY OF DATA ON THE DISPLAY / VIRTUAL DISPLAY

The Seneca |1 OT Edge Gateways include a power
touch physical display and/or a virtual display accessible via a web browser. Everything that can be dc
real display is also available wirtiual one, the finger touch is replaced by the pointer and the mouse but

The display consists of 3 sections:

PAGE 1 11
SMART_DISP_DI | SMART_DISP_DO

Lo
SMART_DISP_DI_1 SMART_DISP_DI_2

(___J ()

SMART_DISP_DO_1 SMART_DISP_DO_2

SURPRISE swmartnisniay (1) b mra ere @ = @ 16/06/2020 11:05

ALARMS

"A" Represents the bar with the device information

"B" Represents the Smart Display menu

"C" Represents the Widget page

6.1. INFORMATION BAR

Represents the information related to the device status, in particular:

SURPRISE smartpispiay ) @ % mra vere @ = E 16/06/2020 11:10

A B C D EFG H

Icon "A" provides information about the device (such as firmware revision) and manufacturer
Icon "B" provides user account information; in case you are not logged in, the icon is replaced by a pa
The icon on the left, if pressed, allows to logout, the icon on the right indicates the type of user accour

stands for administrator). loabe ofiseraccounts the icon is shown as & ws :

ACoO icon shows the status of the serial port
Icon "D" shows the status of the serial port COM2

Icon "E" shows the status of the VPN connection: "Seneca Let's VPN" or "OpenVPN standard".

l con AFO Pr ovi drisgna (H mesent, deending dm therhode) h e WI

Go icon shows the status of the datal ogger
HO shows the date/time of the device
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6.2. MENU

Shows the menu:

HOME leads to the main page

SETUP leads to device configuration of the device

ALARMS leads to the alarms section

CHART leads to the section related to the graphic analysis of the datalogger data
It is also possible to hide the menu pressing the side bar:

6.2.1.SETUP
6.2.1.1.NETWORK

PAGES | TAGs |DISPLAY] USERS | SERIAL >

IP address 192.168.90.103
Mask 255.255.255.0

DHCP OFF
IP address 192.168.85.103
Mask 255.2686262.0

Mode OFF

ALARMS

Gateway 192.168.85.1
DNS AUTO OFF

DNS1 192.168.84.113
DNS2 0.0.0.0

15/04/2021 17:07

In this section it is possible to configure the settings for the LAN and WAN Ethernfétrgavsrand WI
port.

The WIFI port section allows to you chdasst&tibn or Access Point mode.

The Station mode allows the device to connect to an -€xisebgoi, instead, the Access Point mode
allows the device to create a né&néatiwork to which other devices can connect.
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6.2.1.2PAGES

ADD SYNOPTIC PAGE

PAGE 2 EZ”I‘

;  PAGES (e ][ @ [[A][Vv]
o IlTW ITaAll vl

On the first screen it is possible to add as many pages as user desires and once pages are created, h
to edit configuration of each one.

e | = D

PAGE NAME PAGE 1 MODIFY

Ple set the number of widgets to be displayed E 6

the number of macro-widgets
to be displayed ol EEY EEE B

ZPASS_DI ZPASS_DO

ZPASS_DI_1 ZPASS_DI_2

P’ \
]

ZPASS_DI_3

1

set or edit a widget tap a box.
duplicate a widget, hold it for 2 seconds.

It is possible to change the page name and the number of widgets to show.
In the central part there is a preview of the page visualization.
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Pressing on a widget icon it is possible to modify the widget parameters: type, colour, etc...

In addition to a widget page it is possible to add a Synoptic page. In a synoptic page it is possible to fr
position the widgets and upload graphics from a PC or from a graphics library inside the device to cre:
synoptic pages without the aid ofaxdeftware.
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TAGS

1 [Erwori] paces SN oerin | ueen | e b

ADD TAG

Name ZPASS DI TAG LIST

Gateway ModBUS address 1 ‘ -

Device ModBUS address ' ZPASS_DO

Device ModBUS ID [ ‘ ZPASS_DI_1

Device Type Z-PASS ZPASS_DI_2

Device Resource DIGITAL INPUTS ZPASS_DI_3

MODIFY BEEETE

In this section the configured tags are visualized.

The device tags are located on the right side (A), it is possible to browse the list.

The parameters of each tag appear in the central part (B), you can also scroll through the list.
From firmware version 109 it is possible to add, edit and delete tags also from the display.
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6.2.1.3DISPLAY

NeTwoRK| phces | rece NN vsen | see |D

NONE SCREENSAVER SLIDER

O ® ®

ENGLISH

ALARMS

Refresh
time
(ms)

In this section, it is possible to configure the display brightness (Smart Display model only), the langue
the screen refresh interval.

To reduce power consumption and extend the display lifetime, a screensaver can also be enabled. WI
activated, the screen backlight is dimmed after the configured period of inactivity.

When the screensaver is active, it can be dismissed by touching any area of the screen (or by moving
of the display if the proximity sensor is enabled).

The Slider mode allows widget pages to automatically cycle after a configurable time interval.
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6.2.1.4USERS

NErwoRK| phces | mes | oo [N e b

Enter your new password

admin CHANGE PASSWORD

ALARMS

This section allows to configure the users who can access to the display.

According to the following table

ACCOUNT| CHANGING SETUP MENU SETUP
TYPE THE DISPLAY MODIFICATION
VALUE OH
A TAG
ADMIN Yes FULL Yes
USER Yes ONLY "NETWOR NO
AND "TAGS"
OPERATOI Yes NO NO

If you do not touch the screen for the session timeout period (default 30 minutes), the system will autc
log you out.
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6.2.1.5.SERIAL

Allows you to configure the parameters of serials and define whether the Modbus protocol must b
or slave.

DISPLAY | USERS

Defined port
Mode

Baud rate
Data bits

Parity

A Stop bits

Task

SURPRISE smartpispiay (1) 15/04/2021 17:10

6.2.1.6.SNIFFER

The serial sniffer function allows you to insert one or more sniffer devices into an existing system witr
RTU protocol in an RS485 bus.

For Modbus RTU protocol there is always a single master and a series of slave devices. The master
registers to read/write to each slave, who answers sending requested data.

In order to insert a device that displays data without changing the existing configuration, it is necessan

one or more devices in passive mode (sniffer).
At this point the devices will receive all the serial packets transmitted between the master and the sla

is necessary to associate these packets to tags that will be valued.

ATTENTION!
As the SNIFFER mode is purely passive all defined tags willfoalyead
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6.2.1.7.SNIFFER MODE CONFIGURATION STEPS

i 4 PAGES | TAGs [DISPLAY| USERS | SERIAL
B

SCAN TAG CREATION

DEVICES DB

ALARMS = =
Z-10-D-IN

Z-10-D-0OUT

@) 15/04/2021 17:12
The sniffer mode is configured through the following steps (the three buttons at the top of the page):

1) BUS COMMUNICATION SCAN

In this learning mode the device will start to scan the flow of information passing through the bus. T
a Master interrogates all the devices in a continuous cycle, so when you are sure that the cycle ha
you can stop the scan. Attentioopéination to stop the scan is always manual.

2) TAG CREATION

In this phase the device has identified the registers that the devices are exchanging, now it is nece
associate the name of the tag and the type of data it contains. In the case of a system with Seneca |
it will be necessary to introdedg ke of Seneca device and the system will automatically associate tl
correct tags, in the case of third party devices, the information relating to each register identifiec
requested.
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6.2.2.ALARMS

ALARMS HISTORICAL ALARMS

ALR_ DO 1 SMART_DIS )01 Alarm MNone

ALR_DO_2 SMART_DISP_DO_2 Alarm MNone

ALARMS

BURPRISE smartnispiay (1) 16/06/2020 16:56

This section shows the active alarms and alarm history.
If the alarm requires manual acknowledgement, it is possible to use the appropriate button:

ALARMS HISTORICAL ALARMS

ACT TIME

ALR_DO_2 SMART_DISP_DO_2 Alarm None

)
ALARMS

SURPRISE smartnisptey &) @ Y- 16/06/2020 17:01
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In the Historical section are represented all the alarms that have occurred so far:

ALARMS HISTORICAL ALARMS

 AARMS  HSTORIALALARMS
S | e

ALR_DO_1 . Alarm

ALR DO 1 e B i Alarm

ALR DO 2 '_,' : | Alarm Alarm
ALR_DO_1 LA i Alarm Alarm

ALARMS

SURPRISE smartpispiay (i) 16/06/2020 17:04

ATTENTION!
ALARMS ARE CONFIGURED IN THE APPROPRIATE SECTION OFERVEER/EB
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6.2.3.BUS
This section allows external devices to be added via serial and/or Ethernet and their tags to be inserte

DispLAY | UsERs | SERIAL |sNiFFeR SR MANT. >

DEVICE TYPE FILTER

[l ADD DEVICE

ALARMS

SURPRISE smartisptay () 15/04/2021 17:13
The device uses a database that includes records of all Seneca devices.
Adding a device can be done in manual mode (by entering the device among those in the database ot
manufacturer other than Seneca) or by automatically searching for the device on serial or Ethernet.
The automatic search also automatically creates tags but only works with Seneca devices.
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6.2.4.MAINTENANCE

The Maintenance menu allows maintenance operations to be carried out on the device:

h 4|DISPLAY | USERS | SERIAL |SNIFFER

Export datalog files to USB

ALARMS
Reset pages to default

15/04/2021 17:21
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6.2.5.CHART

There are 3 types of graph available: Real Time, Historical and Histogram.

In the Chart Real Time section the tag values are displayed in real time (maximum 10 tags):

HISTORICAL HISTOGRAM

1.0

ALARMS

0 [0.0
— l
15:59:04 15:59:10 15:59:16 15:59:22 15:59:28 15:59:34

SURPRISE smartpispiay (3 26/08/2021 15:59

The configuration of the real time graph will be recalled also from the relative widget.
In the Historical section, on the other hand, you can load data in the desired range and move back an
the graph, using the touch screen.
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HISTORICAL
AU ey

ALARMS

16:43:45 16:46:15 16:48:45 16:51:15 16:54:0 16:56:30 16:59:0 17:1:30
MIN )
0000 N° of TAGS

SURPRISE smantnispiay (70 ik 16/06/2020 17:21

SMART_DISP_DO_2

In case a USB disk is connected, it is possible to export to a file the chart values displayed, by pressin
"EXP" button.
If user is connected via web to the remote display, pressing the "EXP" button the browser will downloz

directly to the PC.

The Histogram chart is essentially the same as the Historical chart but with a histogram representatior
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6.3. TYPE OF WIDGETS

Widgets are graphic elements that can be linked to one or more TAGs.
These can be used in both widget pages and synoptic pages.
There are various widgets available, here are some examples:

Text widget

The TAG value will be displayed
as text

Gauge widget

The TAG value will be displayed with
a gauge indicator

LED widget

OFF/ON statuses will be displayed
with colors

LED BIT widget

OFF/ON bit-mask statuses will be displayed
with colors
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Button command widget

When the button is pressed,
the TAG will be set to the preset value

Graphic Widget

The TAG value will be displayed
on a dynamic graph

Vertical Bar widget

The TAG value will be displayed
on a dynamic vertical bar

Horizontal Bar widget

The TAG value will be displayed
on a dynamic horizontal bar

IMAGE widget

Static image

MULTIIMAGE widget

Tag values will be displayed
with different images

Label widget
Static label

Multi Label widget

Tag values will be displayed
with different labels
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Widget macro graph (virtual display):

= SENECA

V23

V31

Etot 000000000 Kwh

VOLTAGE 1/5

This is a virtual display, scroll through the pages of the virtual display by pressing the ">" arrow at the
right.
It is possible to place up to 2 virtual displays for each widget page.

6.3.1.PAGE CHANGE

To scroll from a page to the next, simply slide the finger to the left (this operation is called "swipe") as
pages of a book;

Similarly, to return to the previous page, simply slide the finger to the right.

To change the page it is also possible to press a "forward" arrow and a "back" arrow:

RPASS_DI_3 RPASS_DI_4

6.4. TYPE OF WIDGET PAGE

Represents the widget page, in this section it is possible to visualize the widgets related to the configL
It is possible to choose among the various available grids, the widgets will be automatically positioned
grid.

Each widget graphically represents the value of one or more TAGs.
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6.5. SYNOPTIC PAGE TYPE

In a synoptic type page it is possible to freely move the widgets by adding graphics and also create :
synoptic ones.

Synoptic type pages can be freely mixed with widget type pages.

To create a synoptic page Select Pages and pkessSkiroptic Papetton.
At this point a new page will open with tools on the left:

DISPLAY | USERS | SERIAL |p
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Here is the meaning of the tool icons:

-I UNDO

Cancels the last operation performed

-' REDO

Repeats the last operation cancelled by the UNDO
A,

‘ BACKGROUND

".'.
Allows you to choose a graphic file to use as the background of the page

R ADD WIDGET

Adds a widget to the page

EI ADD VIRTUAL DISPLAY WIDGET

Adds a virtual display widget

L& WIDGET CONFIGURATOR

Allows the widget configuration

|.1]|
= SAVE PAGE

Saves the page changes

m EXIT

Exits the page
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6510ADD WI DGET6 TOOL

The " ADD |+ DIEtEOM @llows the addition of a widget on the page, once the widget has be

inserted it is possible to move it by touching the widget in the central cross. To change the size of th
move the sides of the rectangle containing the widget:
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When a widget is selected, a new series of tools appears on the right, the meaning of which is as follo

EEGRID

A grid is activated, moving the widgets they will follow the set grid.

| I
:
ujEj ALIGN

The widget is aligned

E CONFIG

Modification of the configuration parameters of the selected widget is allowed and viewed

DELETE

The Widget is removed from the page

).

You return to the initial page of the synoptic
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6.5.2.DATABASE OF SYMBOLS FOR THE SYNOPTIC PAGES

Inside the device is a database of graphic symbols that can be used in widgets.
The symbols are divided into categories. To access the symbols, select, for example, the "Image" wid

Widget

Rotation

Plant facilities

NO IMAGE

DISPLAY | USE

image SELECT

Press to select image

:

Motors (1).png

Motors (2).png

Motors (3).png g
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6.6. ALARMS

When an alarm occurs on at least one TAG, the title of the page is outlined in red and the faulty tags d
alarm icon, see the figure:

PAGE 1 1/1
SMART_DISP_DI SMART_DISP_DO

0 3

SMART_DISP_DI_1 SMART_DISP_DI_2

o4

\ -

- =
A

J { )
_,.‘"J S _,i"

ALARMS

SMART_DISP_DO_1 SMART_DISP_DO_2

SURPRISE swarnisniay (30 i TX1RX1  TX2 RX2 = 16/06/2020 16:53

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT 1 o
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca. It D [, ey EN Pages5




@ SENECA® User Manual II0T EDGE DEVIC

6.7. VIRTUAL DISPLAY

All the operations that can be done on the physical display can also be done connecting to the device \
via a web browser via port 80 (default).

To access the virtual display, enter the devi
PC or smart device, adding the suffix /gui. For example: https://192.168.90.101/gui

From firmware version 5.3.0.0 onwards, the virtual display automatically adjusts its size to fit the browst
(auto resize

PAGE 1
ZPASS_DI ZPASS_DO

0 0

ZPASS_DI_1 ZPASS_DI_2

e

ALARMS

T @

ZPASS_DI_3 ZPASS_DI_4

CHART @ @ >

Zz-PASS2-RT (1) TX1RX1 TX2RX2 TX4RX4 05/08/2026 16:58
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6.8. DOWNLOADING LOG FILES TO USB FLASH DRIVE

WARNING

Using the default settiB@sninutes after the device is switched on (or restarted), the US
disabled

By inserting a USB stick in the p@gflis possible to carry out a complete download of the files acquirec
by the datalogger.

To carry out this operation it is necessary to reach the "Maintenance" menu by tapping "SETUP" and 1
arrow that extends the menu:

IP address 192.168.90.103
EES 255.255.255.0

Export datalog files to USB

SURPRISE smartpispray (1) 1 23/09/2020 10:17

At this point the system will download all the files acquired by the datalogger.
In the root of the USB stick there will then be many folders (one per day of recording) with the files rel:

that day (divided in turn into folders representing the active log groups). This functionalityeb also active
server in the "TAG VIEW" section.
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7. INDUSTRIAL GATEWAY / ROUTER / FIREWALL

The devices allow you to set the firewall, port mapping and other advanced features such as 1:1 NAT.
In addition to these features, you can also activate the industrial gateway function.

7.1. SERIAL ETHERNET GATEWAY

You can activate the available protocols to create gateways for industrial protocols (for example from/tc
RTU to/from Modbus AP Or you can activate the transparent mode.

7.2. MODBUS ETHERNET TO SERIAL GATEWAY

The device can be configured to operate as a Gateway from Modbus Ethernet to Modbus Serial.

In this working mode, Modbus TCP Requestsfrecebternet interfaces are converted into Modbus RTU
requests and sent to the serial interface; in the same way, Modbus RTU replies received from the seria
are converted into Modbus TCP replies and sent back to the source network interface.

A Modbus Ethernet to Serial Gateway request can be activated for each of the available serial ports.
In this mode Modbus Gateway can support up to 50 simultaneous Modbus TCP connections. These co
can also be established through a VPN tunnel.
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7.3. TRANSPARENT ETHERNET TO SERIAL GATEWAY

As an alternative to Modbus Ethernet to Serial Gateway, the device can be configured to opera
"Transparent Gateway". The big difference between these two working modes is that while Ethernet
works only with the Modbus protocol, TrarSpteeaty can be applied to extend (transport) any serial
communication (regardless of RS232/RS85 protocol) through the TCP/IP stack.

You can choose the following transparent gateway modes:

- Virtual COM (with RFC 2217 support)
- Pointagoint serial tunnel on TCP
- Pointagoint serial tunnel on UDP.

Each mode will be fully described in the following paragraphs.

7.3.1.VIRTUAL COM WITH RFC 2217 SUPPORT

The Virtual COM with RFC 2217 support feature allows a PC application, which transmits data only o
line, to communicate with a remote serial device, using Ethernet/Internet; in other words, through the
device, a PC and a serial deviagedadao distant sites, can communicate because they are directly connect

In this mode, data sent over the LAN or WAN are received by the Seneca device and sent to the seria
response packets follow the reverse path.

The RFC 2217 support defines some features that allow the PC to set the properties (baud rate, data
bits and parity) of the serial port of the Seneca device remotely; so, when Virtual COM operating mode i
for a port, the port is regaréd independently from the previous settings and the values configured in
Seneca device are overwritten.

For the Virtual COM to work, a utility called "Seneca Ethernet to Serial Connection” must be installed o
The TCP connection can be established through a VPN tunnel, as shown above.
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Once the connection is established, a program using the virtual COM port will transmit the data to the ¢
of the device; for example, Modbus RTU requests sent by a Modbus Master program will reach the
slave devices connected to the RN85GOM2.

Particular attention must be paid to the "Data Packing Interval" parameter, which can be set when tf
COM operating mode is selected: this parameter allows you to define the time interval, in milliseconds
the Seneca device as a criten@acking the bytes of data received from the serial port before sending th
to the network; in other words, when the Seneca device does not receive any more bytes from the seri
the given time interval, it packs the received bytes arersends ttie established TCP connection; the
optimal value to set for this parameter depends on the protocol that is transparently routed from the
network to the serial line and vice versa.

ATTENTION!

In Virtual COM operating mode only one serial port can be used

7.3.1.1.SENECA ETHERNET TO SERIAL CONNECT
7.3.1.1.1INSTALLING THE SENECA SERIAL TO ETHERNET DRIVER

Seneca Ethernet to Serial Connect is compatible with 64 bit Windows systems.
Doubleslick on the installer

ut] Setup - Seneca ES Connect = =

Welcome to the Seneca ES
Connect Setup Wizard

This will install Seneca ES Connect ver. 1.0. 1.0 on your
computer.

Itis recommended that you dose all other applications befare
continuing.

Click Next to continue, or Cancel to exit Setup.

Cancel
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Then the comOcom driver will be installed:

(o Mull-modem emulator (comOcom) Setup -~ =

Welcome to the Null-modem
emulator (comOcom) Setup Wizard

This wizard will guide you through the installation of
MNull-modem emulator (comOcom).

It is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Cancel
Select the virtual port names CNEARISB0 and COM#OM#:
5, Mull-modem emulator (comOcom) Setup = =
Choose Components e
Choose which features of Null-modem emulator {comOcom) you want to install. r\ 9 7

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.,

Select components to install: -—aﬂ}u- Description
Start Menu Shortcuts
CNCAD <-> CNCBO
COM# <-» COM#

Space required: 344.0KB
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Now click on "Start Setup™:

o Null-modem emulator (comOcom) Setup - O

Completing the Null-modem
emulator (comOcom) Setup Wizard

Mull-modem emulator (comOcom) has been installed on your
computer,

Click Finish to dose this wizard.

["]show Readme

Visit comOcom homepage

Press Finish, the comOcom setup will open:

o) Setup for comOcom - =
SR Vitual Port Pair 0] CNCAD CNCED
’;'"CNCAD use Ports class [ | [ | use Ports class
: +- CNCED emulate baud rate [ | [ | emulate baud rate
= \‘r!"t'-'a| Port Pair 1 enable buffer overrun || [_] enable buffer ovemun
it COMM enable plugin mede [_] [ enable plug-in mode
+-COM12 enable exclusive made [ | [ | enable exclusive made
enable hidden made [ ] [ | enable hidden mode
RX = » RX
T = >< - Tx
DTR = ® DTR
DSR = ’/K\ @ DSR
DCD = @ DCD
RTS & x & RTS
CTS & ®CTS
Rl & [® R
ouT1 e ®OUTH
ouTz-m ®OUTZ
OPEM @ L & OPEN
On
Add Pair Remove Reset Apply

During installation two pairs of virtual COM are created:

CNCAO, CNCBO
and also:

COM11, COM12 (note that com# may be different in your system).
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The first pair can be used in software that supports CNCA names, the other in software that only supy
Classes.

If you need to add more virtual ports, press the "Add Pair" button, then select whether or not you neet
port.

Confirm the driver installation with "Apply".

The pair of serial port emulators GO®NI12 will be available in Device Manger

» }3 Mouse e altri dispositivi di puntamento
4 "7 Porte (COM £ LPT)
"'? comlcom - serial port emulator (COM11)
"? combcom - serial port emulator (COM12)
: Proceszori
- EF Schede direte

7.3.1.1.2COM PORT SELECTION FOR SENECA ETHERNET TO SERIAL TO CONNECT
The driver installation will use the first 2 serial ports that are free (in our case the driver has created

COM4 and COM5):

- |J® Dispositivi di sicurezza

» (M Dispositivi di sisterna

||| Dispositivi software

> Uﬁ Human Interface Device (HID)

» I Input e output audic

» ﬂ Mouse e altri dispositivi di puntamento

"% Porte (COM e LPT)

"'? com{com - serial port emulator (COM4)
"I? com{com - serial port emulator (COM3)
» Hrocessor

« ¥ Schede di rete

19

The software will use only one port (the correct port in the comOcom setup), only comOcom ports
displayed.
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Select COMS5 in the Seneca ES connector:

3) SENECA SESC 2.02 - m] X

File

Seneca Ethernet to Serial Connection

Versione 2.03

(=] =]

COMS/192.168.90.101:300(] Seleziona porta COM virtuale  COMS ~“l COMNNETTI
PORTA
Seleziona IP gateway 12 188 %0 Lo
DISCONNETTI
Seleziona Porta gateway 3000 PORTE

Finestra di Debug

CARICAMENTO COMNFIGURAZIONE, . a
COMS5/192.168.90.101:8000

CONFIGURAZIONE

() LR N CONNETTI TUTTE DISCONNETTI TUTTE SALVA CONFIGURAZIONE AGGIUNGI PORTE
automatica all'awio del PC

Now use the same COM port on application to use (e.g. in the terminal software)

- 2
Connetti a :

Test

Immettere | dettaali per il numero telefonico da compame:
Paese: ttalia (35)
Indicativo localita:

Numero di telefona:

Connetti: COMS b

prs

COMS5 is now connected to the Seneca device by a TCP connection to port 8000.
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7.3.1.1.3SENECA SERIAL TO ETHERNET CONFIGURATION

) SEMECA SESC2.03

Eile

Seneca Ethernet to Serial Connection

Versione 2,03

H

(] X

S SENECA

[=1
COMS5/192.168.90.101:3000 Seleziona porta COM virtuale COMS v e CONNETTI
PORTA
Seleziona IP gateway 192 168 90 101
DISCONNETTI
Seleziona Porta gateway 8000 PORTE
Finestra di Debug
CARICAMENTO COMFIGURAZIONE... -
COM5/192,168.90.101:6000
v
CONFIGURAZIONE
(] Abilita connessione CONNETTITUTTE DISCONMETTI TUTTE SALVA CONFIGURAZIONE AGGIUNGI PORTE
automatica all'awio del PC

Select the virtual COM port
Select the IP address of the Seneca device.

Select TCEP port
Click on "CONNECT PORT".

need to connect anot her

I f you

seri al com to

then the [+] button to confiperaew com port and, selecting it, enter the new IP address, then always pr

the ACONNECT PORTO button.
To disconnect all ports, c¢click on ADI SCONNECT
ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT WWWSGI’lecalt Doc: M0055733 EN Pagess
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7.3.1.1.ACHANGING THE PORT NUMBER

Older software applications can only use a small range of COM ports, so you may need to change tf
COM port number.

In our case the COM pair created is COM4/COMS5, let's see the procedure to change it to COM2/CON
Click on DEVICE MANAGER menu

&3 SENECA SESC 2.03

[taliano

English

Device Manager

al Connection

Seleziona porta COR

Seleziona IP gatewa)

Seleziona Porta gate

Finestra di Debug

CARICAMENTO COMF
| COMS5/152,168.90.10°

The comOcom configuration window appears:

B Setup for comOcom = =
(- Virtual Port Pair 0 com4
" Coms use Ports class use Ports class
(- COM4 emulate baud ate [ | [ | emulate baud rate
enable buffer overun [ ] [ enable buffer overun
enable plugin mode [] [] enable plugin mode
enable exclusive mode ][] enable exclusive mode
enable hidden mode [ ][] enable hidden mode
RX = @ RX
TX = »TX
DTR = = DTR
DSR ® D5k
DCD @ DCD
RTS ‘& ®RTS
CTS ®CTS
Rl [>@ Rl
ouT1 ™ ®0UT1
ouTZ @ ®OUT2
OPEN ® L ®OFEN
ON
Add Pair Remaove Reset Apply
=
ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
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Now change COMS5 to COM3 and COM4 to COM2, then click on "Apply":

B Setup for comOcom = =
(- Virtual Port Pair COM3 coma
" COMs use Ports class use Ports class
(- COM4 emulate baud rate [ | [ ] emulate baud rate
enable buffer overun ] [ enable buffer ovemun
enable plugin mode [] [] enable plugin mode
enable exclusive mode [ [ | enable exclusive mode
enable hidden mode [ | [ | enable hidden mode
RX = & RX
TX & & TX
DTR & & 0DTR
DSR & D5R
DCD - & DCD
RTS ‘& & RTS
CTS = ®*CTS
RI ] @RI
ouT! - ®0OUT1
QuTZ = ®OUTZ
COPEN ‘® L ®OFPEN
ON
Add Pair Remove Reset Apply

Sometimes the COM may be marked "in use":

Setup for comOcom (CHANGE) “

The port name COM3 is already logged as "in use”
in the COM port database.

Annulla | Riprova | Continua |

If you need to use this COM number, click "Continue”, then go to device configuration.
Since the port is not connected, click on "Show hidden devices":

= Gestione dispositivi
File Azione | Visualizza | 7
@ $| | lz‘ Dispositivi per tipo

Dispositivi per connessione

Risorse per tipo

Risorse per connessione

Meostra dispositivi nascosti

Personalizza...
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Now all unused ports are displayed in transparency (even our COM3):

4 '3 Porte (COM e LPT)

‘.? combcem - serial port emulator (COM3)

‘-? comcem - serial port emulater CNCBOD (COM2)
Seneca Virtual Com Port (COM13)
Seneca Virtual Com Port (COM135)
Seneca Virtual Com Port (COM16)
Seneca Virtual Com Port (COM1T)
Seneca Virtual Com Port (COM1E)
Seneca Virtual Com Port (COMTS)
Seneca Virtual Com Port (COM3)
USB Serial Port (COM10)

USB Serial Port (COM14)
[

Now select the COMS3 port and click on "Uninstall":

Seneca Virtual Coem Port (COM19]
' ' Seneca Virtual Corn Port (COM31|
USB Serial Port (COM10) Aggicrnamento software driver...

USE Serial Port (COM14) Disinstalla |

3 Processori

L Schede direte Rileva medifiche hardware
B Schede video Propriets
Bl Srhermi

Now COM3 is free, and we can use it on the comOcom setup:

o) Setup for comOcom - =
[=)- Virtual Port Pair 0 CoM3 Com2
" com3 use Pors class use Ports class
[1- COM2 emulate baud rate [ ][] emulate baud rate
enable buffer overun [_] [ enable buffer ovemun
enable plugin mode [] [] enable plugin mode
enable exclusive mode [ | [ ] enable exclusive mode
enable hidden mode [ | [ | enable hidden mode
RX = ® RX
> = . TX
DTR = & DTR
D5R & ®DSR
DCD = @ DCD
RTS & & RTS
CTS & ®CTS
Rl =] @RI
ouT @ ®0UT1
ouTz @ ®0UT2
OPEN @ L & OPEN
oH
Add Pair Remove Resst Apply

Finally click on "Apply", now the pair COM3/COM?2 is created:

4 " Porte (COM e LPT)
‘-? cemOcom - serial port emulater CMNCAD (COM3)
‘-? cem{com - serial port emulater CMCBO (COMZ)
- ¥ Processori
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ATTENTION!

The Seneca Ethernet to Serial Connect Software always uses the correct port of the pair created in t
comOcom configuration (in our case COM2).

iio) Setup for comOcom = =

COM3) COoM2
use Ports class [¥] useFons olass

=8 \u"!rtual Port Pair 0
--COM3

7.3.1.1.5AUTOMATIC CONNECTION AT PC STARTUP

Once you have configured the necessary ports, you can automatically start the software at PC startu
the connections afte/ays active.

To do this, save the configuration with the appropriate button and check the enabling of automatic cc
at PC startup:

CONFIGURAZIOMNE

[ S EETREETEL CONMETTI TUTTE DISCOMNETTI TUTTE SALYA CONFIGURAZIONE AGGIUNGI PORTE
automatica all'avvio del PC

: S

Am mrimmm lm e s e e

PLC c SLAV
MASTER PLC SLAVE

, |
My o e ’} '} e e —— T 1
e DEVICE e @ | e3> | I i1
S | =5 INVERTER
| ‘ s I %

\ PRINTER

The poirbpoint serial tunnel allows to extend a serial connection between two serial devices (that supj
same protocol) via a TCP/UDP connection.

In TCP operating mode, one of the two Seneca devices is defined as "Master" and the other is the "S|
first isa Tunnel Client, which receives data from the serial line and sends them to an outgoing TCP con
while the second is a Tunnel Server, which receives data from an incoming TCP connection and send
the serial line; in this mode a "tunretfibbshed between the two serial ports.
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During configuration, on the Master, you must set the destination IP address and the destination Port th
the outgoing TCP connection; on the Slave, you must set the Listening Port on which the incomi
connection is accepted.

The tunnel can also be established through a VPN connection.

ATTENTION!

In Serial Tunnel PoEdZoint the operating mode on TCP, only one connection is accepted for a given
serial port.

7.3.3.POINTTOPOINTSERIAL TUNNEL ON UDP
The Serial Tunnel P&a#oint operating mode on UDP is very similar to that of TCP.

The only difference is that none TCP connection is established and the serial data is carried by a UDF
The configuration parameters are the same as for the serial tunnel over TCP.
Again, The UDP packet can also passes through a VPN connection

CAUTION

In Serial Tunnel Poitt-Point operating mode on UDP, only one connection is accepted for a given
serial port.

7.4. MODBUS GATEWAY WITH SHARED MEMORY

The device can be configured to work as a Modbus Gateway with Shared Memory: in this mode,
configured tags are periodically and continuously read by Modbus RTU Slave or Modbus TCP Server
these valueme copied and made availableharedsmemory.

This mode supports up to 2000 tags and accepts up to 50 Modbus TCP Clients simultaneously, one
TCP/IP Server (or slave) is always running on a configured TCP port.

For each of the available serial ports you can define the type of "Task": a serial port can be configured a
RTU Master or Modbus RTU Slave or disabled.
In this way different combinations are possible.

In addition, tags can be read to/from up to 25 Modbus TCP Server.
Finally, you can define some tags that are related to the "embedded" digital I1/0O present in the device.
The following pictures show some typical scenarios.
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Maodbus.

- TCP-1P

PLC RS232 [ ’
SIEMENS™ -

Modbus RTU

SENECA Slave
DEVICE

Modbus
TCP-IP

In this case, one serial port is configured as Modbus Slave and another is configured as Modbus Mas

When some registers acquired by the Modbus Slaves must be available for a PLC, which only supj
Modbus Master protocol, the device can be configured with one serial port defined as Modbus Slave (c
to the PLC) and another in Modbus Mastect@o to the Modbus Slaves). The PLC Modbus RTU Maste
and the Modbus TCP client(s) will write/read the shared memory registers of the Seneca device, v
Modbus Gateway keeps the shared memory aligned with the Modbus Slaves registers.
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In the figure above, two serial ports are configured as Modbus Slave and connected to a Modbus Ma
port; in this way, the two PLCs and the Modbus TCP Client can write/read the shared memory to shar

The Modbus Gateway Shared Memory mode provides some interesting features, as explained below.

In addition to the "classic" behaviour of the gateway, the tags can be configured to operate in "Bridg
this mode allows you to "refresh" the tag values from the serial side only when the gateway receives
TCP/RTU requests for those tagsathize very useful when using RTU devices with "Fail safe" output
where it is necessary to cyclically write the outputs otherwise a fail would occur.

Modbus Gateway Shared Memory also performs request optimization, placing as many registers as p
a single read/write request; it is possible to set the maximum number of registers in a request indepen
each serial port/TCP Server angafbrand write operations; this option can be useful for connecting RT
devices that support a maximum number of different registers on different serial ports.

Tag configuration can be created using a MicroBoTteExpksite provided by Seneca; this template can
considerably reduce configuration time, particularly when a large number of tags need to be configure
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8. DEVICE CONFIGURATION VIA CONFIGURATISERWER

The devices can be fully configured via a series of web pages.

8.1. BASIC CONFIGURATRAGE SUMMARY

This page shows the main information about the status of the device and the user currently logged in.
It is also possible to view the installed firmware version and the activated options.

There are also buttons for restarting the device and a button for resetting the configuration settings
factory defaults.

8.2. BASIC CONFIGURATIAGE NETWORK AND SERVICES

Below are all the configuration parameters available on this page, with a short explanation and the def
of the parameter for each.

8.2.1.NETWORK SECTION

DHCP ON WAN
Al l ows you to activate or not DHCP on the niWA

LAN IP Address
Al l ows you to set the I P address of the ALANO

LAN Network Mask
Al l ows you to set the mask of the ALANO Et her

WAN IP Address
Al l ows you to set the I P address of the #AWANO

WAN Network Mask
Al l ows you to set the mask of the AWANO Et her

Default Gateway
Al l ows you to set the default gateway for the

DNS Mode
Allows you to set whether the DNS should be defined as static or taken from DHCP

DNS Server
Allows you to set the IP address of the DNS server
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IP Configuration from Discovery

Allows you to select whether or not it is possible to change the IP configuration from the Seneca D
Device software (Attention: from the Seneca Discovery Device it is possible to change only the settin
Ethernet/Wifi port to which yowoanected). Please note that for the LAN port it is not possible to active
DHCP.

When the parameter is enabled, it is valid only until the first change is made by the Seneca Discover
software, as the firmware sets it to "Disable" immediately afterwards.

The factory default setting is "Enable."

8.2.2. WEB SERVER SECTION

Protocol

Allows you to select the protocol for therwezbyou can choose between https or none.
If you select https you can access the two web servers with the default addresses:
https://192.168.90.101tps://192.168.90./H0d

HTTPS Port
Allows you to set the port of the configuraervereind the GUI

8.2.3.SFTP/SSH SERVER SECTION

Enable
Allows you to configure whether or not to enable the SFTP, SCP e SSH server protocol for accessing tf
To log in as the root user, you must dxseskdyauthentication.

Port
Allows you to configure the port for the SFTP, SCP and SSH servers.

Username
This is the username for thefuses e r 0

Password
This is thpasswortbr the uséru s e r 0

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it oc: MD0S5733 EN Pager4



https://192.168.90.101/

@ SENECA® User Manual II0T EDGE DEVIC

8.2.4.DATA FOLDER SHARING SECTION

Enable

Allows you to enable or disable the sharing of the data/folder from Windows devices via Samba protoc
8.2.5.NETWORK REDUNDANCY SECTION

Enable
Allows you to enable and select the communication redundancy strategy.
You can choose between the following configurations:

OFF> Redundancy is disabled

WAN/MOBILE If communication to the server set via the WAN Ethernet port is interrupted, it en:
communication via Mobile modem (if available).

MOBILE/WANX If communication to the server set via the Mobile modem is interrupted, it ena
communication via the WAN Ethernet port.

WAN/WIEF If communication to the server set via the WAN Ethernet port is interrupted, it en:
communication via WIFI.

WIFI/WAMN If communication to the server set via WIFI is interrupted, it enables communication via th
Ethernet port.

Ping Address
Allows you to set the address of the server to reach to use as a test for redundancy (attention: for rec
to work, the server must respond to the ping request)

8.2.6.WATCHDOG SECTION

Enable
If enabled, it allows a reboot if the device remains blocked for a time equal to the watchdog timeout.

Timeout
It represents the time in seconds that the device can remain blocked before performing a reboot.

8.2.7.RCOMM SECTION (faPRSS model only)

R-COMMM Available
If enabled, it activates control of the op@DRINRmodule
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R-COMM UPS Mode

It configures the UPS operating mode preserCiO kg Rodule.

Important: Check that thR€ MM model purchased has the "UPS" function before configuring the
parameters.

If the RCOMM purchased does not include the UPS, this parameter must be set to "OFF".

OFF> does not useGOMM UPS to powd?ASS

Shutdown immediateiyn case of mains power failure closes the log files and performs a clean shutdov
R-PASS

Shutdown on low pewan case of a mains power faHeSS continues to work as long as the battery is
charged, when it is discharging it closes the log files and performs a cleanPsh8&lown of R

8.2.8.ETHERNET SWITSECTION

This function is available exclusivelyA83Rdevices equipped with 4 Ethernet ports.

The function chechat the switch is working correctly by periodically pinging an external IP address, v
must always be reachable. If the pings fail, the switch built into the device is automatically restarted.

Control Period (minutes)
This allows you to set the timer from 1 to 59 minutes.
If you set it to O minutes, the timer is disabled.

Ping Address
This allows you to set the external IP address #RAiSBedBvice will ping to carry out a check.

WARNING

It is essential that this IP address is always accessible; otherwise, the switch will resta

8.2.9.DEBUG LOGS SECTION

Enable
If enabled, it creates log files to be analysed by Seneca technicians.
The |l og files can be downl oadsedverfrom the AConN

WARNING

When debug logs are disabled (option set to OFF), all log files are deleted.
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8.2.1HARDWARE PORTS SECTION
SD
Enables or disables mounting of the inserted microSD memory.

USB

Enables or disables mounting of the inserted USB memory.

This setting allows you to use the USB port for USB sticks even 30 minutes after the device has been
on (or rebooted).

WARNING

Assess the impact on cybersecurity before enabling this setting.

SERIAL CONSOLE
Enables or disables the console on the microUSB port.

8.3. BASIC CONFIGURATRAGE PLC CONFIGURATION

8.3.1.STRATON PLC SECTION

Enable
Allows you to activate or deactivate the Straton PLC

TCP Port
Allows you to set the port for the connection with the Straton environment (IDE)

Redundancy Enable

Allows you to enable or disable the redundancy of the Straton PLC, 2 identical devices are created, one
is automatically set as master and one as slave. The devices continuously exchange information betw
other. If one becomes unavaitbblether is activated virtually without loss of continuity.

For more information, refer to the Straton PLC manual.

Redundancy IP Address
Allows you to set the IP address of the second PLC that is part of the redundancy.

License Key
Allows you to activate the Energy protocols (IEC618505HERB0BICE6083(101).
The key to be entered is sent by Seneca support in case of purchase of the respective licenses.

Retain Variables Enable
Allows you to configure howtetgipe TAGs are to be managed (onl
mode).
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A Retahtype Tag is cyclically saved in-eofatile memory so that, in the event of a device shutdown, it
does not lose the acquired value.
A classic case is the value of an energy meter.

If set to OFF: the retain variables are managed by the firmware, if set to ON the management of the re
variables is done by the PLC.

8.3.2.ReaiTime Behaviour SECTION

ENABLE

Enables Real Time mode in the PLC

By enabling this function, the operating system scheduler switches to Real Time mode and allows you t
the PLC by reducing the Jitter of the PLC cycle times.

If a real time protocol is used in the PLC, it is recommended to enable this function.

8.3.3.ZNET4 COMPATIBILITY SECTION

ENABLE
This parameter allows you to enable or disable the features that allow configinBildnsativilaeeZ

8.4. BASICCONFIGURATI®RGE PLC MODBUS CONF

8.4.1.Modbus TCP Client SECTION

These parameters allow you to set the IP address and the port of thelMseliwes TCkhich the

Modbus TGIP client of the Straton PLC must connect without statically entering them in the IDE
configuration.

This is very useful in case you need to create multiple PLCs that point to differdRt d¢oddgs TCP
without recompiling the Straton project each time.

In order for Straton to use these parameters, you must use the following text instead of the IP and Por
of the Modbus T-Pserver:

mbtcpcli_param

at this point the IP address and the port will be replaced witbehleeralues

IP Address

Allows you to set the IP address of the ModkRsdi@r to connect to via the Straton Modibas TCP
client.

Attention: in the Straton IDE you must enter the text:

mbtcpcli_param
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instead of the IP address.

TCP Port
Allows you to set the ModbudH G@rver port to connect to via the Straton ModBudigaP
Attention: in the Straton IDE you must enter the text:

mbtcpcli_param

instead of the TCP Port.

8.4.2.Modbus Pasthrough SECTION

This function is only available if the Straton PLC is active

Enable

If enabled, it allows you to activate the modbus passthrough when the Straton PLC is running. Any
TCRIP request arriving at the set port will be forwarded to the COM2 serial port.

Only if you use th&lET software to configure the device, you can change the COM2 port with another ¢

TCP Port
This is the port used for Modbus passthrough.

8.5. BASIC CONFIGURATRAGESERIAL PORTS

The Mode parameter affects both the firmware Gateway and the Straton PLC, while the other propert
serial ports refer to the Gateway features of the firmware of the devices. If the Straton PLC uses the sa
port, the parameters configuexd(baud, bits no., etc.) will be overwritten and will therefore have no eff
(those defined in the Straton PLC have priority).

8.5.1.COM1 SECTION (RS485/RS232/MBUS)

Mode
Selects the type of serial to use for COML1 (both for the PLC and for the firmware):
RS232, RS485 or RSRRER2erBus (via optiorBBUS device).

Baud Rate
This is the baud rate at which the serial port must operate.

Data Bits
This is the number of bits at which the serial port must operate.
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Parity
This defines whether parity should be used and what type.

Stop Bits
This defines whether or not to use stop bits.

8.5.2.COM2 SECTION (RS485)

Mode
Selects the serial type to use for COM2 (both for the PLC and for the firmware): for COM2 you can on|
RS485.

Baud Rate
This is the baud rate at which the serial port must operate.

Data Bits
This is the number of bits at which the serial port must operate.

Parity
This defines whether parity should be used and what type.

Stop Bits
This defines whether or not to use stop bits.

8.5.3.COM4 SECTION (RS485)

This port is only available in-BRSS1/RT, ZTWS4ART models.

Mode
Selects the serial type to use for COM2 (both for the PLC and for the firmware): for COM4 you can onl
RS485.

Baud Rate
This is the baud rate at which the serial port must operate.

Data Bits
This is the number of bits at which the serial port must operate.

Parity
This defines whether parity should be used and what type.

Stop Bits
This defines whether or not to use stop bits.
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8.6. BASIC CONFIGURATRAGE WH-I CONFIGURATION

This page is only available on models withpo Vi
Mode

You can select from:

OFF: The VA port is off

Station: The Wl is connected to an existing network

Access Point: The device creates a #héwatiork to which devices can connect

SSID
If Mode is "Access Point" you can define the name of 4hlenatworkl that the device will create.
If Mode is valid "Station" displays the SSID of the network you are connected to.

KEY MODE
Represents the encryption protocol to be used.

SCAN/APPLY
Allows, in Station mode, to select-FHadNdlonnect to
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8.7. BASIC CONFIGURATRAGE I/O CONFIGURATION

In this page you can configure the 10s on board the device.

8.7.1.Digital I/O Configuration SECTION

This section allows you to configure the digital 10s.
Each device model has a different digital 10 configuration:

SSD MODEL

Input/Output 1 Mode
It is possible to choose between:

Remote Connection Disable
The channel is set as INPUT and if set LOW it enables the possibility of openir
remote VPN connection with the device, if set HIGH every VPN connection is bloc

General Input
The channel is set as general digital Input

General Output
The channel is set as general digital Output

Input/Output 2 Mode
It is possible to choose between:

Remote Connection Active

The channel is set as OUTPUT, if OPEN it means that no VPN connection is acti
CLOSED it means that a VPN connection is in progress.

Local alarm
The channel is set as an input that is typically connected to an external control PLC, whe
HIGH it indicates a general error that is visible remotely via the Seneca VPN BOX1 st
interface, currently this parameter is not used by VPN BOX2.

Remote toggle
Currently not used

General Input
The channel is set as general digital Input

General Output
The channel is set as general digital Output
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R-PASS MODEL

Input 1 Mode
It is possible to choose between:

Remote Connection Disable
The channel is set as INPUT and if set to LOW it enables the possibility

opening a remote VPN connection with the device, if set to HIGH every V
connection is blocked

General Input
The channel is set as general digital Input

Input 2 Mode
It is possible to choose between:

Local alarm

The input is typically connected to an external control PLC, when HIGH it indicates a ge
error that is visible remotely via the Seneca VPN BOX1 status interface, currently this para

is not used by VPN BOX2.

General Input
The channel is set as general digital Input

Input 3 Mode
General Input

The channel is set as general digital Input

Input 4 Mode
General Input
The channel is set as general digital Input

Output 1 Mode
It is possible to choose between:

Remote Connection Active
If OPEN it means that no VPN connection is active. If CLOSED it means th
VPN connection is in progress.

Remote toggle
Currently not used

General Output
The channel is set as general digital Output

Output 2 Mode

General Output
The channel is set as general digital Output
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Output 3 Mode
General Output
The channel is set as general digital Output

Output 4 Mode
General Output
The channel is set as general digital Output

Z-PASS1/2 MODEL
Input/Output 1 Mode
It is possible to choose between:

Remote Connection Disable
The channel is set as INPUT and if set LOW it enables the possibility of openir
remote VPN connection with the device, if set HIGH every VPN connection is bloc

General Input
The channel is set as general digital Input

General Output
The channel is set as general digital Output

Input/Output 2 Mode
It is possible to choose between:

Remote Connection Active
The channel is set as OUTPUT, if OPEN it means that no VPN connection is acti
CLOSED it means that a VPN connection is in progress.

General Input
The channel is set as general digital Input

General Output
The channel is set as general digital Output

Input/Output 3 Mode
General Input
The channel is set as general digital Input

General Output
The channel is set as general digital Output
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Local alarm
The channel is set as an input that is typically connected to an external control PLC, whe
HIGH it indicates a general error that is visible remotely via the Seneca VPN BOXL1 st
interface, currently this parameter is not used by VPN BOX2.

Input/Output 4 Mode
General Input
The channel is set as general digital Input

General Output
The channel is set as general digital Output

Remote toggle
Currently not used

Input/Output 5 Mode
General Input
The channel is set as general digital Input
General Output
The channel is set as general digital Output

Input/Output 6 Mode

General Input
The channel is set as general digital Input

General Output
The channel is set as general digital Output
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8.7.2.Digital Output Watchd@ECTION
When enabled, the Digital Output Watchdog function monitors communication and, in the event of a ti

sets all the devicebs outputs to the configur
Enable

This all ows you to enable (AONO) or disable (
Safe State

Set the state that the outputs should assume
AHI GHO.

Timeout (Ms)
The timeout defines the time interval between the loss of communication and the function being trigge
value can be set from a minimum of 100 ms to a maximum of 600000 ms.

8.7.3.Analog I/0 Configuration SECTION
Allows you to configure the analog inputs (not present in the SSD product)

Analog Input 1 Mode
You can choose whether to set the input as VbltayerCurrentZ0mA) input.

Analog Input 2 Mode
You can choose whether to set the input as Vbltsager(CurrentZ0mA) input.

8.7.4.Security Level SECTION
Service Disable
This parameter defines which access services are disabled when the "Remote Connection Disable" di
is HIGH.
The possible values are:
VPN ConnectioiPN connection block (Service VPN channel and Internet active)
VPN Servic&PN service channel block (active Internet)

Internet Connecti@ocking of internet access (both internet and VPN are blocked in the device)

SMS Servicdhe modem is turned off and therefore it is not possible to receive SMS messages.
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8.8. BASIC CONFIGURATRAGE REAL TIME CLOCK SETUP

This page allows you to set the device date/time parameters.
The date/time is maintained for a few days even without supplying power.

8.8.1.NTP SECTION

TheNetwork Time Protocol, in acidiiyn is arotocolto synchronize the clocks ofidhiees
connectedithin a network. The NTRlis@serveprotocdbelonging to theplication layemd listens on
UDP port 123.

Enable
Enables or disables time acquisition from the set NTP servers. Synchronization occurs every 5 minutes.

Server primary
IP or FQDN address of the primary NTP Server

Secondary server
IP or FQDN address of the secondary NTP Server

Timezone
Time zone setting

8.8.2.RTC SECTION

In case of disabled NTP server, it is possible to manually set the date/time or acquire it directly f
connected PL.

8.9. BASIC CONFIGURATI@ATEWAY CONFIGURATION PAGE

This page allows you to activate and configure the&SEtiadiGateway you want to use.
For each serial port (depending on the device model, the number of serial ports is different) you car
between:

Modbus Ethernet to Serial
This is a reéime conversion from Ethernet port to serial port from the MBdiagotGRto serial RTU
Modbus.
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Transparent

This is a retime conversion from an Ethernet port to a serial port independent of the protocol.

Modbus Shared Memory

In this mode, acquisitions are made from serial (towards a Modbus RTU slave) or from Ethernet (tc
Modbus TGIP server) and imported into an internal memory. This mode is essential for using the data
client protocols and the cloud.

AATTENTION!

In order to use the data logger, client protocols (e.g. MQTT) and logical rules, you need to set the
gateway operating mode to Modbus Shared Memory.

None
The serial port is free or usable by the Straton PLC protocols (such as MeterBUS).

For more information on the Gateway operating modes, refer to the respective chapter of this manual.

8.9.1.Modbus Shared Memory SECTION

This section contains the configurations relating to access to the shared memory of the Modbus Sharet
mode.

TCP Enable

This parameter enables/disables the Modbus Shared Memory Gateway service.

It is important to note that when this parameter is set to OFF, the-NMadtbusrigePrice is not running
even if some serial ports are assigned to it.

TCP Port
Sets the listening port for the Shared Memory Modbus TCP server

TCP Connections Max Numbes(JL
Maximum number of TCP connections that can be accepted by the Modbus TCP server

Response Mode when Resource in Fail

This parameter defines how the response to a Modbus request (read) for a tag corresponding to
responding Modbus station is constructed; whe
is given according to the "Error Mode" /dlae’'dpatameters in the tag definition; when mode is "Exception’
the response contains an exception with the value 11 ("Gateway target device failed to respond").
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Diagnostic Area Type
Select whether diagnostics can be accessed via Modbus Holding Registers or Modbus Input Register:

Diagnostic Area Address
Defines the starting register of the TAG diagnostic area.
The diagnostic area reserves a bit for each configured tag (125 registers) and provides the FAIL/OK s

Bit value on-8 means Tag reading error (or tag not configured)
The bit value or3lmeans Reading tag OK

Therefore, if you need to check the error status of the first 10 tags using the default area (9001
Registers), you must read the 49001 registry.

For instance, if the value of the register is:

0x3DB =987 = 0000 0011 1101 1011

Tag1l=0K
Tag 2 = OK
Tag 3 = FAIL
Tag 4 = OK
Tag 5 =0K
Tag 6 = FAIL

Note that one register before and one register after the diagnostic area will be reserved (by default
49000 and 49126 or 39000 and 39126).

Internal Write Functions
Allows you to choose how the TAGs are written to the Modbus registers of the slave or server devices
This includes writi ngssewérpageotwrigngsfofShe Togicallbules. t o n

8.9.2.Modbus Ethernet to Serial e Modbus Shared Memory SECTION

This section allows you to configure the Slave ID address (station modbus address) to which the device
with its embedded IOs.

The registers representing the 1/0Os are accessible via MiRlbuKRTORrotocol.

The addresses of the modbus registers vary depending on the model and are defined in the respectivi
of this manual

8.9.3.COMO0, COM1, COM2, COM4 SECTION (DEPENDING ON THE MODEL)

Here you can set the parameters related to the gateway mode that has been chosen for each serial pe
The COMO port is available when-s8&tl converter is connected
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8.9.3.1.COMO (USB)

Depending on the mode chosen for the port (in this case only Transparent mode is available) you ca
parameters:

Operating Mode
For the COMO port, only the AVirtual COMO mod

Listen Port
It is the port on which the Virtual port mode server works.

Data Packet Interval (ms)
It is the time interval that marks the end of a packet, this parameter must be set based on the type of
that is transiting

8.9.3.2.COM1 (RS232/RS485) COM2 (RS485) COM4 (RS485)
Depending on the mode chosen for the port, the following parameters are available
8.9.3.2.1COM1/COM2/COM4 Modbus Ethernet to Serial

Allows you to set the parameters of the Ethernet to Serial Gateway mode

Enable
Enables or disables Ethernet to Serial mode on the serial port

Port
Sets the TCP port on which the Ethernet to Serial gateway will operate

Response wait time [ms]
Sets the serial wait time to declare a timeout
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8.9.3.2.2COM1/COM2/COM4 Transparent

Allows you to set the operation of the transparent mode.

Operating Mode
For COM1/COM4 ports you can choose between:

VIRTUAL COM
SERIAL TUNNEL POINT TO POINT ON TCP
SERIAL TUNNEL POINT TO POINT ON UDP
8.9.3.2.2.1COM1/COM2/COM4 VIRTUAL COM
Allows you to set the parameters of the Ethernet to Serial Gateway mode

Enable
Enables or disables Ethernet to Serial mode on the serial port

Port
Sets the TCP port on which the Ethernet to Serial gateway will operate

Response wait time [ms]
Sets the serial wait time to declare a timeout

8.9.3.2.2.2.COM1/COM2/COM4 SERIAL TUNNEL POINT TO POINT ON TCP/UDP

Tunnel Role
Sets the tunnel as master or slave

Destination Address
If the Tunnel Role is master it is the IP address of the remote Tunnel Role Slave

Destination Port
If the Tunnel Role is master the Listen Port of the Tunnel Role is slave

Listen Port
If the Tunnel Role is set to slave it is the listening port of the remote master tunnel
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8.9.3.2.2.3.COM1/COM2/COM4 MODBUS SHARED GATEWAY

Task

Allows you to select the type of task Modbus Shared Gateway that must be executed on the selected ¢
between:
None, Master, Slave or Sniffer

None
No active task

Master
The gateway's Modbus RTU master is active to acquire data from Modbus RTU slave devices.

Slave
The gateway's modbus RTU slave is active to accept connections from a modbus RTU master

Sniffer

The serial sniffer is active, that is, it acquires the modbus RTU protocol from the serial port passively.
in existing systems (when there is already a modbus master and one or more modbus slaves) and yo
acquire data passively.

Slave Address
In Task = Slave mode, it is the value of the slave address (station address) that the serial port must as

Timeout (ms)
In Task = Master mode it is the response Timeout for Modbus RTU requests, in milliseconds

Delay between Polls (ms)
In Task = Master mode it is the interval between Modbus RTU requests, in milliseconds

Read/Write Retries
In Task = Master mode this is the maximum number of retries for Modbus RTU requests; this always «
write requests; for read requests, it only applies to tags with "Tag mode" = "BRIDGE"

Multiple Read Max Number

In Task = Master mode, this is the maximum number of Modbus registers that can be read in a single
RTU request; it is used to reduce the number of read requests sent on the serial bus (thanks to this p
the firmware autonomously performpsraization)

Multiple Write Max Number

In Task = Master mode, this is the maximum number of Modbus registers that can be written in a single
RTU request; it is used to reduce the number of write requests sent on the serial bus (thanks to this p
the firmware autonomously pedoroimization)

Validity Timeout
In Task = sniffer mode if a certain tag is not seen refreshed in the communication for the set time the
to FAIL.
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8.10. BASIC CONFIGURATRAGE VPN CONFIGURATION

This page allows you to configure a VPN, Seneca devices support two types of VPN: VPN BOX or OP
For more information on the VPN BOX server, refer to the VPN chapter in this manual.

VPN MODE
Allows you to choose the type of VPN server to connect to, you can choose between OPEN VPN or V

The installed version of OPEN VPN is 2.4.7

8.10.WPN FILES SECTION

In the case of a VPN connection with an OPEN VPN server, this section allows you to upload the con
file and any certificates.
The configuration file must contain all the information needed to configure the behaviour of Open VPN

The main configuration options are:

-whether the device will function as a client or server (generally, it will be a client)
- the transport protocol (UDP or TCP)

-the IP address of the server / host name and port

- the files needed to perform authentication procedures

-etc...
This file has the extension fA.ovpnd (on Windo
Regardless of the original name, it wil/ be r

This is the only mandatory file, i.e. if this file has not been uploaded to the device the VPN cannot be ¢
As mentioned in the Web page, in the options that require a file argument, only the file name, without p
be provided, as in the following example:

ca ca.crt OK

ca /home/config/vpn/ca.crt FAIL

Two other important rules that must be followed are:
-the "dev" option must be: "dev tun0" or "dev tap0".
- the "log" option must be omitted (so that logs are written to syslog)
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For more information about the OPEN VPN configuration file, please refer to the OPEN VPN 2.4
documentation at the link:

https://openvpn.net/commiesburces/referermmanualoropenvpi2-4/

CA CERTIFICATE

This file must contain the certificate of the certification authority (CA) and has the extension .crt.
This is required when the configuration file contains the "ca" option.

CLIENT CERTIFICATE

This filenust contain the client certificate and has the extension .crt.
This is required when the configuration file contains the "cert" option.

CLIENT KEY

This file must contain the client key and has the extension .key.
This is required when the configuration file contains the "key" option.

ADDITIONAL FILE

This file can be of any type and may be required for configuration options other than "ca", "cert" and "}
Note that you can upload more than one additional file.

You can choose files from your PC to select fi
When loading is complete, a results page is displayed
You can check which VPN files are stored on your device by clicking the "SHOW VPN STATUS" buttc

As the web page recalls, VPN files can be downloaded from the device, if necessary, via FTP / SFTP;
be found in the /home/config/vpn directory.

You can clear all VPN f i-lpevél appear, asking forkcanfirngation.h e A

When you press the "SHOW VPN STATUS" button, a third section called "VPN Status" appears, whic
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- The "Connection Status" of the VPN (i.e. "Stopped" or "Running")

- the IP address assigned to the VPN interface when "Connected”, the "dummy" IP address "0.0.0.
"Disconnected".

A the "OpenVPN Status" (i.e.: "Stopped" or "R
- the number of packets / bytes received by the VPN interface when connected; "0/0" when disconnec
-the number of packets / bytes sent to the VPN interface when connected; "0/0" when disconnected

- VPN files stored on the device

Important status information is given by the "OpenVPN Status" field; if the VPN is enabled ("ON"), but t
is "Stopped", this means that the Open VPN process cannot be started correctly: probably, the configu
contains some errors ohaes, some options not supported by the OpenVpn implementation of the devi
You can update the VPN status by clicking the "REFRESH" button.

Finally, you can hide the "VPN Status" section by clicking the "HIDE VPN STATUS" button.

8.10.DPEN VPN SECTION

Enable
Flag to enable/disable the AOpen VPNO feature

Allowed Interface
Allows you to force the VPN connection through the specified interface.

Reply on WAN to packets coming from WAN
If enabled, it allows responses to packets coming from the WAN interface to be sent to the same intel
not (for example) via the VPN.

8.10.3/PN BOX SECTION

Enable
Flag to enable / disable the "VPN Box" feature, i.e. the procedure / protocol that allows the device to
the VPN, interacting with the "VPN Box" server (see "VPN Box User Manual")

Server
| P or FQDN address of the "VPN Box" or AVPN B

Password
Password to access the "VPN Box" server
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Tag Name
Mnemonic name used to uniquely identify the device

When you click the "SHOW VPN STATUS" button, a new section called "VPN Status" is displayed, sh
- VPN connection status

-the VPN IP address assigned to the device this line is not displayed for tiod>@iAN(LRpiiox, as

no IP address is assigned to the VPN interface

- the status of OpenVPN

-the number of packets / bytes received by the VPN interface

-the number of packets / bytes sent to the VPN interface

A the Type of VP NoPBif@X'PoikwPhiit (L2)" oc"Single bAN" " Poi nt

A the status of the VPN BOX, if the VPN box i
- the username of the connected user, if any

The following table gives a brief explanation of the possible "Result" and "Status" strings:

Result Status Meaning

Error (Unexpected response) A response code has been received th:
managed by the device (should never ¢

Error (No response from VPN § No response received from VPN
(response timeout)

Error (Invalid response from A response was received whose contel

Box) valid for the device (should never occut

Error (Wrong password) The password set on the device is inco

Error (License Limit Reached) The maximum number of devices allo
the license is already registered on VPI

Error (VPN Box not configured The VPN Box has not yet been configu

Error (Generic error) A generic error has occurred on VPN B

OK The device has just been registered g
Box

OK New The device is registered on VPN Box,
yet configured (only "single LAN")

OK Configuration updated The device configuration has just
updated

OK Configured The device is correctly configured
available for VPN connection

OK Ban The device has been "banned

OK Not found The device is not known to VPN Bo
happens when the device registrat
deleted on VPN Box

OK Unknown The device has an unknown status in V
(should never occur)
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OK Not bound The "tunnel" between device and VPN
not active; this may occur when the tun
is blocked (not open) in the ADSL route
VPN Box side (only "FRoRbint")

OK Unexpected status A status code has been received that
managed by the device (should never ¢

8.11. BASIC CONFIGURATION PAREB SERVER CONF.

Starting with firmware version 5.2.0.0, a unique default web server certificate is included for each devi
certificate can be replaced with a custom one. When the device is reset to factory defaults, the custorn
certificate is replaced by the udedaelt certificate.

To upload a custom certificate, simply upload
After uploading, the system will restart and use the newly uploaded certificate.

8.12. BASIC CONFIGURATRAGE OPCUA SERVER CONFIGURATION

In this page, you can set parameters related to the OPC Unified ArcHilégtaesv@m@egrated into
the gateway.

The device's ORIA server "exports” the Modbus Shared Memory Gateway tags; thereforeUJdsing an OF
client software, it is possible to read / write tags using fhpro®cbl.

NOTE: for all variables on theld¥s&rver the namesgdads set to "1".
8.12.10PG UA Server Conf. SECTION

Enable
Enables/Disables the @PCserver, once enabled the server is available at the URL:

opc.tcp://IP_Address:Port/

Port
Sets the port for the @QXCserver.

Username
Username for server access

Password
Password for server access
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Security Policy
It is possible to choose between:

i
fiBasicl28Rsalbo
fiBasic256Sha256090

8.12.1.DPGUA SERVER CERTIFICATES SECTION
You can add your own certificates using the appropriate buttons.
8.12.1.DPGUA SERVER TRUSTED LIST SECTION

You can add certificates for clients authorized to connectitbAtser@&tC

8.13. OPGUA CLIENT CONFIGURATION PAGE

This page is only available if the PLC is enabled.
You can upload connecti o#Adient ti fi cates for th

The "Choose File" button selects the certificate. These are only uploaded to the device after pres
"Upload" button.

The "Show Certificate Files" button allows you to view the uploaded certificate files.

The "RsetCertificate Files" button allows you to restore the default certificate files.

8.14. BASIC CONFIGURATRAGE SNMP CONFIGURATION

This page describes the configuration of the SNMP Agent.
The SNMP V2C version is supported.
The protocol can only be used if the Straton PLC is enabled.

8.14.1GENERAL CONFIGURATION SECTION

Enable
Enables or not the SNMP protocol

Port
Port used by the SNMP protocol

Trap Type
Selects the type of Trap to use
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Trap Port
Port used by Traps

Allow access from any host
When this parameter is disabled, access will be allowed only to the hosts listed below with "Access" s

8.14. ZOMMUNITIES SECTION

Name
Community identifier

Read
Provides Read properties to the selected Community

Write
Provides Write properties to the selected Community

8.14.3HOSTS SECTION

IP Address
Allows you to define the Host IP

Community
Allows you to define which community the Host is associated with

Access
Ifflaggedit allows the host to access the SNMP Agent

Trap
Ifflaggedit allows the host to receive Traps from the SNMP Agent

8.15. BASIC CONFIGURATEAGE USERS CONFIGURATIONS
On this page, you can manage the settings for user accounts authorised to access the web server

display/remote display.
You can add, delete or edit a user:
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TYPE
Select the account type from the following:

ADMIN
This is the account that allows all operations both on the configareéiparvdetin the one relating to the
display (and to the display on models equipped with it).

OPERATOR
This account allows access only to certain pages of the configuration web server, whilst on the
web server and the physical display it blocks access to the setup menu.

USER

This account allows access to almost all pages, with the exception of those relating to ad\
mai ntenance (for exampl e, it does not al |
Management o pages) . |t c anrnusiaférreation,duttannotonadifyi g |
any parameters.

Consequentl vy, on all pages, the AAPPLYO bu
disabled.

NAME
This represents the user's name.

SURNAME
This represents the usensame

USERNAME
This represents the user's username.

PASSWORD
This represents the ugassword

WARNING

THE PASSWORD MUST BE AT LEAST 12 CHARACTERS LONG, INCLUDING AT
UPPERCASE LETTER, 1 LOWERCASE LETTER, 1 NUMBER AND 1 SPECIAL CH/

EMAIL ADDRESS
This is the email address used to contact the user.
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PHONE NUMBER
This is the user's telephone number, so that they can be contacted.

Starting with firmware version 5.2.0.0,

To unlock the user, simply:

1) Go to fABasiAdiUGenfsi gMarnatgieanmecnt , 0 and sel

| Users Management | [aD] | ([mopFY] | [DELETE] | [UNLOCK

- # | Usemame | Tpe
| 1 | admin | Admin

‘ 2 | operator | Operator

‘ | user | User

2) Pr ess fibutdi. OCKoO

3) Press OK on the confirmation screen that appears:

192.168.90.101 dice

Unlock user "user' 7

This will unlock the user.
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8.16. ROUTER CONFIGURATRASE ROUTER CONFIGURATION

On this page you can change the parameters related to the functionality of the router.

Router Enable
Enable/Disable router functionality

DNS Enable
Flag to enable/disable the DNS forwarding service

DHCP Server Enable
Flag to enable / disable DHCP service (DHCP server)

DHCP First Address
DHCP Last Address
These parameters define the range of IP addresses assigned by the DHCP server to requesting client

DHCP Lease Time (min)
Validity time interval for IP address assignment, in minutes.

Use Local Addresses Through VPN/Enable
Flag to enable/disable access to the device and others that are connected to the LAN, using their local
addresses

Hrewall
This allows you to enable or disable the firewall on the available interfaces:
LAN / WAN / MOBILE / VPN

WARNING
BY DEFAULT, THE FIREWALL IS ENABLED ON ALL INTERFACES.
TO SET UP EXCEPTI ONS, PLEASE REFER 1
SECTION

Bandwidth limitation
Allows you to set a bandwidth limitation on network interfaces:
It is possible to choose among Unlimited, 20 Mbit/s (default), 10 Mbit/s, 1 Mbit/s
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UDP Packets limitation
This parameter allows you to enable/disable the limitation of the number of UDP packets entering th
Attention! If a UDP protocol VPN is active (default for VPN BOX2), set the parameter to OFF.

WARNING

If a VPN using the UDP protocol is active (the default for VPN BOX2), this setting must
OFF.

8.17. ROUTER CONFIGURATRASE FIREWALL EXCEPTIONS

WARNING

BY DEFAULT, THE FIREWALL IS ENABLED ON ALL INTERFACES, WITH THE FO
EXCEPTIONS:

PORT 443 ON THE LAN PORT (FOR ACCESS TO THE WEB SERVER)
PORT 49160 (UDP) ON THE LAN PORT FOR THE SENECA DISCOVERY PROT

The firewall operates in DENY RERMIT BY EXCEPTION mode, meaning that every incoming packet
every interface is blocked, except for the exceptions defined here.

The firewall blocks only incoming packets, not outgoing or forwarded packets.

#

Represents the exception number

PROTOCOL
Specifies the protocol that should not be blocked on incoming traffic: TCP/UDP, TCP only, or UDP onl

PORT
It represents the door to be opened upon entering

INTERFACE

This represents the interface that must not be blocked at the input between-EANMI#dNor WPN
Starting with firmware vers@® you can apply the same rule to multiple interfaces by selecting tr
corresponding checkboxes.

WARNING

WHEN ACTIVATING SERVER PROTOCOLS ON THE DEVICE, REMEMBER TO ADD
EXCEPTION RULE TO THE FIREWALL!
FOR EXAMPLE, IF YOU ACTIVATE THE MODBRISERYER, YOU MUST SET THE EXCE
FOR PORT 502 USI NG THE ATCPO
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Source IP Address
This allows you to restrict the rule to a specific source IP address, so that it is applied only to commu
originating from that address.

Source MAC Address
This allows you to restrict the rule to a specific source MAC address, so that it is applied only to commt
originating from that address.

8.18. ROUTERONFIGURATI®RGE PORT MAPPING RULES
On this page you can set up port mapping rules (also known as "vifargyaekeefstyvarding.

WARNING

FORWARDING PACKETS ARE NOT BLOCKED BY THE FIREWALL!

Protocol
This parameter defines the transport protocol (or port type) affected by the rule: TCP, UDP or both

ExternalP Address
The source | P address of the packet to be for
the source IP address is not checked.

External Port
The TCP or UDP port from which the packet was originally sent

InternalP Address
The destination IP address to which the packet should be forwarded.

Internal Port
The TCP or UDP port to which the received packet is forwarded
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Application Protocol
Select AFTPO i f you wish to forward FTP packe

For example, if you set the following values:

Protocol = T@P

External IP Address =  (blank)
External Port = 502

Internal IP Address = 192.168.85.103
Internal Port = 503

Application Protocol = Any

The rule instructs the device that any TCP or UDP packet received by the gateway on port 502 (which
used for the Modbus TCP protocol) must be forwarded to the IP address 192.168.85.103 (which corre
to another device) on destination port 503.

8.19. ROUTER CONFIGURATRASE NAT 1:1 RULES

You can use this page to access a device (for example a PC) from the WAN to the LAN.
You then want to access a PC connected in the WAN to a PLC connected in the LAN network as sho
figure:

FACTORY NETWORK NETWORK
(WAN) (LAN)

SENECA DEVICE

WAN ||LA

192.168.0.12
10.0.0.25
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It is necessary to create a new address (10.0.0.26) which is locatedatibl®Getwork (10.0.0.25).

CURRENT UPDATED

NAT 1:1 Configuration

Interface| WAN

Description ‘

| APPLY || BACK |

PLC 192.168.0.12 is now accessible from the WAN using address 10.0.0.26.

Interface
Allows you to choose the interface among those available

Device IP Address
It is the address of the device that must be reached

Mapped IP Address

It is the new virtual IP address that must be compatible with the selected network (interface)
Description

It is the mnemonic description of the rule

8.20. ROUTER CONFIGURATMARSE STATIC ROUTES

This page allows you to set static routes, this function allows you to route an address or a range of a
to different gateways.

For example, if you need to reach 2 different addresses: 192.168.85.23 and 192.168.82.56 but you n¢
through 2 different gateways.

Destination Address
It is the destination address to reach

Subnet Mask
It is the subnet mask

Gateway
It is the address of the gateway that it must pass through

Interface
This is the interface used, you can choose between LAN, WAN, Mobile or VIFN Wageewaidble).
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Description
It is the mnemonic text of the rule

For example, you have:
1) To access 192.168.85.23 it is necessary to pass through gateway 192.168.80.1

2) To access 192.168.82.56 it is necessary to pass through gateway 192.168.80.100
You will have to use the configuration:

Rule #1:
Destination Address = 192.168.85.23

Subnet Mask = 255.255.255.255
Gateway = 192.168.80.1
Interface = LAN

Description = Go to 85

Rule #2:
Destination Address = 192.168.82.56

Subnet Mask = 255.255.255.255
Gateway = 192.168.80.100
Interface = LAN

Description = Go to 82
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8.21. MOBILE CONFIGURATRAGE MOBILE NETWORK

This page allows you to configure your mobile connection (if present).

8.21.1SIM SECTION

PIN
This is the PIN number to access the SIM (if configured)

8.21. NETWORRELECTOR SECTION

Access Technology

You can choose which network technology to use from the following options:
Automatic: (lets the modem choose the best available technology)
2G/3G/4G: Forces the manually selected technology.

Operator Selectdfode
You can choose the strategy to select the mobile operator:

Automatic: the operator is chosen automatically

Manual: the operator is set manually, if the operator is not available, the connection cannot take place
Manual/Automatic: allows you to set the operator in manual mode but if the operator is not available th
will switch to fautomatico mode.

Operator
Allows you to select the operator manually, to display a list of available operators in the area you neec
t he AGet Operator Listo button

8.21.DATA CONNECTION SECTION

Enable
Enables or disables the use of mobile data.

APN Mode
It allows you to manually set the APN or use the auto APN (the APN is retrieved from an internal datal
Attention, the database does not contain all the possible world APNs but only the main ones.

APN
This is the APN (access point that allows mobile devicebternse @mneci@urrently used or to be
used.
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Authentication Type
This is the type of authentication to use for the APN

Username
This is the username for the APN

Password
This is the password for the APN

Host for connection check (ping)
This is the URL or IP address that the device uses to diagnose the mobile connection (please note tha
or IP address must respond to a ping).

Connection check period (seconds)
This is the time after which a ping is sent to the host; the longer this time is, the less traffic is generatec
slower the system will be to recover from a loss of internet connection).

Set Default Gateway
Allows you not to set a default gateway for the mobile network (and therefore to keep the default gatev
WAN or WIFI network).

The
The

AShow mobile statuso button provides info
AiGet operator | isto button displays a |is

8.22. MOBILE CONFIGURATRAGE DDNS CONFIGURATION

This page allows you to configure DDNS services. Dynamic DNS (DDNS) is a technodhsthat allow
name on tHaterneto always be associated witl?taddressf the sangost even if the address changes
over time.

TYPE
Allows you to choose the DDNS service to use from those listed.

Hostname
This is the DDNS hostname

Username
This is the username for the service

Password
This is the password for the service
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8.23. SHARED MEMORXGCONFPAGES TCP SERVERS

This page shows the list of remote Modbus TCP servers, used to acquire data in the Modbus Shared
Gateway function.

By clicking on the "ADD" button you can configure a new TCP server, as in the figure below:

0D

WARNING: Modbus TCP protocol is not encrypted, so it can lower the security level.

1 ZPASS_105 192.168.105.101 502 5000 100 0
2 ZPASS2_106 192.168.106.101 1100 5000 100 0
3 ZKEY_83 192.168.85.83 502 500 100 0 16 16
4 ZPASS2S 103 192.168.107.101 502 5000 100 0 16 16
Name
TCP Server Mnemoni ¢c Name, this name is used t
pages.
IP Address

IP address of the remote ModbutPTs&Pver

TCP Port
Server TCP port

Timeout (ms)
Connection timeout / response for Modbus TCP requests, in milliseconds

PollDelay(ms)
Interval between two consecutive Modbus TCP requests, in milliseconds

Read/Write Retries
Maximum number of attempts for Modbus TCP requests; this always applies to write requests; for rea
requests, only applies to tags with "Gateway Tag Mode" = "BRIDGE".

Multiple Read Max Number
Maximum number of Modbus registers that can be read in a single Modbus TCP request; it is used to
the number of read requests sent via the TCP connection, thus optimising performance
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Multiple Write Max Number
Maximum number of Modbus registers that can be written in a single Modbus TCP request; it is used-
reduce the number of write requests sent via the TCP connection, thus optimising performance.

The maximum number of[RORodbus Servers that can be configured is 25.

8.24. SHARED MEMORY TAG CONF. PRGEESETUP

This page is used to configure tags in Modbus Shared Memory Gateway mode.

It isalsopossible to import the inserted tags through an Excel template (downloadable from the Senece
website) or export the current ones.

It is also possible to insert new tags directly from the web page, all Seneca devices are available via a
internal database.

The addition of a tag has the following fields (most efdhgpiiqut@s defined in the database included
in the product)

Gateway TagrN
This is the sequential number of TAGs inserted

Gateway Modbus St&egister
Starting address of the tag in the Shared Memory Gateway, using the convention that the-first register
based: 1 = 40001, 30001, etc.).

Gateway Tag Name
Tag mnemonic name

Target Resource
This represents the device resource to which the TAG should be associated (e.g. Inputl, Output2, etc
the device is not a custom device not present in the database.

TargetModbusStart Register
This represents the starting Modbus address of the tag in the remote device, with the convention that
register is 1{dased: 1 = 40001, 30001, etc.).

Target Modbus Request Type
Indicates the type of Modbus command to use for the query between:
Coil, Discrete Input, Holding Register and Input Register
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Target Register Data Type
Indicates the data type of the register between signed/unsigned up to 64bit, Real, Bool and String (ma
bytes)

Target Data SiZBYTES)
Specifies the size in bytes of the selected data type (editable only for the string data type).

Target Bit Index
This allows you to extractttheit of the tag (0 = considers the entire tag, 1 = extracts the first bit, 2 =
extracts the second bit, and so on). If this value is not O, then the tag can only be O or 1.

TargetConnected To
The external device (serial port or Ethernet port to which the external device is connected) or the inter
device to which the TAG is to be assigned.

TargetModbusStationAddress
A device from which to read (or to which to write) the tag (if it is present in the database) or a custom ¢

Gateway Tag Mode
This field defines how the tag will be handled by the gateway processes; possible values are:
GATEWAY, BRIDGE, SHARED MEMORY or EMBEDDED.

The difference between Gateway and Bridge is that Bridge tags are updated only when required, in G
mode the tags are updated cyclically even if they are not required.

SHARED MEMORY are tags that can be written by Modbus RTU ARladlnysLbGRal Rules and
are TAGs representing local variables. This type of tag can also be used for calculated tags.

EMBEDDED
for integrated digital 1/Os on board the device

Gain

This field corresponds to the value of the coefficient m in the formula
m *val + q

applied to the value "val" read by the device

Offset

This field corresponds to the value of the coefficient q in the formula
m *val + q

applied to the value "val" read by the device
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Error Mode

This field defines which value is provided in the answer to a Modbus (read) request, when the value
destination device is not available.

The possible ways are:

LAST VALUE: the last available value is given.
ERROR VALUE: the value specified in the field ORRROBE " is provided.

Erroror InitialValue
Initial value of the tag (for Shared Memory only); in the case of an EMBEDDED or remote resource, tt
defines the value assigned when a request for a value fails and when the "ERROR MODE" field is set
"ERROR VALUE"

HTTP POST VID

This field is used to create the "Variable ID" (VID) that identifies the tag in HTTP POST requests (us
when HTTP POST protocol is enabled).

The VID string is given by the "V" character plus the number contained in the field

Read Only
If selected, the tag can only be written by an external protocol (e.g. ModbiR)RIAd poflFa
logical rule.

Retain

If selected, the tag is saved in a writable retention memory (feRAM), when you restart the device the |
is loaded from the memory.

This option is only available for SHARED MEMORY tags.

Calculated Function

Only active if Tag mode is "Shared Memory". Can be used to calculate the MIN / MAX / AVG value of
Note that the calculation is only enabled if the datalogger is enabled. The averaging calculation time is
by the acquisition time.

Souce Tag
Enable integtrfloatingpoint conversion for the TAG.

Data Type Conversion
Attiva la conversione da intero a floating point del TAG.
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Export to DisplayOPCGUA
If active, it allows the tag to be displayed on the display or virtual display (depending on whether the d

equipped with a display or not) and on the StratsoRuBlish the TAG on the interndJ ARG that
the TAG will also be accessible from the PLC.

Alarm Enabled
This field is a reanly flag that indicates whether an alarm has been defined for the tag.
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8.24.1 EXPORTING AND IMPORTING TAGS VIA CSV FILE

The tag configuration of the Shared Memory Padgr@€gi8etup page can be exported to a text file in CSV

format and, likewise, can be imported from a CSV file.

This method is particularly useful for:

- Quickly creating or modifying a large number of tags using a text editor or a spreadsheet (for e

Microsoft Excel).
- Replicating the same tag configuration across multiple devices.
- Keeping a copy of the tag configuration outside the device (backup).

- Automatically generating the tag configuration from another system (for example, from the plar

list).

The buttons used for exporting and importing are located at the top of the Tag Setup page:

Nessun file selezionato [ IMPORT FROM .CGI | [ EXPORT TO .CGl |

Nessun file selezionato [ IMPORT FROM .CSV | [EXPORT TO.CSV |

[APPLY| |[ADD| |[DELETE| |[CLONE| [MOVEUP| [ MOVE DOWN |
WARNING!

The CSV file must exactly follow the structure described below.

It is recommended to always export the current device configuration and use the resulting

point for changes: this way the fields that contain internal identifiers (TARGET DEVICE
RESOURCE) are already consistent with theatksvése included in the product.

The IMPORT FROM .CGI and EXPORT TO .CGl buttons, present on the same page, use a different fc

are not covered in this section.
8.24.1. EXPORTING TAGS

To export the configured tags:
1) Access the device configuration web server.
2) Open the Shared Memory Tag Conf. Y Tag
3) Press the EXPORT TO .CSV button.

The device generates the Atags_conf.csvo

The file contains all configured tags, one tag per row, with the fields in the order described in the C

STRUCTURE section.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it oc: MD0S5733 EN Pagel15




@ SENECA® User Manual II0T EDGE DEVIC

8.24.1.2MPORTING TAGS

To import tags from a CSV file:
1) Prepare the CSV file according to the structure described in the CSV FILE STRUCTURE sectic
2) Open the Shared Memory TagACdrdg Setup page.
3)y Press the AChoose filed button on the | MPO
4) Press the IMPORT FROM .CSV button.

WARNING!

The tags contained in the file completely replace the tag configuration present in the devi
configured tags are deleted.

There is no need to restart the device; the imported tags become operational immediately.
8.24.1.XSV FILE STRUCTURE

The CSV file is a text file in which each row describes a tag; the maximum number of tags, and the
rows, is 2000. Each row contains 24 fields se

<GATEWAY TAG NR>;"<GATEWAY TAG NAME>";<GATEWAY MODBUS START REGISTER>;<TARGET DEVICE>;<TARGET
RESOURCE>;<TARGET MODBUS START REGISTER>;<TARGET MODBUS REQUEST TYPE>;<TARGET REGISTER DATA TYPE>;<TARGET BIT
INDEX>,<TARGET CONNECTED TO>;<TARGET MODBUS STADIDRESS>;<GATEWAY TAG MODE>;<GAIN>;<OFFSET>;<ERROR
MODE>;"<ERROR/INIT VALUE>";<HTTP POST VID>;<READ ONLY>;<RETAIN>;<CALCULATED FUNCTION>;"<SOURCE TAG>";<DATA

TYPE CONVERSION>;<EXPORT TO DISPUAYOPCUA><TARGET DATA SIZE (BYTES)>

Rules for filling in the file:

- The file does not contain a header row with the field names: the first row of the file is already
tag.

- All 24 fields must be present in every row and in the order shown.

- The stringype fields (GATEWAY TAG NAME, ERROR/INIT VALUE and SOURCE TAG) are enc
in double quotes.

- Numeric values are expressed in decimal notation; for the GAIN and OFFSET fields the d
separator is the period (d. o).

- The Modbus addresses of the GATEWAY MODBUS START REGISTER and TARGET MC
START REGISTER fields are expresdeaksadform, whereas on the Tag Setup page the same
addresses are displayedbaskd form: the value in the file is therefore equalue theplayed
on the web page minus 1.

- Fields that are not significant for the configured tag type must still be present, settigp® or, for str
fields, to #fAO0.

- The order of the fields in the file does not match the order of the columns on the Tag Setup pe
TARGET DATA SIZE (BYTES) field, which on the page follows the TARGET REGISTER DAT;
column, is the last field of the row in the file.
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The meaning of the individual fields is shown in the following table:

No.| FIELD IN THE CSV FIl COLUMNON THETA  ALLOWED VALUES DESCRIPTION
SETUP PAGE

1 GATEWAY TAG NR| GATEWAY TAG NR 1 to 2000 Sequential tag number. The values must be

and in ascending order within the file.

2 GATEWAY TAG NAM GATEWAY TAG NAM string in double quote§ Mnemonic name of the tag, used to refer to th
max 32 characters logic rules, in the Straton PLC, in alarms and

protocols towards the cloud.

3 GATEWAY MODBUY GATEWAY MODBUY 0 to 65535 Start address of the tag in the Gateway Sh

START REGISTER START REGISTER (Obased) Memory. In the CSV file the address is expre
O-based form, whereas on the Tag Setup pag
displayed intdased form (value in the file = val

the web pagel).

4 TARGET DEVICE TARGET DEVICE numeric identifier Type of Target device, chosen among the de
of the device in the the database included in the product, the CU
database (DB/XML) | Device DB database, or the generic Custom

5 TARGET RESOURCI TARGET RESOURC numeric identifier Device resource to which the tag is associat

of the resource, relativ] example DIGITAL INPUT 1, ANALOG INPUT|
to the device Significant only for devices present in the dat

6 TARGET MODBUS TARGET MODBUS 0 to 65535 Start Modbus address of the tag in the Target

START REGISTER START REGISTER (Obased) As for field 3, in the CSV file the address is ex
in Bbased form, whereas on the Tag Setup pa
displayed intdased form.

7 TARGET MODBUS TARGET MODBUS 0 = Call Type of Modbus command used to read or w

REQUEST TYPE REQUEST TYPE 1 = Discrete Input tag in the Target device.
2 = Holding Register
3 = Input Register
8 TARGET REGISTER TARGET REGISTER Oto 14 Data type of the register in the Target devi
DATA TYPE DATA TYPE (see the following table
9 TARGET BIT INDEX| TARGET BIT INDEX 0 = not used Allows theth bit of the tag to be extracted (1 3
1to 16 bit, 2 = second bit, etc.). If the value is other
the tag can only take the values 0 or 1.
10 | TARGET CONNECTH TARGET CONNECTE see the following tabl§ Resource to which the Target device is conn
TO TO serial port, Modbus TCP server, or resource i
to the device (Internal).
11 TARGET MODBUS TARGET MODBUS 1to 255 Modbus station address of the device from w|
STATION ADDRESS STATION ADDRESS read (or to which to write) the tag.
12 GATEWAY TAG MO GATEWAY TAG MO 0 = Gateway Defines how the tag is handled by the gate!
1 = Bridge processes: in Gateway mode the tags are u
2 = Shared Memory cyclically, in Bridge mode only when requeg
3 = Embedded Shared Memory identifies the local variabl
Embedded the I/O integrated in the devic

13 GAIN GAIN floatingpoint number, | Coefficient m of the formula m * val + q appli€
deci mal S € value fival 0 read

14 OFFSET OFFSET floatingpoint number, | Coefficient g of the formula m * val + q applie
deci mal s¢g value dAvalodo read

15 ERROR MODE ERROR MODE 0 = Last Value Defines the value returned in response to a N

1 = Error Value read request when the value of the Target de
not available: the last valid value or the value
16.
16 ERROR/INIT VALUE ERROR or INIT VALY string in double quoteg Initial value of the tag (for Shared Memory tg
max 20 characters | value returned in the event of an error when
MODE is set to Error Value.
17 HTTP POST VID HTTP POST VID 0 to 65535 Number wused to builg
identifies the tag in HTTP POST requests: th
string is given by t
SIS LSS www.senecaut | posweossEs | e Pages1?
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number (the value O corresponds to VO). Sigf
only if the HTTP POST protocol is enable
18 READ ONLY READ ONLY 0 = readvrite (OFF) If set to 0, the tag can be written by an exte
1 =readnly (ON) protocol (for example Modbus RTU or Modbu
IP) and by a logic rule.
19 RETAIN RETAIN 0 = nometentive (OFF)| If setto 1, the tag value is saved in retentive 1
1 = retentive (ON) (feRAM) and reloaded when the device is res
20 CALCULATED CALCULATED 0 =no function (NONE  Calculation function applied to the tag indica
FUNCTION FUNCTION 1 = Minimum field 21Active only for Shared Memory tags an
2 = Maximum if the datalogger is enabled.
3 = Average
21 SOURCE TAG SOURCE TAG string in double quoteg Name of the source tag from which the vall
max 32 characters | calculated, when field 20 is other than 0. For |
tags the field is en
di spbays @
22 DATA TYPE DATA TYPE 0 = None Enables conversion of the tag value from inte
CONVERSION CONVERSION 1 = Int to Float MSW floating point.

2 = Int to Float LSW
23 | EXPORT TO DISPLAY EXPORT TO 0 = not exported (OFFH If active, the tag can be viewed on the display
OPGUA DISPLAY/ORCA 1 = exported (ON) the virtual display), is accessible from the St
PLC, and is published on the intern& O&gver
24 TARGET DATA SIZH TARGET DATA SIZE 0to 255 Size in bytes of the data: 1 for Bool tags;ifitfo
(BYTES) (BYTES) data, 4 for 31t data, 8 for-64 data. For stritype
tags the field indicates the length of the string
the only case in which it can be modified from

Setup page.

8.24.1.£ENCODING OF THE TARGET REGISTER DATA TYPE AND TARGET CONNECTED TO

FIELDS

The TARGET REGISTER DATA TYPE field takes the following values:

VALUE DATATYPE VALUE DATATYPE
0 16 Bit Signed 8 Bool
1 16 Bit Unsigned 9 64 Bit Real MSW
2 32 Bit Signed MSW 10 64 Bit Real LSW
3 32 Bit Unsigned MSW 11 64 Bit Signed MSW
4 32 Bit Signed LSW 12 64 Bit Unsigned MSW
5 32 Bit Unsigned LSW 13 64 Bit Signed LSW
6 32 Bit Real MSW 14 64 Bit Unsigned LSW
7 32 Bit Real LSW

The TARGET CONNECTED TO field takes the following values:

VALUE RESOURCE

1 coM1

2 COM2

3 COoM4

4 Internal

10 Modbus TCP Server 1

11 Modbus TCP Server 2

é Modbus TCP Server (n)
34 Modbus TCP Server 25

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT
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The values from 10 to 34 correspond to Modbus TCP servers 1 to 25, configured on the Shared Mer
ConfA TCP Servers page. The value 4 (Internal) is used for Shared Memory tags and for the res
integrated in the device (Embedded).

8.24.1. =XAMPLES

The following example row, taken from a file expofRAIS8ARAZdevice, configures the first digital input
integrated in the device:

The fields of the row have the following meaning:

No. FIELD VALUE MEANING
1 GATEWAY TAG NR 3 third tag of the file
2 GATEWAY TAG NAME "ZPASS_DI_1" tag name
3 GATEWAY MODBUS START 0 register 1 of the Gateway Shared MetnasgdQn the file)
REGISTER
4 TARGET DEVICE 103 Z-PASS device (integrated resources)
5 TARGET RESOURCE 2 DIGITAL INPUT 1 resource
6 TARGET MODBUS START REGIS 0 register 1 of the Target devibag@d in the file)
7 TARGET MODBUS REQUEST T 1 Discrete Input
8 TARGET REGISTER DATA TYH 8 Bool
9 TARGET BIT INDEX 0 no bit extraction
10 TARGET CONNECTED TO 4 Internal
11 | TARGET MODBUS STATION ADD 1 station address 1
12 GATEWAY TAG MODE 3 Embedded (integrated 1/O)
13 GAIN 1.000000 no scaling
14 OFFSET 0.000000 no offset
15 ERROR MODE 0 Last Value
16 ERROR/INIT VALUE "o" initial / error value
17 HTTP POST VID 2 VID = V2
18 READ ONLY 1 readonly tag
19 RETAIN 0 nonretentive
20 CALCULATED FUNCTION 0 no calculated function
21 SOURCE TAG not used
22 DATA TYPE CONVERSION 0 no conversion
23 EXPORT TO DISPLAY /-ORC 1 tag exported to display, PLC andJBPC
24 TARGET DATA SIZE (BYTES) 1 1 byte (Bool type)

The following row configureshit 8abyte) digital counter with its value kept in retentive memory (RETAI

field = 1), mapped to register 61 of the Gateway Shared Memory:
23;"DIGITAL_COUNTER_1",60;103;29;60;2;3;0;4,1;3;1.000000;0.000000;0;"0";22;0;1;0;";0;1;4

The following row configuresb@t @@byte) floatiqgpint tag, read from an internal resource of the device:
36;"GPS_LATITUDE";107;104,7,107;2;9,0;4,1,3;1.000000;0.000000;0;"0";35;1;0;0;";0;1;8

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
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8.24.1. NOTES AND LIMITATIONS

- The maximum number of configurable tags is 2000.

- The TARGET DEVICE and TARGET RESOURCE fields contain numeric identifiers from the
database included in the product (or from the database managed on the Shared Mmory Tag C
Custom Device DB page): they must not be modified manually unless the correct identifiers are

- Ifthe TARGET DEVICE and TARGET RESOURCE values are set to 0, the tag is not associate
device present in the database. This setti

- The ALARM ENABLED (VIEW ONLY) column displayed on the Tag Setup page does not corr
to any field of the CSV file, since alarms are configured onh&ladar@snfiguration page.

WARNING!

Importing a CSV file does not modify the other sections of the device configuration (Modk
alarms, datalogger, logic rules): if the imported tags differ from the previous ones, the cor
sections must also be checked.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
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8.25. SHARED MEMORY T&GNFPAGE VIEW

This page displays the real time values of the configured tags.

The "Data Logger" buttons can be used for:

- start the Data Logger functionality, if it has been stopped (START);

-interrupt the Data Logger functionality, if running (STOP);

- clean the Data Logger's internal cache (this will also stop the Data Logger) (CLEAN CACHE).

The display is automatically updated.

The "ALARM" column shows the status of the alarm defined for the tag, if present; the ANALOG DAN!
ALARMO column has a similar behaviour, but is
Valueo and AAl arm Hi gedinthe alam cohéiguratero t hr es hol ds
It is also possible to export the datalogger files to a USB stick by pressing the "COPY TO USB" button

WARNING

By default, the USB port is disabled 30 minutes after the device is switched on (or r

If the TAG is writable the last column also includes a button that can be used to write a value to the se
tag.

8.26. SHARED MEMORAGICONPAGE CUSTONEVICE DB

On this page you can manage the database of registers of external devices to connect to.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
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8.27. ALARMPAGE ALARM CONFIGURATION

This page displays the list of configured alarms.
By clicking on the "ADD" button, you can configure a new alarm.

Enabled
Flag to enable / disable an alarm

Type
This parameter indicates whether it is a digital or analog alarm; when changing the type, some param
enabled or disabled

Name
The name of the alarm; since this parameter is used as a key to identify the alarm, it is not possible to
two alarms with the same name

Tag

The tag to which the alarm is connected.

The list of tags changes according to the type of alarm (digital or analog).
You can only associate one alarm to one tag

Activation Delays
This parameter defines the time interval, in seconds, during which the alarm condition must be kep
generate the alarm

Ignore on Boot
This is a flag used to avoid generating the alarm, if the alarm condition is detected during system start

Auto Acknowledge
This is a flag used to avoid the need for an acknowledgement (ACK) by the user to allow the alarm to b
when it ceases.

Boolean Alarm Value
For a digital alarm, this parameter indicates the value of the tag (LOW or HIGH) that corresponds to t
condition.

Alarm Low Value
For an analog alarm, this parameter defines the low alarm threshold i.e. if the tag value falls below this
the alarm condition is activated

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
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Alarm High Value

For an analog alarm, this parameter defines the high alarm threshold i.e. if the tag value exceeds this t
the alarm condition is activated

Alarm Low Low Value

For an analog alarm, this parameter defines the low dangerous alarm threshold, i.e. if the tag value fg
this threshold, the alarm condition is activated

Alarm High High Value

For an analogical alarm, this parameter defines the high dangerous alarm threshold, i.e. if the tag value
this threshold, the alarm condition is activated.

Deadband Value
This parameter defines a range within which the alarm does not fall (hysteresis).

The possible alarm states are explained in the following table:

Status Level Meaning
None - The tag has never entered the alarm condition
Alarm Alarm The value of the digital has reached the value defined by the p
"Boolean Alarm Level".
Alarm Low Alarm The analog tag has fallen below the value defined by the "Alarm
parameter
Alarm High Alarm The analog tag has exceeded the value defined by the "Alarm H
parameter
Alarm Low Lo Analog The analog tag has fallen below the value defined by the "Alarm
Danger parameter
Alarm
Alarm High Hig  Analog The analog tag has exceeded the value defined by the "Alarm H
Danger parameter
Alarm
Acknowledge - The alarm received ACK from the user (or was configured wit
Acknowledge)
Return - The tag has exited the alarm condition, but the alarm has not
acknowledged and the alarm has the "Auto Acknowledge" paran
OFF
End - The tag has exited the alarm condition and the alarm has been ag
or the alarm has the "Auto Acknowledge" parameter set to

As already mentioned, when exiting the alarm condition the alarm states can follow two different paths
depending on the value of Aud’' Acknowledgéparameter:

- LEFNXYF T wSlGdzNY Ryfr il ¥zh2M Oy R26t SRISET hCC

- LfFNXYF h 9YR AT aldziz ' Oly26ftSR3ISEThD
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8.28. ALARMPAGE ALARM SUMMARY

This page shows the alarms currently active in the system.

Name
Alarm name

Tag Name
Tag connected to the alarm

Level

AHazardo | evel of the al ar m:
Alarm" value for digital alarms

Alarm" or "Analog Danger Alarm" may apply for analog alarms

Status On
Alarm status when triggered

Timestamp On
Date Time of when the alarm was triggered

Status Action

"None" when the alarm goes off

It can evolve into:

"Acknowledged", If the alarm has been acknowledged

"Return”, if the alarm has returned but the "Auto Acknowledge" setting is OFF

Timestamp Action
Date Time of action (previous field)

8.29. ALARMS$AGE ALARM HISTORY

This page shows all alarm status transitions that have occurred in the system, up to a maximum of 10
alarm status transitions are shown from the most recent to the oldest.

8.30. CLIENT PROTOCMAGE SD/USB TRANSFER CONFIGURATION

WARNING

By default, the USB port is disabled 30 minutes after the device is switched on (or rest

This page contajparameters that indicate whether log files are copied to a USB stick (in models with
micreSDcard slot) or tavdcreSDcard and for how long they are kept.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
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Enable
Enable or disable copying of logs to USB

Max Failure Counter
This parameter defines the maximum number of failed copy attempts before entering the "Wait afte
state (see next field)

Wait After Failure (minutes)
This parameter defines the duration, in minutes, of the "Wait after failure" status.
In this state, no further attempt is made to copy a log file to the USB

SDClean Period (days)

This parameter defines for how many days the log files must be kept on the USB; that is, after the
number of days, the log files are deleted.

Files are saved in folders according to the following convention:

yyyymmdd  (yyyy=year, mm=month, dd=day)

example:

20180612

Each of these folders includes a subfolder:
logX X=[1..4], number of the group

The log file name has the following convention:
Lmmmmmmm.csv

wherenmmmmmis the number of minutes from [1/1/2000 00:00], corresponds to the date of the first lo
example:

L9701690.csv

SD cards and USB sticks must be formatted with the FAT32 filesystem.

A ATTENTION!

USB STI CKS OR SD CARDS ARE OFTEN FORMATTED Wi
ONTHE SIZ Y S) AND MUST THEREFORE BE REFORMATTED V

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it oc: MD0S5733 EN Pagel25




@ SENECA® User Manual II0T EDGE DEVIC

8.31. CLIENT PROTOCRAGE FTP CONFIGURATION

This page contains parameters related to the transfer of log files to a remote FTP server.

Enable
Enable or not the transfer of logs via FTP

Max Failure Counter
This parameter defines the maximum number of failed copy attempts before entering the "Wait afte
state (see next field)

Wait After Failure
This parameter defines the duration, in minutes, of the "Wait after failure" status.
In this state, no further attempt is made to copy a log file to the USB

Crypto Mode

Defines which encryption to use for the FTP connection between:
- None

- TLS/SSL Implicit

- TLS/SSL Explicit

Host
Hostname (FQDN) or FTP server IP address

Port
TCP port of the FTP server

Username
Server Username

Password
Server password

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
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Path
Directory path, on the FTP server, where the

Log files transferred via FTP will have the following format:

<RTU_Name>_X_log<date_time>.csv

Where:

-<RTU _Namé>s t he value of the ARTU Nameo field in
- X=[1..4is the number of the group

- <date_timexras the formggyymmdgyyy=year, mm=month, dd=day); corresponds to the log first line da

Example:

SENECA_1_l0g20180507101507.csv

8.32. CLIENT PROTOCRASGE EMAIL CONFIGURATION

Emails can be used to transfer log files or to send alarms; some parameters on this page are only us
transferring log files, not when sending alarms;
these parameters are marked with the caption "Data Logger Only".

Enable
Flag indicating whether log files are transferred via EMAIL or not
Note that it is possible to send alarms via EMAIL even if this parameter is set to OFF.

Max Failure Counter
This parameter defines the maximum number of failures before entering the "Wait after failure" state |
field).

Wait After Failure (minutes)
This parameter defines the duration, in minutes, of the "Wait after failure" status.
In this state, no further attempt is made to send a log file or alarm via EMAIL

Crypto Mode

This parameter defines the encryption type of the EMAIL connection.
The possible ways are:

None

TLS/SSL

STARTTLS

Host
Hostname (FQDN) or IP address of the MAIL server
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Port
EMAIL server port (TCP)

Username
EMAIL server username

Password
EMAIL server password

From
Sender's email address

To
List of one or mormail recipient addresses, separated by commas.
This parameter is only used for the transfer of log files

Subject
Subject of the email.
This parameter is only used for the transfer of log files

Text
Email text: If left blank a standard text is added.
This parameter is only used for the transfer of log files

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; Doc: =
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Line Terminator
Type of line terminator to use

Log files sent as EMAIL attachments have names with the following format:

<RTU_Name> X log <date_time> .csv

where:

-<RTU_Name> is the value of the ARTU Name" par
- X =[1..4] is the number of the group

- <date_time> has the format yyyymmdd (yyyy = year, mm = month, dd = day); this is the timestamp @
sample (line) in the log file

for example:
SENECA_1 10g20180507101507.csv

Emails containing alerts have the following text format:
MESSAGE: <timestamp>

<nome rtu> <testo messaggio>

with the following object:
<nome rtu>: ALARM

Sending alarm messages i s managed by the HARul
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8.33. CLIENT PROTOCRASGE HTTP CONFIGURATION
The http post protocol can be used to send log samples or alarms (events) to an HTTP server.

Enable
Enable or not the sending of logs via http

Max Failure Counter
This parameter defines the maximum number of failures before entering the "Wait after failure" state (
field).

Wait After Failure (minutes)
This parameter defines the duration, in minutes, of the "Wait after failure" status.
In this state, no further attempt is made to send a log file or alarm via http POST.

SSL/TLS
This parameter defines whether or not to enable HTTP connection encryption.

Host
Hostname (FQDN) or HTTP server IP address

Port
TCP port of the HTTP server

Seneca Protocol
If enabled, it allows HTTP sending with the typical parameters of the Seneca protocol (used on Cloud

Authentication
Allows you to enable or disable user/password authentication

Username
HTTP server username

Password
HTTP server password

Path
Adds a PATH string

Url
Allows you to view the publication string

You can also refer to the specific document of the http protocol used
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8.34. CLIENT PROTOCRAGE MQTT CONFIGURATION

The MQTT protocol can be used to send (and receive) data or events to a cloud server (called a broke

Enable
Enable or not the MQTT protocol.

Max Failure Counter
This parameter defines the maximum number of failures before entering the "Wait after failure" state |
field).

Wait After Failure (minutes)
This parameter defines the duration, in minutes, of the "Wait after failure" status.
In this state, no further attempts are made to send or receive data via MQTT.

Client ID
Defines the Client ID used in the MQTT protocol

Broker Host
Defines the host name of the MQTT broker

Broker Port
Defines the MQTT broker port

Use WebSockets
Allows you to activate MQTT communication via Websockets

Keep Alive Interval (seconds)

This parameter defines Keep alive which ensures that the connection between the broker and client is
and that the broker and client are aware that they are connected. When the client establishes a conn
the broker, it tells the brokemainterval in seconds. This interval defines the maximum period of time du
which the broker and client may not communicate with each other.

Clean Session

This parameter defines the "clean session”.

When the clean session flag is set to true, the client does not want a persistent session. If the client dis
for any reason, all information and messages queued from a previous session are lost.

Message Retain
Usually if a publisher publishes a message on a topic to which no one is subscribed, the message |
discarded by the broker. However, the publisher can tell the broker to keep the last message of that tc
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Quiality of service

This parameter defines the QOS of the MQTT protocol.
Can be selected from

QOS 0 (once only, without ack)

QOS 1 (at least once, with ack)

QOS 2 (once only, with ack and resend)

Authentication
This parameter defines whether user/password authentication should be used to access the broker

Username
Broker Username

Password
Broker password

SSL/TLS
Defines if the crypto is SSL/TLS

Check Certificates
This allows you to enable "ON" or disable "OFF" certificate checking.

Log on Change
This parameter defines whether topics should only be sent in case of change (based on minimum time

Publish with multiple tags
This parameter defines whether the publish contains multiple tags or whether the device should send
for each tag

Publish Topic for Logs
Selects the topic name for the logs using the following table:

%c Device Client ID

%m Device MAC Address

%M Device MAC Address (without ":")

%e Device IMEI

%d Date/Time

%t timestamp (number of seconds from 01/01/1970)
%X text (only for "Publish Payload for Alarms")

%b bulk (format specified in "Publish Bulk Format")
%n Tag name (only for "Publish Bulk Format")

%v Tag value (only in "Publish Bulk Format")

%i Tag validity flag (only in "Publish Bulk Format")
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%f Tag id with progressive number (only in "Publish Bulk Format")

%j[field] Adds double quotes " to [field]. The double quotes represent a string in JSON
%$tag_nam Value of the "tag_name" tag

%f#tag_nam: Validity of the "tag_name" tag

%u Timestamp in [ms] (only in "Publish Fast Log Sample" and "Publish Bulk Forr
%p Sampling period (only in "Publish Fast Log Sample")
%w Format (only in "Publish Fast Logbo

Publish Payload for Logs

Selects the format to be used for the payload in Json format using the following table:
%c Device Client ID

%m Device MAC Address

%M Device MAC Address (without )

%e Device IMEI

%d Date/Time

%t timestamp (number of seconds from 01/01/1970)
%X text (only for "Publish Payload for Alarms")

%b bulk (format specified in "Publish Bulk Format")
%n Tag name (only for "Publish Bulk Format")

%v Tag value (only in "Publish Bulk Format")

%i Tag validity flag (only in "Publish Bulk Format")
%f Tag id with progressive number (only in "Publish Bulk Format")

%j[field] Adds double quotes " to [field]. The double quotes represent a string in JSON
%$tag_nam: Value of the "tag_name" tag

%f#tag_nam: Validity of the "tag_name" tag

%u Timestamp in [ms] (only in "Publish Fast Log Sample" and "Publish Bulk Forr
%p Sampling period (only in "Publish Fast Log Sample")
%w Format (only in "Publish Fast Logo
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Publish Bulk Format
Selects the format for "bulk mode" according to the following table:

%cC

%m

%M

%e

%d

%t

%X

%b

%n

%v

%i

%f

%ij[field]
%$tag_nam
%#tag_nam
%u

%p

%w

Device Client ID

Device MAC Address

Device MAC Address (without ":')

Device IMEI

Date/Time

timestamp (number of seconds from 01/01/1970)

text (only for "Publish Payload for Alarms")

bulk (format specified in "Publish Bulk Format")

Tag name (only for "Publish Bulk Format")

Tag value (only in "Publish Bulk Format")

Tag validity flag (only in "Publish Bulk Format")

Tag id with progressive number (only in "Publish Bulk Format")

Adds double quotes " to [field]. The double quotes represent a string in JSON
Value of the "tag_name" tag

Validity of the "tag_name" tag

Timestamp in [ms] (only in "Publish Fast Log Sample" and "Publish Bulk Forr
Sampling period (only in "Publish Fast Log Sample")

Format (only in "Publish Fast Logbo

Publish Bulk Format for Fast Logging
Selects the for mat for the Abul k modeo f o

%cC
%m
%M
%e
%d
%t
%X
%b

%n

Device Client ID

Device MAC Address

Device MAC Address (without )

Device IMEI

Date/Time

timestamp (number of seconds from 01/01/1970)
text (only for "Publish Payload for Alarms")

bulk (format specified in "Publish Bulk Format")

Tag name (only for "Publish Bulk Format")
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%v Tag value (only in "Publish Bulk Format")
%i Tag validity flag (only in "Publish Bulk Format")
%f Tag id with progressive number (only in "Publish Bulk Format")

%j[field] Adds double quotes " to [field]. The double quotes represent a string in JSON
%$tag_nam: Value of the "tag_name" tag

%f#tag_nam: Validity of the "tag_name" tag

%u Timestamp in [ms] (only in "Publish Fast Log Sample" and "Publish Bulk Forr
%p Sampling period (only in "Publish Fast Log Sample™)
%w Format (only in "Publish Fast Logbo

Publish Topic for Alarms
Selects the format for topic names in alarms according to the following table:

%cC Device Client ID

%m Device MAC Address

%M Device MAC Address (without ":)

%e Device IMEI

%d Date/Time

%t timestamp (number of seconds from 01/01/1970)
%X text (only for "Publish Payload for Alarms")

%b bulk (format specified in "Publish Bulk Format")
%n Tag name (only for "Publish Bulk Format")

%v Tag value (only in "Publish Bulk Format")

%i Tag validity flag (only in "Publish Bulk Format")
%f Tag id with progressive number (only in "Publish Bulk Format")

%j[field] Adds double quotes " to [field]. The double quotes represent a string in JSON
%$tag_nam Value of the "tag_name" tag

%#tag_nam: Validity of the "tag_name" tag

%u Timestamp in [ms] (only in "Publish Fast Log Sample" and "Publish Bulk Forr
%p Sampling period (only in "Publish Fast Log Sample")
%w Format (only in "Publish Fast Logo
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Publish Payload for Alarms
Selects théfscard on faillitepic according to the following table:

%c Device Client ID

%m | Device MAC Address

%M  |Device MAC Address (without ":")
%e Device IMEI

%d Date/Time

%t timestamp (number of seconds from 01/01/1970)
%j[fielc Adds double quotes " to [field]. The double quotes represent a string in JSON

Subscribe Topic

Selects the Topic Subscribe according to the following table:
%c Device Client ID

%m Device MAC Address

%M Device MAC Address (without )

%e Device IMEI

%d Date/Time

%t timestamp (number of seconds from 01/01/1970)
%X text (only for "Publish Payload for Alarms")

%b bulk (format specified in "Publish Bulk Format")
%n Tag name (only for "Publish Bulk Format")

%v Tag value (only in "Publish Bulk Format")

%i Tag validity flag (only in "Publish Bulk Format")
%f Tag id with progressive number (only in "Publish Bulk Format")

%j[field] Adds double quotes " to [field]. The double quotes represent a string in JSON
%$tag_nam Value of the "tag_name" tag

%#tag_nam: Validity of the "tag_name" tag

%u Timestamp in [ms] (only in "Publish Fast Log Sample" and "Publish Bulk Forr
%p Sampling period (only in "Publish Fast Log Sample")
%w Format (only in "Publish Fast Logo

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it oc: MD0S5733 EN Pagel36




@ SENECA® User Manual II0T EDGE DEVIC

LWT Topic

Selects the "Last Weel and Testament" topic according to the following table:
%cC Device Client ID

%m Device MAC Address

%M Device MAC Address (without ":')

%e Device IMEI

%d Date/Time

%t timestamp (number of seconds from 01/01/1970)

%X text (only for "Publish Payload for Alarms")

%b bulk (format specified in "Publish Bulk Format")

%n Tag name (only for "Publish Bulk Format")

%v Tag value (only in "Publish Bulk Format")

%i Tag validity flag (only in "Publish Bulk Format")

%f Tag id with progressive number (only in "Publish Bulk Format")

%i[field] Adds double quotes " to [field]. The double quotes represent a string in JSON
%$%$tag_nam: Value of the "tag_name" tag

%f#tag_nam: Validity of the "tag_name" tag

%u Timestamp in [ms] (only in "Publish Fast Log Sample" and "Publish Bulk Forr
%p Sampling period (only in "Publish Fast Log Sample")

%w Format (only in "Publish Fast Logbo
LWT Payload

Selects the Payload text of "Last Weel and Testament"

Save Configuration URL
This is the URL for the
commands from the cloud in this manual)

N

Save Configurationo

Load Configuration URL
This is the URL for the ALoad Configurationo
commands from the cloud in this manual)

FW Update URL
This is the URL for the AFW Updateo command r
the cloud in this manual)
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Sleep Timeoyms)
MQTT task walap time, the shorter it is, the more responsive MQTT is (at the expense of higher CPU |

Discard on failure
OFFiIn the event of a connection loss, data is temporarily stored in a local buffer and transmitted in bt
the connection is restored.

ON:In the event of a connection loss, data is not stored in a buffer. Deferred transmission upon cor
restoration is not supported: data is transmitted exclusively in real time.

Send Acknowledge to Commands

ON:When this option is enabled, after receiving and executing a command via MQTT (typically on a d.
topic), the device publishes an acknowledgment message (ack) on a specific topic, confirming to the s
correct receipt and/or executionadfrtimand.

OFF:When this option is disabled, the device executes the command without sending any confir
messagelhe sender therefore has no feedback via MQTT on whether the command was actually rece
executed.

Username for Commands

Allows you to specify the username used to authenticate commands received dieviM@adcepts

and executes only commands sent with credentials matching this username. Commands witho
authentication are discarded.

Password for Commands

Allows you to specify the password used to authenticate commands received via MQTT. The device
and executes only commands sent with credentials matching thi€gassavatd. without valid
authentication are discarded.

MQTT Certificates
It is used to manage the certificates necessary for the TLS connection.
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8.34. FEXAMPLE
Suppose you want to send two TAGs lods: tagl and tag2, with the following configuration:

Client I D = ATesto

Publish Topic for Logs = seneca/%c/data

Publish Payload for Logs = {"type": "data", "message": {"device": %ijc, "date": %t, "signals": [%b]}}
Publish Bulk Format = {"name": %jn, "value": %v, "valid" : %i}

You will get: on fASeneca/ Test/datao topic the
{"type": "dat a", "message": {"device": ATest
"valid" : 1}, {"name": Atag20, "valwue": 5678,

8.35. LOGIC CONFIGURATRAGE PHONEBOOK

This page is used to configure the address book for sending text messages by the device via email an
models equipped with a modem) SMS or audio calls.

User Type
It is possible to define three different account profiles:

Admin

This account receives alarms via SMS or EMAIL or AUDIO from any group.

This account can send SMS commands to the device, It also receives all rejected or unrecognised S
commands (if the "SMS Relay to Admin" parameter is set to ON and all "Startup SMS" messages if th
"Startup SMS" parameter is set to ON).

Manager

This account receives alarms via SMS or EMAIL or AUDIO from the group to which it belongs.

This account can send SMS commands to the device.

User
This account receives alarms via SMS or EMAIL or AUDIO from the group to which it belongs.

At the time of compilation, the group(s) to which the account belongs is required, so you can divide the
between the various accounts.
Note how "Admin" accounts receive alarms from any group.
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8.36. LOGIC CONFIGURATRAGES SMS CONFIGURATION

This page allows you to configure the SMS text messages sent or received by the mobile modem.

SMS Commands Enable
Enable or disable the option to receive command SMS messages.

SMS Acknowledge
Enable or disable the option to send a reply SMS for every command received.

SMS Relay to Admin

Enable or disable the function allowing users not in the address book to send text messages to the adir
Startup SMS

Enable or disable the function that sends an SMS when the device starts up.

Additional Alarm Info
If enabled, it adds a timestamp and the device name to outgoing text messages.

SMS Send Attempts
This represents the number of attempts made to send an SMS.

Send Delay Between Attempts (s)
This represents the delay, in seconds, between one attempt to send an SMS and the next.

Service Center
This represents the service centre number for sending SMS messages; if left blank, it will be taken fro
SIM card.
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8.37. LOGIC CONFIGURATENGE MESSAGE CONFIGURATION

In this section it is possible to define the text messages related to the alarms that the device must mar
The message text can only contain ASCII characters.

It is possible to use the {TAG_NAME} syntax to include the current value of a tag in the text.
Forexamplghe message text:

AWATER LEVEL ={LEVEL} mo

Will provide a text with the tag value as tex

WATER LEVEL =1.232 m

This syntax can be used more than once in a message text.
Each message has an ID field which is used to associate the message with the alarm in the logical rul

8.38. LOGIC CONFIGURATRAGE TIMER CONFIGURATION

This section allows you to define up to 100 timers for use in logic rules.

The I D represents the timerds i1 dentifier, whi
AEnabl ed determines whether the timer i s acti
ADurationo is the trigger valwue in [ ms].

By default, the timers are in stop mode; they require one action to start and one action to |
shown in the diagram below:

START ACTION COUNTING...
—_—) >
START

-

STOP FINISH

RESET ACTION

RESET ACTION
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8.39. LOGIC CONFIGURATEANGE RULE SCRIPTS

On this page you can upload files related to scripts to be executed as actions of logical rules.
The extension for the type of script to be used must be respected:

Script type Extension

Linux Shell n. sho
PHP A. php
Python n. pyo
Binary A. bin

You can upload a file no larger than 100 KB.

The script will be called in the logic rule based on the file name.

For security reasons, when a script is uploaded from the web page, the firmware saves its hash. Befol
execution, the firmware verifies that the hash matches the one recorded during the initial upload. If the
mismatahthat is, if the script has lzdtemed execution is blocked and the event is logged in the audit
logs.
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8.40. LOGIC CONFIGURATEAGE AUDIO FILES

On this page you can upload audio files to your device that will be played in the event of an audio ce
files must have the following characteristics:

-i. wavo or A. WAVO extension

-PCM 8 KHz, 16 bit coding per sample

- 1Mbyte maximum size

For each call the file is played 5 times and is interrupted in case of confirmation with the DTMF code (if

To edit and export audio files, you can use, for example, the free software Audacity, which can be dov
from the following link:

https://www.audacityteam.org/download/

To export the audio file in the correct format for your device, use the following settings:

&b AINTHIGH END - O X
File Modifica Seleziona Visualizza Aftivita Tracce Genera Effetti  Analizza Strumenti  Aiuto
SIS e e g ) » . T
n [ 3 | » ® L] e i e I d ) i =
& k - Ip)] Configuraziene audio Condividi audio

5 S T
) EXX 54 43 42 36 J)-24 1812 £ 0

" —r————
;q,:)E’; 54 45 42 36 30 24 18 -12 6

& 0,0 1,0 20 3,0 40 5,0 6,0
| h | h h h
¥ AINTHIGHE... ~ -+ AIN1 HIGH END
Muto Solo L
Effetti i

Esporta audio

MNomefile:  AINTHIGH END.wav

Cartella: \Z-PASS-RTVAUDIO Sfoglia..

Formato: WAV (Microsoft) ~

Opzioni audio

Canali @ Mono () Stereo () Mappatura personalizzata ~ Configura

Frequenza di 8000 Hz fid
Codifica  Signed 16-bit PCM i
= B .
icazi Aggancia B

s Tempo Indicazione del tempo . OhAag Esporta intervallo: @ Intero progetto g > O
TR0 4 a0 v e
— == ! Piu file E
Arrestato, Selezione corrente

[ Ritaglia lo spazic vucto davanti alla prima clip

Medifica metadati... Annulla
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8.41. LOGIC CONFIGURATEANGE RULE MANAGEMENT

In this section you can define a set of logical rules that will implement a program.

The first section contains some general parameters:

8.41.IRULEGENERACONFIGURATION

Writing Mode

You can choose between fADuring executiono and
the Tag writing of the Analog/Digital Tag write action occurs. During execution will execute the tag
immediately after executing the vinote, #dter execution will follow the tag writing at the end of the enti
execution of the logical rules list.

Maximum Number of Call Loops

This parameter specifies the maximum number of call loops to group numbers.

Example: If Antonio, Beppe and Giulio are present in the call group and the loop number is 3, if no one
the call, each one will be called 3 times. After these, even if no confirmation has been received, the ¢
be confirmed.

DTMF Acknowledge Enable (#99%)

You can choose between AONO and AOFFO, i n t he
enter the DTMF tone sequence #99* on the telephone keypad.
Il n the case of AOFFO0O for confirmation it is |

answering machine) and that the audio is played at least once.

Script Execution Enable
If set to ON, it enables scripts to run.

WARNING

Enabling this parameter will lower the seclanii!

Script Execution Run as 'root'
If set to ON, this enables scripts to run with "root" privileges.

WARNING

Enabling this parameter will lower the seclavigi!

To configure a rule, the following parameters are available:
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8.41. RULE CONFIGURATION

Enabled
Indicates whether the rule is enabled or should be excluded from execution

Index
Rule execution order (1 = First rule to be executed)

Description
Mnemonic textual description of the rule

Period [ms]
|l f the value is = 0, actions are executed on
|l f the value is > 0, actions are performed al

ATTENTION!

If Period is > 0 the actions are always performed in "Repeat" mode

ATTENTION!

Use appropriate period valdes EMAIL / SMS / http / MQTT / AUDIO sending actions!

8.41.3F CONDITION: TYPE
This section defines the typendfitiorthe following types are possible:

None
No conditions to be assessed

Alarm State
The condition refers to the stateat#drarthe following parameters are possible:

Field Meaning
Alarm Name Selects the alarm from the list of all configured alarms
Alarm State Alarm status.
Possible states are:
None

Alarm (digital only)
Alarm Low Low (analog only)
Alarm Low (analog only)
Alarm High (analog only)
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Alarm High High (analog only)
Acknowledge
Return
End
Depending on the type (digital or analog) of the selected alarm, som
disabled
Flag indicating whether the alarm level must be "Analog Danger" or
only to alarms on analog tags

Analog Danger
Alarm

Alarm Active

The alarm condition refers to the Active or No state of an alarm, the following parameters are possible

Field Meaning
Alarm Name Selects the alarm from the list of all configured alarms
Alarm Active

Indicates whether or not the alarm should be active.

The alarm is active if it is in one of these states:
Alarm (only for digital tags)
Alarm Low Low (only for analog tags)
Alarm Low (only for analog tags)
Alarm High (only for analog tags)
Alarm High High (only for analog tags)
Acknowledge

The alarm is not active if it is in one of the following states
None
Return
End
Flag indicating whether the alarm level should be "Analog Dang
significant only for analog alarms.

Analog Danger Ala

Always
The If condition is always true.
Note that the rule is only executed once if Period is = 0 ms or if the actions are in one time mode.

If you need to execute a rule at each cycle, you need to put the actions in "repeat mode".
If you need to run a rule over time (every x ms), you must set Period > 0ms.
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Digital Tag
The condition depends on the state of a digital tag:

Field Meaning
Tag Selects the tag to be used for
condition
Operator Only "=" may apply
Tag / Constant value Selects whether the comparisc

between another digital tag o
constant boolean value (TRUE

FALSE)
Analog Tag
The condition depends on a comparison with an analog TAG
Field Meaning
Tag Selects the tag to be used for
condition
Operator It may be:
A=0
i > o0
i <o
n>=0
<=0
Tag / Constant value Selects whether the comparisc
between another analog tag ©
constant value

Timer
The condition depends on the state of the selected timer

Field Meaning
ID Selects the timer ID to use
Expired It can be:
"OFF" or "ON"

With "ON" the condition is only!
when the timer expires (FINIS
status).

With "OFF" the condition is true
the timer is in STOP or COUNT
When the timer is in FINISH s
the condition becomes false
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The operation of the Timer is shown in the following diagram:

START ACTION COUNTING...
_——— »
STOP START FINISH
RESET ACTION
RESET ACTION
Scheduler

The condition depends on the set scheduler (calendar):

Field Meaning
Type It may be:
Every Day, Every week, Every Month, Every Year, Every Hour, Every N
Every Day: the condition is true every day at the configured hour and n|
Every Week: the condition is true once a week on the selected day of the v
selected hour and minute
Every Month: the condition is true once a month on the selected day of the
selected hour and minute
Every Year: the condition is true once a year on the day, month, hour and m
Every Hour: the condition is true once an hour at the minute selecte
Every NMinutes: the condition is true every N minutes selected
Day If the type is Weekly sets the day of the week:
0 = Sunday
1 = Monday
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2 = Tuesday
3 = Wednesday
4 = Thursday
5 = Friday
6 = Saturday

If the type is Monthly:
Selects the day of the month from 1 to 31

Hour Hours
Minute Minutes
Rule Status

The condition depends on whether a rule is enabled or not:

Field Meaning
ID Selects the rule ID
Enabled Selects between "enabled" or "disabled"

If "Enabled" the condition is REAL if the selected rule is enabled.
If "Disabled" the condition is REAL if the selected rule is disabled.

Bitmask
The condition depends on masking a tag with a hexadecimal constant:

Field Meaning

Tag Selects the tag to apply the bitmask to from a list containing all tags with d
Unsigned"”

Mask The bit mask represented as a string of 4 hexadecimal digits

The "Bit mask" condition is TRUE if the AND operation bit by bit between the Tag and the Data Mask
different from 0; FALSE otherwise.

Example:

Tag=0x1233 (hexadecimal) = Ob 0001 0010 0011 0011 (binary)

Mask=0x8001 (hexadecimal) = Ob 1000 0000 0000 0001 (binary)

It means that the mask analyses bitO (least significant) and bit 15 (most significant) of the Tag.
The AND bit by bit provides:

0001 0010 0011 0011
1000 0000 0000 0001
0000 0000 0000 0001
So the condition is TRUE.
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String Tag
The condition depends on a comparison withypatliAg
Field Meaning
Tag Selects the tag to be used for
condition
Operator It may be:

AEqual o
ABegins wi
AEnds wi t}
Tag / Constant value Selects whether the comparisc
between another string tag of

constant value

8.41.4F CONDITION OPERATOR

The "IF conditions" can be combined together in "OR" or "AND" logic, in practice:

IF CONDITION 1

TRUE

IF CONDITION 2 =]  or/an0

FALSE

IF CONDITION 3

The "IF conditions" linked together by "OR" go to the TRUE state if at least one of the conditions is tru
The "IF conditions" linked together by "AND" only go to the TRUE state if all of them are true.

More details are given in the following table:

IF CONDITION 1 IF CONDITION 2 IF CONDITION 3

TRUE
TRUE
TRUE TRUE
TRUE TRUE
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8.41.5THEN/ELSE ACTION

In this section you can define the action that must be performed if the conditions result in TRUE (THE
or FALSE (ELSE action).

NONE
No action to take

Send Alarm SMS

Send Alarm EMAIL

Send Alarm HTTP POST

Send Alarm MQTT

Send Alarm AUDIO

They allow you to send a text message (defined in the messages section) via client protocols or an &

(whose file is | oaded into the device from th
Field Meaning
Message Selects the text message to send from those configured
File Indicates the audio file to play in the call (only for AUDIO CA
Group Selects the sending group (only for SMS and EMAIL and AUDIC

For audio calls, there are some sample-fdesiguleon the device.

Digital Tag
Performs a write to a digital tag.

Field Meaning
Action Mode Al l ows you to select betw
With AOne Timeod the action is

the OR / AND conditions.

With "Repeat" action is performed at each loop

Destination Tag This is the tag where the calculated TRUE/FALSE result is co
Operator This is the Boolean operator to use, selected from =, NOT, OR

Source Tag 1/ Selects the first tag to use in the boolean calculation.

Constant value 1 It is also possible to use a boolean constant

Source Tag 2/ Select the second Tag if the operator needs 2 inputs (For exampl

Constant value 2 "OR"). It is also possible to use a boolean constant
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Analog Tag

Performs a write to an analog type Tag.

Field

Meaning

Action Mode

Select from "One Time" or "Repeat”.

With AOne Timeo the action is
the OR / AND conditions.

With "Repeat" action is performed at each loop

Destination Tag

This is the tag where the calculated result is copied to

Operator

It is the mathematical operator to use, you can select from

copies the source tag 1 or the constant value 1 to the destinat

Example:
Destination tag = Origin tag 1
Or
Target tag = constant value 1

ll+ :II
Add the value of the source tagl or the constant value 1 to the tar
copy the result to the target tag.

Example:
Destination tag = Destination tag + Origin tag 1

Subtracts the value of the source tagl from the target tag and copi
to the target tag.
Example:
Destination tag = DestinationQ&gin tag 1

Ny 1

Multiply the target tag by the value of source tag 1 and copy the r
target tag.
Example:
Destination tag = Destination tag * Origin tag 1

II/ =II
Splits the target tag with the source tag value 1 and copies the re
target tag.
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Example:
Destination tag = Destination tag / Origin tag 1

II% :II
Calculates the rest of the division from the target tag and the value
tagl and copies the result to the target tag.
(Note that 53% 7 = 4)

Example:
Destination tag = Destination tag% Source tagl

llabsll
Calculates the absolute value of Source Tag 1 or Constant value ]
the result to the Destination Tag
(Note that abgl) = 4)

Example:
Target tag = abs (Source tag 1)

"Sqrt”
Calculates the square root value of source tag 1 or constant value
the result to the target tag.
( Note that sqgrt (9)
Example:
Destination tag = sqrt (origin tag 1)

"Sqr”
Calculates the square value of the source tag 1 or constant value !
the result to the target tag.
(Note that sqr (3) =32=9)
Example:
Destination tag = sqr (origin tag 1)

"Log"
Calculates the decimal logarithm of source tag 1 or constant value
the result to the target tag.
(Note that log (3) =0.4771212)
Example:
Destination tag = log (origin tag 1)

IILnII
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Calculates the natural logarithm of the source tag 1 or constant v
copies the result to the target tag.
(Note that In (3) = 1.09861228867)
Example:
Target tag = In (Source tag 1)

IIEXpll
Calculate the number of Euler elevated to Source Tag 1 or Const
and copy the result to the Destination Tag.

Please note that:
In (exp 3) =3
Example:
Destination tag = expiration (origin tag 1)

nyn
Adds Source Tag 1 or Constant value 1 to the value of Source ]
Constant value 2 and copies the result to the Destination T4
Example:
Target tag = Source tag 1+ Source tag 2

Subtracts the source tag 1 or constant value 1 with the value of so
constant value 2 and copies the result to the target tag.
Example:
Destination tag = Origin {&yitjin tag 2

g

Multiply the source tag 1 or constant value 1 with the source tag 2
value 2 and copy the result to the target tag.
Example:
Target tag = Source tag 1 * Source tag 2

o
Splits the source tag 1 or constant value 1 with the source tag 2
value 2 and copies the result to the target tag.
Example:
Target Tag = Source Tag 1/ Source Tag 2

Il%ll
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Example:

IIPOWII

Example:

Target tag = Source tag 1% Source tag 2

Target tag = (Source Tagl) * (Source Tag?2)

Calculates the rest of the division between source tag 1 or constan
source tag 2 or constant value 2 and copies the result to the taf
(Note that 53% 7 = 4)

Calculates the Source Tagl or Constant value 1 elevated to the p
Source Tag2 / Constant value 2
and copies the result to the destination tag.

value 1 constant value.

Source Tag 1/ Const Selects the tag to be used as input 1 for the operator used. You c3g

value 2 inputs.

A constant value can also be used

Source Tag 2/ Const  Selects the Tag to use as input 2 in the calculation if the operato

Timer
It is possible to select the action to be performed in the selected timer

Field Meaning
Id Selects the timer from those configured
Action Selects the type of action to perform on the selected timer.
AStarto performs the start act
AReset o performs the reset act
Rule Status
The action enables or disables a rule.
Field Meaning
Id Selects the rule
Enable Selects whether or not the action should enable the selected rule:
AOFFO disables the selected ru
AONO enables the selected rule
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Datalogger
The action allows you to start or stop the data logger, it is also possible to select the log group to chec
Field Meaning
Group Selects the data logger group to monitor
Enable Selects whether or not the action should enable the data logger
AOFFO di sables the data | ogger
AONO enables the data | ogger f
Network

These are actions that allow you to act on the status of the VPN (enable or disable it) or the modem.

Field Meaning
Feature Allows you to choose which element to perform the ON/OFF ac
It is possible to choose between:

PPP refers to the mobile modem data connection (if any)
VPN refers to the VPN connection
Firewall refers to the system firewall
OpenVPN refers to the standard OpenVPN connection
Start You can choose the action to

Set Bits
This action allows you to set a configurable number of bits of a given tag to the value 1 or to the value

Field Meaning
Action Mode Selects from "One Time" or "Repeat"”.
With AOne Timeo the action is

the OR / AND conditions.

With "Repeat" action is performed at each loop

DestinatonTag | It i s the tag in which the res
bit unsigned?o
Source Tag Selects the tag to use in the calculation.

It is also possible to insert the same source tag and destination tag
perform the action on the same TAG.
The tag must be of the 1

Mask It is the mask in hexadecimal format that allows the masking of the
controlled.
Action You can choose between fASeto o
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Data Logger Trigger
Allows the acquisition of a single sample in groups configured as Trigger or Periodic and Trigger. In th
a group configured with fast logging, it starts the acquisition of max 1000 samples.

Field Meaning
Group Allows you to select on which log group to execute the action
Source This is a label that is saved on the data logger in order to discrimina

of the trigger.
the NSourceo fiékFrdmca@ahmoas umeélo

I f the fAData Logger Triggero a
conditions occur, by setting distinctovdluesi Sour ce o you
which condition generated the trigger.

Data Logger Send

The action allows the log file to be closed, preparing it for sending via the configured client protocols
protocols that work with files: FTP, EMAI L an
sample mode.

Field Meaning
Group Selects on which group(s) to execute the action

Data Logger Trigger Stop (fast logging)

The action allows you to stop the acquisition set with fast logging before the acquisition stops automatic
1000 samples are reached.

The start of the fast logging acquisition is given by the data logger trigger action, if it is not stopped by t
the fast logging samples 1000 \zlddgken stops automatically.

Field Meaning
Group Selects on which group(s) to execute the action

Script Execution
The action allows you to execute-d eséri ned script. To wupload scri
page is provided.

Field Meaning

Type Selects the type of script among:
Linux Shell
Al l ows you to run a bash scrip
Php
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Al l ows you to run a Php script
The file must comply with PHP revision 7.3.9

Python
All ows you to run a Python secr
The file must comply with Python rev 3.7

Binary program
Al l ows you to run an executabl
The file must be compliant with4hiee&88 v7 version.

In scripts, you can access the Tags through a syntax explained in
chapter of the following manual.

File

Allows you to select the script file from those loaded on the device.

Asynchronous

Allows you to select between:

OFF
The script is executed in synchronous mode, i.e. the execution of suk
is blocked until the end of the script execution.

ON
The script is executed in asynchronous mode, i.e. the execution o
rules is not blocked by the script execution.

String Tag

Performs a write to a styipg Tag.

Field

Meaning

Action Mode

Select from "One Time" or "Repeat".

With fAOne Timeo the action i s
the OR / AND conditions.

With "Repeat" action is performed at each loop.

Destination Tag

This is the tag the result is copied to

Operator
Source Tag / Consta Selects the tag to be used as input 1 for the operator used. You ca
value constant value.
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8.42. DATALOGGHPAGE GENERAL SETTINGS

This section allows to define the general parameters of the datalogger, in particular to edit how the ¢
the logs will look like.
The datalogger works with the following protocols:

-Via copy to USB/SD card

-EMAIL sending

-FTP sending

-Post http (if active only for group 1)
-MQTT sending

RTU Name
It is the name of the RTU, it appears in the file name in the protocols that send files (Mail and FTP).

Transfer Priority
Allows you to select whether the newest or oldest logs should be sent first.

CSV Separator
Al l ows you to set the separator in the c¢csv ty
(Mail and FTP).

Decimal Separator
Allows you to select the decimal separator in eatuese en A, 0 or A. 0O

Floating Point Precision
Allows you to select the precision with which floating point TAGs are sent between:
Automatic, No decimal places or from 1 to 10 digits.

Index Column
Allows you to add an INDEX column to the file with the line number, it is used only in protocols that s
(Mail and FTP).

Type Column

Allows you to add a column to the file with the TYPE field. If the log istyptie pedadic t he wor «
will always appear, if the log is of the periodic and trigger type then the word SYNC (in the case of a li
the sampling time) ASYNC (in the case of a sampling line dueappe#nggerused only in protocols

that send files (Mail and FTP).
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Trigger Column
Allows you to add a column to the file with the TRIGGER field. If the log is of the periodic and trigger

source that generated the trigger A, B, is indicated (see logical rules). It is used only in protocols that ¢
(Mail and FTP).

Timestamp Format
Allows you to set the date and time format in the log. It is used only in protocols that send files (Mail a
In the MQTT protocol, you can choose the timestamp format using the % placeholders.

8.43. DATA LOGGHPAGE GROUP CONFIGURATION

Here it is possible to select which of the 4 log groups should be activated and the type of log to be ma
It is possible to set a group "disabled".
It is possible to activate the following datalogger modes for each of the 4 groups:

Field Meaning
Sampling Mode ADi sabledo the group
APeriodic: All configured
APeriodic and triggero All cor

trigger action.
ATriggero All configured t

The trigger action can be configured in the logical rules (when a ce

conditions are fulfilled, the trigger action is executed and the tags ¢
be acquired).

Sampling Period (s This parameter defines the sampling period, in seconds.

Transfer Period (mif This parameter defines the transfer period, in minutes; i.e. each ti

defined by this parameter the log file is closed and transferrg

Number of sampleg  Indicates the number of samples per file (if a file transfer protoco

SD Enable Allows you to select the transfer of log files to SD card (if avai

FTP Enable Allows you to select the transfer of log files to FTP server
EMAIL Enable Allows you to select the sending of log files via email
HTTP Enable Allows you to select whether the samples should be sent via ht
MQTT Enable Allows you to select whether the samples should be sent via mqt
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For each group, the fAiTag Listo button all ows
the same tag to multiple groups).
By default, all tags are automatically placed on groupl:

Group 1

Nessun file selezionato
e 0 Name 1 Tyee [ Emable |
1 ZPASS_DI
2 ZPASS_DO
3 ZPASS_DI_1
4 ZPASS_DI_2
5 ZPASS_DI_3
8 ZPASS_DI_4
7 ZPASS_DI_5
8 ZPASS_DI_6
9 ZPASS_DO_1
10 ZPASS_DO_2
11 ZPASS_DO_3
12 ZPASS_DO_4
13 ZPASS_DO_5
14 ZPASS_DO_6
= FDAQE Al INT 4 [P ——| L]
z A .
The O0Typed field allows you to select the typ

This field is used by some cloud services to automatically set the type of widget associated with the ta
8.44. CLOUD CONFIGURATRAGE CLOUD CONFIGURATION
This page allows you to set the MQTT configuration automatically for the various clouds managed by tf

Currently, you can configure:

Generic Through the device's MQTT configurability, it is possible to connect to virtually any cloud
Cumulocity Sets up the device to connect to the Cumulocity cloud

Direl ADMSets up the device to connect to the Direl ADM cloud

OnBoard Sets up the device to connect to-Bea@hcloud

InuatekDCC Sets up the device to connectliutiteltOCC cloud

Trackle Spacesets up the device to connect to the Trackle Spaces cloud

To add other clouds to the list, you can make a request to Seneca.

8.44.1GENERIC

This mode allows you to create MQTT packets payload at will in order to make it compatible with the «
want to connect to.

The configuration used can be found on page ClientRIQtoTaonfiguration
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8.44.CUMULOCITY
The Cumulocity cloud is available at:
https://cumulocity.com/

CUMULOCITY

Seneca devices have passed cumulocity certification tests:

oi10esat Product Use cases Ecosystem Knowledge hub
u v v v wi ub v For free
CUMULOCITY Y £ L

A > Ecosystem > Device partners > Partners > SENECA srl

PARTNER DEVICES 4 Products

CERTIFIED CERTIFIED CERTIFIED CERTIFIED
DEVICE DEVICE DEVICE DEVICE

R-PASS DEVICE SERIES SURPRISE SMART DISPLAY Z-PASSI-RT Z-PASS2-RT-4G

The parameters to be configured are:

Field Meaning
Enable Enables or disables connection to the cumulocity cloud
URL This is the URL where the cloud registration is done
Tenant ID Itis an ID provided by the cumulocity cloud
Username This is the username for accessing the cloud
Password This is the password for accessing the cloud
SIS P M ST www.senecaiit | DocweosEs | en Pagetc?
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8.44. DIREL ADMA4.0

The parameters for the Direl chatps {/www.dire).iédre as follows:

Field Meaning

Enable Enables or disables the connection to the Direl ADM4.0 clo
Username for This is the username for writing access from the cloud to the ¢
Commands
Password for It is the password for writing access from the cloud to the de
Commands

8.44.2ONBOARD

Onboard is the cloud of innovation system s.r.l., for more information refer to the site:

https://www.onsysiieimmcom/onboard

o

board

The parameters for the connection are:

Field Meaning

Enable Enables or disables the connection to the Onboard cloud
Username This is the username for accessing the cloud
Password This is the password for accessing the cloud
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8.44.9nuatekDCC

This is the InuatekC cloud.
The connection details are:

Field Meaning

Enable Enable or disable the connection to the Direl ADM4.0 clou
Username for This is the username for write access from the cloud to the d¢
Commands
Password for This is the password for write access from the cloud to the de
Commands

8.44.6lrackle Spaces

trackle

Spaces

Trackl e Spaces i s-HabBlrclaud gldtfem forGhe RmEodeDNbritaringvadicdnteol of 10°
devices.
The connection parameters are

Field Meaning
Enable Enable or disable the connection to the Trackle Spaces clod
Tenant This is the tenant (organisation) ID provided by the Trackle Spac
Token This is the authentication token provided by the Trackle Spaces clo
access
External ID This is the unique identifier by which the device is recognised by th
automatically assigned by the device and cannot be changg
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8.45. MBUSPAGE METERBUS PROTOCOL

The MBUS protocol is available only if the Straton PLC is active.

To connect to arBJs fieldbus it is necessary to carry out the following steps:
1) connect the optional R82B2US S eMBRUWU R0 AiaZzdapt er to the COM1 s
2) setting the COM1 modeBdJBSL

The following resources are available to méhegeeMices:
-the web pages of theB" section.

-the MBUS_READ_CTL function

-the MBUS_WRITE_RAW function block

The MBUS web pages allow you to scan the bus, search for devices, detect their primary or sec
addresses; it also allows you to read data records and slave information from a device and create con
files for import into the Straton PLC.

The MBUS_READ_CTL FB allows you to start/sBipSteeiisition;

the MBUS_WRITE_RAW FB allows you to build and send-BugefrareMhus providing a flexible way

to send configuration commandBus klevices.
8.45.IMBUSPAGE M-BUS SCAN

The "SECONDARY SCAN" button allows you to scan the bus, deBectisecthedily addresses; select
the correctbandat e f or the COM1 seri al port or-ratgel ect
then click the button; a confirmatiaup paf appear.

192.168.90.101 dice

Run secondary scan for M-Bus devices with all baud rates

and address mask FFFFFFFFFFFFFFFF 2

e u' Ia
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The scanning procedure may take several minutes to complete, so the page shows the number of sec
have elapsed; devices are displayed in terms of secondary address and baud rate as soon as they are

M-Bus scan in progress with baud rate 2400, please wait...

(55 seconds elapsed)

STOP SCAN
# Baud Rate (2400) Address (Mask=FFFFFFFFFFFFFFFF)
1 2400 00008431614C0402
2 2400 00008432614C0402
3 2400 00008434614C0402
4 2400 00008435614C0402
5 2400 00008436614C0402
6 2400 00008441614C0402
7 2400 00008444614C0402
8 2400 00008446614C0402
9 2400 00008449614C0402
10 2400 00008453614C0402
11 2400 00008454614C0402

The "STOP SCAN" button allows you to cancel the procedure; however the partial results are kept. A
of the procedure, the satver indicates the end of the scan and then the following page is displayed:

M-Bus Scan Parameters
NOTE: only on serial port COM1 with mode set to Z-MBUS

Baud Rate (bis) Al
NOTE: "All" means all baud rates except for 38400

(for secondasy scany [T FFFFFFFFFFEEF

PRIMARY SCAN || SECONDARY SCAN || CREATE CONFIGURATION

v

READ DATA
# Baud Rate (2400) Address (Mask=FFFFFFFFFFFFFFFF)
1 2400 00008431614C0402
2 2400 00008432614C0402
3 2400 00008434614C0402
4 2400 00008435614C0402
5 2400 00008436614C0402
6 2400 00008441614C0402
7 2400 00008444614C0402
8 2400 00008446614C0402
9 2400 00008449614C0402
10 2400 00008453614C0402
1 2400 00008454614C0402
12 2400 00008458614C0402
13 2400 00008461614C0402
14 2400 00008464614C0402
15 2400 00008466614C0402
16 2400 00008470614C0402
17 2400 00008471614C0402
18 2400 20884031C514010D
19 2400 20884034C514010D
LSBT www.senecait | oeveossms | Pagess
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The baud rate value shown in the table header reminds you of the parameter choice for the last scan p
The table with the detect®liddevices is stored permanently, so after switching the device off and on a
the results of the last scan are still available; they will be overwritten by the next scan or deleted by
reset.

Similarly, the "PRIMARY SCAN" button allows you to scan the bus, detectindtiseeguliiressel)

select the correctbaudt e f or the COM1 serial port or sel.
rate.

It is possible to read the data from one of the devices, selecting the corresponding row and clicking on tl
DATA" button, for example:

BACK || REFRESH

1] Manufacturer Version Product Name Medium A:c“e':a Status Signature

4 Electricit

# Value Unit Device Tariff  Storage Function

In this page:
- the first table contains only one line, which provides the "slave information”;
- the second table contains a variable number of rows, each of which supplies a "data record".

By clicking on the "REFRESH" button it is possible to update the data; by clicking on the "BACK" bt
return to the page with the device table.
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Now you can go back to the previous pages and press the "CREATE CONFIGURATION" buttor

M-Bus Scan Parameters
NOTE: only on serial port COM1 with mode set to Z-MBUS

Baud Rate (biUs) All

NOTE: "All" means ail baud rates except for 38400 M
AQUIESS MASK | eprFRFFFFFF

(for secondary scan)

PRIMARY SCAN | SECONDARY SCAN || CREATE CONFIGURATION

READ DATA
# Baud Rate (2400) Address (Mask=FFFFFFFFFFFFFFFF)
2400 00008431614C0402
2 2400 00008432614C0402

This saves the curre BB configuration. The web server automatically moves to the neiusage of "M
Configuration”.

8.45. M BUSPAGE M-BUSCONFIGURATION

After pressing the "Create configuration" buttorBinsti8edh page you get the following page-in the M
Bus configuration:

ADD DELETE CREATE TAGS:

NOTE: for each device, tags will have the prefix "MBUSY_", where “x* is the value in the "Tag Prefix”
column.

Tag Prefix Baud Rate Address Scan Rate (s)
MBUS 1 2400 00008431614C0402 60
MBUS2 2400 00008432614C0402 60
MBUS3 2400 00008434614C0402 60
MBUS4 2400 00008435614C0402 60
MBUSS 2400 00008436614C0402 &0
MBUSE 2400 00008441614C0402 60
MBUST 2400 00008444614C0402 &0
MBUS(8 2400 00008446614C0402 &0
MBUS9 2400 00008449614C0402 &0
MBUS 10 2400 00008453614C0402 60
MBUS11 2400 00008454614C0402 60
MBUS 12 2400 00008458614C0402 60
MBUS13 2400 00008461614C0402 60
MBUS 14 2400 00008464614C0402 50
MBUS 15 2400 00008466614C0402 60
MBUS 16 2400 00008470614C0402 60
MBUS(17 2400 00008471614C0402 60
MBUS 18 2400 20884031C514010D 60
MBUS 19 2400 20834034C514010D 60
MBUS 20 2400 20884073C514010D &0

The scan result can now be edited.

The first column represents the Tag Prefix name in Straton

The second column represents the Baud Rate to use.

The third column represents the device address.

The fourth column represents the scan time in seconds for this device.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT ; .
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.It Doc: M0055733 EN Pagel68




@ SENECA® User Manual lIOT EDGE DEVIC

8.45.2.IMPORTING TMBUSCONFIGURATION INTO STRATON

First of all, we need to export the current configuration.

Energy Protocols: none

PLC Status: running (app: mbus_vars)
Router: disabled /

»
ADD DELETE CREATE TAGS
NOTE: for each device, tags will have the prefix "MBUSx_", where "x" is the value in the "Tag Prefix"
column.
Tag Prefix Baud Rate Address Scan Rate (s)
MBUS/1 2400 00008431614C0402 a0

Now the automatic acquisition of tags starts:

LU JLaus. Ty [app. myus_vais)

Router: disabled

M-Bus tags creation in progress, please wait...
getting tags from device 3 with address 00008434614C0402 at baud rate 2400 (3/21)

(10 seconds elapsed)

STOP TAGS CREATION

At the end of the process a .zip file (mbus_tags.zip) will be downloaded by the browser:

4

mbaus_tagszip "~
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The .zip file contains 4 files:

;'IQ =

strumenti cartelle compresse  mbus_tags.zip

Condividi Visualizza Estrai

4 ; » Questo PC » Download » mbus_tagszip
MNome - Tipo Dimensione compr..  Prot
3 Accesso rapido
E=] mbus_devices.csv Microsoft Excel Comma S... 1TKB No
Eijpbox £:] mbus_shm.csv Microsoft Excel Comma S... 4KB Mo
& OneDrive £ mbus_tags.csv Microsoft Excel Comma S... 3KB No
B:] mbus_vars.csv Microsoft Excel Comma S... 2KB Mo
Two of these files are to be used in Straton:
mbus_shm.csv (the shared memory configuration)
mbus_vars.csv (thé vars)
At this point, perform the following steps:
1) Extract the zip file to a directory.
2) Start Straton workbench
3) Select main and then Global variables:
& STRATON - MBUS test — [m] x
T TIPSR AR RV AE X - A Y]
gf":(jp::;us,tesl [ |7 Name | Type | Dim. | Attrib. | Sub.

o

g T

g Global defines B

s Wariables E
B Types

Main
Glnba\ variables
RETAN variables

7

3 1A ~
[ (Project]
[T Advances d
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Click the right mouse button and select AEdIt

WX
AT Name | Tupe | Dim. | A, | Sub.

_1 Main

[ Global variabjgs

=l RETAIM varig

Cancel Sorting
@ Enable Changes Space
< Swap Global <> Retain

3 [an = Add Variable Ins
3 [Praject) Add Multi Variables...
[ Advanced | \_ Edit Variables as Text...
£ Athmeti Select Variables.
[ Amays =
3 ASHnterk Rename Variables...
BAL
= O Expand
3 Befleans
[ CANbus Collapse
[J CANopen
3 Clock Structures...
[d Compaiisons 1] Open1/0s
3 Corwersions

Open the Ambus _vars.csvo file with a text edi
module in Straton then save the configuration with the "disk" icon:

B Global variables o X

S84 @ X9

e";"len";"dim"; "accr™;

"RO";"init";"tag";"desc";"profile”; "'

QM aMSTHTM MW e NN 2N WM e WH 2 W02 W FUYRIIS Wm0
"ME1 MANT Mo MTT M NN W WO W W W FMRTS monn
"MB1 L 27;"5 pEmMEE.E FMBS WomwnowAaw

"MB1_ MANUFA(

SMSINTRamn NN M AgON NN, N ZMETS wy
ZMBUS_": "
ZMBUS_"; "

ZMBUS ";mt

IFT W G T s s M W W[ e TR T
IFIC 4";"SINTm;mmrpmrpnmymHom ;s
TETC Sws ST L T L TR MO e T T T
IFIC 5":"51 R e T

IFIC &":"LII

2 TEIT o FUI o TURE o T 0 o IO o TUR o

e E ST EgOu M ZMEOS Mpmnsmn s

"ME1 E e e L T R e e e

"ME1 E UMM MR WOy ZMBUS Mo mmwn

"ME1 ENERG: TR nn o gOn sy T ZMEOS Wy

"MB1 MANUFACTURER SPECIFIC 11":"LINT";"";"":"";"NO" "% "";" ZMBUS ";'
"MEL MANUFZ 5 FULINTMpmmpmmpmnpnpqorrg g BUS ";"
"MB1 MANUFACTURER 5 TLINTWpmr nnnwngor e wn-n ZMBUS "'
"MBE '__I-H-;_‘-I:JFA _5 ML THT W0 W W N[O B E n IB'JS_” I
"MB1 MANUFAC 5 PLINTMp gy WG p gy GMEUS Tyt
"MBE1 MANUF, ] AP P L LR e LA L R LS [BUS "0
r|1_13'__1_ﬂ.‘_\_]j];;_.‘:jj_ _5 AW IR M e W W e I WO W g W e n__ 1335_" i

< >

I<|<|>|>I' IECI XMLJ S5V~

NOTE: The first line
Ainameodo; otypeo; 0l eno; é
must occur only once and only on the first line.
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Now the variables are imported:

AT MName | Type | Dim. | Attt | syb. | Init
1 Main
B o} Global variables

MB1 MANUFACTURER SPECIFIC 0  [ER18
MEB1_MANUFACTURER_SPECIFIC_1  INT

MB1_A_ 2 SINT
MEB1_MANUFACTURER_SPECIFIC_3  SINT
MEB1_MANUFACTURER_SPECIFIC_4  SINT
MB1_MANUFACTURER SPECIFIC 5  SINT
MEB1_MANUFACTURER_SPECIFIC 6  LINT
MB1_ENERGY 7 LINT
MB1_ENERGY 8 LINT
MEB1_ENERGY_9 LINT
MEB1_ENERGY_10 LINT

MB1_MANUFACTURER_SPECIFIC_11  LINT
MB1_MANUFACTURER_SPECIFIC_12  LINT
MB1_MANUFACTURER_SPECIFIC_13  LINT
MB1_MANUFACTURER_SPECIFIC_14  LINT
MB1_MANUFACTURER_SPECIFIC_ 15 LINT
MB1_MAMNUFACTURER_SPECIFIC 16  LINT

MB1 MAMUFACTURER SPECIFIC 17  LINT
<

Ooooooooooooooooood

Moo

Now we need to create the shared memory used to share-8a1&from M
Click on the fieldbus icon:

EN > IREAIUMN - MBUS> test
File Edit View Insert Project Tools Window Help

| &Y€ DR e (5 A

AN~ N2 AN TR EETh D, =

Workspace 10 Drivers

e
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Righct | i ck and select Alnsert Configurationo

STRATOM - MBUS_test
File Edit View Insert Project Tools Window Help
SlH Gl s s X oo oG HsNe e S A
Workspace
-2 MBUS_test
[ Exception programs
EIE Programs
L ] Main
1~ 3 Watch (for debugging)
© L Soft Scope
il valaes
% Binding Configuration
,}‘q Glabal defines
o {3} Wariables
LB Types

AT

"5 Disable Configuration

FEind...
Find Mext

X
&
Sa
E]
]
i,
L@ Insert Configuration...
&
B
R

Ctrl+G

Now create the Shared Memory:

Add Configuration X

Chooze a configuration

o (Al
- Argbus
7 CAN

(- DHP3

- Ethemnet AP

- [EC ED&70

- IEC B1850

- MODBUS

- Prafinet 10

=8 Shared Memar

red memary [embeds

Windows o hared memary
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Enter a Master port:

10 Drivers *

E - Shared memor

Ed

i View Informations...
3 €5 Disable Configuration
E % Clear

E % | Cut

g2

4 ca Cor

B+ | Paste

]

# Eind..

#, Find Next
[E Insert Configuration...

&5 Ingert Master/Port...
*g | Insert Slave/Data Blod

%~ Insert Variable

B+ Sortsymbols

The shared memory configuration must be as shown in the figure (do not change the setting):

Shared memory *
Identification
Name: | MBUS_SHM |
) Cancel
o=
Open mode

(O Create (allocate memory)
(O Link to existing memory

(®) Create if memory does not exist

Access mode

Exdlusive access (synchronized with a mutex)
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Now insert the data block:

STRATON - MBUS_test
File Edit View Insett Project Tool Window Help
A g X o9 B EWE AR B A

Workspace

- G MBUS_test EE (P Shared memory (embedded spstems]
(3 Exception programs &
£ Programs k. Properties.
S Main 8 T
1 [ Watch (for debugaing) E
- Solt Scope g @b Disable Configuration
= Irital values
%% Binding Configuration E X | Clear
3g Global defines ) d | Cu
: E\T/auab\ex a N
ypes B | pacee
| Paste
&

M Find

#, Find Next

[ | Inset Configuration...
& Insert Master/Port.
|

=)

Inset Slave/Data Block.. | J

B+ Sortsymbols

[ Gria Ctrl+G

Renumber offsets.

Create a Group and enter a name:

Group X
Description: | MBUS_SENECA |
Cancel

Now import the shared memory file:

STRATON - MBUS._test
File Edit View Insert Project Tools Window Help

AN R AR TRy M % C R | 3 e A

Workspace 10 Drivers
£ MBUS_test B Shared memory [smbdded spstems)

[ Exception programs g O (ELMBUS SHM {16350

L Main 8

) [ Watch (for debugging) 3 \

L sohtScope g

= Iiiel valees g

%3 Binding Configuation =

g Global defines e

-3 Variables —

LB Types B

Symbol | Ofset [ Size | Fomat | Mode
CLICK THE
RIGHT MOUSE BUTTON HERE
X | Clear
[A[+] Wan] 10 Drivers.” # Find.. -
Build #, Find Next 2
B¢ Sort symbels
[+ Grid Ctrl+6
Impert...
Export..
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Sel ect t he

Ambus _ shm. csvo

B O Sharsd memon [embedded systems)
ams 5, C1) MBUS_SHM [16384)
] ] ENECA
8 @ 0[1]- MB1_MANUFACTURER_SFECIFIC_D
sgging) - @ 112]- MB1_MANUFACTURER_SFECIFIC_1
E_ @ 3(1]-MB1_A 2
@ 4[1]-MB1_MANUFACTURER_SPECIFIC 3
vatic i - 5[1]- MB1_MANUFACTURER_SPECIFIC_4
@ 0 B[1]-MB1_MANUFACTURER_SPECIFIC &
- 0 7 []- MB1_MANUFACTURER_SPECIFIC B
B D 15 (8- MB1_ENERGY 7
E D 73 (8- MB1_ENERGY 8
@ T[] MB1_ENERGY 1
1 [ MB1_ENERGY 10
- 47 [A]- MB1_MANUIFACTURER_SPECIFIC 11
- 5 [A] - MB1_MANLIFACTURER_SPECIFIC 12
- B3 [A]- MB1_MANUIFACTURER_SPECIFIC 13
D 71 [ MB1_MANUIFACTURER_SPECIFIC 14
0 79[8]- MB1_MANUIFACTURER_SPECIFIC 15
- 87 8] MB1_MANUFACTURER_SPECIFIC_16
@ 5[5 - MB1_MANUFACTURER_SPECIFIC_17
@ 103 (8] - MB1_MANUFACTURER_SPECIFIC_18
@ 111[1]- MB1_ERROR_REFORT
@ 112[1]- MBZ_MANUFACTUREF_SPECIFIC_0
@ 113[2] - MB2_MANUFACTURER_SPECIFIC_1
@ 115[1]-MB2_4_2
@ 116[1]- MBZ_MANUFACTUREF_SPECIFIC_3
@ 17[1]- MBZ_MANUFACTUREF_SPECIFIC_4
@ 118[1]- MBZ_MANUFACTUREF_SPECIFIC_5
Symbel [ Difeet | Size | Fomat [ Mode
MET_MANUFAC... D 1 Signedinteger  Input
ME1_MANUFAC... 1 2 Signedinteger  Input
ME1__2 3 1 Signedinteger  Input
ME1_MANUFAC... 4 1 Signedinteger  Input
MB1_MANUFAC. . B 1 Signedintsger Input
MB1_MANUFAC. . B 1 Signedintsger Input
MB1_MANUFAC . 7 i Signedintsger Input
MB1_ENERGY 7 15 i Signedintsger Input
MB1_ENERGY B 23 i Signedintsger Input
MB1_ENERGY 8 31 i Signedintsger Input
MB1_ENERGY_ 38 i Signedintsger Input
MB1_MANUFAC . 47 i Signedintsger Input
? 7Mzm \D}lr;'!r;’ ) )
Build
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8.45.2.DELETING UNUSED MBUS VARIABLES

To delete one or meseiablegelete the variables and the corresponding shared memory entry:

Tools Window Help

| o] | %]l & % € d R | 05 % Al

/8 P Shored memory embedzd sysems] ~ || Name | Vekue T Name [ilies
& ) MBUS_SHM [15334] Description MBUS_SENECA {2} Global variables

(1 MBUS_SENECA MB1_MANUFACTU... SINT
8 @ 0[1]- ME1_MANUFACTURER_SPECIFIC_D MB1 MANUFACTU._._INT
= @ 112]- MET_MANUFACTURER_SPECIFIC_1
E @ 3011-MBT_A2 MB1_MANUFACTU
o @ 4011 MET_MANUFACTURER_SPECIFIC_3 MB1_MANUFACTU

Q 5[1]- MBT_MANUFACTURER_SPECIFIC_4

X MB1_MANUFACTU
@ @ 6[1]- MBT_MANUFACTURER_SPECIIC_S

MB1_MANUFACTU
Q 7081 ME1_MANUFACTURER_SPECIIC_5 MB1_ENERGY_T
& Q 15(8) - MB1_ENERGY_7

MB1_ENERGY_8
MB1_ENERGY_9
MB1_ENERGY_10
MB1_MANUFACTU
MB1_MANUFACTU
MB1_MANUFACTU
MB1_MANUFACTU
MB1_MANUFACTU
MB1_MANUFACTU...

Q Z3[8]-MB1_ENERGY_6
Q@ 3118]-MB1_ENERGY_9
Q@ 308]-MB1_ENERGY_1D
Q 47[8]-MB1_MANUFACTURER_SPECIFIC_11
Q 55[5]-MB1_MANUIFACTURER_SPECIFIC_12
@ 63[5]-MB1_MANUFACTURER_SPECIFIC_13
@ 71[8]-MB1_MANUFACTURER_SPECIFIC_14
@ 79[8]-MB1_MANUIFACTURER_SPECIFIC_15
@ 67 (8] -MB1_MANUFACTURER_SPECIFIC_15
@ 95[8]-MB1_MANUFACTURER_SPECIFIC_17

<
@ 103 (3] MB1_MANUFACTURER_SPECIFIC_18
@ 111[1]- MB1_ERROR_REFORT Name [ Vel

Q@ 112[1]- MB2_MANUFACTURER_SPECIFIC_O
© 113[2]- MB2_MANUFACTURER_SPECIFIC_T
o 115[1]-MB2_A 2

Q@ 116[1]- MB2_MANUFACTURER_SPECIFIC_3
Q@ 117 [1]- MB2_MANUFACTURER_SFECIFIC_4
Q 118[1]- MB2_MANUFACTURER_SFECIFIC_5

Symbol | Dffset | Size | Fomat | Made |

MET1_MANUFAC... 0 1 Sanedmeger  Input o
MET MANUFAC . 1 z Sined inecer _Inout

MET_A 2 3 1 Sioned nieger_Input_|

WETHANUFAT 7 T = = \

MET_MANUFAC... 5 1 Sianedinieger  Input

MET_MANUFAC... 6 1 Signed ineger  Input

Note that in the shared memory the offsets of other variables are not changed:

= 111 [1]-MB1_ERROR_REPORT

3 112[1]-MBZ_MANUFACTURER_SPECIFIC_O

= 113 [2]-MBZ_MANUFACTURER_SPECIFIC_1

=3 1M5[1]-MBZ_A_2

=2 116 [1]-MB2_MANUFACTURER_SPECIFIC_3

=2 117 [1]-MBZ_MANUFACTURER_SPECIFIC_4

=2 118 [1]-MB2_MANUFACTURER_SPECIFIC_S

=3 119[8] - MBZ_MANUFACTURER_SPECIFIC_B v
Sumbal | Offset | Size | Farmat | Mode
MEB1_MaMUFAC.. O 1 Signed integer Input
MB1_MAMUFALC... 1 2 Sighed integer Input
MB1_MaMUFAC.. 4 1 Signed integer Input
MB1_MAMUFAC.. & 1 Sighed integer Input
MB1_MaMUFAC.. B 1 Signed integer Input
MB1_MAMUFAC.. 7 g Sighed integer Input
MB1_EMERGY_7 15 g Signed integer Input
MB1_EMERGY_8 23 g Sighed integer Input
MB1_EMERGY_3 31 g Signed integer Input
MB1_EMERGY_... 39 g Sighed integer Input
MB1_MaMUFAC... 47 g Signed integer Input
MB1_MAMUFALC.. 55 g Sighed integer Input
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8.45.2.3REPLACING ANBWS DEVICE

To replace an existinBWS device (e.g. in case of replacement due to failure)

1. Go to MUS Scan and do a Secondary or Primary Scan

2. Make a note of the new address

3. Go to BUS Configuration and manually change the address from the old to the new device
4. Press the "Create Tag" button.

5. There is no need to make any modifications to the Straton

8.45.2.ADDING AN-BUS DEVICE

1. GedBUSo StMno and run a secondary or primary
2. Note the new address and baud rate

3. Go to "US Configuration" and manually add the address and baud rate of the new device with the
button

4. Press the "Create Tag" button.

5. Import the shared memory file

6. Import the variable file without deleting your local variablea@isg¢ copy

8.45.2.DELETING AN MBUS DEVICE
1. Go to US Scan and do a Secondary or Primary Scan

2. Note the address of the device to be deleted

3. Go to "US Configuration" and manually delete the device with the "Delete" button.
4. Press the "Create Tag" button.

5. Import the shared memory file

6. Delete the variables from the deleted device
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8452®& TAG ERROR REPORTG6 SPECI AL TAG

When variable tags are imported into Straton, a special "Tag error report” tag is created.
Use this tag to monitor device communication errors:

VALUE OF THE MEANING
ARERROR RE
TAG
0 READING OK
-2 READING IN TIMEOV
NO ANSWER FRON
THE DEVICE

8.46. GUI CONFIGURATIRAGE WEB GUI CONFIG
This page allows you to configure a Content Delivery Network (CDN) to speed up the loading of GL
particularly when connecting remotely via a mobile modem.

8.47. GUI CONFIGURATIRAGE CUSTOM IMAGES

The devices already have a library of hundreds of symbols integrated to be used in their dashboards or
of the physical graphic (in models with a display) or virtuaiantiesfacs)

This page allows you to upload images created by the user (for example to customize the synopit
company logos etc.).

It is possible to upload .png and .jpg images with a colour depth of 8 bits. It is recommended to uploa
with a maximum resolution of 800x 480 pixels.

Once the images are uploaded on this page they will be added to the symbol library.

If you save and export the configuration, the custom images will also be saved.

8.48. MAINTENANCGEAGE ETHERNET INTERFACES

The addresses and statistics of the device's Ethernet ports are shown here.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICAT

BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.lt Doc: M0055733 EN Pagel79




@ SENECA® User Manual lIOT EDGE DEVIC

8.49. MAINTENANCGEAGE MODBUS SERIAL TRACE

This is a serial sniffer useful for analysing serial traffic. You can also export traffic in csv format for later

NOTE: to let the trace properiy run,

only one instance of this page shall be run START/STOP | [ RUNNING EXPORT TO C3V NOTE: this page does not apply

in a given moment; before exiting the page, to serial ports handled by the PLC.
it’s better to stop the trace.

Index is the index of the captured packet.

Time diff(ms) is the time in milliseconds relative to the previous captured packet.
Port is the serial port from which the packet arrived.

Type indicates whether the packet is in RX or TX mode relative to the device.
Len is the number of bytes in the packet.

Packet is the contents of the packet in hexadecimal format.

8.50. MAINTENANCGEAGE FW VERSION

This page lists the revisions of the firmware version in use and the previous installed version.
The device always includes the previous installation.

8.51. MAINTENANCGEAGE FWUPGRADE
Allows you to update the firmware of the device.
8.52. MAINTENANCE PAGHEODEM FW UPGRADE

Allows update the firmware of the modem in the device.
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8.53. MAINTENANCGEAGE CONRMMANAGEMENT

Allows you to export or import the configuration of the device (useful if you need to copy the configu
another device).

When exporting a configuration to a file, you are prompted for an encryption passphrase. The same pa
will be required when importing the configuration.

WARNING

If you lose the passphrase, you will no longer be able to import the configuration filg

On the same page, you can save the system log files (debug logs) to send to Seneca support.

You can also upload the RSA algorithm key for accessing the SSH service.

Finally, you can decommission a device (for example, for its permanent disposal); this operation per
erases all data contained on the device (including that in encrypted storage), and may take a few mint
Il n the fiSave configuration for USB peno secti

Save Configuration for USE pen

Configuration will be downloaded
as fife SW01978_conf.enc
| SAVE | | All (Conf. + Logic) v |
This configuration can be loaded only on boot, from
an USE pen, in factory default condition.

This specific encrypted file contains the current configuration, and you can configure another device ¢
inserting a USB flash drive before powering on the device (only if the device is in its factory default s
more information, pleas# tefthe relevant section of this manual.

You can also load the RSA algorithm key for accessing the SSH service.

8.54. MAINTENANCEAGE BACKUP AND RESTORE

This allows you to export or import the entire device configuration (including data logger data, tl
programme, custom scripts, audit logs and debug logs).

When a configuration is exported to a file, you will be prompted for an encryption passphrase.

You will be prompted for the same passphrase when importing the backup.

Starting with software versdi® the backup and restore process will also include data stored in the FeR.
memory.

WARNING

If you have lost your passphrase, you will no longer be able to import the backup fil
The restore process will copy the configuration, the data logger data, the PLC programme and the
custom scripts, but not the audit logs or backup logs
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8.55. MAINTENANCGEAGE MODBUS MODULES

If you use the PLC in legacy mode and use theNdgB&c@nfiguration software, the list of connected
Modbus devices appears on this page.

8.56. MAINTENANCGEAGE PLC MODE CONFIGURATION

On this page you can choose the operating mode of the Straton PLC.

Field Meaning
PLC Mode MNon® t he PLC is disabled

fLegacy t he PLC is in compatibild@
firmware 3.x.x.x. revisoarse the RET4 configuration software it is es
to set the PLC in thi-Sontoodedie vT
this mode the virtual display, data logger, alarms etc. are not availa

fBhared t he PLC is in shared mode
PLC and the firmware and therefore take advantage of all the new f
firmware 3.x.X.x. versions

Configuration withNET4 is no longer possible

8.57. MAINTENANCGEAGE LICENCE MANAGEMENT

Here you can check which optional features ar
You can also enter the activation keys provided by Seneca to add optional features to the device.
For example, you can add the Straton PLC feature to a device that does not have it.

For further information, please contact Seneca Support.

8.58. SECURITFAGE SECURITY STATUS

This overview page displays the deviceds secu
The system automatically checks the security parameters amistéedry hour. There is also a
REFRESH button, which allows you to manually initiate an immediate check.
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8.58.1SECTIONreature / Status

Security Status is automatically checked every hour.
You can refresh it clicking on the REFRESH button.
NOTICE: Straton PLC protocols and VPN certificates are not checked.

Last Report at: 2026/08/05 09:57:26 | | REFRESH |

Firewall
Firewall Exceptions
Audit Logs
Time Synchronization
Security Protocols
Security Parameters
Certificates
Configuration Checksum

None

None

None

Il

FirewallShows whether the firewall is configured correctly.

Firewall Exception3: h e rameter is set to AKOO i e

pa f
port 49160/ UDP. Otherwise, it iIis set to

O =

he
OK

St ~+

AuditLogsThe parameter relating to the avH@®I abl e
status when the remaining space falls below 15 MB. If the remaining space is greater than 15 MB, the
di splayed is fAOKO

Time Synchronizatiol:h e par ameter is set to AOKo if the

the system time correctly, and to AKOo if it

Security Protocol¥ he parameter is set to O60K6 if all c
protocols (TLS). The wuse of insecure protocol
Security Parameterf:h e par ameter will show as 6KO6 if at
enabled within the device configu@ation.e r wi se, t he parameter will s
CertificatesTh e par ameter i s set to O00KO6 if none of

least one certificate has expired.

Configuration Checksufith e par ameter is set to O60K6 if the

iS not.
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8.58.SECTIONUnsecure Protocols

I f the ASecurity ProtocolsoO parameter i s set
I n this exW@dAnpSer,vdrhee SieOrPCi ce has been enabl ed

I Security Protocols . ko

OPC-UA Server

8.58.BECTIONJnsecure Parameters

I f the ASecurity Parameterso setting is set t
I n this example, the insecure setting fANetwor
| Security Parameters I ko

Network / IP Configuration from Discovery

8.58.45ECTIONhvalid Certificates

I f the oO0Certificatesd parameter is in the O06KO
displayed.

In this example, an expired certificate has been loaded:

| Certcates I R

/home/configiopcua/server_cert.der
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8.59. SECURITFPAGE SYSTEM ADMIN

8.59.1SECTION System Configuration

Login Message
Here you can enter a message that will appear on the device's login page.

Inactivity Session Timeout (minutes)
This represents the session duration in minutes; after this time, if there is no activity on the webpage,
is logged out.

Rollback Protection
From firmware version 5.2.1.0, it is no longe

8.59.5ECTION Password/Passphrase Validation

Here you can configure password policies, such as the minimum number of characters and the charac

Minimum Lengthn this text box, you can set the minimum password length. The value can be set to
between 8 and 64 characters.

Lowercase character needbdthis setting, you can specify whether the password must contain at least
onelowect ase | etter (O6ONOG6) or not (O6OFFO) .

Uppercase character needktthis setting, you can specify whether the password must contain at least
one uppercase |l etter (AONO) or not (AOFFO) .

Numeric character needéalthis setting, you can specify whether the password must contain at least or
number (AONO) or not (AOFFO).

Special character needéalthis setting, you can specify whether the password must contain at least ong
special character (AONO) or not (AOFFO).

8.59.BECTIOMogin Lock

Maximum number of failed attempts [3.M&imum number of failed login attempts before the account i
locked. Default 5.

Interval between failed attempts (minufi@e)e interval after which the failed login attempt counter is rese
to zero, provided there are no further attempts or new logins. Default 15.

Lock timeout (minuteshhe time interval during which logins are blocked when the number of allowed f:
login attempts is exceeded within the set time period. Default 15.
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8.59.45ECTIOMNyslog Server

IP Address or Hostname
This represents the address or name of the server that supports the syslog protocol for sending aud
you do not need to send audit logs, leave this parameter blank.

8.60. SECURITFPAGE AUDIT LOGS

Here you can export the audit logs (forensic logs).

8.61. SECURITFAGE DEVICE DECOMISSIONING
On this page, you can decommission a device (for example, to permanently retire it). This process e

data stored on the device (including data in encrypted storage) using a method that makes it irrecover:
process may take a few minutes.

8.62. SECURITFAGE CAPABILITIES CONFIGURATION

From firmware version 5.3.0.0 onwards, user rights configuration (Capabilities configuration) ha
introduced. There are three types dads@n fusedbandfoperatar
You can configure the rights for each individual user via this web page.

For each user, there are four sedNetsork ConfigurabidBystem Administradidhag, Logic & Data
LoggavandfMaintenance

Network Configurationombine thiBasic ConfiguratigRouter ConfiguraiandiVobile Configuration
menu sections.

System AdministratiofSecuritymenu section.

Tag, Logic & Data Loggererge the menu sections "Shared Memory Tag Conf.", "Alarms", "Client Protoc
"Logic Configuration”, "Data Logger", "Cloud Configuration”, "GUI Configlaa®in" and "M

Maintenancegi Ma i n t reenuasactioa.o .
For each configuration, you can choose the authoris@tiorAleretsRead OndyiRead/Write .
No Accesslt does not allow any access to that section.

Read Onlit allows reashly access to the relevant section.
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Read/Writdt allows read and write access to the relevant section.

If, by mistake, all options were to be set to prevent access (No Access), the administrator would still rete
to the Capabilities Configuration section, thus avoiding being completely locked out of the system.

9. SETTING UP THE DEVICE FROM A USB DRIVE

Starting with firmware version 5.1.0.0, it is no longer possible to load an unencrypted configuration fro
flash drive. Starting with firmware version 5.1.0.0, you must follow these steps to load a configuration
USB flash drive:

1) Reset the device to its factory default settings (using the DIP switches)
2) Copy the encrypt eaxpdrtedfrem tlie3Mttch&n@edf. Manageimeneé n ¢ 0

webpage in the fiSave &totheroogdirectary of tberJSB flagh driveS B
(formatted with the FAT32 file system):

Save Configuration for USE pen

Configuration will be downloaded
as file SW01978_conf.enc
| SAVE | [ All (Conf. + Logic) v |
This configuration can be loaded only on boot, from
an USE pen, in factory default condition.

3) To load the new configuration, the device must be turned off and then turned on with the USB f
drive already inserted.

WARNING

The configuration will be loaded from the USB drive only if the device is in its factory defg
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10.VPN

A VPN (Virtual Private Network) is a virtual private network that provides privacy, anonymity and securi
a communication channel (VPN tunnel) created over a public network infrastructure.

Devices can create VPNs using Seneca LET®6S te
It is also possible to connect to standard OpenVPN servers.

VPN BOX 2

== ] vmware: Y () OPENVPN

SOLUTIONS

For more information on Letds technology vVvisi

https://www.seneca.it/li@eodotto/comunicazimhistriale-telecontrollo/letennectivisolutions/

For further information on OpenVpn, see the website:

https://openvpn.net/

For more information on VPN BOX 2, refer to:

https://www.seneca.it/lsigeeodotto/comunicazioristriale-telecontrollo/letennectivity
solutions/modtdervediconnettivita/

The device supports VPN connection using two different servers: Seneca VPN BOX2 and a standard (
Server.

The main advantages of using a VPN are:

secure connections so the transmitted data are encrypted;

the ability to establish connections without interfering with the corporate LAN;
no need to have a static/public IP address

on the WAN side; remote configurability via Web Server

> > >

Two "VPN modes" are available, respectively named "OpenVPN" and "VPN BOX".
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The "OpenVPN" mode can be used when the device is to be installed in an existoagd/RNM. In this
OpenVPN server must be available and configuration, certificates and key files for the Seneca Client
provided by the VPN administrator.

Files can be uploaded to the device using the dedicated web page.

| f the VPN infrastructure is not available, ¢t
by Seneca.

"VPN Box2" is a hardware device (also available in virtual machine version) that allows the user t
configure two alternative types of VPN:

A "VPN "Single LANO (Al ways on for SCADA syste
A VPN "PoiftZoint" (On demand for remote maintenance of the machine)

In "Single LAN" VPN, all devices and PCs (and associatetttacaksybonfigured in VPN are always
connected in the same network. In this scenario any VPN Client (PC or Seneca device) can communic
other but also with the machines/devices connected to any Seneca device LAN, for this reason, all VP
must have different network configuratio

In the "PoiioAoint” VPN, a client PC, at a given moment, can perform a single connection, upon requ
only one device at a time (and to the machines that are connected to the LAN port of the Seneca devi
Furthermore, the devices cannot communicate with each other even if they belong to the same VPN.
The advantage of this architecture is that the same subnetwork can be used at atbgit@st Tedpoint

is the most used in case of remote maintenance of the systems.

There are two types of Point to Point VPN connection.
A Layer 3 VPN
A Layer 2 VPN

In "Layer 3 VPN", only IP packets (Layer 3) are transported through the VPN tunnel.
On the other side, in "Bridging Layer 2 VPN", all Ethernet frames are transported through the VPN tun

Each mode has advantages and disadvantages:

Layer 2
A can carry any network protocol (e.g. SeRrefiaet protocol scanning)

A causes more traffic on the VPN tunnel than layer3

Layer 3
A can carry only IP traffic

A layer?2 traffic (e.g.: DHCP) is not transported
A reduces traffic management costs, transports only traffic destined for clients
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The "VPN Box2" comes with two Windows applica#oNs: Cl i ent Communi cat or 0 &
PC to the network (in the "Single LAN" case) or to a specific devic&@@®tbe "Pointd c a s e )

10.1. VPN "SINGLE LAN" ALWAYS ON

@ o) g

| 192.168.10.101
f -
W} 192.168.10.154 TiEL
Rottter [ s

192.168.10.102
192.168.1.X s
-~ ® 4
0 SENECA ﬂ‘
VPN BOX i< — A DEVICE
. 192.168.20.101

192.168.20.254

i

192,168.20.102

i BIPEN 1 )

192.168.30.101

192.168.30.254
‘ | 1=
([

192.168.30.102

192.168.2.X

The figure above provides an example of VPN

The client PC (with IP address 192.168.1.X) can connect, as an example, to the first Seneca device
local IP address.

Also, two devices that are in two different LANs of the same VPN network (e.g.: 192.168.10.1
192.168.20.102) can connect to each other, again using their local IP addresses.

In order for this scenario to work properly, one essential rule must alwayisebeAbdlfoofatie Seneca
device and the LAN of the PC must have different subnets and néténefotiésionthe figure above, the
following is shown

PC LAN 192.168.1.0/24
SCADA LAN 192.168.2.0/24
SENECA DEVICE LA192.168.10.0/4
SENECA DEVICE LA192.168.20.0/2
SENECA DEVICE LA192.168.30.0/4
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If conflicts cannot be avoided, it is still possible to use a "Single LAN" VPN because devices can be re
their VPN IP addresses and machines beyond them can be reached by configuring "port forwarding" r

10.2. VPN "POINT TO POINT" ON DEMAND

SENECA

The figure above provides an example gb'Paint nt 6 VPN.

In this scenario a PC (acting as a VPN client) can connect, on demand, to a Seneca device and its suk
local IP addresses via the VPN Client Communicator application. The software guarantees group mar

DEVICE

{
ENECA | ﬁ!

45
DEVICE

192.168.90.33

192.168.90.34

of users to allow only those who belamgoup to access the systems that are part of it
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10.3. DISABLING THE VPN CONNECTION

The products provide an integrated digital input and digital output dedicated to control and monitor th
connection to the device.

In this way it is possible to block access (via digital input) remotely to a particular machine/plant (e.c
maintenance operations are being carried out) and be informed of a remote access in progress (v
output).

When the "Remote Connection Disable" digital input is set to HIGH, the remote connection to the c
disabled; conversely, when the "Remote Connection Disable" digital input is set to LOW, the remote cc
to the device is enabled.

The "Remote Connection Active" digital output is set to the HIGH state when the device is connected.
Four security levels can be configured to disable the remote VPN connection:

Level 1: VPN connections are disabled in any VPN mode but the "VPN Box Service" service is still ru
the device can still be monitored on VPN Box Manager;

Level 2: The "VPN Box Service" is disabled, but the device can still access the Internet and send/rece
on a possible cellular interface;

Level 3: any Internet access is disabled, but the device can still send/receive SMS on a possible
interface;

Level 4: As level 3 but also the cellular interface is switched off

10.4. CONFIGURATION FILE FOR USE WITH OPEN VPN

This paragraph provides an example of OpenVPN server configuration.

port 1194

proto udp

dev tun

ca ca.crt

cert server.crt

key server.key

dh dh1024.pem

server 10.9.7.0 255.255.255.0
ifconfig - pool - persist ipp.txt
client - config -dirccd
client -to - client

keepalive 10 120

comp- 1zo

persist - key

persist -tun

status openvpn - status.log
verb 3
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This paragraph provides an example of the device client Open VPN configuration.

client

dev tun

port 1194

proto udp

remote 2.192.5.105 1194
nobind

ca ca.crt

cert tws4.crt

key tws4.key

comp- I1zo

persist - key

persist - tun

script - security 3 system
verb 3

11. COMMUNICATION NETWORK REDUNDANCY

®

)

.W} ' SENECA
DEVICE

&)
& {37
@ w e
ANet work redundancyo is a feat ur-€lmbdemaisavailable. b e

This feature is intended to switch the used network interface to access the Internet from Ethernet ('
interface) to the secondary interface (Cellutat arod#m), when Internet access through the primary

interface becomes unavailable the slyateson the internet via the configured secondary channel. Whe
the Internet service becomes available again from the primary interface the access returns to the latte
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