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ATTENTION!

IN NO CASE MAY SENECA OR ITS SUPPLIERS BE HELD LIABLE FOR ANY INCOMING DATA OR
PROFIT LOSSES DUE TO INDIRECT, CONSEQUENTIAL OR INCIDENTAL CAUSES (INCLUDING
NEGLIGENCE) CONNECTED WITH THE USE OR INABILITY TO USE THIS GUIDE, EVEN IF SENECA
WAS INFORMED OF THE POTENTIAL OF THESE DAMAGES.

SENECA, ITS SUBSIDIARIES OR AFFILIATES OR GROUP PARTNERS OR DISTRIBUTORS AND SENECA
DEALERS DO NOT GUARANTEE THAT THE FUNCTIONS FAITHFULLY MEET THE EXPECTATIONS AND
THAT THIS GUIDE IS FREE OF ERRORS.

SENECA HAS TAKEN THE UTMOST CARE AND CAUTION IN DRAFTING THIS GUIDE. HOWEVER, IT
MAY CONTAIN ERRORS OR OMISSIONS. SENECA SRL RESERVES THE RIGHT TO MODIFY AND/OR
VARY PARTS OF THIS GUIDE TO CORRECT ERRORS OR TO ADJUST TO PRODUCT FEATURE
CHANGES WITHOUT ANY PRIOR NOTICE.
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1. SENDING EMAILS WITH SENECA RTUs

The guide is intended to guide the user in the correct use of Seneca RTUs and mail servers.

With regard to Seneca RTUs, the following table can be drawn up:

PRODUCT SENDING SENDING EMAILS | NOTES
EMAILS
WITH A SECURE
WITHOUT A CONNECTION
SECURE
CONNECTION
Z-TWS4 YES YES (SSL/TLS1.2) It is possible to send emails from SMTP servers that
support SSL/TLS (e.g. gmail)
Z-PASS2-S YES YES (SSL/TLS1.2) It is possible to send emails from SMTP servers that
support SSL/TLS (e.g. gmail)
S6001-RTU YES YES (SSL/TLS1.2) It is possible to send emails from SMTP servers that
support SSL/TLS (e.g. gmail)
Z-GPRS3 YES NO It is possible to send emails only from SMTP servers
(Ethernet)/z- without SSL/ TLS
LOGGER3
Z-GPRS3 (modem YES YES (SSL/TLS1.2)* | (*)
GPRS)/Z-UMTS
(modem 3G)/Z-LTE To send encrypted emails it is necessary to disable the
(modem 4G) PPP connection as shown in the figure:
© Modem GSM Configuration - X
GSM PRS Services [ Enable
General | SM GPRS | Advanced
able GPRS Service [] Enable PPP [] Enable RTC Sync
GPRS Access Point Name
APN IIbOX tim it ‘
It will therefore not be possible to access the TCP-IP
Modbus and Webserver via the GPRS modem.
MyALARM2 YES YES (SSL/TLS1.2) It is possible to send emails from SMTP servers that
support SSL/TLS (e.g. gmail)
Z-TWS11 YES NO It is possible to send emails only from SMTP servers

without SSL/ TLS
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2. SENDING EMAILS WITH RTUs WITHOUT SECURE CONNECTION SUPPORT

The following solutions are available to send emails with RTUs that do not support secure connections:

1) Use public SMTP servers where the use of SSL/TLS connections is not required
2) Use a corporate SMTP server
3) Use a server with Stunnel

2.1.Use public SMTP servers where the use of SSL/TLS connections is not required

These servers do not require an SSL/TLS connection and typically use port 25.

For more information it is strongly recommended to connect to the respective websites:

SMTP SERVER| GATEWAY

out.alice.it 25
smtp.email.it 25
smtp.live.com 25

mail.iol.it 25
smtp.libero.it 25
smtp.lycos.it 25
smtp.live.com 25
smtp.tele2.it 25

2.2.Use a corporate SMTP server
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The most reliable solution is to use your company SMTP server and request access to your IT manager
without a secure connection.

If you do not have a corporate SMTP server, you can use the "installation of an SMTP server" guide on
Windows available on the RTU page of the Seneca website.

These solutions are suggested to get around the blocks imposed by public SMTP servers (maximum number
of daily emails, spam etc ...).

2.3.Use Stunnel

It is possible to use an SMTP server that requires a secure connection even if the RTUs do not support it
thanks to the Stunnel software.

Stunnel can be used in many operating systems, as far as Windows is concerned, the following is required:

Microsoft (32-bit and 64-bit editions)

*  Windows Server 2012 / 2008 / 2003 / 2000
e  Windows10/8.1/8/7/ Vista/XP

The .exe file with the Stunnel installer can be downloaded from:

https://www.stunnel.org/downloads.html

o stunnel: Downloads X

€« C f @ https;//www.stunnel.org/downloads.html
H App 9 SmartFlow Flow Calc A3 |deal Gas Law Equat 3 Tunnel

stunnel: Downloads

About
Features Latest Version
Screenshot
Documentation File Name Size Date
Examples
Vulnerabilities stunnel-5.34-android zip 1128245 | 5th July 2016
Downloads
Ports stunnel-5 34-android.zip asc 811 | 5th July 2016
Maintainers =t
Versions stunnel-5.34-android.zip. sha256 91| 5th July 2016
LiCCel:]asnegeLog stunnel-5 34-installer exe . 3221265 | 5th July 2016
g“PW‘ stunnel-5 34-installerexe asc ~~_ 811 | 5th July 2016
ontact
stunnel-5 34-installer exe sha256 %%July 2016
amituPavPal stunnel-5.34 tar gz 644677 Sth.mﬂm\ﬁ
- ' stunnel-5 34 tar gz asc 811 | 5th July 2016
nyprofeon Linked (1) stunnel-5 34 tar gz sha256 86 | 5th July 2016
~ HTML
WiC 3ox Beta Versions
O Stpporiers File Name Size Date
OB chameleonlohn stunnel-5 35b2 tar gz 644803 | 6th July 2016
¢
stunnel-5 35b2-installer exe | 3220940 | 6th July 2016
CERT stunnel-5 35b1 tar gz 644648 | 6th July 2016
stunnel-5 35b1-installerexe | 3221110 | 6th July 2016
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Once installed, we need to make some small changes to the "stunnel.conf" configuration file that we find in
the installation directory:

C:\Programmi\stunnel

The GMAIL SMTP configuration file is the following:

P stunnel.conf - Blocco note
File Modifica Formato VYisualizza 2

; Disable support for insecure SsSLv2 protocol
options = NO_SSLv2

; workaround for Eudora bug

;options = DONT_INSERT_EMPTY_FRAGMENTS

; These options provide additional security at some performance degradation
yoptions = SINGLE_ECDH_USE
yoptions = SINGLE_DH_USE

; 7878 TR VE R TR VR VR VR IR R VR PR SR VR PR PR VR VR TR TR TR TR TR TR VR R PR PR PR VR VR PR PR PR FR VR VR TR TR VR TR VR PR TR TR VR VR VR R VR VR VR VR R R TR TR TR VR VR TR TR VR VR VR VR TR TR TR VR '8
;7 % service definitions (at least one service has to be defined) had

LA R AR R R R TR R R R R R AR R R R R R R R R R R R R R R R R R R R R R R R A R R R R R AR AR R R TR R TR TR AR TR e
’

; Example SSL server mode services

[pop3s]
accept = 995
connect = 110
[imaps]
accept = 993
connect = 143
[ssmtp]
accept = 465
connect = 25

; Example sSsL client mode service
;[?mai1—pop3]
e

ient yes
yaccept 127.0.0.1:110

;connect = pop.gmail.com:995

;[?mai1-imap]
=C

ient = yes
yaccept 127.0.0.1:143
;connect = imap.gmail.com:993

[?mai1—smtp]

cTient = yes

accept = 127.0.0.1:25
connect = smtp.gmail.com:465

; Example ssL front-end to a web server

; [https]
yaccept = 443
yconnect = 80

«al

Now just configure the RTUs in the following way:

Email address: esempio@gmail.com

SMTP server: IP address of the PC where Stunnel is installed

Port: 25
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Account: esempio@gmail.com

Password: ******

The emails will be sent to Stunnel which will send them to the GMAIL mail server using the secure SSL
connection.

3. SENDING EMAILS USING GMAIL SERVER

Sending emails using the Gmail SMTP server is only possible using a secure connection (SSL/TLS1.2 on port
465) or using Stunnel (refer to the chapter 2.3 for more information).

First of all, it is necessary to allow access from applications not using the OAuth 2 protocol otherwise the
gmail server will not accept any emails sent by the RTUs.

To do this, log into gmail:

Google
Signin

1o continue to Gmail

s@gmail.com

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

Create account

English (United States) = Help Privacy Terms

Click on "Personal Account":
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Click on App and connected sites:

Google Account Q, search Google Ac

@ Home

23] Personalinfo

Data & personalization

Security

2 " Poople & shm

B Payments & subscriptions

e

And allow access to less secure apps:

another account

Sign out

Privacy Policy = Terms of Service

WITTUOWS
=B

Italy - Jun 11

@ Find a lost device

Manage devices

Less secure app access

%> Hasaccessto Google Contacts

Manage third-party access

To protect your account, apps and devices that use less secure sign-in

technology are blocked. To keep your account secure, Google will
automatically turn this setting OFF if it's not being used. Learn more

10
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< Less secure app access

Some apps and devices use less secure sign-in technology, which makes your account vulnerable. You
can turn off access for these apps, which we recommend, or turn it on if you want to use them despite
the risks. Google will automatically turn this setting OFF if it's not being used. Learn more

Allow less secure apps: ON
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