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1 Preliminary information  / Informazioni preliminari  
 

WARNING! 

IN NO EVENT WILL SENECA OR ITS SUPPLIERS BE LIABLE FOR ANY LOST DATA, REVENUE OR 
PROFIT, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, 
REGARDLESS OF CAUSE (INCLUDING NEGLIGENCE), ARISING OUT OF OR RELATED TO THE USE OF 
OR INABILITY TO USE Z-TWS4/Z-PASS2-S/S6001-RTU, EVEN IF SENECA HAS BEEN ADVISED OF 
THE POSSIBILITY OF SUCH DAMAGES. 

SENECA, ITS SUBSIDIARIES AND AFFILIATES COMPANY OR GROUP OF DISTRIBUTORS AND 
SENECA RETAILERS NOT WARRANT THAT THE FUNCTIONS WILL MEET YOUR EXPECTATIONS, AND 
THAT Z-TWS4/Z-PASS2-S/S6001-RTU, ITS FIRMWARE AND SOFTWARE WILL BE FREE FROM 
ERRORS OR IT OPERATES UNINTERRUPTED. 
 

SENECA SRL CAN MODIFY THE CONTENTS OF THIS MANUAL IN ANY TIME WITHOUT NOTICE TO 

CORRECT, EXTEND OR INTEGRATING FUNCTION AND CHARACTERISTICS OF THE PRODUCT. 

 

ATTENZIONE! 

IN NESSUN CASO SENECA O I SUOI FORNITORI SARANNO RITENUTI RESPONSABILI PER 
EVENTUALI PERDITE DI DATI ENTRATE O PROFITTI, O PER CAUSE  INDIRETTE, CONSEQUENZIALI O 
INCIDENTALI, PER CAUSE (COMPRESA LA NEGLIGENZA), DERIVANTI O COLLEGATE ALL' USO O 
ALL' INCAPACITÀ DI USARE Z-TWS4/Z-PASS2-S/S6001-RTU, ANCHE SE SENECA È STATA AVVISATA 
DELLA POSSIBILITÀ DI TALI DANNI. 

SENECA, LE SUSSIDIARIE O AFFILIATE O SOCIETÀ DEL GRUPPO O DISTRIBUTORI E RIVENDITORI 
SENECA NON GARANTISCONO CHE LE FUNZIONI SODDISFERANNO FEDELMENTE LE ASPETTATIVE 
E CHE Z-TWS4/Z-PASS2-S/S6001-RTU, IL SUO FIRMWARE E SOFTWARE SIA ESENTE DA ERRORI O 
CHE FUNZIONI ININTERROTTAMENTE. 
 

{9b9/! {w[ t¦hΩ ah5LCL/!w9 L[ /hb¢9b¦¢h 5L v¦9{¢h a!b¦![9 Lb v¦![UNQUE 

MOMENTO E SENZA PREAVVISO AL FINE DI CORREGGERE, ESTENDERE O INTEGRARE 

C¦b½Lhb![L¢!Ω 9 /!w!¢¢9wL{¢L/I9 59[ twh5h¢¢hΦ 
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Date Revision Notes 

06/09/2016 07 - Chapter "Features": new features forZ-PASS2-S-R01 

- Chapter "LEDs signalling": new par. " Z-PASS2-S-R01" 

- New chapter "Ethernet Mode (Z-PASS2-S-R01)" 

- Chapter: "Discovering the IP address": network parameters setting   

- Chapter "Upgrading the firmware by a USB pen": revision   

- Par. "Web Configuration Pages/Administrator pages": changed 

paragraphs: 

  - "Main View" 

  - "Network and Services" 

  - "Router Configuration"  

  - "FW Upgrade" 

new paragraphs: 

  - "VPN Configuration/OpenVPN Client/LED signalling (Z-PASS2-S-R01)" 

  - "VPN Configuration/VPN Box/LED signalling (Z-PASS2-S-R01)" 

- Par. "Web Configuration Pages/User pages" 

changed paragraphs: 

  - "Main View" 

  - "Network and Services" 

11/01/2017 08 - wŜƴŀƳŜŘ ά½-PASS2-S-мέ Ҧ έΣ ά½-PASS2-S-wлмέ 

- /ƘŀǇǘŜǊ ά5ƛǎŎƻǾŜǊƛƴƎ ǘƘŜ Lt ŀŘŘǊŜǎǎέΥ ŘƛǎŎƻǾŜǊȅ ǿƻǊƪƛƴƎ ƻƴ ōƻǘƘ [!b 

and WAN interfaces 

- New ŎƘŀǇǘŜǊ άbŜǘǿƻǊƪ wŜŘǳƴŘŀƴŎȅέ 

- tŀǊŀƎǊŀǇƘ άaŀƛƴ ±ƛŜǿέ revision όŀƭǎƻ ŦƻǊ ά¦ǎŜǊ tŀƎŜǎέύ 

- tŀǊŀƎǊŀǇƘ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέΥ ŀŘŘŜŘ ά5b{ aƻŘŜέ ǇŀǊŀƳŜǘŜǊ 

and Network Redundancy parameters; changed some default values 

όŀƭǎƻ ŦƻǊ ά¦ǎŜǊ tŀƎŜǎέύ 

- tŀǊŀƎǊŀǇƘ άwŜŀƭ ¢ƛƳŜ /ƭƻŎƪ {ŜǘǳǇέΥ ŀŘŘŜŘ ά/ŜƴǘǊŀƭ 9ǳǊƻǇŜέ ǘƛƳŜ 

zone value 

- Paragraph "VPN Configuration/OpenVPN Client": revision into "VPN 

Configuration/Open±tbέ; added packet/byte counters description 

- tŀǊŀƎǊŀǇƘ Ϧ±tb /ƻƴŦƛƎǳǊŀǘƛƻƴκ±tb .ƻȄέΥ ŀŘŘŜŘ ǇŀŎƪŜǘκōȅǘŜ ŎƻǳƴǘŜǊǎ 

description 

- tŀǊŀƎǊŀǇƘ άaƻōƛƭŜ bŜǘǿƻǊƪέΥ ŀŘŘŜŘ ǇŀŎƪŜǘκōȅǘŜ ŎƻǳƴǘŜǊǎ 

description 

- tŀǊŀƎǊŀǇƘ άwƻǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέΥ tƻǊǘ aŀǇǇƛƴƎ ǇŀǊŀƳŜǘŜǊǎ ƴƻ ƳƻǊŜ 

ŘƛǎŀōƭŜŘ ǿƘŜƴ ά¦ǎŜ [ƻŎŀƭ !ŘŘǊŜǎǎŜǎέ ƛǎ hb 

- tŀǊŀƎǊŀǇƘ ά¦ǎŜǊǎ /ƻƴŦƛƎǳǊŀǘƛƻƴέ: ŀŘŘŜŘ άƎǳŜǎǘέ user credentials 

- bŜǿ ǇŀǊŀƎǊŀǇƘ ά9ǘƘŜǊƴŜǘ LƴǘŜǊŦŀŎŜǎέ 

- bŜǿ ǇŀǊŀƎǊŀǇƘ άaƻŘōǳǎ aƻŘǳƭŜǎέ 

- bŜǿ ǇŀǊŀƎǊŀǇƘ ά5ŀǘŀ [ƻƎǎέ 

- bŜǿ ǇŀǊŀƎǊŀǇƘ άDǳŜǎǘ tŀƎŜǎέ 

- StratON FBs and Functions, new paragraphs: GET_ALARMS, 

PUT_ALARM, SET_ALARMS_STAT, FM_WRITE_NCRLF, TXBAPPENDFILE, 

GET_MIN_SINCE2K 

- Chapter Z-NET4: ŀŘŘŜŘ ƴƻǘŜ ǘƻ άwŜƳƻǘŜ /ƻƴǘǊƻƭ CǳƴŎǘƛƻƴǎέ 

01/03/2017 09 - bŜǿ ǇŀǊŀƎǊŀǇƘ άConfiguration Managementέ 

- PLC application name shown in the web pages header 

- ά¦ǎŜ [ƻŎŀƭ !ŘŘǊŜǎǎ ǘƘǊƻǳƎƘ ±tbέ ǇŀǊŀƳŜǘŜǊΥ άhbέ ƻǇǘƛƻƴ ŀƭǿŀȅǎ 

available 

- tŀǊŀƎǊŀǇƘ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ (Admin and User): changed default 

ǾŀƭǳŜ ŦƻǊ ά5ŜŦŀǳƭǘ DŀǘŜǿŀȅέ ŀƴŘ ά5b{ {ŜǊǾŜǊέ ǇŀǊŀƳŜǘŜǊǎΤ ά5ŜŦŀǳƭǘ 

DŀǘŜǿŀȅέ ŀƭǿŀȅǎ ƛƴ ǘƘŜ ²!b ǎǳōƴŜǘΣ ƛƴ [!bκ²!b ƳƻŘŜΤ ά5I/t ƻƴ 

[!bέ ŘƛǎŀōƭŜŘΣ ƛƴ [!bκ²!b ƳƻŘŜ 
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- OpenVPN, /ƻƴŦƛƎǳǊŀǘƛƻƴ CƛƭŜΥ ŀŘŘŜŘ ǊǳƭŜǎ ƻƴ άŘŜǾέ ŀƴŘ άƭƻƎέ ƻǇǘƛƻƴǎ 

- StratON FBs and Functions, new paragraphs: S7_DB_READ, 

S7_DB_WRITE 

23/05/2017 10 - Chapter "Features": new features for Z-PASS2-S-IO 

- bŜǿ ά[95ǎ ǎƛƎƴŀƭƛƴƎέ ǎǳō-paragraph for IO HW revision 

- New ŎƘŀǇǘŜǊ άwŜƳƻǘŜ !ŎŎŜǎǎ 5ƛǎŀōƭŜέ 

- bŜǿ ŎƘŀǇǘŜǊ ά!ǳǘƻ-!tbέ 

- tŀǊŀƎǊŀǇƘ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ: added screen-ǎƘƻǘǎ ŦƻǊ άIOέ 

ǾŜǊǎƛƻƴΤ ŀŘŘŜŘ ά/haмκaƻŘŜέ ǇŀǊŀƳŜǘŜǊ 

- tŀǊŀƎǊŀǇƘ ά±tb .ƻȄέΥ ŀŘŘŜŘ ά[ƛŎŜƴǎŜ [ƛƳƛǘ wŜŀŎƘŜŘέ ŜǊǊƻǊ ǊŜŀǎƻƴ 

- tŀǊŀƎǊŀǇƘ άC² ¦ǇƎǊŀŘŜέΥ ŎƘŀƴƎŜŘ ά{ǘƻǇ ¢²{ {ŜǊǾƛŎŜǎέ ǇƻǇ-up 

- tŀǊŀƎǊŀǇƘ ά/ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜƳŜƴǘέΥ ŀŘŘŜŘ ά{ŀǾŜ 5ŜōǳƎ [ƻƎǎέ 

feature 

- tŀǊŀƎǊŀǇƘ άaƻōƛƭŜ bŜǘǿƻǊƪέΥ ŀŘŘŜŘ ά!tb aƻŘŜέ ǇŀǊŀƳŜǘŜǊ 

- bŜǿ ǇŀǊŀƎǊŀǇƘ ά5ƛƎƛǘŀƭ Lκh /ƻƴŦƛƎǳǊŀǘƛƻƴέ 

- tŀǊŀƎǊŀǇƘ άtttψ/hbb9/¢έΥ ŎƘŀƴƎŜǎ ŦƻǊ ά!ǳǘƻ-!tbέ 

- StratON FBs and Functions, new paragraphs: PPP_CONNECT_R2, 

VPNBOX_STATUS, WDOG_KEEP_ALIVE, WDOG_SET_TMO 

02/08/2017 11 - /ƘŀǇǘŜǊ ά¢ŜŎƘƴƛŎŀƭ {ǇŜŎƛŦƛŎŀǘƛƻƴǎέΥ ŀŘŘŜŘ ŦŜŀǘǳǊŜǎ ŦƻǊ ½-PASS2-S-IO 

modem 

- tŀǊŀƎǊŀǇƘ ά[95ǎ ǎƛƎƴŀƭƛƴƎέκIO: added info ŀōƻǳǘ ƳƻŘŜƳ ά{¢!¢ ά [95 

- /ƘŀǇǘŜǊ ά±tbέΥ added description of Layer 2 and Layer 3 VPN 

- tŀǊŀƎǊŀǇƘ ά±tb /ƻƴŦƛƎǳǊŀǘƛƻƴκ±tb .ƻȄέΥ ŎƘŀƴƎŜǎ ǊŜƭŀǘŜŘ ǘƻ [н ±tb 

and info about connected user; added L2 VPN figure 

- 5ŜƭŜǘŜŘ ǇŀǊŀƎǊŀǇƘ ά¦ǇŘŀǘƛƴƎ ǘƘŜ {ǘǊŀǘhb ŀǇǇƭƛŎŀǘƛƻƴ ōȅ ŀ ¦{. ǇŜƴέ 

- /ƘŀǇǘŜǊ ά¦ǇƎǊŀŘƛƴƎ ǘƘŜ ŦƛǊƳǿŀǊŜΧέΥ ŀŘŘŜŘ ƴƻǘŜǎ ŀōƻǳǘ [95ǎ ōƭƛƴƪƛƴƎ 

- tŀǊŀƎǊŀǇƘ άaŀƛƴ ±ƛŜǿέ όŀŘƳƛƴύΥ ǳǇŘŀǘŜŘ ŦƛƎǳǊŜ 

- tŀǊŀƎǊŀǇƘ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέΥ added info about new Web Server 

and File Transfer parameters; updated figures 

- tŀǊŀƎǊŀǇƘ άwŜŀƭ ¢ƛƳŜ /ƭƻŎƪ {ŜǘǳǇέ: updated figure 

- tŀǊŀƎǊŀǇƘ άwƻǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέΥ ŎƘŀƴƎŜŘ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ŦƻǊ ά!ƭƭƻǿ 

!ŎŎŜǎǎ ǘƘǊƻǳƎƘ aƻōƛƭŜ tǳōƭƛŎ Lt !ŘŘǊŜǎǎέ ǇŀǊŀƳŜǘŜǊ 

- tŀǊŀƎǊŀǇƘ ά/ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜƳŜƴǘέΥ ŀŘŘŜŘ ƛƴŦƻ ŀōƻǳǘ ȊƛǇ 

archive; updated figures 

 - tŀǊŀƎǊŀǇƘ άaƻōƛƭŜ bŜǘǿƻǊƪέΥ ǳǇŘŀǘŜŘ ŦƛƎǳǊŜǎ 

- άwŜƳƻǘŜ !ŎŎŜǎǎ 5ƛǎŀōƭŜέ Ҧ άwŜƳƻǘŜ /ƻƴƴŜŎǘƛƻƴ 5ƛǎŀōƭŜέ 

06/10/2017 12 - /ƘŀƴƎŜŘ ά-wлнέ Ҧ ά-Lhέ 

- /ƘŀǇǘŜǊǎ άCŜŀǘǳǊŜǎέΣ ά¢ŜŎƘƴƛŎŀƭ  {ǇŜŎƛŦƛŎŀǘƛƻƴǎέΥ ƴƻǘŜ ŀōƻǳǘ Dt{ 

module and antenna 

- /ƘŀǇǘŜǊ ά9ƭŜŎǘǊƛŎŀƭ /ƻƴƴŜŎǘƛƻƴǎέΥ ŀŘŘŜŘ ǎǳō-paragraph for Z-PASS2-S-

IO Digital I/Os 

- New sub-ǇŀǊŀƎǊŀǇƘ ά½-PASS2-S-Lh ǇǊƻŦƛƭŜǎέ 

- tŀǊŀƎǊŀǇƘǎ άaŀƛƴ ±ƛŜǿέΣ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέΥ ǳǇŘŀǘŜŘ ŦƛƎǳǊŜǎ 

- tŀǊŀƎǊŀǇƘ άwŜŀƭ ¢ƛƳŜ /ƭƻŎƪ {ŜǘǳǇέΥ ŀŘŘŜŘ ŦƛƎǳǊŜ ǿƛǘƘ ƴŜǿ ǘƛƳŜ ȊƻƴŜǎ 

- Paragraph ά±tb .ƻȄέΥ ǳǇŘŀǘŜŘ ŦƛǊǎǘ ŦƛƎǳǊŜ 

- tŀǊŀƎǊŀǇƘ άwƻǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέΥ ǳǇŘŀǘŜŘ ŦƛƎǳǊŜǎ 

- tŀǊŀƎǊŀǇƘ ά¦ǎŜǊǎ /ƻƴŦƛƎǳǊŀǘƛƻƴέΥ ǳǇŘŀǘŜŘ ŦƛƎǳǊŜ 

- tŀǊŀƎǊŀǇƘ άC² ¦ǇƎǊŀŘŜέΥ updated figures 

- tŀǊŀƎǊŀǇƘ ά/ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜƳŜƴǘέΥ ŀŘŘŜŘ ǘŀōƭŜ ŀōƻǳǘ ǎŀǾŜ 

option and archive contents; updated figure 

- New sub-ǇŀǊŀƎǊŀǇƘ άCŀŎǘƻǊȅ ǊŜǎŜǘ ōȅ ¦{. ǇŜƴέ 

- tŀǊŀƎǊŀǇƘ άaƻōƛƭŜ bŜǘǿƻǊƪέΥ ŀŘŘŜŘ ƛƴŦƻ ŀƴŘ ŦƛƎǳǊŜ ŀōƻǳǘ άDt{ 

[ƻŎŀǘƛƻƴέΤ ǳǇŘŀǘŜŘ ǎƻƳŜ ŦƛƎǳǊŜǎ 

- tŀǊŀƎǊŀǇƘ ά5ƛƎƛǘŀƭ Lκh /ƻƴŦƛƎǳǊŀǘƛƻƴέΥ ŀŘŘŜŘ ƛƴŦƻ ŀƴŘ ŦƛƎǳǊŜ ŀōƻǳǘ 

ά[ƻŎŀƭ !ƭŀǊƳέ 
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- bŜǿ ǇŀǊŀƎǊŀǇƘ άC² ±ŜǊǎƛƻƴǎέ 

- 5ŜƭŜǘŜŘ ά5I/t ƻƴ [!bέ ǇŀǊŀƳŜǘŜǊ 

- tŀǊŀƎǊŀǇƘ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ όǳǎŜǊύΥ ǳǇŘŀǘŜŘ ŦƛƎǳǊŜǎ 

30/11/2017 13 - tŀǊŀƎǊŀǇƘ άwƻǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέΥ ǇŀǊŀƳŜǘŜǊ ά!ŎŎŜǎǎ ǘƘǊƻǳƎƘ aƻōƛƭŜ 

tǳōƭƛŎ Lt !ŘŘǊŜǎǎέ ŎƘŀƴƎŜŘ ǘƻ άaƻōƛƭŜ bŜǘǿƻǊƪ CƛǊŜǿŀƭƭέ 

- tŀǊŀƎǊŀǇƘ άaƻōƛƭŜ bŜǘǿƻǊƪέΥ  ŎƘŀƴƎŜǎ ǊŜƭŀǘŜŘ ǘƻ άhǇŜǊŀǘƻǊ 

{ŜƭŜŎǘƛƻƴέ ŀƴŘ tLb ƘŀƴŘƭƛƴƎ 

- bŜǿ ǇŀǊŀƎǊŀǇƘ ά55b{ /ƻƴŦƛƎǳǊŀǘƛƻƴέ 

- tŀǊŀƎǊŀǇƘǎ άaŀƛƴ ±ƛŜǿέ ŀƴŘ άDǳŜǎǘ ǇŀƎŜǎέΥ άw9{9¢έ ōǳǘǘƻƴ ǊŜƴŀƳŜŘ 

ǘƻ άw9{¢!w¢έΤ ǳǇŘŀǘŜŘ ŦƛƎǳǊŜǎ 

- CƘŀǇǘŜǊ άwŜƳƻǘŜ /ƻƴƴŜŎǘƛƻƴ 5ƛǎŀōƭŜέΥ ŀŘŘŜŘ ά{ŜŎǳǊƛǘȅ [ŜǾŜƭ  п ό{a{ 

{ŜǊǾƛŎŜύέ 

- tŀǊŀƎǊŀǇƘ ά5ƛƎƛǘŀƭ Lκh /ƻƴŦƛƎǳǊŀǘƛƻƴέΥ ŀŘŘŜŘ ά{ŜŎǳǊƛǘȅ [ŜǾŜƭ  п ό{a{ 

{ŜǊǾƛŎŜύέ Τ ǳǇŘŀǘŜŘ ŦƛƎǳǊŜǎ 

- tŀǊŀƎǊŀǇƘ άC² ±ŜǊǎƛƻƴǎέΥ ǳǇŘŀǘŜŘ ŦƛƎǳǊŜ 

- StratON FBs, new paragraph: SERVICE_CTRL 

- Deleted references to Z-MODEM-3G 

18/01/2018 14 - /ƘŀǇǘŜǊ άCŜŀǘǳǊŜǎέΥ ŀŘŘŜŘ ½-PASS2-S-IO-4G product 

- /ƘŀǇǘŜǊ ά¢ŜŎƘƴƛŎŀƭ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎέΥ ǳǇŘŀǘŜŘ ƛƴŦƻ ŀōƻǳǘ ƳƻŘŜƳ 

- Removed άNoneέ value of άSecurity Level / Service Disableέ 

parameter. 
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2 Features 

Z-TWS4, Z-PASS2-S and S6001-RTU are programmable, communication oriented PLCs. 

The Z-TWS4/Z-PASS2-S/S6001-RTU StratONϰ PLC is programmable according to the IEC 61131-3 standard, by means 
of the StratON development environment. 

All three devices provide the following features: 

¶ OpenVPN connectivity 

¶ full configuration by means of an integrated web site 

¶ FW upgrade, that can be performed locally, by means of a USB pen, or remotely, through the web site 

Z-PASS2-S and S6001-RTU integrate a 3G HSPA modem. 

S6001-RTU is equipped with a rich set of analog and digital inputs/outputs. 

Z-PASS2-S, S6001-RTU and Z-TWS4 (when connected to an external modem) can be used as a Router, routing packets 
between the WAN (Mobile Network) and the LAN (Ethernet). 

All three devices are based on a 32bits ARM9 processor, equipped with the Linux operating system (Linux kernel 
2.6.28). 

Z-PASS2-S-R01 is a new version of the Z-PASS2-S product, providing the following new features: 

¶ the two available Ethernet ports can be configured as two fully separated ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ όά[!bέ ŀƴŘ 
ά²!bέύΣ ǿƘŜǊŜŀǎ ƛƴ ǘƘŜ ƻƭŘŜǊ ǾŜǊǎƛƻƴs they could only work as ports of an Ethernet switch; the user can 
ŎƘƻƻǎŜ ƛŦ ǘƘŜ ǘǿƻ ǇƻǊǘǎ ǎƘŀƭƭ ǿƻǊƪ ƛƴ ά[!bκ²!bέ ƳƻŘŜ ƻǊ ά{ǿƛǘŎƘέ ƳƻŘŜΣ ōȅ ƳŜŀƴǎ ƻŦ ŀ ƴŜǿ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
ǇŀǊŀƳŜǘŜǊ όά9ǘƘŜǊƴŜǘ aƻŘŜέύ; 

¶ there are 4 more LEDs, providing ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ά9ǘƘŜǊƴŜǘ aƻŘŜέ ŀƴŘ ǘƘŜ ±tb ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎΦ 

Z-PASS2-S-IO is a new version of the Z-PASS2-S product, providing the following new features: 

¶ one digital input which can be used to disable remote connection to the device 

¶ one digital output which goes HIGH when the device is remotely accessed 

¶ one digital input which can also be used as a local alarm 

¶ one digital output which can also be used as a remote command 

¶ two configurable digital inputs/outputs 

¶ a new set of LEDs 

¶ COM1 RS232/RS485 mode set by software (configuration parameter), instead of HW DIP switch 

¶ a new penta-band 3G+ modem, which also features a GPS module 

Z-PASS2-S-IO-4G is a new version of the Z-PASS2-S-IO product, providing a new 4G LTE Cat.1 modem, instead of the 
3G+ modem. 

NOTE 1: 
ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƘŀǇǘŜǊǎΣ ǘƘŜ ǘŜǊƳ άDeviceέ ǿƛƭƭ ōŜ ǳǎŜŘ ǿƘŜƴ ŘŜǎŎǊƛōƛƴƎ ŦŜŀǘǳǊŜǎ ƻǊ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎ ǘƘŀǘ are available 
in all three products. 

 

NOTE 2: 
in the following chapters, any reference to 3G modem/connection applies also to 4G modem/connection. 
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3 Technical specifications  
 

COMMUNICATION PORTS (Z-TWS4/Z-PASS2-S) 

RS 485 Baud rate: maximum 115 Kbps, minimum 110 bps 

COM 4 (screw terminals 4-5-6) 

COM 2 (screw terminals 1-2-3 or IDC10 connector) 

COM 1 (removable 4 pin connector, as an alternative to RS232) 

RS 232 Baud rate: maximum 115 Kbps, minimum 110 bps 

COM 1 (removable 4 pin connector, as an alternative to RS485) 

CAN CAN bus port 2.0A and 2.0B  

Baud rate: maximum 500 Kbps, minimum 20 Kbps 

(screw terminals 10-11-12 or IDC10 connector) 

available only in Z-TWS4 

Ethernet 1 and Ethernet 2 Ethernet 10/100 Mbps 

Two RJ45 connectors on front-panel 

Maximum connection length 100 m 

In Z-PASS2-S-R01/Z-PASS2-S-IO, the two ports can work either as LAN/WAN 

ports (ETH1=LAN, ETH2=WAN) or ports of an Ethernet switch. 

In Z-TWS4/Z-PASS2-S, the two ports can work only as ports of an Ethernet 

switch. 

USB #1 HOST Plug-in: USB type A 

USB #2 HOST Plug-in: micro USB (available only in Z-TWS4) 

COMMUNICATION PORTS (S6001-RTU) 

RS 485 Baud rate: maximum 115 Kbps, minimum 110 bps 

COM 4 (screw terminals 54-55-56) 

COM 2 (screw terminals 57-58-59) 

RS 232 Baud rate: maximum 115 Kbps, minimum 110 bps 

COM 1 (DB9 male connector) 

Optional Bus for future extensions screw terminals 60-61-62 
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Ethernet Ethernet 10/100 Mbps 

RJ45 connector 

Maximum connection length 100 m 

USB #1 HOST Plug-in: USB type A 

CPU AND MEMORY 

Microprocessor ARM 9, 32 bits, 400 MHz 

Memories 64 Mbytes of RAM 

1 Gbyte of FLASH 

8 Kbytes of FeRAM, split in 2 partitions (4 Kbytes each) for redundancy 

Slot for external memory Micro SD card: max 32 Gbytes 

I/O CPU (S6001-RTU) 

Microprocessor 8 bits, 24 MHz 

3G+ MODEM (Z-PASS2-S/S6001-RTU) 

HSPA Modem 14.4 Mbps in downlink, 5.76 Mbps in uplink 

Slot for SIM card Mini SIM with push-push connector 

3G+ MODEM (Z-PASS2-S-IO) 

Speed HSPA+: max 14.4 Mbps DL, max 5.76 Mbps UL 

UMTS: max 384 Kbps (DL), max 384 Kbps (UL) 

EDGE: max 236.8 Kbps (DL), max 236.8 Kbps (UL) 

GPRS: max 85.6 Kbps (DL), max 85.6 Kbps (UL) 

GNSS GPS/GLONASS 

16 GPS channels 

14 GLONASS channels 

Accuracy <1.5m CEP-50 @ Open Sky 

Approvals RoHS Compliant, CE/GCF/Vodafone (Europe), DoC (Russia), FCC/PTCRB/AT&T 

(North America), RCM (Australia), ICASA (South Africa), SRRC/NAL/OFCA 

(China), JATE & TELEC (Japan), NCC (Taiwan), KC/SKT (Korea), IC/Rogers 

(Canada), Anatel (Brazil), NBTC (Thailand) 

Slot for mini SIM Mini SIM with push-push connector 

4G (LTE Cat. 1) MODEM (Z-PASS2-S-IO-4G) 

Speed LTE FDD: max 10 Mbps (DL), max 5Mbps (UL) 

LTE TDD: max 8.96 Mbps (DL), max 3.1 Mbps (UL)  

DC-HSPA+:  max 42Mbps (DL), max 5.76 Mbps (UL)  

UMTS: max 384 Kbps (DL), max 384 Kbps (UL) 

EDGE: max 296 Kbps (DL), max 236.8 Kbps (UL) 



USER MANUAL ς Z-TWS4/Z-PASS2-S/S6001-RTU 

 

 

  
12 

 
  

GPRS: max 107 Kbps (DL), max 85.6 Kbps (UL) 

GNSS GPS/GLONASS/BeiDou/Galileo/QZSS 

Approvals RoHS Compliant, CE/GCF/Vodafone (Europe), FCC/PTCRB/AT&T/Verizon* 

(North America), RCM/Telstra (Australia), JATE/TELEC/DOCOMO* (Japan), NCC 

(Taiwan), KC/SKT/KT*/LGU+*  (Korea), IC/Rogers (Canada), Anatel (Brazil), 

CCC/SRRC/NAL (China) 

*= Under Development 

Slot for mini SIM Mini SIM with push-push connector 

POWER SUPPLY (Z-TWS4/Z-PASS2-S) 

Power supply  11..40 Vdc or 19..28 Vac @ 50..60 Hz 

Consumption Typical 4 W @ 24 Vdc; Max 6 W 

POWER SUPPLY (S6001-RTU) 

Power supply 24 Vac/dc ± 15% @ 50/60Hz 

Consumption 10 VA max , 6 VA typical 

ENVIRONMENTAL CONDITIONS (Z-TWS4/Z-PASS2-S) 

Temperature -20..+55 °C 

Humidity 30..90 % @ 40 °C not condensing 

Storage temperature -20..+85 °C 

Protection degree IP20 

ENVIRONMENTAL CONDITIONS (S6001-RTU) 

Temperature -10..+65 °C 

Humidity 10..90 % not condensing 

Storage temperature -40..+85 °C 

Protection degree IP20 

CONNECTIONS (Z-TWS4/Z-PASS2-S) 

Connections Removable 3 way screw terminals, 5.08 pitch 

Rear IDC10 connector for DIN 46277 rail 

Removable 4 pin connector 

Two RJ45 connectors 

Type A USB connector and micro USB connector (only in Z-TWS4) 
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Plug in: micro SD card 

Two SMA antenna connectors: 

- for Main and Diversity antennas (only in Z-PASS2-S, Z-PASS2-S-R01) 

- for 3G and GPS antennas (only in Z-PASS2-S-IO) 

CONNECTIONS (S6001-RTU) 

Connections Removable screw terminals 

DB9 male connector 

RJ45 connector 

Type A USB connector 

Plug in: micro SD card 

Two SMA antenna connectors, for Main and Diversity antennas 

BOX / DIMENSIONS (Z-TWS4/Z-PASS2-S) 

Dimensions Z-TWS4: L: 100 mm; H: 112 mm; W: 35 mm 

Z-PASS2-S: L: 100 mm; H: 112 mm; W: 53 mm 

Case Nylon 6 with 30% fiberglass field, self-extinguishing class V0, black color 

WEIGHT / DIMENSIONS (S6001-RTU) 

Dimensions 190 mm x 160 mm x 105 mm 

Weight 600 g 

INPUTS / OUTPUTS (Z-PASS2-S-IO) 

Digital Inputs Max. number of channels: 4 
Voltage: OFF<4V ON>8V; Max. Current (Vout+): 20mA 
Current absorbed: 3mA at 12VC; 6mA at 24VC 

Digital Outputs Max. number of channels: 4 
Voltage (+Vext): 10 ς 24VC 
Max. current delivered: 400mA 

INPUTS / OUTPUTS (S6001-RTU)
1
 

Analog inputs 4, current, 0..20 mA 

resolution: 12 bit 

accuracy: += 0.3% of full scale 

input impedance: 50 Ҡ 

Analog outputs 1, current, 0..20 mA 

1, voltage, 0..10 Vdc 

resolution: 12 bit 

accuracy: += 0.3% of full scale 

output load: current: <= 500 Ҡ,  voltage: >= 1 kҠ 

                                                           
1
 For more detailed information about S6001-RTU I/Os, see S6001-RTU Installation Manual. 
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Digital inputs 15, PNP, with optoisolation 

ON current > 4 mA, OFF current < 3 mA 

Digital outputs 8, SPDT relays 

max peak current: 3 A 

operating current: 2 A 

operating voltage: 250 Vac 

minimum load: 0.5 W 

isolation: 3 kV 

Liquid level control inputs conductive liquid level switch, 2 channels 

adjustable sensitivity 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ǎƘƻǿǎ ǿƘƛŎƘ ŦǊŜǉǳŜƴŎȅ ōŀƴŘǎ ŀǊŜ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ƳƻŘŜƳ ŀǾŀƛƭŀōƭŜ ƛƴ ½-t!{{н-{Σ ½-t!{{н-{-wлмΣ 
{сллм-w¢¦Σ ½-t!{{н-{-Lh ŀƴŘ ½-t!{{н-{-Lh-пD ǇǊƻŘǳŎǘǎΦ 

{ǘŀƴŘŀǊŘ CǊŜǉǳŜƴŎȅκCŜŀǘǳǊŜ ½-t!{{н-{Σ ½-t!{{н-{-
wлмΣ {ллм-w¢¦ 

½-t!{{н-{-Lh ½-t!{{н-{-Lh-пD 

D{a 

D{a урл aIȊ hY hY  

9D{a флл aIȊ hY hY hY 

5/{ мулл aIȊ  hY hY hY 

t/{ мфлл aIȊ hY hY  

²/5a! 

²/5a! улл aIȊ  hY  

²/5a! урл aIȊ  hY hY 

²/5a! флл aIȊ hY hY hY 

²/5a! мфлл aIȊ  hY  

²/5a! нмлл aIȊ hY hY hY 

[¢9 

[¢9 улл 55   hY 

[¢9 урл   hY 

[¢9 флл   hY 

[¢9 мулл   hY 

[¢9 нмлл   hY 

[¢9 нслл   hY 

I{t! 

I{5t! hY hY  

I{¦t! hY hY  

I{t!Ҍ  hY  

5/-I{t!Ҍ   hY 

5w· wŜŎŜƛǾŜǊ 5ƛǾŜǊǎƛǘȅ hY   

4 Electrical Connections 

4.1 Z-TWS4, Z-PASS2-S, Z-PASS2-S-R01, Z-PASS2-S-IO 

tƻǿŜǊ {ǳǇǇƭȅ ŀƴŘ aƻŘōǳǎ ƛƴǘŜǊŦŀŎŜ ŀǊŜ ŀǾŀƛƭŀōƭŜ ōȅ ǳǎƛƴƎ ǘƘŜ ōǳǎ ŦƻǊ ǘƘŜ {ŜƴŜŎŀ 5Lb ǊŀƛƭΣ ōȅ ǘƘŜ ǊŜŀǊ L5/мл ŎƻƴƴŜŎǘƻǊ 
ƻǊ ōȅ ½-t/-5Lb![м-ор ŀŎŎŜǎǎƻǊȅ ŦƻǊ ½-¢²{пΣ ½-t/-5Lb![н-рнΦр-мт ŦƻǊ ½-t!{{н-{Φ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǇƛŎǘǳǊŜ ǎƘƻǿǎ ǘƘŜ 
ƳŜŀƴƛƴƎ ƻŦ ǘƘŜ L5/мл ŎƻƴƴŜŎǘƻǊ ǇƛƴǎΦ 
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tƻǿŜǊ ǎǳǇǇƭȅ ƛǎ ŀǾŀƛƭŀōƭŜ ƻƴƭȅ ŦǊƻƳ ǘƘŜ ǊŜŀǊ ŎƻƴƴŜŎǘƻǊ ŦƻǊ ½-¢²{пΣ ǿƘƛƭŜ ½-t!{{н-{ Ŏŀƴ ōŜ ǇƻǿŜǊŜŘ ŀƭǎƻ ǘƘǊƻǳƎƘ мп-
мр ǎŎǊŜǿ ǘŜǊƳƛƴŀƭǎΦ 

LŦ ½-t/-5Lb![м-ор ƻǊ ½-t/-5Lb![н-рнΦр-мт ŀŎŎŜǎǎƻǊȅ ƛǎ ǳǎŜŘΣ ǘƘŜ ǇƻǿŜǊ ǎǳǇǇƭȅ ǎƛƎƴŀƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǎƛƎƴŀƭǎ Ƴŀȅ 
ōŜ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ ǘŜǊƳƛƴŀƭǎ ōƭƻŎƪ ƛƴǘƻ ǘƘŜ 5Lb Ǌŀƛƭ ǎǳǇǇƻǊǘΦ Lƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ǘƘŜ ƳŜŀƴƛƴƎ ŀƴŘ ǘƘŜ Ǉƻǎƛǘƛƻƴ ƻŦ 
ǘƘŜ ǘŜǊƳƛƴŀƭ ōƭƻŎƪǎ ŀǊŜ ǎƘƻǿƴΦ ¢ƘŜ 5Lt-ǎǿƛǘŎƘ ǘƘŀǘ ǎŜǘǎ ǘƘŜ мнл ʍ ǘŜǊƳƛƴŀǘƻǊ ƛǎ ǳǎŜŘ ƻƴƭȅ ŦƻǊ /!b ŎƻƳƳǳƴƛŎŀǘƛƻƴ ό½-
¢²{п ƻƴƭȅύΦ 
Db5{I[5Υ ǎƘƛŜƭŘ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ŎŀōƭŜǎ ŀƎŀƛƴǎǘ ƛƴǘŜǊŦŜǊŜƴŎŜ όǊŜŎƻƳƳŜƴŘŜŘύΦ 

 

 
 
¢ƘŜ 5ŜǾƛŎŜ Ƙŀǎ ǘǿƻ w{ пур ǎŜǊƛŀƭ ǇƻǊǘǎ ŦƻǊ aƻŘōǳǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴΥ /ha п ŀƴŘ /ha нΦ ¢ƘŜ w{пур ŎƻƴƴŜŎǘƛƻƴ ŦƻǊ 
/ha н Ŏŀƴ ōŜ ǎŜǘ ǳǇ ōȅ ƳŜŀƴǎ ƻŦ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǎŎǊŜǿ ǘŜǊƳƛƴŀƭǎ ƻǊ ōȅ ǘƘŜ L5/мл ŎƻƴƴŜŎǘƻǊΦ hƴ ½-¢²{пΣ ǘƻ ǎŜƭŜŎǘ 
w{ пур ƻƴ L5/мл ŎƻƴƴŜŎǘƻǊΣ Ǉǳǘ ǘƘŜ {²м 5Lt-ǎǿƛǘŎƘ ƻƴ hCC ǇƻǎƛǘƛƻƴΤ ƻƴ ½-t!{{н-{Σ ƴƻ ƻǇŜǊŀǘƛƻƴ ƛǎ ƴŜŜŘŜŘΦ 
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¢ƘŜ ½-¢²{п Ƙŀǎ ŀ /!b ǇƻǊǘ ŀǾŀƛƭŀōƭŜ ƻƴ ǎŎǊŜǿ ǘŜǊƳƛƴŀƭǎ мл-мм-мнΦ !ǎ ŀƴ ŀƭǘŜǊƴŀǘƛǾŜΣ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ Ŏŀƴ ōŜ ǎŜǘ ǳǇ ƻƴ 
ǘƘŜ L5/мл ŎƻƴƴŜŎǘƻǊΦ ¢ƻ ǎŜƭŜŎǘ /!b ǇƻǊǘ ƻƴ L5/мл ŎƻƴƴŜŎǘƻǊΣ Ǉǳǘ ǘƘŜ {²м 5Lt-ǎǿƛǘŎƘ ƻƴ hb ǇƻǎƛǘƛƻƴΦ 

 
 

 
 
 
¢ƘǊƻǳƎƘ ŀ ǊŜƳƻǾŀōƭŜ п Ǉƛƴ ŎƻƴƴŜŎǘƻǊΣ ǘƘŜ 5ŜǾƛŎŜ ǇǊƻǾƛŘŜǎ ŀ ǎŜǊƛŀƭ w{нон ǇƻǊǘ ƻǊΣ ŀǎ ŀƴ ŀƭǘŜǊƴŀǘƛǾŜΣ ŀ ǘƘƛǊŘ w{пур ǇƻǊǘΦ 
Lƴ ƻǊŘŜǊ ǘƻ ǎŜƭŜŎǘ ǘƘŜ w{нон ǇƻǊǘ ƻƴ ǘƘŜ ǊŜƳƻǾŀōƭŜ п Ǉƛƴ ŎƻƴƴŜŎǘƻǊΣ Ǉǳǘ ǘƘŜ {²н 5Lt-ǎǿƛǘŎƘ ƻƴ hb ǇƻǎƛǘƛƻƴΤ ǘƻ ǎŜƭŜŎǘ 
ǘƘŜ w{пур ǇƻǊǘ ƻƴ ǘƘŜ ǊŜƳƻǾŀōƭŜ п Ǉƛƴ ŎƻƴƴŜŎǘƻǊΣ Ǉǳǘ ǘƘŜ {²н 5Lt-ǎǿƛǘŎƘ ƻƴ hCC Ǉƻǎƛǘƛƻƴ

2
Φ  

¢ƘŜ ŎŀōƭŜ ƭŜƴƎǘƘ ŦƻǊ ǘƘŜ w{нон ƛƴǘŜǊŦŀŎŜ Ƴǳǎǘ ōŜ ƭŜǎǎ ǘƘŀƴ о ƳŜǘŜǊǎΦ 
 

                                                           
2
 While in Z-TWS4 the SW2 DIP-switch position can be changed by the user, in Z-PASS2-S the DIP-switch is internal and 

its position is permanently set in the factory. 



USER MANUAL ς Z-TWS4/Z-PASS2-S/S6001-RTU 

 

 

  
17 

 
  

 

¢ƘŜ ŎƻƴƴŜŎǘƻǊ Ǉƛƴ-ƻǳǘ ƛǎ ƎƛǾŜƴ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜΥ 

tƛƴ w{нон w{пур 

м όōƻǘǘƻƳύ /¢{ - 

н ¢Ȅ . 

о wȄ ! 

п όǘƻǇύ Db5 Db5 

 
¢ƘŜ 5ŜǾƛŎŜ Ƙŀǎ ŀ ¦{. Ih{¢ ǘȅǇŜ ! ŎƻƴƴŜŎǘƻǊΣ ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ŀǎ ŀƴ ŀŘŘƛǘƛƻƴŀƭ ǎŜǊƛŀƭ ǇƻǊǘ όǳǎƛƴƎ ŀ {ŜƴŜŎŀ {ммтtмΣ ŦƻǊ 
ŜȄŀƳǇƭŜύ ƻǊ ǘƻ ŎƻƴƴŜŎǘ ŀƴ ŜȄǘŜǊƴŀƭ ¦{. ƳŜƳƻǊȅΤ ǘƘƛǎ ƛǎ ǳǎŜŘ ŦƻǊ C² ǳǇƎǊŀŘŜ όǎŜŜ ŎƘŀǇǘŜǊ мрύΦ 
 

tƭŜŀǎŜ ƴƻǘŜ ǘƘŀǘΣ ƻƴ ǘƘƛǎ ¦{. ǇƻǊǘΣ ǘƘŜ άƘƻǘǇƭǳƎέ ŦŜŀǘǳǊŜ ƛǎ ƴƻǘ ŀǾŀƛƭŀōƭŜΤ ǎƻΣ ŀŦǘŜǊ ǇƭǳƎƎƛƴƎ ǘƘŜ ¦{. ŘŜǾƛŎŜΣ ƛǘ ƛǎ 
ƴŜŎŜǎǎŀǊȅ ǘƻ ǇƻǿŜǊ ƻŦŦκƻƴ ǘƘŜ ½-¢²{пκ½-t!{{н-{ ǘƻ ƭŜǘ ƛǘ ŘŜǘŜŎǘ ǘƘŜ ¦{. ŘŜǾƛŎŜΦ 

 

 
 
¢ƘŜ ½-¢²{п ŀƭǎƻ Ƙŀǎ ŀ ǎŜŎƻƴŘ ¦{. Ih{¢ ŎƻƴƴŜŎǘƻǊΣ ǿƛǘƘ ƳƛŎǊƻ-¦{. ǇƭǳƎ-ƛƴΣ ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ŎƻƴƴŜŎǘ ŀ ¦{. ŘŜǾƛŎŜ 
ōȅ ƳŜŀƴǎ ƻŦ ŀ άaƛŎǊƻ ¦{. ǘƻ ¦{.έ ŀŘŀǇǘŜǊΦ 
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¢ƘŜ 5ŜǾƛŎŜ Ƙŀǎ ǘǿƻ 9ǘƘŜǊƴŜǘ ǇƻǊǘǎ ǿƛǘƘ wWпр ŎƻƴƴŜŎǘƻǊǎ ƻƴ ǘƘŜ ŦǊƻƴǘ ǇŀƴŜƭΦ ¢ƘŜ ǘǿƻ ǇƻǊǘǎ ŀǊŜ ƛƴǘŜǊƴŀƭƭȅ ŎƻƴƴŜŎǘŜŘ ƛƴ  
I¦.κ{²L¢/I ƳƻŘŜΦ ¢ƘŜ ǘǿƻ ǇƻǊǘǎ ƘŀǾŜ ǘƘŜ ǎŀƳŜ a!/ !ŘŘǊŜǎǎΦ 

 

 
 
 
¢ƘŜ 5ŜǾƛŎŜ Ƙŀǎ ŀ ǇƭǳƎ-ƛƴ ŎƻƴƴŜŎǘƻǊ ŦƻǊ ƳƛŎǊƻ {5 ŎŀǊŘ ǇƭŀŎŜŘ ƛƴ ǘƘŜ ǎƛŘŜ ǇŀǊǘ ƻŦ ǘƘŜ ŎŀǎŜΦ 
¢ƻ ƛƴǎŜǊǘ ǘƘŜ {5 ŎŀǊŘ ƛƴǘƻ ǘƘŜ ŎƻƴƴŜŎǘƻǊΣ ōŜ ǎǳǊŜ ǘƘŀǘ ǘƘŜ {5 ŎŀǊŘ ƛǎ ƻǊƛŜƴǘŜŘ ǿƛǘƘ ƳŜǘŀƭ ŎƻƴǘŀŎǘǎ ŦŀŎƛƴƎ ǘƻǿŀǊŘǎ ƭŜŦǘ 
όǿƛǘƘ ǊŜŦŜǊŜƴŎŜ ǘƻ ǘƘŜ ŦƛƎǳǊŜύΦ 
 
¢ƘŜ {5 ŎŀǊŘ Ŏŀƴ ōŜ ƻŦ ŀƴȅ ŎƭŀǎǎΦ 

 

 
 
¢ƘŜ ½-t!{{н-{ Ƙŀǎ ŀ ǎƭƻǘ ŦƻǊ {La ŎŀǊŘΣ ǇƭŀŎŜŘ ƻƴ ǘƘŜ ǎƛŘŜ ƻŦ ǘƘŜ ŎŀǎŜΦ .ŜŦƻǊŜ ǇǳǎƘƛƴƎ ǘƘŜ {La ŎŀǊŘ ƛƴǘƻ ǘƘƛǎ ǎƭƻǘΣ ǇƭŜŀǎŜ 
ōŜ ǎǳǊŜ ǘƘŀǘ ǘƘŜ {La ŎŀǊŘ ƎƻƭŘŜƴ ŎƻƴǘŀŎǘǎ ŀǊŜ ŦŀŎƛƴƎ ǘƻǿŀǊŘǎ ǊƛƎƘǘ όǇƭŜŀǎŜ ǎŜŜ ǘƘŜ ŦƛƎǳǊŜ ōŜƭƻǿύΦ 
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4.1.1 Z-PASS2-S-IO Digital I/Os  

In Z-PASS2-S-IO, the electrical connections for the Digital Inputs shall be arranged as in the following 

figures. 

 

The electrical connections for the Digital Outputs shall be arranged as in the following figure. 
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4.2 S6001-RTU 

Power supply must be connected to screw terminals 52 and 53. The supply voltage must be 24 ± 15 % 
Vac/dc (any polarity). 

 
Upper limits must not be exceeded to avoid serious damage to the device. It is necessary to protect the 
power supply source against any failure of the device by means of an appropriately sized fuse. 
 

S6001-RTU has two RS485 serial ports (COM2 and COM4) available on removable screw terminals, as 
specified in the following table. 

Signal COM2 COM4 

GND 57 54 

B 58 55 

A 59 56 

 
An RS232 serial port with full handshaking signals is available on DB9 male connector on the left side of 
S6001-RTU. Use the CS-DB9F-DB9F cable3 to connect RS232 devices. 
Signals on DB9 connector are listed in the table below. 

Pin Name Description IN/OUT 

1 DCD Data carrier detect In 

2 RXD Receive data In 

3 TXD Transmit data Out 

4 DTR Data terminal ready Out 

5 SG Signal ground  

6 DSR Data set ready In 

7 RTS Request to send Out 

8 CTS Clear to send In 

9 RI Ring indicator In 

An optional communication bus is available on removable screw terminals 60,61,62, for future extensions. 

S6001-RTU has 1 USB port which ƛǎ ŀƴ ¦{. Ih{¢ ǿƛǘƘ ŎƻƴƴŜŎǘƻǊ ǘȅǇŜ ά!έΣ ǎǳƛǘŀōƭŜ ǘƻ ŎƻƴƴŜŎǘΣ ŦƻǊ ŜȄŀƳǇƭŜΣ 
a mass storage (e.g.: a USB pen) with maximum consumption of 300 mA @ 5 Vdc. 

                                                           
3
 The CS-DB9F-DB9F cable is supplied on request. 
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An Ethernet port is available on the left side of S6001-RTU on an RJ45 connector. 

 

An SD card slot is available, near the optional bus screw terminals; SD cards with storage capacity up to 32 
GB can be used. 

A SIM card slot, with a push-push connector, is available; 3V mini SIM cards can be used. 

Two SMA antenna connectors are available, for Main and Diversity antennas. 

Analog inputs and outputs are available on screw terminals 43-50, as shown in the following figure and 
table. 

 
4 analog current inputs (0-20 mA) Four active sensors are available from 43 to 46 

screw terminals. Screw terminal 49 is a supply 
voltage (+12 Vdc) for passive current sensor. 

1 analog current output (0-20 mA) Available between 47 and 50 screw terminals. 

1 analog voltage output (0-10 Vdc) Available between 48 and 50 screw terminals. 

The Liquid Level Inputs are available on screw terminals 40-42, as shown in the following figure. 
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The analog level signals from screw terminals 40, 41, 42 can be used to control the level of liquid in a tank. 

The supply voltage (12 Vdc @ 50mA) from screw terminals 38 and 37 can be used to connect, for example, 
an acoustic alarm. Screw terminal 39 must not be connected. 

 

The 8 digital outputs (relays) are available on screw terminals 71-94, as shown in the following figure. 
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Eight SPDT relays are available to control, for example, external pumps. The operating voltage is 250 Vdc @ 
2 A. 

The 15 digital inputs are available on screw terminals 1-18, as shown in the following figure. 

 

 
All digital inputs are PNP type with optoisolation. 

5 LEDs signal ing 

5.1 Z-TWS4, Z-PASS2-S 

LED Status Meaning 

PWR Green ON The module is powered on 

RUN Red Blinking The module is ready for use 

LINK1 Yellow ON 

OFF 

Ethernet 1 connection detected 

Ethernet 1 connection absent 

ACT1 Green Blinking 

OFF 

There is data activity (Ethernet 1) 

There is no data activity (Ethernet 1) 
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LINK2 Yellow ON 

OFF 

Ethernet 2 connection detected 

Ethernet 2 connection absent 

ACT2 Green Blinking 

OFF 

There is data activity (Ethernet 2) 

There is no data activity (Ethernet 2) 

RX1-2-4 Red  Blinking 

ON 

OFF 

Data reception (COM 1-2-4) 

Check the connection (COM 1-2-4) 

No data reception (COM 1-2-4) 

TX1-2-4 Red Blinking 

ON 

OFF 

Data transmission (COM 1-2-4) 

Check the connection (COM 1-2-4) 

No data transmission (COM 1-2-4) 

3G PWR Green 

(Z-PASS2-S only) 

ON The 3G Modem is powered on 

STAT Yellow 

(Z-PASS2-S only) 

ON 

Slow Blinking 

Fast Blinking 

Not registered on GSM network 

Registered on GSM network 

Mobile Network connection active 

5.2 Z-PASS2-S-R01 

LED Status Meaning 

PWR Green ON The module is powered on 

RUN Red Blinking The module is ready for use 

LAN/WAN 

Yellow 

ON 

OFF 

The Ethernet ǇƻǊǘǎ ŀǊŜ ǿƻǊƪƛƴƎ ƛƴ ά[!bκ²!bέ ƳƻŘŜ 

- 

SWITCH Green ON 

OFF 

The Ethernet ǇƻǊǘǎ ŀǊŜ ǿƻǊƪƛƴƎ ƛƴ ά{ǿƛǘŎƘέ ƳƻŘŜ 

- 

VPN Yellow ON 

Blinking 

OFF 

VPN connection is working properly 

VPN connection is not working properly 

VPN functionality is disabled or 

VPN Box/Point-to-Point functionality is enabled but no client is connected or 

VPN Box/Single LAN functionality is enabled but the Device is not configured 

yet 

SERV Green ON ±tb .ƻȄ ά{9w±L/9έ Ŏonnection is working properly 
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Blinking 

OFF 

±tb .ƻȄ ά{9w±L/9έ connection is not working properly 

VPN Box functionality is disabled 

RX1-2-4 Red  Blinking 

ON 

OFF 

Data reception (COM 1-2-4) 

Check the connection (COM 1-2-4) 

No data reception (COM 1-2-4) 

TX1-2-4 Red Blinking 

ON 

OFF 

Data transmission (COM 1-2-4) 

Check the connection (COM 1-2-4) 

No data transmission (COM 1-2-4) 

3G PWR Green  ON The 3G Modem is powered on 

STAT Yellow ON 

Slow Blinking 

Fast Blinking 

Not registered on GSM network 

Registered on GSM network 

Mobile Network connection active 

Ethernet Connector LEDS 

LED Status Meaning 

ETH1-2 Green ON 

OFF 

Ethernet 1-2 connection detected 

Ethernet 1-2 connection absent 

ETH1-2 Yellow Blinking 

OFF 

There is data activity (Ethernet 1-2) 

There is no data activity (Ethernet 1-2) 

5.3 Z-PASS2-S-IO 

LED Status Meaning 

PWR Green ON The module is powered on 

RUN Green Blinking The module is ready for use 

DIDO1 Green ON 

OFF 

Configurable Digital Input/Output 1 state is HIGH 

Configurable Digital Input/Output 1 state is LOW 

DIDO2 Green ON 

OFF 

Configurable Digital Input/Output 2 state is HIGH 

Configurable Digital Input/Output 2 state is LOW 

DI Green ON 

OFF 

Digital Input state is HIGH 

Digital Input state is LOW 
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DO Green ON 

OFF 

Digital Output state is HIGH 

Digital Output state is LOW 

RCD Green ON 

OFF 

Remote Connection is disabled 

Remote Connection is enabled 

VPN Green ON 

Blinking 

OFF 

VPN connection is working properly 

VPN connection is not working properly 

VPN functionality is disabled or 

VPN Box/Point-to-Point functionality is enabled but no client is connected or 

VPN Box/Single LAN functionality is enabled but the Device is not configured 

yet 

LAN/WAN 

Green 

ON 

OFF 

The Ethernet ǇƻǊǘǎ ŀǊŜ ǿƻǊƪƛƴƎ ƛƴ ά[!bκ²!bέ ƳƻŘŜ 

The Ethernet ǇƻǊǘǎ ŀǊŜ ǿƻǊƪƛƴƎ ƛƴ ά{ǿƛǘŎƘέ ƳƻŘŜ 

SERV Green ON 

Blinking 

OFF 

±tb .ƻȄ ά{9w±L/9έ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ǿƻǊƪƛƴƎ ǇǊƻǇŜǊƭȅ 

±tb .ƻȄ ά{9w±L/9έ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ƴƻǘ working properly 

VPN Box functionality is disabled 

RX2-4 Green  Blinking 

ON 

OFF 

Data reception (COM 2-4) 

Check the connection (COM 2-4) 

No data reception (COM 2-4) 

TX2-4 Green Blinking 

ON 

OFF 

Data transmission (COM 2-4) 

Check the connection (COM 2-4) 

No data transmission (COM 2-4) 

3G PWR Green ON The 3G Modem is powered on 

STAT Yellow Slow blinking 

(200 ms OFF, 

1800 ms ON) 

Slow blinking 

(1800 ms OFF, 

200 ms ON) 

Fast blinking 

(125 ms OFF, 125 

ms ON) 

 

Searching for GSM network 

 

Registered  on GSM network 

 

Data transfer is ongoing 

Ethernet Connector LEDS 
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LED Status Meaning 

ETH1-2 Green ON 

OFF 

Ethernet 1-2 connection detected 

Ethernet 1-2 connection absent 

ETH1-2 Yellow Blinking 

OFF 

There is data activity (Ethernet 1-2) 

There is no data activity (Ethernet 1-2) 

5.4 S6001-RTU 

Frontal LEDS 

Group Number Colour Status Meaning 

Digital Inputs 1,2,3,4,5,6,7,8 

9,10,11,12,13,14,15 

Green ON 

OFF 

High 

Low 

 

Digital Outputs 1,2,3,4,5,6,7,8 Red ON 

OFF 

Closed 

Open 

 

3G Power Signal 2,3,4,5,6 
Yellow 

OFF ON 6 ON = Max 

1 Blinking ON 1 Blinking = Min 

Comm. Port COM2 RX, TX Red Blinking  RS485 activity 

  Red Fixed ON Verify connection 

Comm. Port COM4 RX, TX Red Blinking RS485 activity 

  Red Fixed ON Verify connection 

Run 1 Red Blinking Run  

Level switch L1, L2 Green OFF, OFF (value 0) 

ON, OFF  (value 1) 

ON, ON   (value 2) 

Under min level 

Between min and 

max levels 

Over max level 

Following are some further notes about LED behavior: 

¶ at power on, during the bootstrap phase, all LEDS, except for the COM PORT LEDs, are ON; when 

the system is fully operational, RUN LED is blinking 

¶ when Straton application is not running, all LEDS, except for the COM PORT LEDs, are blinking 

¶ 3G PWR SIG LED 1 is blinking, synchronously with RUN LED, in the following situations: 

o GSM/3G network is not available (or signal level is too low) 

o SIM is not inserted 

Modem LEDS 

LED Status Meaning 

3G PWR Green ON The 3G Modem is powered on 

STAT Yellow ON 

Slow Blinking 

Fast Blinking 

Not registered on GSM network 

Registered on GSM network 

Mobile Network connection active 
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6 Discovering the IP address  

Z-TWS4/Z-PASS2-S/S6001-RTU devices come out of the factory with the default 192.168.90.101 IP address 

on the Ethernet network interface. 

If this address is changed, and forgotten, it can be retrieved by runninƎ ǘƘŜ ά{ŜƴŜŎŀ 5ŜǾƛŎŜ 5ƛǎŎƻǾŜǊȅέ 

(SDD) application, as shown in the following figure: 

 

This application shows the IP address, MAC address, FW version and some other useful information, for 

every Z-TWS4/Z-PASS2-S/S6001-RTU device (and other Seneca products) found in the LAN. 

Moreover, by ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά!ǎǎƛƎƴέ ōǳǘǘƻƴΣ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ŎƘŀƴƎŜ ǘƘŜ ƴŜǘǿƻǊƪ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǇŀǊŀƳŜǘŜǊǎ 

of a device, as shown in the following figure: 
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For security reasons, this feature can be disabled on the Device (see paragraph 16.1.2); in this case, the 

ŦƻƭƭƻǿƛƴƎ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ƛǎ ǎƘƻǿƴΣ ŀŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά!ǎǎƛƎƴέ ōǳǘǘƻƴέΦ 

 

The SDD can be easily installed by running the installer program available at the following link: 

http://www.seneca.it/products/sdd 

NOTE: 

- ǿƘŜƴ ǘƘŜ 5ŜǾƛŎŜ ƛǎ ǿƻǊƪƛƴƎ ƛƴ ά{ǿƛǘŎƘέ ƳƻŘŜ, the IP Address shown by the SDD is the same regardless of 

the Ethernet port which the PC running the SDD is connected to; 

- ǿƘŜƴ ǘƘŜ 5ŜǾƛŎŜ ƛǎ ǿƻǊƪƛƴƎ ƛƴ ά[!bκ²!bέ ƳƻŘŜΣ the IP Address shown by the SDD is the LAN IP Address 

when the PC is connected to the LAN port, the WAN IP Address when the PC is connected to the WAN port; 

moreover, the network configuration parameter changes apply to the relevant port. 

7 FTP/SFTP access 

To easily access the Device by means of FTP/SFTP, you can use the ²Lb{/tϰ program; you can free 

download ²Lb{/tϰ from: 

http://winscp.net/eng/download.php 

You must set the connection as in the following figure (the screenshot shows a connection to the 

192.168.85.106 IP address): 

http://www.seneca.it/products/sdd
http://winscp.net/eng/download.php
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The credentials (username and password) are those όάǳǎŜǊέΣ άмнопрсέύ set for the άC¢t ¦{9wέ όǎŜŜ ά¦ǎŜǊǎ 

/ƻƴŦƛƎǳǊŀǘƛƻƴέ ǿŜō ǇŀƎŜ ƛƴ paragraph 16.1.6). 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ ǘƘŜ ά!ŎŎŜǎǎέ ōǳǘǘƻƴΣ ȅƻǳ will get a new window, as in the following screenshot; on the right, 

you can copy and delete files directly to/from the Device. 

 

The WinSCP program can be used both as an FTP or SFTP client to transfer files to/from the Device; just 

ǎŜƭŜŎǘ άC¢tέ or ά{FTtέ protocol ƛƴ ǘƘŜ ά²ƛƴ{/t [ƻƎƛƴέ ǿƛƴŘƻǿ; normally, itΩǎ ōŜǘǘŜǊ ǘƻ ǳǎŜ {C¢tΣ ǎƛƴŎŜ ƛǘ 

provides a secure (i.e. encrypted) service. 
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8 StratON PLC 

Z-TWS4/Z-PASS2-S/S6001-RTU StratON PLC provides the full support for IEC 61131-3 PLC Standard; an 

Integrated Development Environment (IDE) is available for WƛƴŘƻǿǎϰ t/s. 

The StratON IDE includes several tools such as: a fieldbus configuration tool, an analog signal editor and 

program editors compliant with the five languages of the IEC 61131-3 Standard: Sequential Function Chart 

(SFC), Function Block Diagram (FBD), Ladder Diagram (LD), Structured Text (ST), Instruction List (IL). 

With StratON IDE, ƛǘΩǎ ǎƛƳǇƭŜ ǘƻ ǿǊƛǘŜΣ ŘƻǿƴƭƻŀŘ ŀƴŘ ŘŜōǳƎ L9/ 61131-3 code. 

8.1 Wri ting, downloadi ng and running the first program  

To let the PLC developer easily create StratON applications for Seneca CPUs, the following libraries are 

available: 

¶ a Function Block (FB) and Functions library, which provides some frequently used functionalities, 

particularly related to communication and data transfer tasks, compiled in the CPU firmware; the 

direct use of these FBs and functions is targeted at skilled PLC developers (a detailed description of 

the FBs and Functions is given in chapter 17); 

¶ ŀ άtǊƻŦƛƭŜǎέ ƭƛōǊŀǊȅΣ ǿƘƛŎƘ ǇǊƻǾƛŘŜǎ ŀŎŎŜǎǎ ǘƻ ǘƘŜ /t¦ Lκhǎ ōȅ ƳŜŀƴǎ ƻŦ άǇǊƻŦƛƭŜŘέ ǾŀǊƛŀōƭŜǎΤ ǘƘƛǎ ƛǎ 

needed for S6001-RTU and Z-PASS2-S-IO CPUs; 

¶ a ά¦ǎŜǊ 5ŜŦƛƴŜŘ CǳƴŎǘƛƻƴ .ƭƻŎƪέ ό¦5C.ύ ƭƛōǊŀǊȅΣ in ST language, which simplifies the use of the 

ŀōƻǾŜ C.ǎΣ ǇǊƻǾƛŘƛƴƎ ŀ ǎƛƳǇƭŜǊ ŀƴŘ άƘƛƎƘŜǊ ƭŜǾŜƭέ ŀŎŎŜǎǎ ǘƻ ǘƘŜƛǊ ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎΦ 

Furthermore, two project templates are available for Z-PASS2-S and S6001-RTU CPUs, respectively. 

An installer program, called ά{ŜƴŜŎŀ {ǘǊŀǘhb tŀŎƪŀƎŜ ǎŜǘǳǇέ, is available which automatically installs the 

above Seneca libraries and templates. The installer can also be used to install the StratON IDE and Z-NET4 

SW (see chapter 18). 

The installer is available at the following link: 

http://www.seneca.it/products/seneca-straton-package 

If, for some reasons, the ƛƴǎǘŀƭƭŜǊ ŎŀƴΩǘ ōŜ ǊǳƴΣ ǘƘŜ ŀōƻǾŜ ƭƛōǊŀǊƛŜǎ ŀƴŘ ǘŜƳǇƭŀǘŜǎ Ŏŀƴ ōŜ ƛƴǎǘŀƭƭŜŘ Ƴŀƴǳŀƭƭȅ 

as described in the following sub-paragraph. 

8.1.1 Seneca libraries and templates installation  

The following steps are needed to integrate the Seneca libraries and templates in the StratON IDE. 

First, we must add the Seneca FB Library (file SenecaStratonLibrary.XL5) to the IDEΣ ǳǎƛƴƎ ǘƘŜ ά[ƛōǊŀǊȅ 

aŀƴŀƎŜǊέ ǘƻƻƭ: 

http://www.seneca.it/products/seneca-straton-package
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{ŜƭŜŎǘ ǘƘŜ άCƛƭŜ κ hǇŜƴ [ƛōǊŀǊȅέ ƻǇǘƛƻƴ ŀƴŘ ŜƴǘŜǊ ǘƘŜ ά{ŜƴŜŎŀέ name to create the new Seneca library. 

 

Then, import the Library (menu άTools / Importέ): 
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Save the library (menu άFile / Save Libraryέ). 

¢ƘŜ ǇǊƻŎŜŘǳǊŜ ǘƻ ŀŘŘ ǘƘŜ άtǊƻŦƛƭŜǎ ƭƛōǊŀǊȅέ ǘƻ ǘƘŜ L59 ƛǎ ƛŘŜƴǘƛŎŀƭ ǘƻ the one just explained; the only 

difference is that the SenecaStratonProfiles.XL5 file shall be selected (instead of the 

SenecaStratonLibrary.XL5 file). 

bƻǿ ǘƘŀǘ ǘƘŜ άƭƻǿ-ƭŜǾŜƭέ C.ǎ ŀǊŜ ŀǾŀƛƭŀōƭŜΣ ǿŜ ƘŀǾŜ ǘƻ ƛƴǎǘŀƭƭ ǘƘŜ ¦5C. ƭƛōǊŀǊȅΦ 
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The UDFB library is provided as a zip file, containing the following folders: 

¶ TWS_MISC 

¶ ZPASS2_Template 

¶ S6001_Template 

The TWS_MISC folder shall be copied into the following directory: 

C:\Users\Public\Documents\Copalp\STRATON\LIBS 

 

The ZPASS2_Template and S6001_Template folders shall be copied into the following directory: 

C:\Users\Public\Documents\Copalp\STRATON\Template 
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8.1.2 Creating a project  for Seneca CPUs 

Run the StratON IDE and create a new project based on a template, as in the following figure: 
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{ŜƭŜŎǘ ǘƘŜ ά½t!{{нψ¢ŜƳǇƭŀǘŜέ όƻǊ ά{сллмψ¢ŜƳǇƭŀǘŜέύ in the template list. 

 

Now, as you can see in the following figure, in the Main program a ZMODEM_MNG UDFB instance is 

already available, which lets you easily control the Z-PASS2-S/S6001-RTU modem. 
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Set the correct target IP address (for example 192.168.85.106); normally, the port shall be set to 502: 

 

Then press the icon: 

 

to compile the project. 

Download the code by pressing the icon: 
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The project file will be placed into the /disk directory of the Device. 

If the Straton project is not based on ά½t!{{нψ¢ŜƳǇƭŀǘŜέκέ{сллмψ¢ŜƳǇƭŀǘŜέ, the Seneca UDFB library can 

still be used, as described in the following. 

In the Straton IDEΣ Ǝƻ ǘƻ ǘƘŜ άtǊƻƧŜŎǘ {ŜǘǘƛƴƎǎέ ǿƛƴŘƻǿΣ ǎƘƻǿƴ ōŜƭƻǿ όƳŜƴǳ άtǊƻƧŜŎǘκ{ŜǘǘƛƴƎǎέύΥ 

 

/ƭƛŎƪ ƻƴ ά[ƛōǊŀǊƛŜǎ κ 9ŘƛǘΧέΤ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǿƛƴŘƻǿ ƛǎ ǎƘƻǿƴΥ 
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{ŜƭŜŎǘ ǘƘŜ ά¢²{ψaL{/έ ƭƛōǊŀǊȅ ŀƴŘ ŎƭƛŎƪ ƻƴ ά!ŘŘέΦ 

 

CƛƴŀƭƭȅΣ ŎƭƛŎƪ ƻƴ ά/ƭƻǎŜέΦ 

Now, the UDFB library is available in the project, as shown in the following figure: 

 

If the Straton project has been built using the Seneca Z-NET4 SW (see chapter 18), the TWS_MISC is already 

included, so the above procedure is not needed. 
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In particular, when using S6001-RTU CPU, Z-NET4 SW provides a simple way to create the base Straton 

project; in fact, all the variables corresponding to the CPU I/Os will be inserted in the project, as shown in 

the following figure. 

 

For more information about Straton IDE and related tools, please refer to StratON tutorials and on-line 

help. 

8.1.3 Z-PASS2-S-IO profiles  

Two Straton I/O profiles are available for Z-PASS2-S-IO CPU. 

¢ƘŜ ŦƛǊǎǘ ǇǊƻŦƛƭŜΣ ƴŀƳŜŘ ά½t!{{ψ5LhέΣ ǇǊƻǾƛŘŜǎ ǾŀǊƛŀōƭŜǎ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƻ ǘƘŜ ŀǾŀƛƭŀble Digital I/Os, as 

shown in the following figure. 

 

Lǘ ǎƘƻǳƭŘ ōŜ ƴƻǘŜŘ ǘƘŀǘ ŦƻǳǊ ά5LȄέ ǾŀǊƛŀōƭŜǎ ŀƴŘ ŦƻǳǊ ά5hȄέ ǾŀǊƛŀōƭŜǎ ŀǊŜ ŘŜŎƭŀǊŜŘΣ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƻ ǘƘŜ 

maximum number of inputs and outputs possibly available; the Digital I/O configuration (see paragraph 
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16.1.10) determines which of these variables are actually handled by the PLC; for example, if DIDO1 is set 

as an input and DIDO2 as an output, DI3 and DO4 will be handled while DI4 and DO3 will not be used. 

Moreover, while the variables corresponding to the inputs are updated by the PLC regardless of their 

function modes, only the variables corresponding to thŜ ƻǳǘǇǳǘǎ ǎŜǘ ŀǎ άDŜƴŜǊŀƭ hǳǘǇǳǘέ ǿƛƭƭ ŀŎǘǳŀƭƭȅ ŀŦŦŜŎǘ 

the digital outputs. 

¢ƘŜ ǎŜŎƻƴŘ ǇǊƻŦƛƭŜΣ ƴŀƳŜŘ ά½t!{{ψDt{έΣ ǇǊƻǾƛŘŜǎ ǾŀǊƛŀōƭŜǎ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƻ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƎƛǾŜƴ ōȅ ǘƘŜ 

GPS module, as shown in the following figure. 

 

In particular, the GPS_ERROR variable tells if the other variables contain valid and updated values or not, in 

the following way: 

- GPS_ERROR = 0 GPS fixed; variables contain updated values 

- GPS_ERROR = -1 GPS not fixed; variables contain not updated, possibly invalid, values 

- GPS_ERROR = -2 some error has occurred; variables contain invalid values 

8.2 Energy Management Protocols  

The StratON soft-PLC installed on Z-TWS4/Z-PASS2-S/S6001-RTU ǎǳǇǇƻǊǘǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ά9ƴŜǊƎȅ 

aŀƴŀƎŜƳŜƴǘέ ǇǊƻǘƻŎƻƭǎΥ 

¶ IEC 60870-5-101 (Master/Slave) 

¶ IEC 60870-5-104 (Master/Slave) 

¶ IEC 61850 (Master/Slave) 

The activation of these protocols is license-based. 

Please contact Seneca to get more information about getting the license for Energy Management protocols. 
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8.3 StratON Redundancy 

WARNING! 

At the date of thiǎ ƳŀƴǳŀƭΣ ǘƘŜ ά{ǘǊŀǘhb wŜŘǳƴŘŀƴŎȅέ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƛǎ ǎǘƛƭƭ ƛƴ ŀ ά.Ŝǘŀ ǾŜǊǎƛƻƴέΤ ǘƘƛǎ ƳŜŀƴǎ 

that the proper operation of this functionality is not guaranteed for every kind of application; please contact 

Seneca for further information. 

The StratON PLC provides a άRedundancyέ functionality: 

when this feature is enabled, two CPUs (Z-TWS4 or Z-PASS2-S or S6001-RTU) run the same StratON 

application; the two CPUs connect each other via the Ethernet, in order to keep variables, state-machines 

etc. synchronized between them; in each moment, only one of the two CPUs actually runs the application 

and drives the fieldbus; if, for any reason, that CPU stops running, the application execution is handed over 

to the second CPU. 

When the redundancy is used, some care must be taken when connecting the devices, in order to avoid 

Ethernet loops; the Ethernet connections shall be set up as shown in the following figures. 
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Please see paragraph 16.1.2 for a description of the configuration parameters related to StratON 

Redundancy. 

9 Ethernet Mode ( Z-PASS2-S-R01/Z -PASS2-S-IO) 

In Z-PASS2-S-R01/Z-PASS2-S-IO products, the two available Ethernet ports can be configured as two fully 

ǎŜǇŀǊŀǘŜŘ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎ όά[!bέ ŀƴŘ ά²!bέύ or, as in the older versions, they can work as ports of an 

Ethernet switch; the user can choose between the ά[!bκ²!bέ ƳƻŘŜ and the ά{ǿƛǘŎƘέ ƳƻŘŜΣ ōȅ ƳŜŀƴǎ ƻŦ 

ŀ ƴŜǿ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǇŀǊŀƳŜǘŜǊ όά9ǘƘŜǊƴŜǘ aƻŘŜέύ (see paragraph 16.1.2). 

¢ƘŜ ά[!bκ²!bέ ƳƻŘŜ ƛǎ ƴŜŜŘŜŘ ǿƘŜƴ ǘƘŜ άƛƴŘǳǎǘǊƛŀƭέ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ [!b ƛƴǘŜǊŦŀŎŜ 

όŎƻƳǇǊƛǎƛƴƎ ŜΦƎΦ IaL ŀƴŘ t[/ ŘŜǾƛŎŜǎύ ǎƘŀƭƭ ōŜ ǎŜǇŀǊŀǘŜŘ ŦǊƻƳ ǘƘŜ άŜƴǘŜǊǇǊƛǎŜέ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 

WAN interface (comprising enterprise PCs and servers); when the Device is remotely accessed through the 

WAN interface, only devices connected to the LAN interface can be reached, while access to machines lying 

in the enterprise network is forbidden; this is depicted in the following two figures. 
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When this separation is not needed or when the Internet access is achieved only through the mobile (3G+) 

ƛƴǘŜǊŦŀŎŜΣ ǘƘŜ ά{ǿƛǘŎƘέ ƳƻŘŜ ǎǘƛƭƭ ƭŜǘǎ the Device be used as an Ethernet switch, as shown in the following 

figure. 
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10 VPN 

 

Z-TWS4/Z-PASS2-S/S6001-RTU support the standard OpenVPN protocol. 

The main advantages that come from using a VPN are: 

¶ secure connections, since transported data are encrypted; 

¶ the ability to establish connections without interfering with the corporate LAN; 

¶ no need to have a static/public IP address on the WAN side; 

¶ remote configurability by a built-in Web Server. 

¢ǿƻ ά±tb ƳƻŘŜǎά ŀǊŜ ŀǾŀƛƭŀōƭŜΣ ƴŀƳŜŘ άhǇŜƴ±tbέ ŀƴŘ ά±tb .ƻȄέΣ ǊŜǎǇŜŎǘƛǾŜƭȅΦ 



USER MANUAL ς Z-TWS4/Z-PASS2-S/S6001-RTU 

 

 

  
47 

 
  

The άhǇŜƴ±tbέ mode can be used when the Device shall be installed in an already existing VPN. In this 

case, an OpenVPN server shall be available and the certificate and key files for the Device client shall be 

provided by the VPN administrator; the files can be uploaded to the Device ǳǎƛƴƎ ǘƘŜ ά±tb ŎƻƴŦƛƎǳǊŀǘƛƻƴέ 

page of Device Web Server. 

LŦ ǘƘŜ ±tb ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŘƻŜǎ ƴƻǘ ŜȄƛǎǘ ȅŜǘΣ ǘƘŜ ŀŘǾƛǎŀōƭŜ ŎƘƻƛŎŜ ƛǎ ǘƻ ŀŘƻǇǘ ǘƘŜ ά±tb .ƻȄέ ǎƻƭǳǘƛƻƴΣ 

ŘŜǾŜƭƻǇŜŘ ōȅ {ŜƴŜŎŀΦ ¢ƘŜ ά±tb .ƻȄέ ƛǎ ŀƴ ƘŀǊŘǿŀǊŜ ŀǇǇƭƛŀƴŎŜ όƻǊ ŀ ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜύ ǿƘƛŎƘ ƭŜǘǎ ǘƘŜ ǳǎŜǊ 

easily setup two alternative kinds of VPN: 

- ά{ƛƴƎƭŜ [!bέ ±tb 

- άtƻƛƴǘ-to-tƻƛƴǘέ ±tb 

Lƴ ǘƘŜ ά{ƛƴƎƭŜ [!bέ ±tbΣ ŀƭƭ devices and PCs (and associated local subnets) configured into VPN  are always 

connected in the same network. In this scenario any PC Client can connect to any Device and to other 

machines which lie in the Device LAN, but also any device/machine can connect to any other remote 

device/machine which belongs to the same VPN network. This VPN architecture puts some constraints on 

the device sub-networks definition, in fact all VPN clients must have a different IP address and different 

ƭƻŎŀƭ [!bΣ ǘƻ ŀǾƻƛŘ ŎƻƴŦƭƛŎǘǎΦ  ¢ƘŜ ǎƻŦǘǿŀǊŜ ƴŀƳŜŘ άVPN BOX Managerέ ŎƻƴŦƛƎǳǊŜǎ ±tb .h· ŀƴŘ ǿƛƭƭ ƘŜƭǇ 

you to avoid errors defining local subnets. 

In the άtƻƛƴǘ-to-tƻƛƴǘέ ±tb, a client PC, in a given moment, can perform a single connection, on demand,  

to only one Device (and to machines which lie in the Device [!bύ ŀǘ ǘƛƳŜΦ CǳǊǘƘŜǊƳƻǊŜΣ ŘŜǾƛŎŜǎ ŎŀƴΩǘ 

communicate each other. The advantage of this architecture is that the same sub-network can be used in 

all sites. Point to point mode makes it possible to define user groups and manage them.  This VPN modality 

Ƴǳǎǘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƻƴ ά±tb .ƻȄέ. 

There are two kinds of άtƻƛƴǘ-to-tƻƛƴǘέ ±tb: 

¶ routing Layer 3 VPN 

¶ bridging Layer 2 VPN 

Lƴ άwƻǳǘƛƴƎ [ŀȅŜǊ о ±tbέΣ ƻƴƭȅ Lt ό[ŀȅŜǊ оύ ǇŀŎƪŜǘǎ ŀǊŜ transported over the VPN tunnel and a new virtual 

LAN is created with a network subnet which must be different from the LAN subnets of the server and 

clients. 

/ƻƴǾŜǊǎŜƭȅΣ ƛƴ ά.ǊƛŘƎƛƴƎ [ŀȅŜǊ н ±tbέΣ ŀƭƭ 9ǘƘŜǊƴŜǘ ŦǊŀƳŜǎ ŀǊŜ ǘǊŀƴǎǇƻǊǘŜŘ ƻǾŜǊ ǘƘŜ ±tb ǘǳƴƴŜƭ ŀƴŘ the 

clients are inserted in the server LAN. 

Each of the two kinds has benefits and drawbacks: 

Layer 2  benefits/drawbacks: 

ü can transport any network protocol 

ü broadcast traffic (e.g.: DHCP) is transported 

ü causes much more traffic overhead on the VPN tunnel 

Layer 3  benefits/drawbacks: 

ü can transport only IP traffic 

ü broadcast traffic (e.g.: DHCP) is not transported 

ü lower traffic overhead, transports only traffic which is destined for the VPN clients 

The ά±tb .ƻȄέ ƛǎ ǎǳǇǇƭƛŜŘ ǿƛǘƘ ǘǿƻ ²ƛƴŘƻǿǎ ŀǇǇƭƛŎŀǘƛƻƴǎΥ 
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¶ the ά±tb .ƻȄ aŀƴŀƎŜǊέΣ ǿƘƛŎƘ ŀƭƭƻǿǎ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ±tb4 mode on the VPN Box and manage the 

devices5 

¶ ǘƘŜ ά±tb /ƭƛŜƴǘ /ƻƳƳǳƴƛŎŀǘƻǊέΣ ǿƘƛŎƘ ƭŜǘǎ ǘƘŜ ǳǎŜǊ ŎƻƴƴŜŎǘ ǘƘŜ t/ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪ όƛƴ ǘƘŜ ά{ƛƴƎƭŜ 

[!bέ ŎŀǎŜύ ƻǊ ǘƻ ŀ ǎǇŜŎƛŦƛŎ ŘŜǾƛŎŜ όƛƴ ǘƘŜ άtƻƛƴǘ-to-tƻƛƴǘέ case) 

A detailed description of άVPN .ƻȄέ can be found in ǘƘŜ ά±tb .ƻȄ ¦ǎŜǊ aŀƴǳŀƭέΦ 

A detailed description of Z-TWS4/Z-PASS2-S/S6001-RTU VPN configuration parameters is given in 16.1.4 

paragraph. 

The following two sub-paragraphs give some more info about the two kinds of VPN. 

10.1  Ȱ3ÉÎÇÌÅ ,!.ȱ 60. 

  

¢ƘŜ ŀōƻǾŜ ŦƛƎǳǊŜ ƎƛǾŜǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ ŀ ά{ƛƴƎƭŜ [!bέ ±tbΦ 

The client PC (with IP address 192.168.1.X) can connect, just as an example, to the first Z-PASS2-S by using 

its 192.168.10.154 IP address and to the PLC in the Z-PASS2-S LAN by using its local IP address 

192.168.10.102. 

Also, two devices which lie in two different LANs of the same VPN network (e.g.: 192.168.10.101 and 

192.168.20.102) can connect to each other, again using their local IP addresses. 

                                                           
4
 Only one of the two kinds of VPN can be configured on a given VPN Box. 

5
 ά±tb .ƻȄέ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƛǎ ŀǾŀƛƭŀōƭŜ ŀƭǎƻ ƻƴ {ŜƴŜŎŀ ½-PASS1 and Z-PASS2 products. 
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To let this scenario work correctly, an essential rule must always be followed: the Device LANs and the PC 

LAN shall have different and not colliding subnets; so, in the above figure, the following subnets allocation 

has been depicted: 

PC LAN   192.168.1.0/24 

SCADA LAN  192.168.2.0/24 

Z-PASS2 LAN  192.168.10.0/24 

Z-PASS2 LAN  192.168.20.0/24 

Z-PASS1 LAN  192.168.30.0/24 

¢ƘŜ ά±tb .ƻȄ aŀƴŀƎŜǊέ ŀǇǇƭƛŎŀǘƛƻƴ ƎǳƛŘŜǎ you in the configuration task, checking that no subnet/IP 

address conflict is present in the network. 

LŦ ǎǳōƴŜǘκŎƻƴŦƭƛŎǘǎ Ŏŀƴƴƻǘ ōŜ ŀǾƻƛŘŜŘΣ ǳǎƛƴƎ ŀ ά{ƛƴƎƭŜ [!bέ ±tb ƛǎ ǎǘƛƭƭ ǇƻǎǎƛōƭŜ ƛŦ ƭƻŎŀƭ Lt ŀŘŘǊŜǎǎŜǎ ŀǊŜ ƴƻǘ 

used; devices can be reached by means of their VPN IP addresses and machines beyond them can be 

ǊŜŀŎƘŜŘ ōȅ ŎƻƴŦƛƎǳǊƛƴƎ ǎƻƳŜ άǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎέ ǊǳƭŜǎ ƻƴ ǘƘŜ 5ŜǾƛŎŜ wƻǳǘŜǊ όǎŜŜ 16.1.5 paragraph). 

10.2  Ȱ0ÏÉÎÔ-to -0ÏÉÎÔȱ 60. 

 

¢ƘŜ ŀōƻǾŜ ŦƛƎǳǊŜ ƎƛǾŜǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ ŀ άtƻƛƴǘ-to-tƻƛƴǘέ ±tbΦ 

In this scenario a PC (acting as a VPN Client) can connect, on demand, to only one Device and its subnet, 

ǳǎƛƴƎ ƭƻŎŀƭ Lt ŀŘŘǊŜǎǎŜǎΦ {ƛƴŎŜ ǘƘŜ ŎƭƛŜƴǘ άǎŜŜǎέ Ƨǳǎǘ ƻƴŜ ½-TWS4/Z-PASS2-S/S6001-RTU (and attached 

devices) at time, the same subnet configuration can be assigned to different sites, without creating 

conflicts. 

CƻǊ ǘƘƛǎ ƪƛƴŘ ƻŦ ±tbΣ ǘƘŜ ά±tb .ƻȄ aŀƴŀƎŜǊέ ŀǇǇƭƛŎŀǘƛƻƴ ƭŜǘǎ ŘŜŦƛƴŜ ƎǊƻǳǇ ƻŦ ǳǎŜǊǎ ǘƘŀǘ  Ŏŀƴ ŎƻƴƴŜŎǘ ƻƴƭȅ 

to assigned devices. 
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¢ƘŜ ά±tb /ƭƛŜƴǘ /ƻƳƳǳƴƛŎŀǘƻǊέ ŀǇǇƭƛŎŀǘƛƻƴ ǊŜǘǊƛŜǾŜǎ ǘƘŜ ƭƛǎǘ ƻŦ ŘŜǾƛŎŜǎ ǿƘƛŎƘ ŀǊŜ ŀǾŀƛƭŀōƭŜ ŦƻǊ ǘƘŜ ƭƻƎƎŜŘ 

user; then the user can select one device on the list and connect to it. 

11 Network Redundancy  

 

άbŜǘǿƻǊƪ wŜŘǳƴŘŀƴŎȅέ ƛǎ ŀ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǘƘŀƴ Ŏŀn be enabled on the Device when a 3G modem is available 

(true for Z-PASS2-S and S6001-RTU). 

This functionality switches ǘƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ ǳǎŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ LƴǘŜǊƴŜǘ ŦǊƻƳ ǘƘŜ 9ǘƘŜǊƴŜǘ όάǇǊƛƳŀǊȅέ 

ƛƴǘŜǊŦŀŎŜύ ǘƻ ǘƘŜ aƻōƛƭŜκоD όάǎŜŎƻƴŘŀǊȅέ ƛƴǘŜǊŦŀŎŜύΣ ǿƘŜƴ Internet access through the primary interface 

becomes unavailable; when access through the primary interface become available again, the network 

interface is switched back to Ethernet. 

The parameters provided to configure Network Redundancy are explained in paragraph 16.1.2 άbŜǘǿƻǊƪ 

ŀƴŘ {ŜǊǾƛŎŜǎέΦ 
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12 Router  

 

!ǎ ŀƭǊŜŀŘȅ ǘƻƭŘ ōŜŦƻǊŜΣ άwƻǳǘŜǊέ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǊƻǳǘŜǎ ǇŀŎƪŜǘǎ ōŜǘǿŜŜƴ ǘƘŜ WAN (Mobile Network) interface 

and the LAN (Ethernet) interface and vice versa; so, this functionality especially makes sense when a 3G 

connection is active, which needs the availability of a 3G modem (true for Z-PASS2-S and S6001-RTU). 

More specifically, ŀƴ ƛƳǇƻǊǘŀƴǘ ŦŜŀǘǳǊŜ ƻŦ ǘƘŜ wƻǳǘŜǊ ƛǎ ǿƘŀǘ ƛǎ ƪƴƻǿƴ ŀǎ άLt ŦƻǊǿŀǊŘƛƴƎέΤ ǘƘƛǎ ƳŜŀƴǎ ǘƘŀǘ 

when the Device receives a packet not targeted for it, it does not discard the packet but forwards it to its 

actual destination; when a packet is routed from the LAN to the WAN, the Device also performs what is 

ƪƴƻǿƴ ŀǎ άLt ƳŀǎǉǳŜǊŀŘƛƴƎέΣ ƳŜŀƴƛƴƎ ǘƘŀǘ ǘƘŜ ƻǊƛƎƛƴŀƭ ǎƻǳǊŎŜ Lt ŀŘŘǊŜǎǎ ƛǎ ǊŜǇƭŀŎŜŘ ǿƛǘƘ ǘƘŜ Lt address of 

the WAN (Mobile Network) interface. 

Another important feature is the availability of a DNS server/forwarder, which can resolve names either by 

itself or querying the external configured DNS server. 

Also, a DHCP server is available which assigns IP addresses to clients connected on the Device LAN; here, 

you can configure the range of addresses used by the server and the lease time. 

There is also ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ǘƻ ŘŜŦƛƴŜ ǳǇ ǘƻ ŦƛǾŜ άtƻǊǘ CƻǊǿŀǊŘƛƴƎέ ǊǳƭŜǎ ƻǊ ά±ƛǊǘǳŀƭ {ŜǊǾŜǊǎέΤ ǳǎƛƴƎ ǘƘŜǎŜ 

rules, you can, for example, redirect packets received on a TCP or UDP port to another Device port or to 

another machine, with a different IP address, on the same or another port. 

!ǎ ŀƴ ŀƭǘŜǊƴŀǘƛǾŜ ǘƻ ǳǎƛƴƎ άtƻǊǘ CƻǊǿŀǊŘƛƴƎέ ǊǳƭŜǎΣ wƻǳǘŜǊ Ҍ ±tb ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎ ŀƭƭƻǿ ǘƘŜ ǳǎŜ ƻŦ ƭƻŎŀƭ 

addresses, as shown in the previous chapter; in the router configuration, a flag is given to enable this 

feature. 

A detailed description of the Router configuration can be found in paragraph 16.1.5. 
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13 Remote Connection  Disable 

Z-PASS2-S-IO product provides a dedicated digital input and a dedicated digital output to control and 

monitor remote connection to the device. 

In details: 

- ǿƘŜƴ άwŜƳƻǘŜ Connection 5ƛǎŀōƭŜέ ŘƛƎƛǘŀƭ ƛƴǇǳǘ ƛǎ ǎŜǘ ǘƻ ILDI ǎǘŀǘŜΣ ǊŜƳƻǘŜ connection to the 

ŘŜǾƛŎŜ ƛǎ ŘƛǎŀōƭŜŘΤ ŎƻƴǾŜǊǎŜƭȅΣ ǿƘŜƴ άwŜƳƻǘŜ Connection 5ƛǎŀōƭŜέ ŘƛƎƛǘŀƭ ƛƴǇǳǘ ƛǎ ǎŜǘ ǘƻ [h² ǎǘŀǘŜΣ 

remote connection ǘƻ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ŜƴŀōƭŜŘΤ άwŜƳƻǘŜ Connection 5ƛǎŀōƭŜέ ŘƛƎƛǘŀƭ ƛƴǇǳǘ ǎǘŀǘŜ ƛǎ 

ǊŜǇƻǊǘŜŘ ōȅ ǘƘŜ άwCDέ [95Τ 

- άwŜƳƻǘŜ Connection !ŎǘƛǾŜέ ŘƛƎƛǘŀƭ ƻǳǘǇǳǘ ƛǎ ǎŜǘ ǘƻ ILDI ǎǘŀǘŜ ǿƘŜƴ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ǊŜƳƻǘŜƭȅ 

accessed (VPN connection is active); it is set to LOW state when VPN connection is not active. 

Four levels of security can be configured to disable remote connection: 

- [ŜǾŜƭ м όά±tb /ƻƴƴŜŎǘƛƻƴέύΥ ±tb ŎƻƴƴŜŎǘƛƻƴǎ ŀǊŜ ŘƛǎŀōƭŜŘ ƛƴ ŀƴȅ ±tb ƳƻŘŜ ό±tb .ƻȄ tƻƛƴǘ-to-

Point, VPN Box Single LAN, OpenVPN), but VPN Box Service is still running, so the device can still be 

monitored on VPN Box Manager; 

- [ŜǾŜƭ н όά±tb ServiceέύΥ VPN Box Service is disabled, but the device can still access the Internet and 

send/receive SMSs; 

- [ŜǾŜƭ о όάInternet Connectionέύ: any Internet access is disabled, but the device can still 

send/receive SMSs; 

- [ŜǾŜƭ п όά{a{ {ŜǊǾƛŎŜέύΥ ƳƻŘŜƳ ƛǎ ƻŦŦΣ ǎƻ {a{ǎ ŎŀƴΩǘ ōŜ sent/received. 

{ŜŜ ά5ƛƎƛǘŀƭ Lκh /ƻƴŦƛƎǳǊŀǘƛƻƴέ ǇŀǊŀƎǊŀǇƘ ǘƻ ƭŜŀǊƴ Ƙƻǿ ǘƻ ǎŜǘ the desired security level. 

14 Auto -APN 

The Auto-APN feature lets the Device establish mobile data connections without requiring the user to 

configure APN data6 for the SIM in use. 

This is accomplished by using the SIM IMSI and, possibly, some other data available on the SIM, to select 

the proper APN record in an internal DB7, containing APN records for all mobile operators in the world. 

Lƴ ǎƻƳŜ ǇŀǊǘƛŎǳƭŀǊ ŎŀǎŜǎΣ ƘƻǿŜǾŜǊΣ ǿƘŜƴ ŀ άŎǳǎǘƻƳ !tbέ ǎƘŀƭƭ ōŜ ǳǎŜŘΣ ǘƘŜ !ǳǘƻ-APN feature can be 

ŘƛǎŀōƭŜŘΣ ǎŜǘǘƛƴƎ ǘƘŜ ά!tb aƻŘŜέ ǇŀǊŀƳŜǘŜǊ ǘƻ άaŀƴǳŀƭέΣ ƛƴ ǘƘŜ άaƻōƛƭŜ bŜǘǿƻǊƪέ ǇŀƎŜ όǎŜŜ ǇŀǊŀƎǊŀǇƘ 

16.1.8.1). 

15 Upgrading the firm ware by USB pen 

The Device firmware can be upgraded by means of a USB pen; a pen drive formatted with FAT32 file-

system is needed. 

                                                           
6
 APN data are: APN, Username, Password and Authentication Type. 

7
 This DB is updated to the one used in the last Android O.S. version. 
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The procedure is the following: 

1) download the FW file from one of the following links: 

http://www.seneca.it/products/z-tws4 
http://www.seneca.it/products/z-pass2-s 
http://www.seneca.it/products/s6001-rtu 

the downloaded file is a .zip file; extract the FW file from it; 
the FW file shall have a name like the following: 

SW002940_xxx.bin 

2) copy the file into the root of the USB pen 
3) switch off the Device 
4) insert the USB pen into the USB#1 port 
5) switch on the Device; the upgrade procedure will take some minutes to be completed; during this 

time, the Device MUST NOT be switched off; during the procedure, the Device will be rebooted 
several times; also, during the procedure, several LEDS will blink simultaneously8 

6) the upgrade procedure is ended when only the LED άRUNέ is blinking9 
7) remove the USB pen 

16 Web Configuration P ages 

NOTE: in this chapter, the web pages screen-shots are shown for only one of the products (Z-TWS4, Z-

PASS2-S, Z-PASS2-S-R01, Z-PASS2-S-IO, S6001-RTU); the pages for the other products are identical, except 

for the product name shown in the top of the pages and for some details explained in the following 

paragraphs. 

Furthermore, for S6001-w¢¦ ƻƴŜ ƳƻǊŜ ǇŀƎŜ όάLκh ±ƛŜǿέύ ƛǎ available. 

16.1 Administrator pages  

The Device can be fully configured by means of a set of web configuration pages. 

To access the Device configuration site, you have to connect the browser to the Device IP address on port 

8080, e.g.: 

http://192.168.90.101:808010 

and, when asked, provide the following credentials (default values): 

Username: admin 

Password: admin 

                                                           
8
 This applies only to products with HW revisions IO and R01; in details: for IO HW revision, all LEDs will blink 

simultaneously, except for Power, LAN/WAN, COM and modem LEDs; for R01 HW revision, RUN, VPN and SERV LEDs 
will blink. 
9
 Also SERV and VPN LEDs might blink, depending on the Device configuration and status. 

10
 The default 80 HTTP port has been left available for customer pages. 

http://www.seneca.it/products/z-tws4
http://www.seneca.it/products/z-pass2-s
http://www.seneca.it/products/s6001-rtu
http://192.168.90.101:8080/
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¸ƻǳ ŎƻƳŜ ǘƻ ǘƘŜ άaŀƛƴ ±ƛŜǿέ ǇŀƎŜΣ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƎǊŀǇƘΦ 

16.1.1 Main View  

 

In this page, main Device configuration parameters are shown, with their current values. 
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On the left side of the page, like in all the other pages, a menu is shown which lets you access all the 

configuration pages; the menu is divided in several sections: 

¶ General Configuration 

¶ Mobile Configuration (not available on Z-TWS4 and Z-TWS4-IO) 

¶ Digital I/O (only on Z-PASS2-S-IO) 

¶ Diagnostics 

¶ Data Logger 

In S6001-w¢¦Σ ŀ ά{сллм-w¢¦έ ǎŜŎǘƛƻƴ ƛǎ ŀƭǎƻ ǇǊŜǎŜƴǘΦ 

On top of the page, like in all the other pages, the following information are shown: 

¶ the page name 

¶ the FW version, along with the modem FW revision, for Z-PASS2-S/S6001-RTU; for S6001-RTU, the 

FW version of the I/O board is also shown 

¶ the MAC address; the modem IMEI, for Z-PASS2-S/S6001-RTU; the SIM IMSI, for Z-PASS2-S/S6001-

RTU, when a SIM is present 

¶ ǘƘŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ ǳǎŜŘ ŦƻǊ LƴǘŜǊƴŜǘ !ŎŎŜǎǎ όƛΦŜΦΥ ά9ǘƘŜǊƴŜǘέ ƻǊ άaƻōƛƭŜέύ 

¶ which energy protocols are enabled (on a license base) 

¶ the Soft PLC ǎǘŀǘǳǎ όƛΦŜΦΥ άǊǳƴƴƛƴƎέ ƻǊ άǎǘƻǇǇŜŘέύ; if the PLC application execution is stopped or no 

applicŀǘƛƻƴ ƛǎ ƭƻŀŘŜŘ ƻƴ ǘƘŜ 5ŜǾƛŎŜΣ ǘƘŜ ǎǘŀǘǳǎ άŀǇǇ ƴƻǘ ǊǳƴƴƛƴƎέ ƛǎ ŀƭǎƻ ǎƘƻǿƴ; if the PLC 

application is running, the name of the application is also shown 

¶ ǘƘŜ wƻǳǘŜǊ ǎǘŀǘǳǎ όƛΦŜΦΥ άǊǳƴƴƛƴƎέ ƻǊ άŘƛǎŀōƭŜŘέύ 

¢ƘŜ ŎǳǊǊŜƴǘƭȅ ƭƻƎƎŜŘ ǳǎŜǊ όŜΦƎΦΥ άŀŘƳƛƴέύ ŀƴŘ ǘƘŜ ά[ƻƎƻǳǘέ ƭƛƴƪ ŀǊŜ ŀƭǎƻ present, near the page name. 

In this page, the following buttons are available: 

¶ άw9{¢!w¢έ, to perform the Device reboot 

¶ άC!/¢hw¸ 59C!¦[¢έ, to reset the Device to its factory state 

¶ ά/[9!b Lb¢9wb![ 5!¢! [hD{έΣ to delete internal data log files (this does not affect the data log 

files stored on the SD card, see paragraph 16.1.16) 

Probably, the first parameters you need to change when setting up a new Device are those related to its 

network configuration. 

¸ƻǳ Ŏŀƴ ŀŎŎƻƳǇƭƛǎƘ ǘƘƛǎ ƛƴ ǘƘŜ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ ǇŀƎŜ, described in the following paragraph. 

16.1.2 Network and Services 

The parameters shown in this page slightly change, depending on the HW version of the product (Z-

TWS4/Z-PASS2-S or Z-PASS2-S-R01 or Z-PASS2-S-IO) and, for new HW versionsΣ ƻƴ ǘƘŜ ǎŜƭŜŎǘŜŘ ά9ǘƘŜǊƴŜǘ 

aƻŘŜέΤ ǘƘƛǎ ƛǎ ǎƘƻǿƴ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜǎΦ 
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¢ƘŜ ǇǊŜǾƛƻǳǎ ŦƛƎǳǊŜ ǎƘƻǿǎ ǘƘŜ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ ǇŀƎŜ ŦƻǊ ŀ ½-PASS2-S-IOΣ ǿƘŜƴ ǘƘŜ ά9ǘƘŜǊƴŜǘ aƻŘŜέ 

ǇŀǊŀƳŜǘŜǊ ƛǎ ǎŜǘ ǘƻ ά{ǿƛǘŎƘέΦ 
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¢ƘŜ ǇǊŜǾƛƻǳǎ ŦƛƎǳǊŜ ǎƘƻǿǎ ǘƘŜ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ ǇŀƎŜ ŦƻǊ ŀ Z-PASS2-S-IOΣ ǿƘŜƴ ǘƘŜ ά9ǘƘŜǊƴŜǘ aƻŘŜέ 

ǇŀǊŀƳŜǘŜǊ ƛǎ ǎŜǘ ǘƻ ά[!bκ²!bέ. 
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¢ƘŜ ǇǊŜǾƛƻǳǎ ŦƛƎǳǊŜ ǎƘƻǿǎ ǘƘŜ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ ǇŀƎŜ ŦƻǊ ŀ Z-PASS2-S-R01Σ ǿƘŜƴ ǘƘŜ ά9ǘƘŜǊƴŜǘ 

aƻŘŜέ ǇŀǊŀƳŜǘŜǊ ƛǎ ǎŜǘ ǘƻ ά{ǿƛǘŎƘέΦ 
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¢ƘŜ ǇǊŜǾƛƻǳǎ ŦƛƎǳǊŜ ǎƘƻǿǎ ǘƘŜ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ ǇŀƎŜ ŦƻǊ ŀ Z-PASS2-S-R01Σ ǿƘŜƴ ǘƘŜ ά9ǘƘŜǊƴŜǘ 

aƻŘŜέ ǇŀǊŀƳŜǘŜǊ ƛǎ ǎŜǘ ǘƻ ά[!bκ²!bέΦ 
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¢ƘŜ ǇǊŜǾƛƻǳǎ ŦƛƎǳǊŜ ǎƘƻǿǎ ǘƘŜ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ ǇŀƎŜ ŦƻǊ ŀ {сллм-RTU; it also applies to a Z-TWS4 

and Z-PASS2-S (old version). 

There is an important difference between the parameter values shown in this page and those shown in the 

άaŀƛƴ ±ƛŜǿέ ǇŀƎŜΥ ǘƘŜ ŦƻǊƳŜǊ ŀǊŜ configured values, whereas the latter are actual values. 
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¢ƻ ōŜǘǘŜǊ ŜȄǇƭŀƛƴ ǘƘƛǎ ŘƛŦŦŜǊŜƴŎŜΣ ƭŜǘΩǎ ŎƻƴǎƛŘŜǊ ǘƘŜ ŎŀǎŜ ǿƘŜƴ ǘƘŜ DHCP parameter is set to ON; in the 

άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ ǇŀƎŜΣ ȅƻǳ Ƴŀȅ ǎŜŜ ǘƘŜ мфнΦмсуΦфлΦмлм ŘŜŦŀǳƭǘ ǾŀƭǳŜ ŦƻǊ ǘƘŜ άLt !ŘŘǊŜǎǎέ 

ǇŀǊŀƳŜǘŜǊΣ ǿƘŜǊŜŀǎ ǘƘŜ άaŀƛƴ ±ƛŜǿέ ǇŀƎŜ ǎƘƻǿǎ ǘƘŜ ŀŎǘǳŀƭ IP Address, assigned by the DHCP server. 

In the following table, all configuration parameters available in the page are listed, with a short explanation 

and the parameter default value for each of them. 

Field Meaning Default value 

NETWORK/Ethernet Mode This parameter determines if the 

two Ethernet ports work as two 

fully separated network interfaces 

όά[!bκ²!bέύ ƻǊ ŀǎ ǘƘŜ ǇƻǊǘǎ ƻŦ ŀƴ 

9ǘƘŜǊƴŜǘ ǎǿƛǘŎƘ όά{ǿƛǘŎƘέύ; 

depending on the value of this 

parameter, some other network 

parameters are hidden/shown or 

renamed as described below. 

This parameter is available only for 

Z-PASS2-S-R01 and Z-PASS2-S-IO 

products. For all other products, 

ƻƴƭȅ ά{ǿƛǘŎƘέ mode is available, 

hence the parameter is not shown. 

LAN/WAN 

9ǘƘŜǊƴŜǘ aƻŘŜ Ґ ά{ǿƛǘŎƘέ 

NETWORK/DHCP Flag to enable/disable the DHCP 

functionality on the Ethernet 

interface. 

OFF 

NETWORK/IP Address IP address of the Ethernet interface 

όŘƛǎŀōƭŜŘ ǿƘŜƴ ά5I/tέ ƛǎ ǎŜǘ ǘƻ 

άhbέύ 

192.168.90.101 

NETWORK/Network Mask Network mask of the Ethernet 

interface όŘƛǎŀōƭŜŘ ǿƘŜƴ ά5I/tέ ƛǎ 

ǎŜǘ ǘƻ άhbέύ 

255.255.255.0 

NETWORK/IP Address 2 Enable Flag to enable/disable the second 

IP address on the Ethernet 

interface. 

Note that the second IP address 

can be enabled also when the 

DHCP functionality is active. 

OFF 

NETWORK/IP Address 2 Second IP address of the Ethernet 

interface 

192.168.100.101 

NETWORK/Network Mask 2 Second network mask of the 

Ethernet interface 

255.255.255.0 

9ǘƘŜǊƴŜǘ aƻŘŜ Ґ ά[!bκ²!bέ 

NETWORK/DHCP on WAN Flag to enable/disable the DHCP 

functionality on the WAN Ethernet 

ON 
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interface 

NETWORK/LAN IP Address IP address of the LAN Ethernet 

interface 

192.168.90.101 

NETWORK/LAN Network Mask Network mask of the LAN Ethernet 

interface 

255.255.255.0 

NETWORK/WAN IP Address IP address of the WAN Ethernet 

ƛƴǘŜǊŦŀŎŜ όŘƛǎŀōƭŜŘ ǿƘŜƴ ά5I/t on 

W!bέ ƛǎ ǎŜǘ ǘƻ άhbέύ 

192.168.100.101 

NETWORK/WAN Network Mask Network mask of the WAN 

Ethernet interface (disabled when 

ά5I/t ƻƴ W!bέ ƛǎ ǎŜǘ ǘƻ άhbέύ 

255.255.255.0 

 

NETWORK/Default Gateway Default Gateway IP address 

(disabled when DHCP functionality 

is enabled on any interface). 

²ƘŜƴ ά9ǘƘŜǊƴŜǘ aƻŘŜέ ƛǎ ǎŜǘ ǘƻ 

ά[!bκ²!bέΣ ǘƘŜ 5ŜŦŀǳƭǘ DŀǘŜǿŀȅ 

shall be in the WAN subnet. 

192.168.100.1 , for Z-TWS4-R0x 

and Z-PASS2-S-R0x (x=1,2) 

192.168.90.1, for all other 

products 

NETWORK/DNS Mode Tells if the DNS Server shall be set 

ǎǘŀǘƛŎŀƭƭȅ όǾŀƭǳŜΥ ά{ǘŀǘƛŎέύ ƻǊ 

dinamically assigned by the DHCP 

{ŜǊǾŜǊ όǾŀƭǳŜΥ ά5I/tέύ 

DHCP, for Z-TWS4-R0x and Z-

PASS2-S-R0x (x=1,2) 

Static, for all other products 

NETWORK/DNS Server DNS server IP address (disabled 

when DHCP functionality is enabled 

on any interface and DNS Mode = 

DHCP) 

192.168.100.1 , for Z-TWS4-R0x 

and Z-PASS2-S-R0x (x=1,2) 

192.168.90.1, for all other 

products 

NETWORK/IP Configuration from 

Discovery 

Flag to enable/disable the 

possibility of changing some of the 

network configuration parameters 

by means of the SDD application 

(see chapter 6) 

ON 

WEB SERVER/Protocol Protocol used to access the web 

pages: 

HTTP/HTTPS, HTTPS, HTTP 

HTTP/HTTPS 

WEB SERVER/HTTP Conf Port TCP port to access the 

configuration pages, using HTTP 

protocol. 

Please note that if this parameter is 

set to 80 (standard HTTP port), the 

ǿŜō ǳǎŜǊ ǎƛǘŜ ǿƻƴΩǘ ōŜ ŀǾŀƛƭŀōƭŜ 

anymore. 

8080 

Default URL for conf pages: 

http://<IP_address>:8080 

 

WEB SERVER/HTTP User Port TCP port to access the user pages, 

using HTTP protocol. 

80 

Default URL for user pages: 

http://< IP_address> 
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WEB SERVER/HTTPS Port TCP port to access the 

configuration and user pages, using 

HTTPS protocol. 

443 

Default URL for conf pages: 

https://<IP_address>/maintenance 

Default URL for user pages: 

https://<IP_address> 

 

FILE TRANSFER/Protocol Protocol used for File Transfer: 

FTP/SFTP, SFTP, FTP 

FTP/SFTP 

FTP Port TCP Port for FTP protocol 21 

SFTP Port TCP Port for SFTP protocol 22 

LOG FOLDER SHARING/Enable Flag to enable/disable the sharing 

ƻŦ ǘƘŜ άκƭƻƎέ ŘƛǊŜŎǘƻǊȅ όōȅ means 

ƻŦ ά{ŀƳōŀέ ǎŜǊǾƛŎŜύ 

ON 

PLC/Straton TCP Port TCP port to connect to the Straton 

server 

502 

PLC/Straton Redundancy Enable Flag to enable/disable the Straton 

Redundancy functionality 

OFF 

PLC/Straton Redundancy IP 

Address 

IP address of the second Device 

used for Straton Redundancy 

192.168.90.102 

PLC/License Key Key to enable/disable Energy 

Protocol functionalities in Straton 

(see paragraph 8.1.3) 

1122334455667788 (dummy 

value)11 

NETWORK REDUNDANCY/Enable Flag to enable/disable the 

άbŜǘǿƻǊƪ wŜŘǳƴŘŀƴŎȅέ 

functionality, that is using the 

Ethernet interface as the primary 

interface to access the Internet and 

the Mobile interface as the 

secondary interface, if the access 

through the primary interface 

becomes unavailable 

OFF 

NETWORK REDUNDANCY/Ping 

Address 

IP Address used as ping destination 

to check if access to the Internet 

through the primary interface 

(Ethernet) is available. 

This address shall be different from 

ǘƘŜ ƻƴŜ ǎŜǘ ŦƻǊ ά5b{ {ŜǊǾŜǊέ 

parameter, otherwise an error is 

shown. 

8.8.4.4 

WATCHDOG/Enable Flag to enable/disable the 

watchdog functionality 

ON 

WATCHDOG/Timeout (s) Watchdog timeout, in seconds; 

ǿƘŜƴ ǿŀǘŎƘŘƻƎ ƛǎ ŜƴŀōƭŜŘΣ ƛŦ ƛǘΩǎ 

60 

                                                           
11

 The correct License Key string is provided by Seneca. 



USER MANUAL ς Z-TWS4/Z-PASS2-S/S6001-RTU 

 

 

  
64 

 
  

not refreshed for this amount of 

seconds, the system will be 

rebooted. 

Possible values are in the range 

[30..3600]. 

DEBUG LOGS/Enable Flag to enable/disable the debug 

logs 

OFF 

COM1/Mode Operating mode of the COM1 serial 

port; possible values: RS485, RS232 

This parameter is available only for 

Z-PASS2-S-IO product. 

RS485 

{ƻƳŜ ƴƻǘŜǎ ŀōƻǳǘ ǘƘŜ ά5I/tέ ǇŀǊŀƳŜǘŜǊǎΥ 

¶ ǘƘŜ ά5I/tέ ǇŀǊŀƳŜǘŜǊ Ŏŀƴ ōŜ ǎŜǘ ǘƻ άhbέ ƻƴƭȅ ƛŦ ǘƘŜ ά5I/t {ŜǊǾŜǊέ ǇŀǊŀƳŜǘŜǊ ƻŦ ǘƘŜ άwƻǳǘŜǊ 

/ƻƴŦƛƎǳǊŀǘƛƻƴέ ǇŀƎŜ ƛǎ ǎŜǘ ǘƻ άhCCέ (see paragraph 16.1.5); 

¶ only the ά5I/t ƻƴ ²!bέ ǇŀǊŀƳŜǘŜǊ Ŏŀƴ ōŜ ǎŜǘ ǘƻ άhbέΦ 

You Ŏŀƴ ŎƘŀƴƎŜ ŀƴȅ ƻŦ ǘƘŜ ŀōƻǾŜ ǇŀǊŀƳŜǘŜǊǎΤ ǘƻ ŀǇǇƭȅ ǘƘŜ ŎƘŀƴƎŜǎΣ ǇǊŜǎǎ ǘƘŜ άAPPLYέ ōǳǘǘƻƴΤ ŀǎ ǿŀǊƴŜŘ 

by the note on the page, only for some parameters, the parameter change requires rebooting the Device; 

these parameters are: 

¶ NETWORK/Ethernet Mode 

¶ WEB SERVER/Port 

¶ WATCHDOG/Enable, only when changing ON -> OFF 

¶ DEBUG LOGS/Enable, only when changing ON -> OFF 

LŦ ǘƘŜ ά[hD Ch[59w {I!wLbDκ9ƴŀōƭŜέ ǇŀǊŀƳŜǘŜǊ ƛǎ hbΣ ƻƴ ŀ ²ƛƴŘƻǿǎ t/Σ ȅƻǳ Ŏŀƴ ŘƛǊŜŎǘƭȅ ŀŎŎŜǎǎ ǘƘŜ 

άκƭƻƎέ ŘƛǊŜŎǘƻǊȅΣ ŀǎ ǎƘƻǿƴ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇƛŎǘǳǊŜǎ (the sharing name is equal to the product name, 

ǿƛǘƘƻǳǘ Ψ-Ψ ŎƘŀǊŀŎǘŜǊΣ ǘƘŀǘ ƛǎ ά½t!{{н{έ, άZ¢²{пέ ƻǊ ά{сллмw¢¦έ): 
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Depending on the LAN configuration, a login may be needed to access the shared folder; if so, use the 

credentials shown in the following figure όǳǎŜǊƴŀƳŜΥ ά\ƎǳŜǎǘέΣ ǇŀǎǎǿƻǊŘΥ άέ ώŜƳǇǘȅϐύ. 
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16.1.3 Real Time Clock Setup 

.ȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άwŜŀƭ ¢ƛƳŜ /ƭƻŎƪ {ŜǘǳǇέ ƭƛƴƪΣ ƛƴ ǘƘŜ άDŜƴŜǊŀƭ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƳŜƴǳΣ ȅƻǳ ŎƻƳŜ ǘƻ ǘƘŜ 

following page: 
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¢Ƙƛǎ ǇŀƎŜ ƛǎ ƳŀŘŜ ǳǇ ƻŦ ǘǿƻ ǎŜŎǘƛƻƴǎΥ άb¢tέ ŀƴŘ άw¢/έΦ 

Lƴ ǘƘŜ άb¢tέ ǎŜŎǘƛƻƴΣ ȅƻǳ Ŏŀƴ ŎƘŀƴƎŜ ǘƘŜ ǇŀǊŀƳŜǘŜǊǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ bŜǘǿƻǊƪ ¢ƛƳŜ tǊƻǘƻŎƻƭ ŀƴŘ ǘƻ ǘƘŜ ¢ƛƳŜ 

Zone, as listed in the following table: 

Field Meaning Default value 
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NTP/Enable Flag to enable/disable time 

synchronization by means of NTP 

protocol 

ON 

NTP/Primary Server IP address or FQDN12 of the Primary 

NTP Server 

ntp1.inrim.it 

NTP/Secondary Server IP address or FQDN of the Secondary 

NTP Server 

ntp2.inrim.it 

NTP/Time Zone Time Zone Central Europe (CET/CEST) 

²ƘŜƴ ǘƘŜ ά¢ƛƳŜ ½ƻƴŜέ ǇŀǊŀƳŜǘŜǊ ƛǎ ǎŜǘ ǘƻ ά/ŜƴǘǊŀƭ 9ǳǊƻǇŜ ό/9¢κ/9{¢ύέ ǾŀƭǳŜΣ ǘƘŜ 5ŜǾƛŎŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅ 

ŜƴŀōƭŜǎ ό/9{¢ύ κ ŘƛǎŀōƭŜǎ ό/9¢ύ ǘƘŜ ά5ŀȅƭƛƎƘǘ {ŀǾƛƴƎ ¢ƛƳŜέ ǎŜǘǘƛƴƎΦ 

A large number of Time Zones are available, as partially shown in the following figure: 

                                                           
12

 Cv5bΥ Cǳƭƭȅ vǳŀƭƛŦƛŜŘ 5ƻƳŀƛƴ bŀƳŜΣ ŜΦƎΦΥ άǇƻƻƭΦƴǘǇΦƻǊƎέΦ 
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¢ƘŜ άw¢/έ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ ǇŀƎŜ ƭŜǘǎ ȅƻǳ Ƴŀƴǳŀƭƭȅ ŎƘŀƴƎŜ ǘƘŜ Device date/time settings; since this makes 

sense only if NTP time synchronization iǎ ƴƻǘ ŜƴŀōƭŜŘΣ ǿƘŜƴ άb¢tκ9ƴŀōƭŜέ ǇŀǊŀƳŜǘŜǊ ƛǎ άhbέ ǘƘŜ ƛƴǇǳǘ 

fields ŀƴŘ ǘƘŜ ά{9¢ /[h/Yέ ōǳǘǘƻƴ are disabled and the parameters are only for viewing. 

InsteadΣ ǿƘŜƴ άb¢tκ9ƴŀōƭŜέ ǇŀǊŀƳŜǘŜǊ ƛǎ άhCCέΣ ǘƘŜ ƛƴǇǳǘ ŦƛŜƭŘǎ ƛƴ ǘƘŜ άb¢tέ ǎŜŎǘƛƻƴ ŀǊŜ ǎǘƛƭƭ ŜƴŀōƭŜŘΤ ǘƘƛs 

lets you change and save the parameter values, even if they are not actually used. 
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16.1.4 VPN Configuration  

.ȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά±tb /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƭƛƴƪΣ ƛƴ ǘƘŜ άDŜƴŜǊŀƭ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƳŜƴǳΣ ȅƻǳ ŎƻƳŜ ǘƻ ǘƘŜ 

following page: 

 

The page has a different layout ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ ά±tb aƻŘŜέ ǇŀǊŀƳŜǘŜǊΣ ǿƘƛŎƘ Ŏŀƴ ōŜ 

άOpenVPNέ ƻǊ άVPN Boxέ (for an explanation of these values, see chapter 10). 

16.1.4.1 OpenVPN 

The ǇŀƎŜ ƛǎ ƳŀŘŜ ǳǇ ƻŦ ǘǿƻ ǎŜŎǘƛƻƴǎΥ ά±tb CƛƭŜǎέ ŀƴŘ ά±tb /ƻƴŦƛƎǳǊŀǘƛƻƴέΦ 
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The ά±tb CƛƭŜǎέ ǎŜŎǘƛƻƴ lets you load the files needed to configure Open VPN and establish a secure VPN 

connection; these files are described in the following. 

16.1.4.1.1 Configuration File 

This file shall contain all the information needed to configure the Open VPN behaviour; the main 

configuration options are13: 

¶ if the Device shall act as a client or a server (typically, it will be a client) 

                                                           
13

 For more information about Open VPN configuration options, please refer to the OpenVPN web page 
όάƻǇŜƴǾǇƴΦƴŜǘέύΦ 
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¶ the transport protocol (UDP or TCP) 

¶ the server IP address/host name and port 

¶ the files needed to perform authentication procedures 

¶ etc. 

This file has the .ovpn extension (in Windows systems) or .conf extension (in Linux systems); regardless of 

the original name, it will be renamed as ovpn.conf on the Device. 

This is the only mandatory file, that is if this file has not been loaded on the DeviceΣ ±tb ŎŀƴΩǘ ōŜ ŜƴŀōƭŜŘΦ 

As reminded in the web page, in options requiring a file argument, only the file name shall be given, with 

no path, as in the following example: 

ca ca.crt     OK 

ca /home/config/vpn/ca.crt  KO ! 

Other two important rules that shall be followed are: 

¶ ǘƘŜ άŘŜǾέ ƻǇǘƛƻƴ ǎƘŀƭƭ ōŜΥ άdev tun0 έ ƻǊ άdev tap0 έ 

¶ ǘƘŜ άƭƻƎέ ƻǇǘƛƻƴ ǎƘŀƭƭ ōŜ ƻƳƛǘǘŜŘ όǎƻ ǘƘŀǘΣ ƭƻƎǎ ŀǊŜ ǿǊƛǘǘŜƴ ǘƻ ǎȅǎƭƻƎύ 

An example of a client configuration file is given in paragraph 16.1.4.1.7. 

16.1.4.1.2 CA certificate 

This file shall contain the Certification Authority (CA) certificate and has the .crt extension. 

It is needed when the configuration file contains the άŎŀέ option. 

16.1.4.1.3 Client certificate 

This file shall contain the client certificate and has the .crt extension. 

It is needed when the configuration file contains the άŎŜǊǘέ option. 

16.1.4.1.4 Client key 

This file shall contain the client key and has the .key extension. 

It is needed when the configuration file contains the άƪŜȅέ option. 

16.1.4.1.5 Additional file 

This file can be of any type and may be needed for configuration options other than άŎŀέ, άŎŜǊǘέ and άƪŜȅέΦ 

More than one additional file can be loaded. 

You can browse your PC to select the above files and send them to the Device ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ ά¦t[h!5έ 

button. 

Once the upload is done, a result page is shown like in the following figure. 
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You can check ǿƘƛŎƘ ±tb ŦƛƭŜǎ ŀǊŜ ǎǘƻǊŜŘ ƻƴ ǘƘŜ 5ŜǾƛŎŜ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά{Ih² ±tb {¢!¢¦{έ ōǳǘǘƻƴΣ ŀǎ 

ǎƘƻǿƴ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ όǊŜƳŜƳōŜǊ ǘƘŀǘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛǎ ǊŜƴŀƳŜŘ ŀǎ άƻǾǇƴΦŎƻƴŦέύΥ 

 

As reminded by the web page, the VPN files can be downloaded from the Device, if needed, via FTP/SFTP; 

they can be found in the /home/config/vpn directory, as shown in the following figure. 
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Lǎ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ŎƭŜŀǊ ŀƭƭ ǘƘŜ ±tb ŦƛƭŜǎΣ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άw9{9¢έ ōǳǘǘƻƴΤ ŀ ǇƻǇ-up will appear, requiring a 

confirmation: 

 

If VPN is enabled, the user is not allowed to delete VPN files, as warned by the following pop-up: 

 

Lƴ ǘƘŜ ά±tb /ƻƴŦƛƎǳǊŀǘƛƻƴέ ǎŜŎǘƛƻƴΣ there is only one parameter, as described in the following table: 

Field Meaning Default value 

VPN Configuration/Enable Flag to enable/disable the VPN 

connectivity; when enabled, the 

OFF 
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Device will run the Open VPN 

process with the loaded 

configuration 

As already told above, if you try to enable the VPN connectivity, but no configuration file has been 

uploaded to the Device yet, an error is given as shown in the following figure: 

 

When ȅƻǳ ŎƭƛŎƪ ƻƴ ǘƘŜ ά{Ih² VPN STATUSέ ōǳǘǘƻƴΣ ŀ ǘƘƛǊŘ ǎŜŎǘƛƻƴ ŀǇǇŜŀǊǎΣ ƴŀƳŜŘ ά±tb StatusέΣ ǎƘƻǿƛƴƎΥ 

¶ ǘƘŜ ±tb ά/ƻƴƴŜŎǘƛƻƴ {ǘŀǘǳǎέ όƛΦŜΦΥ ά5ƛǎŎƻƴƴŜŎǘŜŘέ ƻǊ ά/ƻƴƴŜŎǘŜŘέύ 
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¶ the IP address assigned to the VPN interface ǿƘŜƴ ά/ƻƴƴŜŎǘŜŘέΣ ǘƘŜ άŘǳƳƳȅέ Lt ŀŘŘǊŜǎǎ άлΦлΦлΦлέ 

ǿƘŜƴ ά5ƛǎŎƻƴƴŜŎǘŜŘέ 

¶ ǘƘŜ άhǇŜƴ±tb {ǘŀǘǳǎέ όƛΦŜΦΥ ά{ǘƻǇǇŜŘέ ƻǊ άwǳƴƴƛƴƎέύ 

¶ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǇŀŎƪŜǘǎκōȅǘŜǎ ǊŜŎŜƛǾŜŘ ŦǊƻƳ ǘƘŜ ±tb ƛƴǘŜǊŦŀŎŜΣ ǿƘŜƴ ŎƻƴƴŜŎǘŜŘΤ άлκлέ ǿƘŜƴ 

disconnected 

¶ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǇŀŎƪŜǘǎκōȅǘŜǎ ǎŜƴǘ ǘƻ ǘƘŜ ±tb ƛƴǘŜǊŦŀŎŜΣ ǿƘŜƴ ŎƻƴƴŜŎǘŜŘΤ άлκлέ ǿƘŜƴ ŘƛǎŎƻƴƴŜŎǘŜŘ 

¶ the VPN files stored on the Device (see above) 

as shown in the following couple of figures: 
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!ƴ ƛƳǇƻǊǘŀƴǘ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ƎƛǾŜƴ ōȅ ǘƘŜ άhǇŜƴ±tb {ǘŀǘǳǎέ ŦƛŜƭŘΤ ƛŦ ±tb ƛǎ ŜƴŀōƭŜŘ όάhbέύΣ ōǳǘ ǘƘƛǎ 

ǎǘŀǘǳǎ ƛǎ ά{ǘƻǇǇŜŘέΣ hǇŜƴ ±tb ǇǊƻŎŜǎǎ ŎƻǳƭŘ ƴƻǘ ōŜ ŎƻǊǊŜŎǘƭȅ ǎǘŀǊǘŜŘ: probably, the configuration file 

contains some errors or, maybe, some options not supported by the Device Open VPN implementation. 

You can refresh the VPN statusΣ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άw9Cw9{Iέ ōǳǘǘƻƴΦ 

CƛƴŀƭƭȅΣ ȅƻǳ Ŏŀƴ ƘƛŘŜ ǘƘŜ ά±tb Statusέ ǎŜŎǘƛƻƴΣ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άIL59 VPN STATUSέ ōǳǘǘƻƴΦ 
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16.1.4.1.6 OpenVPN Server configuration file 

This paragraph gives an example of OpenVPN server configuration; this is the server configuration typically 

used with Z-TWS4/Z-PASS2-S/S6001-RTU devices. 

port 1194  

proto udp  

dev tun  

ca ca.crt  

cert server.crt  

key server.key  

dh dh1024.pem  

server 10.9.7.0 255 .255.255.0  

ifconfig - pool - persist ipp.txt  

client - config - dir ccd  

client - to - client  

keepalive 10 120  

comp- lzo  

persist - key  

persist - tun  

status openvpn - status.log  

verb 3  

16.1.4.1.7 OpenVPN Client configuration file 

This paragraph gives an example of OpenVPN client configuration; this is the client configuration typically 

loaded on Z-TWS4/Z-PASS2-S/S6001-RTU devices. 

client  

dev tun  

port 1194  

proto udp  

remote 2.192.5.105  1194  

nobind  

ca ca.crt  

cert tws4.crt  

key tws4.key  

comp- lzo  

persist - key  

persist - tun  

script - security 3 system  

verb 3  

16.1.4.1.8 LED signalling (Z-PASS2-S-R01/Z -PASS2-S-IO) 

In Z-TWS4-R0x/Z-PASS2-S-R0x (x=1,2) ǇǊƻŘǳŎǘǎΣ ǿƘŜƴ ±tb ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƛǎ ŜƴŀōƭŜŘ ƛƴ άhǇŜƴ±tbέ ƳƻŘŜΣ ǘƘŜ 

ά{9w±έ ŀƴŘ ά±tbά [95ǎ ƎƛǾŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǘƛƻƴ όǎŜŜ paragraphs 5.2 and 5.3): 

LED Status Meaning 

VPN Yellow ON 

Blinking 

VPN connection is working properly 

VPN connection is not working properly 
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OFF VPN functionality is disabled  

SERV Green - Not used 

16.1.4.2 VPN Box 

The page contains only ony sectionΥ ά±tb Boxέ, as shown in the following figure. 
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¢ƘŜ ά±tb .ƻȄέ ǎŜŎǘƛƻƴ Ŏƻƴǘŀƛƴǎ ǘƘŜ following parameters: 

Field Meaning Default value 

VPN BOX/Enable Flag to ŜƴŀōƭŜκŘƛǎŀōƭŜ ǘƘŜ ά±tb 

.ƻȄέ ŦǳƴŎǘƛƻƴŀƭƛǘȅΣ ǘƘŀǘ ƛǎ ǘƘŜ 

procedure/protocol that lets the 

OFF 
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Device setup the VPN, by interacting 

ǿƛǘƘ ǘƘŜ ά±tb .ƻȄέ ǎŜǊǾŜǊ όǎŜŜ ά±tb 

.ƻȄ ¦ǎŜǊ aŀƴǳŀƭέ) 

VPN BOX/Server IP address or FQDN of the ά±tb .ƻȄέ 

server 

192.168.90.1 

VPN BOX/Password Password to access the ά±tb .ƻȄέ 

server 

seneca 

VPN BOX/Tag Name Mnemonic name used to uniquely 

identify the Device; if the default 

όάȊǇŀǎǎнǎέύ ǾŀƭǳŜ ƛǎ ƭŜŦǘΣ ǘƘŜ Device 

will register as 

άȊǇŀǎǎнǎψғa!/!ŘŘǊŜǎǎҔέ ƻǊ 

άȊǘǿǎпψғa!/!ŘŘǊŜǎǎҔέ ƻƴ ǘƘŜ ±tb 

Box 

zpass2s 

²ƘŜƴ ȅƻǳ ŎƭƛŎƪ ƻƴ ǘƘŜ ά{Ih² VPN STATUSέ ōǳǘǘƻƴΣ ŀ new ǎŜŎǘƛƻƴ ŀǇǇŜŀǊǎΣ ƴŀƳŜŘ ά±tb StatusέΣ ǎƘƻǿƛƴƎΥ 

¶ ǘƘŜ ±tb ά/ƻƴƴŜŎǘƛƻƴ {ǘŀǘǳǎέ όƛΦŜΦΥ ά5ƛǎŎƻƴƴŜŎǘŜŘέ ƻǊ ά/ƻƴƴŜŎǘŜŘέύ 

¶ the IP address assigned to the VPN interface ǿƘŜƴ ά/ƻƴƴŜŎǘŜŘέΣ ǘƘŜ άŘǳƳƳȅέ Lt ŀŘŘǊŜǎǎ άлΦлΦлΦлέ 

ǿƘŜƴ ά5ƛǎŎƻƴƴŜŎǘŜŘέ; this row is not shown for άtƻƛƴǘ-to-tƻƛƴǘ ό[нύέ VPN Box, since no IP address 

is assigned to the VPN interface 

¶ ǘƘŜ άhǇŜƴ±tb {ǘŀǘǳǎέ όƛΦŜΦΥ ά{ǘƻǇǇŜŘέ ƻǊ άwǳƴƴƛƴƎέύ 

¶ the number of packets/bytes received by ǘƘŜ ±tb ƛƴǘŜǊŦŀŎŜΣ ǿƘŜƴ ŎƻƴƴŜŎǘŜŘΤ άлκлέ ǿƘŜƴ 

disconnected 

¶ the number of packets/bytes sent by ǘƘŜ ±tb ƛƴǘŜǊŦŀŎŜΣ ǿƘŜƴ ŎƻƴƴŜŎǘŜŘΤ άлκлέ ǿƘŜƴ ŘƛǎŎƻƴƴŜŎǘŜŘ 

¶ ǘƘŜ ά±tb .ƻȄ ¢ȅǇŜέΣ ǿƘƛŎƘ Ŏŀƴ ōŜ άtƻƛƴǘ-to-tƻƛƴǘέΣ άtƻƛƴǘ-to-tƻƛƴǘ ό[нύέ ƻǊ ά{ƛƴƎƭŜ [!bέΣ ƛŦ ±tb 

Box is enabled 

¶ ǘƘŜ ά±tb .ƻȄ {ǘŀǘǳǎέΣ ƛŦ ±tb .ƻȄ ƛǎ ŜƴŀōƭŜŘ 

¶ the username of the connected user, if any 

as shown in the following three figures: 
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For an explanation of the ŘƛŦŦŜǊŜƴŎŜǎ ōŜǘǿŜŜƴ ŀ ά{ƛƴƎƭŜ [!bέ ±tb ŀƴŘ ŀ άtƻƛƴǘ-to-tƻƛƴǘέ ±tbΣ ǎŜŜ ŎƘŀǇǘŜǊ 

10. 

¢ƘŜ ά±tb .ƻȄ {ǘŀǘǳǎέ ǎǘǊƛƴƎ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƻǊƳŀǘΥ 
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Result (Status) 

The following table gives a short explanation of the possible άwŜǎǳƭǘέ ŀƴŘ ά{ǘŀǘǳǎέ ǎǘǊƛƴƎǎΥ 

Result Status Meaning 

Error (Unexpected response)  A response code has been received that is not 

handled by the Device (it should never occur) 

Error (No response from VPN 

Box) 

 No response has been received from the VPN Box 

(response timeout); this is normally due to 

connectivity problems 

Error (Invalid response from 

VPN Box) 

 A response has been received whose content is 

not valid for the Device (it should never occur) 

Error (Wrong password)  The password set on the Device is wrong 

Error (License Limit Reached)  The maximum number of devices allowed by the 

license are already registered on VPN Box 

Error (VPN Box not configured)  The VPN Box has not been configured yet 

Error (Generic error)  A generic error has occurred on the VPN Box 

OK  The Device has just been registered on the VPN 

Box 

OK New The Device is registered on the VPN Box, but it is 

ƴƻǘ ŎƻƴŦƛƎǳǊŜŘ ȅŜǘ όά{ƛƴƎƭŜ [!bέ ƻƴƭȅύ 

OK Configuration updated The Device configuration has just been updated 

OK Configured The Device is properly configured and available 

for VPN connection 

OK Ban The Device has been banned 

OK Not found The Device is unknown for the VPN Box; this 

happens when Device registration is deleted on 

the VPN Box 

OK Unknown The Device Ƙŀǎ ŀƴ άǳƴƪƴƻǿƴέ ǎǘŀǘǳǎ ƛƴ ǘƘŜ ±tb 

Box (it should never occur) 

OK Not bound ¢ƘŜ άǘǳƴƴŜƭέ ōŜǘǿŜŜƴ ǘƘŜ Device and the VPN 

Box is not up; this may occur when the tunnel 

ǇƻǊǘ ƛǎ ōƭƻŎƪŜŘ όάƴƻǘ ƻǇŜƴέύ ƛƴ ǘƘŜ !5{[ ǊƻǳǘŜǊ 

ƻƴ ǘƘŜ ±tb .ƻȄ ǎƛŘŜ όάtƻƛƴǘ-to-tƻƛƴǘέ ƻƴƭȅύ 

OK Unexpected status A status code has been received that is not 

handled by the Device (it should never occur) 

You can refresh the VPN statusΣ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άw9Cw9{Iέ ōǳǘǘƻƴΦ 

CƛƴŀƭƭȅΣ ȅƻǳ Ŏŀƴ ƘƛŘŜ ǘƘŜ ά±tb Statusέ ǎŜŎǘƛƻƴΣ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άIL59 VPN STATUSέ ōǳǘǘƻƴΦ 

16.1.4.2.1 LED signalling (Z-PASS2-S-R01/Z -PASS2-S-IO) 

In Z-TWS4-R0x/Z-PASS2-S-R0x (x=1,2) ǇǊƻŘǳŎǘǎΣ ǿƘŜƴ ±tb ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƛǎ ŜƴŀōƭŜŘ ƛƴ ά±tb .ƻȄκSingle LANέ 

ƳƻŘŜΣ ǘƘŜ ά{9w±έ ŀƴŘ ά±tbά [95ǎ ƎƛǾŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŀǘǳǎ ƛƴŦƻǊƳŀǘƛƻƴ όǎŜŜ ǇŀǊŀƎǊŀǇƘ 5.2 and 5.3): 

LED Status Meaning 

VPN Yellow ON VPN connection is working properly 
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Blinking 

OFF 

VPN connection is not working properly 

The Device has not been configured by the VPN Box yet or VPN Box 

functionality is disabled 

SERV Green ON 

Blinking 

OFF 

±tb .ƻȄ ά{9w±L/9έ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ǿƻǊƪƛƴƎ ǇǊƻǇŜǊƭȅ 

±tb .ƻȄ ά{9w±L/9έ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ƴƻǘ ǿƻǊƪƛƴƎ ǇǊƻǇŜǊƭȅ 

VPN Box functionality is disabled 

{ƛƳƛƭŀǊƭȅΣ ǿƘŜƴ ±tb ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƛǎ ŜƴŀōƭŜŘ ƛƴ ά±tb .ƻȄκtƻƛƴǘ-to-tƻƛƴǘέ ƳƻŘŜΣ ǘƘŜ ά{9w±έ ŀƴŘ ά±tbά [95ǎ 

give the following status information (see paragraph 5.2 and 5.3): 

LED Status Meaning 

VPN Yellow ON 

OFF 

A VPN client is connected to the Device 

No VPN client is connected to the Device or VPN Box functionality is disabled 

SERV Green ON 

Blinking 

OFF 

±tb .ƻȄ ά{9w±L/9έ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ǿƻǊƪƛƴƎ ǇǊƻǇŜǊƭȅ 

±tb .ƻȄ ά{9w±L/9έ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ƴƻǘ ǿƻǊƪƛƴƎ ǇǊƻǇŜǊƭȅ 

VPN Box functionality is disabled 

 

16.1.5 Router Configuration  

.ȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άwƻǳǘŜǊ Configurationέ ƭƛƴƪΣ ƛƴ ǘƘŜ άGeneral /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƳŜƴǳΣ ȅƻǳ ŎƻƳŜ ǘƻ ǘƘŜ 

following page: 
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In this page, you can change the parameters related to the Router functionality. 

First, you have a set of general parameters, as listed in the following table: 

Field Meaning Default value 
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Router Enable Flag to enable/disable the Router 

functionality 

OFF 

DNS Enable Flag to enable/disable the DNS 

forwarding service 

ON 

DHCP Server Enable Flag to enable/disable the DHCP 

service (DHCP server) 

NOTE: this parameter can be set to 

άONέ ƻƴƭȅ ƛŦ ǘƘŜ ά5I/tέ parameter 

ƻŦ ǘƘŜ άbŜǘǿƻǊƪ ŀƴŘ {ŜǊǾƛŎŜǎέ ǇŀƎŜ 

ƛǎ ǎŜǘ ǘƻ άhCCέ. 

OFF 

DHCP First Address 

DHCP Last Address 

These parameters define the range 

of IP addresses assigned by the 

DHCP server to requesting clients 

192.168.90.201 

192.168.90.210 

DHCP Lease Time (min) Validity period for the IP address 

assignment, in minutes. 

Possible values are in the range 

[1..60]. 

15 

Then, you have the parameter shown in the following table. 

Field Meaning Default value 

Use Local Addresses Through VPN Flag to enable/disable the access to 

the Device and other devices which 

are in the Device LAN by using their 

local (LAN) IP addresses 

OFF 

Then, you have another important parameter, which is shown in the following table. 

Field Meaning Default value 

Mobile Network Firewall/Enable Flag to enable/disable ǘƘŜ άaƻōƛƭŜ 

Network FirewallέΣ ǘƘŀǘ ƛǎ 

disable/enable access to the Device 

and other devices which are in the 

Device LAN, by using the IP address 

assigned to the Mobile Network (3G) 

interface. 

To open a port in the firewall, a 

άtƻǊǘ aŀǇǇƛƴƎ κ ±ƛǊǘǳŀƭ {ŜǊǾŜǊέ ǊǳƭŜ 

shall be defined. 

ON 

The above parameter shall be set to ON, to protect the Device against undesired (maybe malicious) 

accesses. 

¢Ƙƛǎ ƛǎ ǘƘŜ ƻƴƭȅ ǇŀǊŀƳŜǘŜǊ ƛƴ ǘƘŜ άwƻǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ǇŀƎŜ that is working also when the Router 

functionality is disabled (Router Enable = OFF). 
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It is important to note that, when the VPN is activated (see 16.1.4 paragraph), the parameter is 

automatically set to ON, as warned by the message shown in the following figure. 

 

Finally, there are р ǎŜŎǘƛƻƴǎ ǿƘƛŎƘ ƭŜǘ ȅƻǳ ŘŜŦƛƴŜ ǳǇ ǘƻ р άtƻǊǘ aŀǇǇƛƴƎέ ǊǳƭŜǎ όŀƭǎƻ ƪƴƻǿƴ ŀǎ ά±ƛǊǘǳŀƭ 

{ŜǊǾŜǊǎέύΤ in each section, the available parameters are the following: 

Field Meaning Default value 

Protocol This parameter defines the transport 

protocol (or kind of port) which is 

TCP/UDP 
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affected by the rule: TCP, UDP or 

both 

External Port TCP or UDP port which a packet was 

originally sent to 

Empty 

Server IP Address IP address which the received packet 

is forwarded to 

Empty 

Internal Port TCP or UDP port which the received 

packet is forwarded to 

Empty 

If Router is left disabled (Router Enabled = OFF), you can still change parameters; changes will be saved 

without actually applying them όŜȄŎŜǇǘ ŦƻǊ ǘƘŜ άMobile Network Firewallέ ǇŀǊŀƳŜǘŜǊΣ ŀǎ ǘƻƭŘ ōŜŦƻǊŜύ; the 

ŦƻƭƭƻǿƛƴƎ ƳŜǎǎŀƎŜ ǿƛƭƭ ōŜ ƎƛǾŜƴΣ ŀŦǘŜǊ ŎƭƛŎƪƛƴƎ ǘƘŜ άAPPLYέ ōǳǘǘƻƴΥ 



USER MANUAL ς Z-TWS4/Z-PASS2-S/S6001-RTU 

 

 

  
93 

 
  

 

If you try to enable the DHCP server functionality (DHCP Server 9ƴŀōƭŜ Ґ hbύΣ ōǳǘ ǘƘŜ ά5I/t CƛǊǎǘ !ŘŘǊŜǎǎέ 

ŀƴŘ ά5I/t [ŀǎǘ !ŘŘǊŜǎǎέ ǇŀǊŀƳŜǘŜǊǎ ŘŜŦƛƴŜ ŀƴ ŀŘŘǊŜǎǎ ǊŀƴƎŜ ǘƘŀǘ ƛǎ ƴƻǘ ŎƻƴƎǊǳŜƴǘ ǿƛǘƘ ǘƘŜ 9ǘƘŜǊƴŜǘ 

configuration (IP address and network mask), an error is given, as shown in the following figure: 
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As already tolŘ ōŜŦƻǊŜΣ ǘƘŜ wƻǳǘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǇŀƎŜ ƭŜǘǎ ȅƻǳ ŘŜŦƛƴŜ ǳǇ ǘƻ р άtƻǊǘ CƻǊǿŀǊŘƛƴƎέ ǊǳƭŜǎ ƻǊ 

ά±ƛǊǘǳŀƭ {ŜǊǾŜǊǎέΦ 

An example is given in the following figure: 
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In this example, 2 rules have been set: 

¶ the first rule tells the Device that any TCP packet received on the 80 (HTTP) port has to be 

forwarded to the 8080 port, leaving the original destination IP address unchanged; so, this rule lets 
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you access the Device configuration web site on the standard HTTP port; however, by doing this, 

the access to the custom ǳǎŜǊΩǎ ǇŀƎŜǎ ǿƻƴΩǘ ōŜ ǇƻǎǎƛōƭŜ ŀƴȅƳƻǊŜ Η 

¶ the second rule tells the Device that any TCP or UDP packet received on the 502 port (which is 

often used for Modbus TCP protocol) shall be forwarded to the 192.168.85.103 IP address (which 

corresponds to another device) on the same (502) destination port. 

!ƴƻǘƘŜǊ ƛƳǇƻǊǘŀƴǘ ŀǎǇŜŎǘ ƻŦ άtƻǊǘ aŀǇǇƛƴƎ κ ±ƛǊǘǳŀƭ {ŜǊǾŜǊέ ǊǳƭŜǎ ƛǎ ǘƘŀǘ ǘƘŜȅ ƭŜǘ ŘŜŦƛƴŜ which ports are 

ƻǇŜƴ ƛƴ ǘƘŜ άaƻōƛƭŜ bŜǘǿƻǊƪ CƛǊŜǿŀƭƭέ; for example, if you want to connect to the web configuration site 

and to the SSH console, through the public IP address assigned to the 3G interface, the 8080 and 22 TCP 

ports shall be open; this can be done as shown in the following figure. 
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16.1.6 Users Configuration  

By clicking on thŜ ά¦ǎŜǊǎ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƭƛƴƪΣ ƛƴ ǘƘŜ άDŜƴŜǊŀƭ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƳŜƴǳΣ ȅƻǳ ŎƻƳŜ ǘƻ ǘƘŜ 

following page: 
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In this page, you can change the άWeb AdministratorέΣ άWeb UserέΣ ά²Ŝō DǳŜǎǘέ ŀƴŘ άC¢t Userέ 

credentials, as explained in the following table: 

Field Meaning Default value 

WEB ADMINISTRATOR/Username Username to access the web 

configuration site (full access) 

admin 

WEB ADMINISTRATOR/Password Password to access the web 

configuration site (full access) 

admin 

WEB USER/Username Username to access the web 

configuration site (limited access) 

(see paragraph 16.2) 

user 

WEB USER/Password Password to access the web 

configuration site (limited access) 

(see paragraph 16.2) 

user 

WEB GUEST/Username Username to access the web 

configuration siteΣ ƛƴ άǾƛŜǿ-only 

ƳƻŘŜέ όǎŜŜ ǇŀǊŀƎǊŀǇƘ 16.3) 

guest 

WEB GUEST/Password Password to access the web 

configuration siteΣ ƛƴ άǾƛŜǿ-only 

ƳƻŘŜέ όǎŜŜ ǇŀǊŀƎǊŀǇƘ 16.3) 

guest 

FTP USER/Username Username to access the Device 

FTP/SFTP site (see chapter 7) 

user 

FTP USER/Password Password to access the Device 

FTP/SFTP site (see chapter 7) 

123456 

For all the fields in this page, the following characters are allowed: 

a- zA- Z0- 9- _|!@$%^&*?+{}<>;,:.   

each field can contain up to 100 characters. 

¢ƘŜ ǎŀƳŜ ǊǳƭŜǎ ŀǇǇƭȅ ǘƻ ǘƘŜ ƻǘƘŜǊ ά¦ǎŜǊƴŀƳŜέ ŀƴŘ άtŀǎǎǿƻǊŘέ ŦƛŜƭŘǎ ƻŦ ǘƘŜ ǿŜō ǇŀƎŜǎ ŀƴŘ ǘƻ ǘƘŜ ά¢ŀƎ 

bŀƳŜέ ŦƛŜƭŘ ƻŦ ǘƘŜ ά±tb /ƻƴŦƛƎǳǊŀǘƛƻƴέ ǇŀƎŜΦ 

Please note that, after changing the Web Administrator credentials, a new login will be required to access 

any page. 

16.1.7 FW Upgrade 

²ƘŜƴ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άC² ¦ǇƎǊŀŘŜέ ƭƛƴƪΣ ƛƴ ǘƘŜ άDŜƴŜǊŀƭ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƳŜƴǳΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇƻǇ-up is 

shown: 
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IŦ ȅƻǳ ŎƭƛŎƪ ƻƴ ǘƘŜ άhYέ ōǳǘǘƻƴΣ TWS Services (i.e. Soft-PLC) ŀǊŜ ǎǘƻǇǇŜŘ ŀƴŘ ȅƻǳ ŎƻƳŜ ǘƻ ǘƘŜ άC² ¦ǇƎǊŀŘŜέ 

page, shown in the following figure. 



USER MANUAL ς Z-TWS4/Z-PASS2-S/S6001-RTU 

 

 

  
100  

 
  

 

bƻǿΣ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ƭŜŀǾŜ ǘƘƛǎ ǇŀƎŜ ǿƛǘƘƻǳǘ ǇŜǊŦƻǊƳƛƴƎ ǘƘŜ C² ǳǇƎǊŀŘŜΣ ǘƘŜ άw9{¢!w¢ TWS {9w±L/9{έ 

button lets you restart the TWS ǎŜǊǾƛŎŜǎ ǿƘƛŎƘΣ ƻǘƘŜǊǿƛǎŜΣ ǿƻǳƭŘ ǊŜƳŀƛƴ ƛƴ ǘƘŜ άǎǘƻǇǇŜŘέ ǎǘŀǘŜΦ 

hǘƘŜǊǿƛǎŜΣ ƛŦ ȅƻǳ ŎƭƛŎƪ ƻƴ ǘƘŜ ά/ŀƴŎŜƭέ ōǳǘǘƻƴ ƻŦ ǘƘŜ ǇƻǇ-up, TWS Services are not stopped and you come 

ǘƻ ǘƘŜ ǎŀƳŜ ǇŀƎŜ ǿƘŜǊŜ ǘƘŜ άw9{¢!w¢ ¢²{ {9w±L/9{έ button is disabled. 



USER MANUAL ς Z-TWS4/Z-PASS2-S/S6001-RTU 

 

 

  
101  

 
  

 

So, it is up to the user to choose if Soft PLC shall be stopped or not, during FW Upload; on one side, 

stopping it is more safe and let the upload be completed in a shorter time; on the other side, there are 

situations in which PLC stop time shall be as short as possible. 
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Since an erroneous use of the FW Upgrade functionality might compromise the proper Device operation, 

use this page only to apply upgrades provided by Seneca, with the support of Seneca personnel. 

This page lets you browse your PC to select the file containing the FW, which shall have a name of the 

following type: 

SW002940_xxx.bin14 

If you select a file with a different name, an error will be shown at the end of the upload, as in the following 

figure. 

                                                           
14

 The FW file can be downloaded from Seneca website (see chapter 15). 
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Once a file is selected, you can start the ǳǇƭƻŀŘΣ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ ά¦t[h!5έ ōǳǘǘƻƴΦ 
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Once the upload is successfully completed, the following page is shown: 
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In this page, you can: 

¶ ǇǊŜǎǎ ǘƘŜ ά¦ǇƎǊŀŘŜ ŀƴŘ wŜōƻƻǘέ ōǳǘǘƻƴΥ ǘƘƛǎ ǿƛƭƭ ǎǘŀǊǘ ǘƘŜ ǳǇƎǊŀŘŜ ǇǊƻŎŜŘǳǊŜΣ ǿƘƛŎƘ ǘŀƪŜs some 

minutes to be completed; during this time, the Device MUST NOT be switched off; during the 
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procedure, the Device will be rebooted several times; also, during the procedure, several LEDS will 

blink simultaneously15; the upgrade procedure is ended when only the LED άw¦bέ ƛǎ ōƭƛƴƪƛƴƎ16; 

 
                                                           
15

 This applies only to products with HW revisions IO and R01; in details: for IO HW revision, all LEDs will blink 
simultaneously, except for Power, LAN/WAN, COM and modem LEDs; for R01 HW revision, RUN, VPN and SERV LEDs 
will blink. 
16

 Also SERV and VPN LEDs might blink, depending on the Device configuration and status. 
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¶ ǇǊŜǎǎ ǘƘŜ ά/ŀƴŎŜƭ ŀƴŘ wŜōƻƻǘέ ōǳǘǘƻƴΥ ǘƘƛǎ ǿƛƭƭ ŘŜƭŜǘŜ the uploaded file on the Device and perform 

the reboot. 

 

16.1.8 Configuration Management  
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.ȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άConf. Managementέ ƭƛƴƪΣ ƛƴ ǘƘŜ άGeneral /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƳŜƴǳΣ ȅƻǳ ŎƻƳŜ ǘƻ ǘƘŜ 

following page: 

 

This page lets you save and load the whole Device configuration; this is very useful, for example, when you 

have to apply the same configuration to many devices. 
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The configuration archive file is named SW002940_conf.tar.gz; its contents depend on the selected option, 

as shown in the following table: 

Option Files 

All (Conf. + PLC App.) - configuration parameters 

- OpenVPN configuration (if present) 

- PLC (Straton) application (if present) 

- web user pages (if present) 

Configuration - configuration parameters 

- OpenVPN configuration (if present) 

PLC Application - PLC (Straton) application (if present) 

- web user pages (if present) 

 

The configuration archive, once ŎǊŜŀǘŜŘ ŀƴŘ ŘƻǿƴƭƻŀŘŜŘ ōȅ ƳŜŀƴǎ ƻŦ ǘƘŜ ά{!±9έ ōǳǘǘƻƴ Ŏŀƴ ōŜ ǳǇƭƻŀŘŜŘ 

to the same or another device, in two ways: 

¶ ōȅ ƳŜŀƴǎ ƻŦ ǘƘŜ ά[h!5έ ōǳǘǘƻƴΣ ƛƴ ǘƘƛǎ ǇŀƎŜ 

¶ by means of a USB pen 

The procedure to load the configuration into the Device by means of a USB pen is the following: 

¶ copy the SW002940_conf.tar.gz (or SW002940_conf.zip, see below) file into the root folder of the 

USB pen; 

¶ switch off the Device; 

¶ insert the USB pen into the USB#1 port of the Device; 

¶ switch on the Device; the procedure will take some minutes to be completed; during this time, the 

Device MUST NOT be switched off; during the procedure, the Device will be rebooted; 

¶ after the reboot, ǿŀƛǘ ǳƴǘƛƭ ȅƻǳ ǎŜŜ ǘƘŜ άw¦bέ [ED blinking; 

¶ remove the USB pen; 

¶ the configuration has been applied to the Device. 

The only care when you carry the configuration archive from a device to another one is that the two 

devices should be the same product modelΤ ŦƻǊ ŜȄŀƳǇƭŜΣ ƛǘΩǎ ƴƻǘ ǎŀŦŜ ǘƻ load the configuration archive 

saved on a Z-PASS2-S-R01 into a Z-PASS2-S. 

This page lets you load also the configuration archive created by Z-NET4 SW (see chapter 18) as a zip file 

(SW002940_conf.zip). 

!ƴƻǘƘŜǊ ǳǎŜŦǳƭ ŦŜŀǘǳǊŜ ŀǾŀƛƭŀōƭŜ ƛƴ ǘƘƛǎ ǇŀƎŜ ƛǎ ǘƘŜ ƻƴŜ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ ά{ŀǾŜ 5ŜōǳƎ [ƻƎǎ κ {!±9έ ōǳǘǘƻƴΥ 

when you click on it, a file named SW002940_logs.tar.gz is downloaded, which contains the debug logs 

stored by the CPU during its operation. 
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Please note that, to get detailed debug logs, the ά59.¦D [hD{ κ 9ƴŀōƭŜέ ǇŀǊŀƳŜǘŜǊΣ ƛƴ άbŜǘǿƻǊƪ ŀƴŘ 

{ŜǊǾƛŎŜǎέ ǇŀƎŜ, shall be set to ON. 

16.1.8.1 Factory reset by USB pen 

A USB pen can be used also to reset the Device to its factory state; the procedure is the following: 
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¶ create an empty file named SW002940_reset_cmd into the root of the USB pen; 

¶ switch off the Device; 

¶ insert the USB pen into the USB#1 port of the Device; 

¶ switch on the Device; the procedure will take some minutes to be completed; during this time, 
the Device MUST NOT be switched off; during the procedure, the Device will be rebooted; 

¶ after the reboot, ǿŀƛǘ ǳƴǘƛƭ ȅƻǳ ǎŜŜ ǘƘŜ άw¦bέ [95 ōƭƛƴƪƛƴƎΤ 

¶ remove the USB pen; 

¶ the factory reset has been performed. 

16.1.9 Mobile Network  

.ȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άaƻōƛƭŜ bŜǘǿƻǊƪέ ƭƛƴƪΣ ƛƴ ǘƘŜ άaƻōƛƭŜ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƳŜƴǳΣ ȅƻǳ ŎƻƳŜ ǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

page: 
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¢ƘŜ ŀōƻǾŜ ŦƛƎǳǊŜ ǎƘƻǿǎ ǘƘŜ άaƻōƛƭŜ bŜǘǿƻǊƪέ ǇŀƎŜ ŦƻǊ ½-PASS2-S-IO. 

For Z-PASS2-S-R01, Z-PASS2-S and S6001-w¢¦Σ ǘƘŜ άhǇŜǊŀǘƻǊ {ŜƭŜŎǘƛƻƴέ ǎŜŎǘƛƻƴ ŀƴŘ ǘƘŜ άD9¢ ht9w!¢hw 

[L{¢έ ōǳǘǘƻƴ ŀǊŜ not available, so the page is as shown in the following figure. 
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In this page, you can change the parameters related to the Mobile Network, as listed in the following table: 

Field Meaning Default value 

SIM/PIN (if required by SIM) PIN needed to unlock the SIM card, 

if PIN locking functionality is enabled 

1234 
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on it17 

Operator Selection/Mode 

(only on Z-PASS2-S-IO) 

This parameter tells if the modem shall 

select the Mobile Network Operator: 

- automatically (Mode=Automatic) 

- as selected by the user 

(Mode=Manual) 

- ǊŜǾŜǊǘƛƴƎ ǘƻ άŀǳǘƻƳŀǘƛŎέ ƳƻŘŜΣ ƛŦ 

άƳŀƴǳŀƭέ ǎŜƭŜŎǘƛƻƴ Ŧŀƛƭǎ όaƻŘŜ Ґ 

Manual/ Automatic) 

Automatic 

Operator Selection/Operator 

(only on Z-PASS2-S-IO) 

This parameter contains the list of the 

Mobile Network Operators currently 

available, that is detected by the 

modem. 

The list items are strings with the 

following format: 

- the MCC+MNC
18

 code in square 

ōǊŀŎƪŜǘǎ όŜΦƎΦΥ άώнннлмϐέύ 

- the string identifying the operator 

όŜΦƎΦΥ άL ¢Laέύ 

- the access technology, that is 

άD{aέ ƻǊ ά¦a¢{έΣ ƛƴ ōǊŀŎƪŜǘǎ 

This list is initially empty: it shall be filled 

ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άD9¢ ht9w!¢hw [L{¢έ 

button. 

άώнннлмϐ L ¢La ό¦a¢{ύέ 

Data Connection/Enable Flag to enable/disable the Mobile 

Network connectivity 

OFF 

Data Connection/APN Mode This parameter tells if the APN and 

related parameters are automatically 

retrieved (based on SIM IMSI) 

(Mode=Automatic) or the values given 

in this page are used. 

When APN Mode = Automatic, APN, 

Authentication Type, Username and 

Password parameters are disabled. 

Automatic 

Data Connection/APN Access Point Name, as given by the 

Mobile Network Operator 

ibox.tim.it 

Data Connection/Authentication 

Type 

Type of authentication required; 

ǇƻǎǎƛōƭŜ ǾŀƭǳŜǎ ŀǊŜΥ άbƻƴŜέΣ 

ά/I!tκt!tέΣ ά/I!t ƻƴƭȅέΣ άt!t 

ƻƴƭȅέ 

None 

Data Connection/Username Username needed for UMTS/GPRS 

connectivity, as given by the Mobile 

Network Operator; it may be empty, 

if ά!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜέ ǇŀǊŀƳŜǘŜǊ 

user 

                                                           
17

 Please note that the procedure to enable/disable the PIN locking functionality on the SIM is not performed by the 
Device. 
18

 MCC = Mobile Country Code, MNC = Mobile Network Code 
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ƛǎ άbƻƴŜέ 

Data Connection/Password Password needed for UMTS/GPRS 

connectivity, as given by the Mobile 

Network Operator; it may be empty, 

if ά!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜέ ǇŀǊŀƳŜǘŜǊ 

ƛǎ άbƻƴŜέ 

pass 

Data Connection/Ping Connection 

Testing IP Address (if empty, testing 

is disabled) 

FQDN or IP address used to 

periodically check, by means of 

άǇƛƴƎέ ǇŀŎƪŜǘǎΣ ƛŦ ǘƘŜ ƳƻōƛƭŜ 

connection is actually working; if the 

field is lefty empty, the check is not 

performed. 

It is important to note that the 

FQDN or IP address specified must 

be reachable from the Device mobile 

network, otherwise the Device will 

detect that the mobile connection is 

not working and will drop it. 

www.google.com 

Lƴ ǘƘŜ άaƻōƛƭŜ bŜǘǿƻǊƪέ ǇŀƎŜΣ ǿƘŜƴ ȅƻǳ ŎƭƛŎƪ ƻƴ ǘƘŜ ά{Ih² MOBILE STATUSέ ōǳǘǘƻƴΣ ŀ ƴŜǿ ǎŜŎǘƛƻƴ 

ŀǇǇŜŀǊǎΣ ƴŀƳŜŘ άaƻōƛƭŜ StatusέΣ ǎƘƻǿƛƴƎΥ 

¶ the SIM/PIN Status; if an error in PIN setting has occurred or PUK/PUK2 setting is needed, this 

status is shown in red color 

¶ the number of remaining attempts for PIN setting; when this value is less than 3 (shown in red 

color), it means that PIN setting has failed, that is the configured PIN value is wrong  

¶ ǘƘŜ ǊŀŘƛƻ ά{ƛƎƴŀƭ [ŜǾŜƭέΣ ƛƴ ǘƘŜ ǊŀƴƎŜ ώлΦΦтϐ 

¶ the selected operator (only for Z-PASS2-S-IO) 

¶ ǘƘŜ D{a άwŜƎƛǎǘǊŀǘƛƻƴ {ǘŀǘǳǎέ 

¶ the Mobile Network ά/ƻƴƴŜŎǘƛƻƴ {ǘŀǘǳǎέ όƛΦŜΦΥ ά5ƛǎŎƻƴƴŜŎǘŜŘέ ƻǊ ά/ƻƴƴŜŎǘŜŘέύ 

¶ the IP address assigned to the Mobile Network interface when connectedΣ ǘƘŜ άŘǳƳƳȅέ Lt ŀŘŘǊŜǎǎ 

άлΦлΦлΦлέ ǿƘŜƴ ŘƛǎŎƻƴƴŜŎǘŜŘ 

¶ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǇŀŎƪŜǘǎκōȅǘŜǎ ǊŜŎŜƛǾŜŘ ŦǊƻƳ ǘƘŜ aƻōƛƭŜ bŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜΣ ǿƘŜƴ ŎƻƴƴŜŎǘŜŘΤ άлκлέ 

when disconnected 

¶ the number of packets/bytes sent to the Mobile Network ƛƴǘŜǊŦŀŎŜΣ ǿƘŜƴ ŎƻƴƴŜŎǘŜŘΤ άлκлέ ǿƘŜƴ 

disconnected 

as shown in the following couple of figures: 
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As shown in the above figures, only for Z-PASS2-S-LhΣ ǘƘŜ ƭŀǎǘ Ǌƻǿ ƻŦ ǘƘŜ άaƻōƛƭŜ {ǘŀǘǳǎέ ƎƛǾŜǎ ǘƘŜ άDt{ 

[ƻŎŀǘƛƻƴέ ŀǎ Latitude,Longitude  values; clicking on the Map link, the Google Maps on the current 

position are shown. 



USER MANUAL ς Z-TWS4/Z-PASS2-S/S6001-RTU 

 

 

  
118  

 
  

 

If the GPS signal iǎ ƴƻǘ ŀǾŀƛƭŀōƭŜΣ ǘƘŜ άDt{ [ƻŎŀǘƛƻƴέ Ǌƻǿ Ŏƻƴǘŀƛƴǎ ǘƘŜ ǎǘǊƛƴƎ άbƻǘ ŦƛȄŜŘέ ŀƴŘ ǘƘŜ Map link is 

not shown. 

The following figure shows the situation when an error in PIN setting has occurred, due to a wrong value of 

the PIN parameter. 
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It should be noted that, when the PIN is set during procedures automatically performed by the Device 

firmware, if the number of remaining attempts is 1, no more attempt is done to avoid blocking the SIM. 

You can refresh the Mobile Network statusΣ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άw9Cw9{Iέ button. 
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You Ŏŀƴ ƘƛŘŜ ǘƘŜ άaƻōƛƭŜ Statusέ ǎŜŎǘƛƻƴ, by clicking on the άIL59 MOBILE STATUSέ button. 

!ǎ ŀƭǊŜŀŘȅ ǘƻƭŘ ŀōƻǾŜΣ ǘƘŜ άD9¢ ht9w!¢hw [L{¢έ ōǳǘǘƻƴ ƭŜǘǎ ȅƻǳ ǊŜǘǊƛŜǾŜ ǘƘŜ ƭƛǎǘ ƻŦ ǘƘŜ ƻǇŜǊŀǘƻǊǎ ŎǳǊǊŜƴǘƭȅ 

available, that is detected by the modem (only on Z-PASS2-S-IO). 

When you click on the button, the following page is shown. 
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Tipically, it takes about 1 minute to get the list, so the page shows the number of seconds elapsed. 
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When the procedure is completed, the following page is shown. 
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After some secondsΣ ǘƘŜ ǇŀƎŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŜǾƻƭǾŜǎ ǘƻ ǘƘŜ άaƻōƛƭŜ bŜǘǿƻǊƪέ ǇŀƎŜ, with the operator list 

filled, as shown in the following figure. 
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¸ƻǳ Ŏŀƴ ŎƘƻƻǎŜ ŀƴ ƻǇŜǊŀǘƻǊ ŦǊƻƳ ǘƘŜ ƭƛǎǘΣ ǘƻ ǇŜǊŦƻǊƳ άaŀƴǳŀƭέ ƻǊ άaŀƴǳŀƭκ!ǳǘƻƳŀǘƛŎέ ǎŜƭŜŎǘƛƻƴΦ 
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16.1.10 DDNS Configuration  

.ȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άDDNS Configurationέ ƭƛƴƪΣ ƛƴ ǘƘŜ άaƻōƛƭŜ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƳŜƴǳΣ ȅƻǳ ŎƻƳŜ ǘƻ ǘƘŜ 

following page: 

 
























































































































