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1 Preliminary information / Informazioni preliminari

WARNING!

IN NO EVENT WILL SENECA OR ITS SUPPLIERS BE LIABLE FOR ANY LOST DATA, REVENUE C
PROFIT, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGE
REGARDLESS OF CAUSE (INCLUDING NEGLIGENCE), ARISING OUT OF ORHERI2HEIF TO

OR INABILITY TO USBXS4Z-PASSEHS600ERTU EVEN IF SENECA HAS BEEN ADVISED OF

THE POSSIBILITY OF SUCH DAMAGES.

SENECA, ITS SUBSIDIARIES AND AFFILIATES COMPANY OR GROUP OF DISTRIBUTORS AND
SENECA RETAILERS NOT WARRANT THAT THE FUNCTMIES WQILR EXPECTATIONS, AND
THAT ZTWS4Z-PASSES600ERTY ITS FIRMWARE AND SOFTWARE WILL BE FREE FROM
ERRORS OR IT OPERATES UNINTERRUPTED.

SENECA SRL CAN MODIFY THE CONTENTS OF THIS MANUAL IN ANY TIME WITHOUT NOTICE
CORRECT, EXTEND OR INTEGRAIUNNCIION AND CHARACTERISTICS OF THE PRODUCT.

ATTENZIONE!

IN NESSUN CASO SENECA O | SUOI FORNITORI SARANNO RITENUTI RESPONSABILI PER
EVENTUALI PERDITE DI DATI ENTRATE O PROFITTI, O PER CAUSE INDIRETTE, CONSEQUEN
INCIDENTALI, PER CAUSE (COMPREESLASENZA), DERIVANTI O COLLEGATE ALL' USO O
ALL' INCAPACITA DI USARBVB4Z-PASSES6001:RTY ANCHE SE SENEESAATAAVVISATA

DELLA POSSIBILITA DI TALI DANNI.

SENECA, LE SUSSIDIARIE O AFFILIATE O SOCIETA DEL GRUPPO O DISTRIBUTORI E RIVEND!
SENECNON GARANTISCONO CHE LE FUNZIONI SODDISFERANNO FEDELMENTE LE ASPETT/
E CHE-ZWS4Z-PASSHS6001RTY IL SUO FIRMWARE E SOFTWARE SIA ESENTE DA ERRORI O
CHE FUNZIONI ININTERROTTAMENTE.

{9b9/! {w[ t!hQ ah5LCL/!w9 L[ /hHNQUE ¢h 5L v!
MOMENTO E SENZA PREAVVISO AL FINE DI CORREGGERE, ESTENDERE O INTEGRARE
C'!'b%Lhb![L¢!Q 9 /! w!¢¢OwL{¢L/19 59[ twh5h¢c¢ho
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- "Main View"
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-"FW Upgrade"
new paragraphs
-"VPN Configuration/OpenVPN Client/LED signalEfiRASSEZR0)"
-"VPN Configuration/VPN Box/LEDnsiting Z-PASSER0)"
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changed paragraphs:
- "Main View"
- "Network and Services"

11/01/2017 08 -WSY I YPRSSEMWE Th-PASSEW Hem &

- KFLIWGSN) a5Aa020S8SNAy3 GKS Lt |
and WAN interfaces

-NewOK I LJGSNI abSiéig2N] wSRdzyRIyOe
-t NI 3NF LK rewsioioy f 8RS F2 NJ a! a SNJ
-t FNFINF LK abSG62N] YR {SNBAO
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oFtaz2 F2NJ a!aSNItl3ISacéo

-t P NJ 3N LIKS dwRAGT RRERdzIc0d By G NI €
zone value

- Paragraph VPN Configuration/Op&rfPN Client": revision into/PN
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-t FNFANF LK bxtb /2y FAIdzNI GA2YK
description

-t N} INI LK daz20AtS bSGo2N] €Y |
description

-t F NI INF LK aw2dzi SNI / 2y FAIdzNI G A
RAalof SR ¢KSy a!asS [20Fft ! RRNB
-t PN AN LK 6! & SINER S R y dirdrfidbidtiais A 2
-bS6 LI NIFINIFLK a9GKSNYSG LydSNI
-bS6 LI NIFINIFLK Gdaz2Ro0dza az2Rdz Sa
-bS6 LI NFINF LK a5FaGF [234¢

-b8¢ LI NI INIFLIK aDdzS&ad tI 3Saé

- StratON FBs and Functions, new paragraphs: GET_ALARMS
PUT_ALARMSET_ALARMS_STAW_WRITE_NCROXBAPPENDFIL
GET_MIN_SINCE2K

-Chapter NET4F RRSR y2iS G2 awsSvyz2dS |

01/03/2017 09 -b S¢ LI NEdRdrdtiia Ménagemest

- PLC application name shown in the web pages header

-4 asS [ 20Kt ! RRNB&aa UGKNRdIzAK +t
available

-t F NF 3INI LK &b S gNd and Wset)chdnGed defadt
@FfdzS F2NJ a5SFl dzf i DIFIGSoT eds53%8%Y
DIFGSgle¢ ltpglea Ay GKS 21 b adzo
[ b RA&FOESRTE AYy [!bk2!b Y2RS
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-OpenVPN, 2y FA3Adz2N} GA2Y CAfSY | RRSR
- StratON FBs and Functions, new paragraphs: S7_DB_READ,
S7_DB_WRITE
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-NewOKI LJGSNJ awSY23S | OO0OSaa 5Aaal
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PBSNBA2YT | RRSR a4/ hamka2RS¢ LI N
-t FNFINF LK dxtb . 2EEéY RRSR 4]
-t FNF INI LK a@RE Yy IRRI REEXYL o {  {
-t F NI IANI LK a/ 2y FAIdzNI GA2Yy al yI
feature

-t FNFIANF LK daz20AtS bSGs2NLEY |
-bS% LI NIFINIFLK a5A3AGFE Lkh /2
-t FNF INI LK attt @/ hblbd®itwedY OKIy
- StratON FBs and Functions, new paragraPf$®?_CONNECT_R2,
VPNBOX_STATW$DOG_KEEP_ALIVE, WDOG_SET_TMO

02/08/2017 11 - KFELIWGSNI a¢ SOKYAOLf { LIS ORASERIO U
modem

-t F NI NI LK 4 [ &lded iafd- Dy2IdiiA W2RS Y
-/ K LJG S Nadded-dedeription of Layer 2 and Layer 3 VPN
-t FNFINFLIK axtb /2y FAIdzNF GA2Y K
and info about connected useadded L2 VPN figure

58t SGSR LI NFANFLK 4! LR bRy {
-/ KFLIWGSNI 6! LANFRAY3I GKS FANNYGSI
-t FNFANF LK dalAy 2AS8S6é 61 RYAYD
-t NI 3NF LK &b S gaflded infd ajfort néwdNeIede
and File Transfer parameters; updatiégures

-t F N} AN LK awSlt fupdafediigured £ 201 { S
St FNF ANF LK aw2dzi SNI / 2y FAIdzNI G A
1 00Saa GKNRdAK az2o0AfS tdowtAald L
St FNFANF LK &/ 2y FAIdzNI GAZ2Yy al yI
archive; updated figures

-t FNF 3ANI LK daz20AtS bSGs2N] €Y dz
-awSy23GS8S 1 O0Saa 5AaalotSé M aws

06/10/2017 12 -1 Ky w&nRe 6L Fhé @

-/ KFLIWGSNER aCSFHGdNBasés a¢SOKyAOl
module and antenna

-/ K LIG SNI B¢ BOA INR Dy dpargraphRoRBASSE ¢
10 Digital I/Os

-NewsubLJF NI} INGASHEBL % LINE FAL S&¢

-t F NI INF LKA dalAy 2ASgeéxr abSig
-t F N} INF LK awSkf ¢AYS /t201 {S
-Paragraplo £t b . 2E£éY dzZLRFGSR FANA

-t P NI IANF LK aw2dzi SNI / 2y FAIdzNI G A
-t P NI IANFLK a! &SNR /2y FAIdzNT A2
-t I NJ 3INI LK & upédated figiiedd RS é Y

-t FNFANF LK a/ 2y FAIdzNT GA2Yy al yI
option and archie contents; updated figure

-NewsubLJF N} N} LIK aCl Oli2NE NBaASO ¢
-t FNFINI LK daz20AtS bSGo2NL Y |
[20F GA2Yy €T dzLRFGSR a2YS FA3IdNB
-t PN} INF LK a5A3AGEE Lkh [/ 2yFA3
a[ 20FE I £ N)E




USER MANUAG Z-TWS4/ZPASSE/S6001RTU

-bS% LI NI} INILIK aC2 +SNERAZ2YAE
.58t SGSR 451/t 2y [!bé LI NIFYSH
-t FNFIANFLK abSié2N] YR { SNBAO

30/11/2017 13 -t NF NI LK aw2dzi SNI / 2y FAIdzNI G A
tdzof AO Lt ! RRNBAAE OFANERIRE fliéz
-t I NFIANF LK daz2orAfS bSGeg2N] Y
{StSOGA2YE FTYR tLb KFyYyRtAY3
-bS6 LI NIFIANIFLK a55b{ /2y TAIdzNI
-t N} AN LKA dalAy 2AS6é YR abD
G2 awo9{c¢! weéT dzLRFGSR FTAIdzaNBa
-OKF LJGSN) awSivreaid 3R¥ly&S0OSéY R
{ SNBAOSUV ¢

-t FNF 3ANI LK a5A3A0RRSR ha {/ 2 deNMIAQ
{SNIBAOSUVE T dzLRFGSR FAIdzNBA
-t NI 303 LIKSHBR A2y aédyY dzZlRI GSR FAS
- StratON FBsnew paragraphSERVICE_CTRL
- Deletedreferences to ZMODEM3G

18/01/2018 14 -/ KIF LJi SNJ & CSI|-BASSEIG4AGYYroduR RS R ¥

- KFELWGSNI a¢SOKYAOLE aLISOATAOL i
- RemovediNonet value oféSecuriy Level / Service Disalle
parameter




USER MANUAG Z-TWS4/ZPASSE/S6001RTU

2 Features

Z-TWS4Z-PASSBand S600RTUare programmable, communication orientelLG.

The ZTWS4Z-PASSHE S6001RTUStratONt PLC is programmable according to the €313 standard by means
of the StratONdevelopmentenvironment.

All threedevices provide the following features:

1 OpenVPN connectivity

91 full configuration by means of an integratedb site

1 FW upgrade, that can be performed locally, by means of a USB pen, or rerttotelghthe web site
Z-PASSEBand S6004RTU integratea 3G HSPmodem.
S6001RTU is equipped with a rich set of analog and digital inputs/outputs.

Z-PASSE S6001IRTUand ZTWS4when connected to an external modem) can be used as a Router, routing packets
between the WAN (Mobile Network) and the LAN (Ethernet).

All three devices are basedon a 32bits ARM9 processor, equipped with the Linux operating system (Linux kernel
2.6.28).

Z-PASSERO01lis anew version of theZ-PASSS product providing the following new features:

f the two availableEthernet ports can be configured as two fully separaye$ G 6 2 N Ay G SNF I O0Sa
G211 bé0X GKSNBLI & sithey dddSonly2violR SsNdort® SfN Bitesfiet switthe user can
OK22a$8S AF GKS (g2 LRNIa akKkftft g2N] Ay da[!bk2!bé Y2
LI NI YS G SNI 6ad29RIKESINY S

| there are 4 more LEDs, providikgy F2 N¥Y' I GA 2y | 028A8¢ (KPRAODKBESANYISiFazZ Ol A
Z-PASSEI10is anew version of theZ-PASSS productproviding the following new features:
one digital input which can be used to disable remot@nectionto the device
one digital output which goes HIGH when the device is remotely accessed
one digital input which can also be used as a local alarm
one digital output which can also be used agmote command
two configurable digital inputs/outputs
a new set of LEDs

COM1 RS232/RS485 mode set by software (configuration parameter), instead of HW DIP switch

=A =4 =4 =4 4 -4 -4 -4

a new pentaband 3G+ moderwhich also features a GPS module

Z-PASSEIOCAG is anew version of theZPASSE 10 product, providing a new 4G LTE Cat.1 modem, instead of the
3G+ modem.

NOTEL:
Ay GKS F2ff 206AYyBeviEK I AASINETS (0g3SS Ri SINEYS v R S & O NJRade avwdidbleF S| § dzl
in all threeproducts.

NOTE 2:
in the following chapters, any reference to 3G modem/connection applies also to 4G modem/connection.
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3 Technical specifications

COMMUNICATION PORIZ-TWS4Z-PASSS)

RS 485 Baud rate: maximum 115 Kbps, minimdit0bps
COM 4 (screw terminals5-6)
COM 2 (screw terminals2-3 or IDC10 connector)

COM1 (removable 4 pin connectpas analternative to RS232

RS 232 Baud rate: maximum 115 Kbps, minimd0bps

COML1 (removable 4 pin connectogs analternative to RS485

CAN CAN bus port 2.0and 2.0B
Baud rate: maximum 500 Kbps, minimum 20 Kbps
(screw terminals 1411-12 or IDC10 connector)

availableonly in ZTWS4

Ethernet 1 and Ethernet 2 Ethernet10/100 Mbps
TwoRJ45onnectos on frontpanel
Maximum connectiolengh 100 m

In ZPASSER0YZ-PASSEIO, the two ports can work either as LAN/WA
ports ETH1=LAN, ETH2=W)Adt ports of an Ethernet switch.

In ZTWS4/ZPASSS, the two ports can work only as ports of an Ether

switch.
USB #1 HOST Plugin: USB type A
USB #HOST Plugin: microUSB(available only in-4WS4)
RS 485 Baud rate: maximum 115 Kbps, minimd0bps

COM 4 (screw terminat?-55-56)

COM 2 (screw terminaks7-58-59)

RS 232 Baud rate: maximum 115 Kbps, minimdii0bps

COM1 (DB9 male connectdr

Optional Bus for future extensiong screw terminal$0-61-62

10
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Microprocessor

Ethernet Ethernet10/100 Mbps
RJ4%onnector
Maximum connectiolengh 100 m
USB #1 HOST Plugin: USB type A

CPU AND MEMORY

ARM 9 32 bits, 400 MHz

Memories

64 Mbytes of RAM
1 Gbyteof FLASH

8 Kbytes of FeERAM, split in 2 partitions (4 Kbytes each) for redundancy

Slotfor external memory

Microprocessor

HSPA Modem

Micro SD card: max 32 Ghgte

/O CPUS6002RTU)

8 bits, 24 MHz

3G+MODEM (ZPASSE/S6001RTU)

14.4Mbps in downink, 5.76 Mbps in uplink

Slot for SIMcard

Speed

Mini SIMwith pushpush connector

3G+ MODEM (RPASSEI0)

HSPA+: max 14MbpsDL, max 5.76 Mbps UL
UMTS: max 38Kbps (DL), max 38&bps (UL)
EDGE: ma236.8Kbps (DL )ymax236.8Kbps (UL)
GPRS: max 85kdhps(DL) max 85.6Kbps(UL)

GNSS

GPS/GLONASS

16 GPS channels

14 GLONASS channels

Accuracy <1.5m CE® @ Open Sky

Approvals

RoHS Compliant, CE/GCF/Vodafone (Europe), DoC (Russia), FCC/PTICRE
(North America), RCM (Australia), ICASA (South Africa), SRRC/NAL/OFC4
(China), JATE & TELEC (Japan), NCC (Taiwan), KC/SKT (Korea), IC/Rogg
(Canada), Anatel (Brazil), NBTC (Thailand)

Slot for mini SIM

Speed

Mini SIM with puskpush connector

4G (LTE Cat. MODEM (ZPASSEI0-4G)

LTE FDD: max Mbps (DL)max 5Mbps (UL)

LTE TDD: max 8.96 Mbps (DL), max 3.1 Mbps (UL)
DCGHSPA+: max 42Mbps (DL), max 5.76 Mbps (UL)
UMTS: max 384 Kbps (DL), max 384 Kbps (UL)
EDGE: max 296 Kbps (DL), max 236.8 Kbps (UL)
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GPRS: max 107 Kbps (DL), max 85.6 Kbps (UL)

GNSS

GPS/GLONASS/BeiDou/Galileo/QZSS

Approvals

RoHS Compliant, CE/GCF/Vodafone (Europe), FCC/PTCRB/AT&T/Verizol
(North America), RCM/Telstra (Australia), JATE/TELEC/DOCOMO* (Japal

(Taiwan), KC/SKT/KT&U+* (Korea), IC/Rogers (Canada), Anatel (Brazil),

CCC/SRRC/NAL (China)

*= Under Development

Slot for mini SIM

Power supply

Mini SIM with puskpush connector

POWER SUPP[HTWS4/ZPASSS)

11..40 Vdc or 19..28 Vac @ 50..60 Hz

Consumption

Power supply

Typical 4 W @ 24 Vditax 6 W

POWER SUPP{S6001RTU)

24 Vac/dc + 15% @ 50/60Hz

Consumption 10 VA max , 6 VA tigal

Humidity 30..90 % @ 40 °C not condensing
Storagetemperature -20.485 °C

Protection degree IP20

ENVIRONMENTAL CONDITI@BED0IRTU)

Connections

Temperature -10.+65 °C

Humidity 10..90 % notondensing
Storage temperature -40.+85 °C

Protection degree IP20

CONNECTIONBTWS4/ZPASSS)

Removablé way screw terminals, 5.08 pitch
Rear IDC10 connector for DIN 46277 rail
Removable 4 pin connector

Two RJ45 connectors

Type A USB connector and mitf8Bconnector (only in ZAWS4)

12
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Connections

Plug in: micro SD card

Two SMA antenna connectors:
- for Main andDiversity antennagonlyin ZPASSS, ZPASSSR0))
- for 3G and GPS antennas (only iRASSE10)

CONNECTIONS600tRTU)

Removable screw terminals
DB9 male connector

RJ45 connector

Type A USB connector
Plug in: micro SD card

Two SMAantenna connectors, for Main and Diversity antennas

BOX / DIMENSION& TWS4/ZPASSE)

Dimensions

Dimensions Z-TWS4L:100 mm; H112 mm; W35 mm
Z-PASSE L:100 mm; H112 mm; W53 mm
Case Nylon 6with 30% fiberglass field, sediktinguishing class VBlack color

WEIGHT DIMENSION$S6001RTU)

190 mm x 160 mm x 105 mm

Weight

Digital Inputs

600 g

INPUTS OUTPUTS {PASSEI0)

Max. number of channels: 4
Voltage: OFF<4V ON>8¥ax. Current (Vout+): 20mA
Current absorbed: 3mA at 12y6mAat 24\C

Digital Outputs

Analog inputs

Max. number of channels: 4

Voltage (+Vext): 1§ 24\C

Max. current delivered: 400mA
INPUTS OUTPUTS (S60MITUJ

4, current, 0..20 mA
resolution: 12 bit

accuracy: += 0.3% of full scale
input impedance: 5K

Analog outputs

1, current, 0..20 mA

1, voltage, 0..10 Vdc

resolution: 12 bit

accuracy: += 0.3% of full scale

output load: current: <= 50K, voltage: >=1K

! For more detailed information about S60&ITU 1/0s, see S60®&ITU Installation Manual.
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Digital inputs 15, PNP, with optoisolation
ON current > 4 mA, OFF current <3 mA
Digitaloutputs 8, SPDT relays

max peak current: 3 A
operating current: 2 A
operating voltage: 250 Vac
minimum load: 0.5 W
isolation: 3 kV

Liquid level control inputs

conductive liquid level switch, 2 channels
adjustable sensitivity
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CAN/RS485 GND

CANH/RS485A
N

Power Supply AC +

[ Power Supply AC-
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RS 485 (COM 2) RS 485 (COM 4)
Se e

321 65 4

A(+) B(-) GND A(+) B(-) GND

CK®%¢2 {la | /!b l?Jé}él\ﬁiNSl o0 IASENMINEVER £ By mIn f KIS NG ik BCE S dig viz0 vy 6
G KLS5/ mn 2 Y53 BIOAINIZ BNE 2y LLIdAIKS? @lIZtybyA IIAKEIRE/ dih b2 v
(==

101112

S-GND can| CANH

CKNR dZAK | NBOY2ZYY $0 &S KHBINBYS RSE{ ho @ SINE KT | 2 NENY& (A OSE | (K
Ly 2 NRSNIKB2 wi &b & ONBY 8I¢H BIOEW « SIOAAKNE F Raw A ZpMK L2 B AsliSE 25/0 G

Gk nyp LENI 2y Ry yNRNEGE Ei8o AGPICC LBWAGAZY
¢KS OFo6tS fSyadK YideaNd (oKkSS twd ano i KAlyyli SONJFYF SXSS NE ©

2While in ZTWS4 theSW2 DIRwitch position can be changed by the user,-IRASSE the DIBwitch is internal and
its position is permanently set in the factory.
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RS485/RS232 COM1
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N
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%

4.1.1 Z-PASS2S-10 Digital 1/0s

In ZPASSEI0, the electrical connections for the Digital Inputs shall be arranged as in the following
figures.

Tens. Vout+ 12V= 20mA

@[19 DIDO1 16 +12V |Q[f =——
@|20 DIDO2 17 RCD |
@[21+vext 18D |S[

19 DIDO1 16 #+12V|®
|20 DIDO2 17 RCD |8
N 21+Vext 18 DI &

22 VPN
223 DO
24 GMD

Theelectrical connectionfor the Digital Outputs shall be amged as in the following figure

19 DIDO1 [S | Load

20 DIDO2 | S[|—| Load

21+Vext |SF—m—

22veN Q[ Load .t
23Dp0 |S[ Load T
24 GND  |S——5=
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4.2 S6001-RTU

Power supply must be connected to screw terminals 52 and 53. The supply voltage must be 24 + 15 %
Vac/dc (any polarity).

153
52

f Gl

Upper limits must not be exceeded tavoid serious damage to thadevice It is necessary to protect the
power supplysource against any failure of tlikeviceby means of amppropriately sized fuse.

— 8

S6001RTUhas two RS485serial ports (COM2 and COM4yailableon removable screw terminalsas
specified in the following table

Signal COM2 COM4
GND 57 54

B 58 55

A 59 56

An RS232 serial port with full handshaking signals is available on DB9 male connector on the left side of

S6001RTU. Use th€ SDBIFDBIFcabl€ to connect RS232 devices.
Sgnals on DB9 connector are listed in the table below.

Pin Name Description IN/OUT
1 DCD Data carrier detect In

2 RXD Receive data In

3 TXD Transmit data Out

4 DTR Data terminal ready Out

5 SG Signalground

6 DSR Data set ready In

7 RTS Request tesend Out

8 CTS Clear to send In

9 RI Ring indicator In

An optional communication bus is available movable screw terminals 60,61 ,6@r future extensions

S6001RTUhag USBportwhich @& 'y ' {. 1 h{¢ gAGK O2yySOG2NJ (e&LIS
a mass storagée.g.: a USB pem)ith maximum consumption of 300 mA @V8c.

® TheCSDB9FDB9Fcableis supplied on request.
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An Ethernet port is available on the left side of SGBJL on an RJ45 connector.

.-' ™y
coocooQo |

Q‘\. “LGG‘),"@

An SD caraslotis available near the optional bus screw terminalSD card with storagecapacity up td32

GB can be used

A SIM card slot, with a pugbush connector, is availabl8y mini SIM cards can be used.

TwoSMA antenna connectors are available, for Main Bingersity antennas.

Analog inputs and outputs are available on screw terminals@i3as shown in the following figure and

1%

table.
IA1 1IA2 1IA3 1IA4 IOA1 VOA2
— — 12 ' 50 (GND-A)
@ 12 49 (+12V=)
o Q9 TS
+
s

@) . 45
o) a4

12 43

4 analog current inputs (20 mA)

Four active sensors are available from 43 to 46
screw terminals.Screw terminal 49 is a&upply
voltage (+12/dc) for passive current sensor.

1 analog current output (@0 mA)

Available between 47 and 50 screw terminals.

1 analog voltage output (00 Vdc)

Available between 48 and 50 screw terminals.

The Liquid Level Inputs are available on screw term#@#2, as shown in the following figure.
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|

Liquid

COM L1

| ‘

The analog level signals from screw terminals 40, 41, 42 can be used to control the level of hopaiak.

I/) | 42 COM LEVEL
12) " 41 LEVEL1

|7) 40 LEVEL2

12 : 39

12) | 38 ALARM OUT
12 37 GND

The supply voltage (12 Vd® 50mA) from screw terminals 38 and &h be usedo connect for example
an acoustic alarnScrewterminal 39 must not be connected.

42 COM LEVEL | (O
41LEVEL1T [ O
40 LEVEL2 . O
39 - I
38 ALARM OUT ;]®|—+ 12 V=
37 GND __ SIH-50mA

Acoustic Alarm

The8 digital outputs (relays) are available on screw terminal®Z,1a shown in the following figure

22




USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

94 Out8 N.C. | (O o
93 Out8 COM.” (V] o
92 Out8 N.O. . jf,\j;l—_' &
91 Out7 N.C. | (Ol ~
90 Out7 COM. . (V[ o
89 Out7 N.O. | (Of—— &
88 Out N.C. *_ (O rd
87 Outé COM.._ (O &
86 Out6 N.O. ' xl——| @
85 Outs N.C. /(9 e
84 Out5 COM.. (V] ©

82 Out4 N.O.
81 Out4 COM,
80 Out4 N.C.

79 Out3 N.O. | (Ol——
S I:' :l
I
S/
[\

i ~

o I—

78 Out3 COM. |
77 Out3N.C. /
76 Out2 N.O.
75 Out2 COM.|
74 OutzN.C. |
73 Out1 N.O. /
72 Out1 COM.",
71 Out1 N.C. |

Sl——

\ |

N

N

y 1 Relay 2 Relay 3 Relay 4

«©

Re

83 Outs N.O. | (O]—— & oI

EightSPDTelaysare available taontrol, for examplegxternal pumpsThe operating voltage B50 Vdc @
2 A.

The 15 digital inputs are available on screw termidal8, a shown in the following figure

) | 18 Dig.In15 ’) | 12 Dig.In10 ) | 06Dig.In5
7) 17 Dig.In14 11 Dig.In 9 ) .05 Dig.In 4
7) /16 Dig.In13 10 Dig.In 8 7) /04 Dig.In3
/) 15 Dig.In12 ). 09 Dig.In 7 ) 03 Dig.In 2
) 14 Dig.InT1 | . 08Dig.In6 ) . 02Dig.In 1
) /13 +13V= |07 +13V= @ | 01+13V=

All digital inputs are PNP typgth optoisolation.

5 LEDs sgnaling

5.1 Z-TWS4,Z-PASS2S

LED Status Meaning
PWRGreen ON The module is powexd on
RUNRed Blinking The module is ready for use
LINK1Yellow ON Ethernet 1connectiondetected
OFF Ethernet 1connectionabsent
ACTI1Green Blinking There idata activity (Ethernet 1)
OFF There is no data activity (Ethernet 1)
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LINK2Yellow ON

Ethernet 2connectiondetected

OFF Ethernet 2connectionabsent
ACTZreen Blinking There is data activity (Ethernet 2)

OFF There is no data activity (Ethernet 2)
RX12-4 Red Blinking Data receptiofCOM 12-4)

ON Check the connectio(COM 12-4)

OFF No data reception (COM-2-4)
TX1-2-4 Red Blinking Data transmission (COM24)

ON Check the connection (COM214)

OFF No data transmission (COM2t4)

3G PWR Green| ON
(ZPASSS only)

The 3G Modem is powered on

STAT Yellow ON
(ZPASSE only) | Slow Blinking

Fast Blinking

Not registered on GSM network
Registered on GSM network

Mobile Networkconnection active

5.2 Z-PASS2S5RO0O1

LED Status Meaning
PWRGreen ON The module is powed on
RUN Red Blinking The module is ready for use
LAN/WAN ON TheEthernetLJ2 NIid | NB 62NJ Ay3 Ay dG[! bk?
Yellow
OFF -
SWITCHBreen | ON TheEthernetLl2 NIid I NB 62NJ Ay3 Ay a{6AiQ
OFF -
VPNYellow ON VPNconnection is working properly
Blinking VPN connection isot working properly
OFF VPN functionality is disableut

VPN BoxPointto-Point functionality is enabled but nolientis connectedr
VPN Box/Single LAN functionality is enabled but the Device is not config
yet

SERGreen ON

+t b . 2E dopreatianis Wodking ptoperly
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Blinking +t b . 2E aopreatianisdoOvbdrking properly
OFF VPN Box functionality is disabled
RX12-4 Red Blinking Data reception (COM-2-4)
ON Check the connection (COM214)
OFF No data reception (COM-2-4)
TX1-2-4 Red Blinking Data transmission (COM24)
ON Check the connection (COM214)
OFF No data transmission (COM2t4)
3G PWR Green| ON The 3G Modem is powered on
STAT Yellow ON Not registered on GSM network
Slow Blinking Registered on GSM network
Fast Blinking Mobile Networkconnection active
Ethernet ConnectotEDS
LED Status Meaning
ETH12 Green | ON Ethernet 2 connectiondetected
OFF Ethernet 12 connection absent
ETH22 Yellow | Blinking There is data activity (Ethernet2)
OFF There is no data activity (Ethernet?)

5.3 Z-PASS2510

LED Status Meaning

PWRGreen ON The module is powexd on

RUNGreen Blinking Themodule is ready for use

DIDO1 Green | ON ConfigurableDigital Input/Output 1 state is HIGH
OFF ConfigurableDigital Input/Output 1 state is LOW

DIDO2 Green | ON ConfigurableDigital Input/Output 2 state is HIGH
OFF ConfigurableDigital Input/Output2 state is LOW

DIGreen ON Digital Input state is HIGH
OFF DigitalInput state is LOW
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DOGreen ON Digital Output state is HIGH
OFF Digital Output state is LOW
RCDGreen ON RemoteConnectioris disabled
OFF RemoteConnectionis enabled
VPN Green ON VPN connection is working properly
Blinking VPN connection is not working properly
OFF VPN functionality is disabled or
VPN Box/Pointo-Point functionality is enabled but no client is connected ¢
VPN Box/Single LAN functionality is enabled but the Déwvicet configured
yet
LAN/WAN ON TheEthernetLJ2 NIid | NB 62NJ Ay3 Ay da[! bk?
Green i R o
OFF TheEthernetLtl2 Nia | NB 62NJAy3 Ay a{gAluO0O
SERV Green | ON +thbh .2E a{9wzxL/9¢ O2yySOilAz2y A& ¢
Blinking +th .2E a{9wzxL/ WworkilQprgpgrty O A2y A&
OFF VPN Box functionality is disabled
RX24 Green Blinking Data reception (COM-2)
ON Check the connection (COM4A2
OFF No data reception (COM-2)
TX-4 Green Blinking Data transmission (COM4)
ON Check the connection (COM42
OFF Nodata transmission (COM4)
3G PWR Green| ON The 3G Modem is powered on
STAT Yellow Slowblinking
(200 ms OFF
1800 ms @) Searching for GSkketwork
Slowblinking
(1800 ms OFF, Registered on GSketwork
200 ms ON)
Fastblinking
(125 ms OFF, 12§ Data transfer is ongoing
ms ON)
Ethernet ConnectotEDS
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LED Status Meaning

ETH12 Green | ON Ethernet 12 connectiondetected
OFF Ethernet 12 connection absent

ETH22 Yellow | Blinking There is data activity (Ethernet2)
OFF There is no data activity (Etherng®)

5.4 S6001-RTU

Frontal LEDS

Group Number Colour Status Meaning
Digital Inputs 1,2,3,4,5,6,7,8 Green | ON High
9,1011,12,13,14,15 OFF Low
Digital Qutputs 1,2,3,4,5,6,7,8 Red ON Closeal
OFF Open
3G Power Signal | 2,3,4,5,6 OFF ON 6 ON = Max
Yellow — — .
1 Blinking ON 1 Blinking = Min
Comm. PorCOM2 | RX, TX Red Blinking RS485 activity
Red Fixed ON Verify connection
Comm. Port COM4 RX, TX Red Blinking RS48&ctivity
Red FixedON Verify connection
Run 1 Red Blinking | Run
Level switch L1,L2 Green | OFF, OFgvalue 0) Undermin level
Between min and
ON, OFRvalue 1) maxlevels
ON, ON (value 2) Overmaxlevel

Following are somé&urther notesabout LED behavior
9 at power on,during the bootstrap phaseall LEDSexcept for the COM PORT LEe ON when
the system is fully operational, RUN LED is blinking
1 when Straton application is not runningl] LEDS, except for the COM PORT,laE®islinking
1 3G PWR SIG LED 1 is blinking, synchronously witlh. RIJiN the following situations:
0 GSM/3G networls not available (or signal level is too low)
o SIMis notinserted

Modem LEDS

LED Status Meaning

3G PWR Green| ON The 3G Modem is powered on

STAT Yellow ON Not registered on GSM network
Slow Blinking Registered on GSM network
Fast Blinking Mobile Networkconnection active
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6 Discovering the IP address
Z-TWS4Z-PASSS9S6001RTUdevices come out of the factory with the fdalt 192.168.90.101 IP address
on the Ethernet network interface.

If this address is changednd forgotten it can be retrieved by runnth G KS & { Sy SOIF 5 S @A (
(SDDppplication, as shown in the following figure:

¥ Seneca Device Discovery - rev, 2.1.3.0 - O X

Eile

Devices found

# P Mode MAC Ping MName Hostname Firmware CRC Commands
@ 192.168.85.8 STATIC C8:F2:81:0C:01:9D 2ms Z-KEY 192.168.85.8 1100 oK
@ 192.168.1.101 STATIC C8:F2:21:0C:00:07 Different Subnet  Z-KEY 192.168.1.101 1120 oK
@ 192.168.84.192  STATIC C8:F:81:02:03:5F 2ms Z-TWs4 ZTWs4 2940.210 oK
@ 192.168.85.7 STATIC C8:F2:81:02:02:85 2 ms Z-PASS 192.168.85.7 3900.122 oK
@ 192.168.85.6 STATIC C8:F2:81:11:00:02 2ms Z-PASS2-S  192.188.856 2940.221 oK
@ 19216884155 STATIC 00:22:A0:B6e:D4:08 2 ms Cloud BOX  cloud-dev.senec  7800.106 OK
@ 192.168.95.101  STATIC C8:FA:81:16:00:02 Different Subnet Z-PASS2-5  192.168.95.101  2940.310 QK
@ 192.168.85.102  STATIC C8:F2:81:02:01:5B 2ms Z-TWs4 ZTWs4 2940.222 oK
@ 192.168.85.106  STATIC 96:00:00:EA:18:F3 6 ms S6001-RTU  S600TRTU 2940310 oK
@ 192.168.85.200  STATIC C8:F2:281:02:01:BD 2ms Z-TWs4 ZTWs4 2940.220 oK
@ 192.168.85.69 STATIC 08:00:27:5B:CB:12 Tms Cloud BOX  192.168.85.69 7800.106 oK

Found 11 devices

Search

This application shows the IP address, MAC address, FW version and some other useful information, for
everyZ-TWS47-PAS3-SS600ERTUdevice(and other Seneca product®und in the LAN.

Moreover,byOf A Q1 Ay 3 2y (KS a! daardyé odzid2yzr AdG A& LI2&aa.
of a device, as shown in the following figure:
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Aszign [P n

P
[ ] Static IP 192.168.95.101

Metrnask Gateway

e, 1A A En AE A
edAed e d o o

For security reasons, this feature can be disabledhenDevice (see paragraf6.1.9; in this case, the
F2tf26Ay3 SNNRBN YSaal3dS Aa aK2gyX | FGSNI Ot AO1Ay3

SEMECA Discovery =

_"‘-.I Errar changing IP (maybe this option has been disabled from
& configuration)!

QK

The SDD cdbpe easily installed by running the installer prograwailable at the following link

http://www.seneca.it/products/sdd

NOTE:
- KSYy (GKS 5S@A0S Aa ,thelIRRPdngsS shawi byitHe SBDjiiiesame edgaklless of
the Ethernet port whichihe PC running the SD8&connected to
-6 KSYy (GKS 5S@A0S Aa g 2ne)PMydRessisiowrtibly theoSOD Is thé LANM P R&dEess
whenthe Pds connected to thdl AN port,the WAN IP Address when the PC is connected to thil YAokt;
moreover, the networlconfigurationparameterchange apply to the relevant port.

7 FTP/SFTP access

To eadly accesghe Deviceby means of FTP/SET¥u can usethe 2 L b { /ptogram;you canfree
download? L b { fromx

http://winscp.net/eng/download.php

You mustset the connectionas in the following figurglthe screenshot shosva connection to the
192.168.85.106P addresp
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Sassione
Mo senver
132 168.85. 106

Home erde

LS LLL LY ]

File chiawe privata

Thecredentials (username and password) #hesed & dzd S NE 3 setfon theanCptct ¢ 0h & S & ¢ & |
| 2y ¥ A 3dzNT G A Dsfdgrapht$ad.6.LI IS Ay

I FGSNI Ot AOTAY 3

you cancopy anddelete filesdirectly tafrom the Device

0 WilBgetéa InevOvihdow, sas i thelfall@viig scréedstimt; the right,

Locale Seleziona File Comandi Sessione Opzioni Remoto Aiuto
OB pEe @S TR CE W RGO Predefinito - F-
/| Documenti SR -3 -EEAR | 1. lag CEE-s - EEAE
Mome Estensione Dimensi.. Tipo Modificato Atir A || Nome  Estensione ~ Dimensi.. Modificato Diritti Proprietario
4. Cartella superi..  29/10/2014 17.4330 1« i 01/01/197001.... mrax  root
). Amministrazione Catelladifile  05/11/2014 08.14.15 L conf 05/11/2014 15.... root
1. Bluetooth Folder Cartelladifile  15/11/2013 07.46.42  disk 05/11/2014 15.... root
| Boards Cartella difile  27/06/2014 13.58.25 [) .ash_history 672 05/11/2014 15... user
1. Bug 1474~ Etc GMT Timezones misplaced_... Catelladifile  22/11/2013 12.19.50 [Hicronlog 45 05/11/2014 15... root
J. Codesys Cartelladifile  07/10/2014 10.07.56 | messages 4014 05/11/2014 15.., root
| Copalp Cartella difile  05/03/2014 12.14.09 & mme 16 05/11/201415... root
1. File di Outlook Catelladifile  05/11/2014 14.28.18
|| Freescale Cartelladifile  29/10/2014 17.43.51
Ellmmagini Cartella difile  03/12/2013 193143 sh
1. IMobile Suite Catella difile  12/08/2014 16.17.37
1 Manuali Cartella difile  17/06/2014 13.19.38
W Musica Cartella difile  03/12/2013 193143 sh
1. NAT with Linux and iptables - Tutorial (Intr... Cartella difile  26/03/2014 13.41.54
|, OpenEmbedded Cartella difile  10/09/2014 11.23.41
1. Progetti ZNET3 Cartelladifile  07/10/2014 03.27.09
1. Progetti ZNET4 Cartella difile  28/08/2014 13.13.54
1. Progetti ZNET4 Cartella difile  29/08/2014 16.04.31
). Progetti_ ZNET4 2 Cartelladifile  02/10/2014 03.24.04
|, Progetti_ZNET4_TWS5 Cartella difile  05/11/2014 12.06.19
J. Seneca Cartella difile  26/03/2014 10.08.45
1. simcom Catella difile  17/10/2014 08.32.33
). Standards Cartella difile  21/03/2014 08.43.04
1. Straton Cartella difile  26/08/2014 13.32.03
). Tutorials Catella difile  22/04/2014 06.28.46
1 TWS3 Cartelladifile  17/07/2014 14.20.45
)i Twss Cartella difile  06/06/2014 07.37.59
B video Catelladifile  03/12/2013 193143 sh
1. Visual Studio 2008 Cartelladifile  27/10/2014 14.57.02
1. Visual Studio 2010 Cartella difile  27/10/2014 14.33.32 v
0Bdi93831 Bin 0di 40 0Bdi4747Bin 0di 6
# F2Rinomina | § F4Modifica 3 F5 Copia ©'3 F6 Sposta (3§ F7 Crea cartella 3¢ F8Elimina (&° F9 Proprieta W] F10 Esci
% SFP3 | D 0.00.37 v |

The WInSCP program can be ubeth as an FTBr SFTRIlient to transfer files to/fronthe Device just

aSt SObra&TT brotécolA y

i KS

provides a secure (i.e. encrypted) service

a2 Ay { / tormall, By £0 SHAGYSND 4 2

dza S
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8 StratON PLC

Z-TWSAZ-PASSEHS600ERTUStratON PL@rovides the full supportfor IEC 61138 PLC Standardn
Integrated Development Environment (IDE) is availablé\Mbry R2 g & n t /

The SratON IDEincludes severatools suchas a fieldbus configuration tool,raanalog signal editor and
programeditors compliant with the five languag of the EC 6113B Standard: Sequenti&unction Chart
(SFC), Function Block Diagram (FBD), Ladder Diagram (LD), Structured Text (ST), Instruction List (IL).

With StatON IDEA G Q& AAYLX S G2 o NR BRI3éaesyf 2+ R YR RSo0dza |
8.1 Writing, downloadi ng and running the first program

To leg the PLCdevelopereasily create StratOMpplications for Seneca CPUlse following libraries are
available:
9 aFunction Block (FB3nd Functiondibrary, which provides some frequently used functionalities,
particularlyrelated to communication and data transfer taskempiledin the CPUirmware; the
direct use of tlese FBsand functionds targeted at skilled PLC developers (a detailed description of
the FBsand Functionss given irchapter17);
T I Gt NPFAfSAa¢ tAONINES gKAOKYBNFOIARSFA aLIODPFTAE SR
needed for S600RTUand ZPASSEIO CPU,
T ada! &SNJ 5STAYSR Cdzy Ol Ar2ST langhiagedtich sintplifiés Ghe wse bfithe NI NE
F6o2@S C. a3 LINRPGARAY3I | aAYLXSNIFYR GKAIKSNI fS¢

Furthermore, two project templates are available fePASSS and S600RTU CBs, respectively.

An installer program, called { Sy SOl { {i NI { h s availab@® jwhich $utomm&tidatylidstalls the
above Seneca libraries and templat@&se installer can also be used to install the StratON IDE -ii€iT4
SW(see chapted 8).

The installer is available at the following link:

http://www.seneca.it/products/senecsstratonpackage

If, for some reasons, they a G £t € SNJ OFy Qi 6S NY¥zy> GKS F02@S f A0NJ
as described in the following stygaragraph.
8.1.1 Seneca libraries and templates installation

Thefollowing steps are needed to integrate tlsenecdibrariesand templatesn the StratON IDE.

First we must add the SenecBB Library (file SenecaStratonLibrag¢lL5 to the IDE  dza Ay 3 GKS &
al yI 3SNE (22f
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File Tools Wizard Help

Function and FBs | 1/0s | Profiles | 454 | Types |

Mew...

Bename. ..

Parameters | Description Delete

Stare

Rezet Changes

{ St SO0 UKS aCAf Sk kR h3JslyS NImaido bideteShe BalliI3€éBeya library.

|Seneca | | Ok |

FRP

[EF

Fegizters
Reqisters [twped]
Selectors

Standard

Strings

TCRP

Text buffers

Timers

DP

Idzer A

Select alibrary in the list or enter a
name for creating a new library.

Then, importhe Library(menudTools / Imporf):

32
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niEN- =
File Home Condividi Visualizza ~ 0
EI X Taglia l-‘u I. x @ m [ Nuovo elemento = D ) apri ~ BH seleziona tutto
Copia percorso ' WS —;:jAccesso facilitato - A Madifica ft Deseleziona tutto
Copia Incolla _ Sposta Copia  Elimina Rinomina MNuova Proprieta
Incolla collegamento inw inw - cartella - ¥5) Cronologia EE Inverti selezione
Appunti Organizza Nuovo Apri Seleziona
@ v 4 | « Progetti_in_corso » Z-TWS4 » FW » LIBRERIE_STRATON v & Cerca in LIBRERIE_STRATON el
< Preferiti & Mome . Ultima modifica Tipo Dimensione
B Desktop 3 linux_shell XL3 13/07/2011 11.34 File XL5 TKE
4 Dewnload || README_Seneca.txt 10/01/2014 15.01 Documento di testo TKB
%% Dropbox 3 Seneca_revl XL3 18/11/2013 08.04 File XL5 TKB
(i-m"_ Risorse recenti 3 Seneca_rev2.XL3 10/01/2014 14.35 File XL5 2KB
b TWs4 3 Seneca_rev3. XL3 31/01/201417.41 File XL5 12 KB
b Work 3 Seneca_revBa. XLl 24/06/2014 14,22 File XL5 17KE
3 Seneca_revbcXL3 09/09/2014 11.30 File XL5 17KB
1% Questo PC 3 Seneca_TWS4_TWS11.%L5 21/05/201417.29 File XL5 14 KB
g Desktop 3 SenecaStratonLibrary_sw2960_000.XL5 10/01/2014 14.35 File XL5 2KB
| Documenti 3 SenecaStratonLibrary_sw2960_001.XL5 31/01/2014 17.41 File XL5 12KB
4 Download 3 SenecaStratonLibrary_sw2960_002.XL5 24/06/2014 14,22 File XL5 17KB
=| Immagini | E SenecaStratonLibrary_sw2960_003.XL5 09/09/2014 11.30 File XL5 17KB
W Musica
& Video
&, 05(C)

e Disco rimovibile v

12 elementi 1 elemento selezionate 16,2 KB
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BN Library Manager - Seneca
File Tools Wizard Help

Functiomand FBs  |/0s  Profiles 454  Types

ENN_CFG Configure Analog Tnputs TZ-MTHNTETT, 25T WS

BEICNT_SET [~ Set counter (Z-MINIRTU, Z-TW311)7)

BICREATE_DIR (" Create a directory (Z-MINIRTU, Z-TWS511)7)

BEIDATETIME_CHG (" Corfigure date/time (Z-MINIRTU, Z-TW511)7)

BIDATETIME_GET (" Get cument date.time (Z-MINIRTU, Z-TW511)7)

BEIDATETIME_SET (" Set cument date/time (Z-MINIRTU, Z-TW511)7)

EDIN_DOUT_CFG {* Configurs Digital Inputs/Outputs (Z-MINIRTU, Z-TWS11) )

FEFM_WRITE_NCRLF (" Write a string to a file without adding CRALF %)

BFTP_GET [ File download by means of FTF protocel (Z-TWS4, Z-PASS2-5, Z-MINIRTU, Z-TWS11, S6001-RTU) )
EIFTP_PUT (" File upload by means of FTP protocol (Z-TWS4, Z-PASS2-5, Z-MINIRTU, Z-TWS11, S6001-RTU) )
BEFTPSRV_CHG (" Configure FTP server (Z-MINIRTU, Z-TWS311)7)

BFTPSRV_CFG_READ (~ Get the FTP server configuration (Z-MINIRTU, Z-TWS511) %)

BIGET_ALARMS (" Retrieve alarms with the specified status from the DE. *)

FEGET_MIN_SINCEZK (" Get the number of minutes since year 2000 %)

BIGET_SMS (" Get a received SMS (Z-TW54, Z-PASS2-5, Z-MINIRTU, S6001-RTU) 7}

BHTTP_POST (" Send an HTTP POST request (Z-MINIRTU, Z-TW511)7)

EIP_CFG (" Corfigure IP parameters (Z-MINIRTU, Z-TW511)7)

EIP_CHG_READ (" Read cument IP configuration (Z-MINIRTU, Z-TW511)7)

BELINUX_SH_ASYNC (" Execute a command in a Linux shell, in asynchronous mode (Z-TWS4, Z-PASS2-5, S6001-RTU) %)
BEILINUX_SHELL (" Execute a command in a Linwe shell (Z-TW54, Z-PASS2-5, S6001-RTU) )
EMODEM_CTRL (* Execute a generic AT command (Z-TWS54, Z-PASS52-5, S6D01-RTU) %)
EMODEM_ONOFF * Power on/off the Modem (Z-MINIRTU) %)

EIMODEM_RESET (" Execute a modem reset (Z-TW54, Z-PASS2-5, Z-MINIRTU) )

EINTP_CFG |~ Configure NTF (Z-MINIRTU, Z-TW511)7)

BEINTP_CFG_READ (" Get the NTP configuration (Z-MINIRTU, Z-TW511)7)

BEPLAY_WAVE (" Execute an audio PCM file (Z-MINIRTU, Z-TWS511) )

EPPP_CONNECT (* PPF connection setup./release (Z-TW54, Z-PAS52-5, Z-MINIRTU, S6001-RTU} )
BEIPPP_STATUS (" PPP connection status (Z-TWS4, Z-PAS52-5, Z-MINIRTU, Z-TWS511, S6001-RTU) ")
BIPUT_ALARM (" Store an alam into the DB. )

BRESET (* Reset the device (Z-MINIRTU, Z-TW511) %)

BESEND_MAIL " Send an e-mail (Z-TWS4, Z-PASS2-5, Z-MINIRTU, Z-TWS511, S6001-RTU) 7)

BISEND_SMS (" Send an SMS (Z-TWS4, Z-PASS52-5, Z-MINIRTU, S6001-RTU) ")

BISET_ALARMS_STAT (" Set the status of the specified alams in the DB. ™)

B TIME_SYNC (* Time synchronization by means of NTP protocol (Z-TWS4, Z-PAS52-5, Z-MINIRTU, Z-TWS11, S6001-RTU) %)
B TOT_SET {* Set totalizer valua (Z-MINIRTU, Z-TWS511) )

ETXBAPPENDFILE (" Append a Text Bufferto afile )

BWEBSRV_CFG (" Configure the web server (Z-MINIRTU, Z-TWS11) %)

BWEBSRV_CFG_READ (" Get the web server configuration (Z-MINIRTU, Z-TWS11) %)

Parameters  Description

— O x
S Mew...
Rename...
Delete
W
Stare

Fiezet Changes

Savethe library(menudFile / Save Libragy.

¢KS LINEOSRANE G2 FRR GKS Gt NP B 6né fust dxplaindth iN&dnly § 2

difference is that the SenecaStratonProfiles.XL3ile shall be selected

SenecaStratonLibrary.Xiile).

b2g O(GKI Gf SESt &1ft@pa NS | At of S

e

(4]

S

(instead of

z

KI g8 G2

the

Ay
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The UDFB library isgrided as a zip file, containing the following folders:

1 TWS_MISC
1 ZPASS2_ Template
1 S6001_Template

TheTWS_MIS@Ilder shall be copiedhto the following directory:
C\User§Publi¢DocumentsCopalpSTRATONIBS

Home Condividi

D ¥ Taglia

| Copia percorso Cz
Copia Incolla _ Sposta Copia
[2] Incolla collegamento in in

Visualizza

“ @ Nuovo elemento =
!

—‘a Accesso facilitato =

?( =0
Elimina Rinomina = Nuova

cartella

Appunti
CRORS

W Preferiti
B Desktop !
4 Download 1 IntCounters

%3 Dropbox L sama

L TWS_MISC

Organizza Nuovo

1. <« Utenti » Pubblica » Documenti pubblici » Copalp » STRATON_3 » LIBS

-~

Mome Ultima modifica

J FBD_with_ENENO 19/08/201412.14
19/09/2014 12.14
18/08/201412.14
‘E-f"_l Risorse recenti 25/11/2015 09.11
1 Work

I TWs

1% Questo PC
m Desktop
| Documenti
4 Download
=| Immagini
W Musica
g Video
&, 05(C)
e Disco rimovibile (1)
¥ Archivio_Tecnico (OWWIN-KTTNTI

€l Rete

4 elementi

g Apri
[ Modifica

- 'a_.j Cronologia

Proprieta
Apri
v G
Tipo
Cartella di file
Cartella di file

Cartella di file
Cartella di file

E Seleziona tutto
55 Deseleziona tutto
£ Inverti selezione

Seleziona

Cerca in LIBS

Dimensione

TheZPASS2_ Templaaad S6001_Templatiolders shall be copiednto the following directory:

C\User$PublitDocumentsCopalpSTRATONemplate
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Home Condividi Visualizza

m & Tagiia : x IZ'_“‘E 1| [ Nuovo elemento - g Apri HH seteziona tutto
=| -
| N |

[@=] Copia percorso —;:jAccesso facilitato - EModifica ff Deseleziona tutto
Copia Incolla Sposta Copia  Elimina Rinomina = Nuova Proprieta &
E Incolla collegamento in in - cartella - r@ Cronologia da Inverti selezione

Appunti Crganizza Muovo Apri Seleziona

@ * T . « Utenti » Pubblica » Documenti pubblici » Copalp » STRATON_3 » Template » v G Cerca in Template

-

¢ Preferiti MNome Ultima modifica Tipo Dimensione

B Desktop

& Download

%3 Dropbox

‘&l Risorse recenti
1 Work

L TWs

1. EmptyLibrary 19/09/2014 12.14 Cartella di file
. EmptyProject 19/00/201412.14 Cartella di file
. Exceptions 19/00/201412.14 Cartella di file
. FEDProject 19/09/2014 12.14 Cartella di file
1 ILProject 19/09/2014 12.14 Cartella di file
| LDProject 19/09/2014 12.14 Cartella di file
. PO_IMPORT 19/09/2014 12,14 Cartella di file
)
18 Questo PC !
u Desktop !
| Documenti !
& Download !
= Immagini !
W Musica !
H Video
&y 05(C)
e Disco rimovibile (J:)

# Archivio_Tecnico (\WWI

. 56001_Template 19/02/2016 08.59 Cartella di file
. SAMAProject 19/09/201412.14 Cartella di file
. SFCProject 18/09/201412.14 Cartella di file
. SFCStructure 19/00/201412.14 Cartella difile
. STProject 18/09/201412.14 Cartella di file
. ZPASS2_Template 19/02/2016 08.59 Cartella di file

€l Rete

13 elementi

8.1.2 Creating a project for Seneca CPUs

Runthe StratONIDE and create a new project based on a template, as in the following figure:
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@ Froject
From ternplate
9 ML Impart

Q Library

¥, Automation script

Creates a new project using a template

Mew project
Destination folder : | C:\UzershSpagianDeskioph T'Ww'S 445 tratonE xamples Browse. ..

Mame:; | Zpazzds

Comrment; | Firgt project for 2-FA552-5 CPU

Cancel ||

{ St SO0 GKS & vat2 NI{ {poetsSavmiditde3evpdiitel list. S £ 0

Template: ZP4552_Template v |

| Previous | | M et | | Help |

Now, as you can see in the following figune,the Main programa ZMODEM_MNGJDFB instance is
already available, which lets you easily control tHeASSES600:RTUmodem.

37




USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

File Edit View Insen Project Tools Viindow Help

Sl B s X oo BIASRKRESE KR EA
Workspace
) apass2s =] ~ [T Name. Type | Dim_| b, | Syb._| Ink vahae
- [ Exception pogrem = Fomns ss B gt mon 5] -
L3 Progams o Inst_ZMODEM_MNG ZMODEM... 0
“2) Man =] MDM_MNG_ON_OFF BOOL ]
[ Waich [for dsbupgingl - I ROOE MDM_MNG_PPP_ON BOOL (]
& Sokt Seape BECEL MDM_MNG_BUSY BOOL (m]
3 sl vaves 3 MDUMG_ON OFF Fovm_on Fim_oK o u0_PWR_X MOM_MNG_PPP_OK BOOL )
W Binding Configuration T Ou MG PR ON  feee o L L L LT MDM_MNG_PWR_OK BOOL (]
i Glbal defines P — e eusrh——  wou_wia BusY MDM_MNG_ERR BOOL ]
24 Viiate: = = VOM_WHG_ERR MDM_MNG_RESULT INT O
B Type: b L= e MOM_MNG_SIGLEV INT O
3 —=] - MDM_MNG_REG BOOL (|
osip) L MDU_MNO_GRID MDM_MNG_OPID STRING{30) (m]
3 5 =—r—= MOM_MNG_IP STRING{15) m}
¥* test BOOL O
T T () Global variables
<
{¥ 3121 varetes, - scanes
1 L3 i
3 [ e
u 3 [Project)
y 3 Advenced
5 L3 Ahaic
3 & [ A
7 [ AS-rhelace
= [ PACnet
L3 Boclears
L3 AN
[ CANoper
L3 Clock
[ Compaizens
[ Convessions
54 Couven
L3 DN N
< 3] Brcn v [ oten f—y
Buid x
[4l2] Buid Cromiveroes | Rortme | Cotviach | Eamorns | Domsamseavace | Frmar | bMi
Ready Offine 192.168,%0.101:502 A 00 Wex1s | 00 00% | 4

Setthe correct targetPaddress for example 192.1685.106); normally,the port shallbe set to502

Project settings

Runtime
Compiler :
Debugging | T4 Runtime
Advanced

(Al | 132.168.85.106:502

a02

192.168.85.103:1100
132.1658.85.103:502
192.168.95.104:502
132.1658.85.105:1100
19216885105 502
85,1 0E: 502
132.165.85.83:502
192.168.90.101:502

Then press the icon:

5
to compile the project.

Download the code by pressing the icon:
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Al
The project file will be placeidto the /disk directoryof the Device

If the Straton project is not based @n%:t ! { { H Y & $ Y IcJfn In in § & tI8eSkdeda WIBFS library can
still be used, as described in the following.

Inthe StratonDEE. 32 G2 UGKS at N22SOU0 {SUanNBES8OokyBAGEYAKSR

C:\Users\Spagiari\Documents\Progetti_ZMET4_STEP3\s6001_default\st001_default

General  [WENE | Walue
EEQ;T; jl I:n:nrnrnl.r'uin::-atin:-n parameters 192 1EE2.25.104:502
Debugging W Cycle time 2000 ma

Advanced @5 Code Generation Felease

(i [il Complex variables in a separate zegment Mo

= On Line Change Dizabled

ey Wersion W - 2016/ /221232
5 Libraries Edit...

15 Use external objects Edit...

Communication parameters for On Line connection to the runtime.
Double dick to edit...

JtAO1 2y G[AONINASE k 9RAGXET G(KS F2tf26Ay3 6AYR2

Standard:

FED_ITH_ENEMNDO
INTCOUMTERS
Sahdd,

Tw5_MISC
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{StS800 GKS ac¢2{waL{/ ¢ TAONINE YR OtAO]l 2y 4! RREéO®

C:AUzers\PublichDocumentz\Copalph S TRATOM_3\Libs\TWS_MISC

Standard:

FED_WITH_EMEND
INTCOUMNTERS
SAMA,

CAylLftftes OtAO|l 2y al/t2aSéd
Now, the UDFB library is available in the project, as shown in the following figure:

Fille Edit View Inset Project Tools Window Help
SR E TR TR R N X R~y
Workspace f e

in B X
o B001_default = [ Name. | Tipe | Oim | Amb. | Sb | Inkvake | User,, | Tog | Dexc
28 Exception grogiams 3 _1 main (‘main program’) -
%8 pOrBadrider p [ {3} Global vanables
©§ porDsZen i Z_TARGET  STRING(10) O zras. u
8] pShDonn 3 ZMUTEX  BOOL O u
31 gtatup a Z_MUTEX_.. BOOL o U
[ Graphic: = Z_MODEM_.. BOOL O u
(3 Frogiams C) Z_MODEM_... BOOL O u
4] e s pregran) 3 ZbPPRon BOOL o u
L3 Recipe. g Z_bPoiRiace. . BOOL [m] u
(L Signas Z_bReqMO... BOOL [m] u
L3 5o Seope Z_bReghlD.. BOOL O u
28 Spy MO_AI_CURT INT o i
23 sting Tabies MO_AI_CUR2 INT m] i
=3 sl vaues MO_AI_CURS INT O
B Fiekdbus Conliguations: MO_ACURA INT O
Ny Bincing Coriigusion MO_AD_CUR UINT o
[ MO_AD_VO.. UINT m)
o Mo_AD_EL.. BYTE (m]
30 Global defne: Mo_AlELE . BYTE O
B Vanable:
B Types L3 Regiters (upsd)
= [ Selectors
£ 3 Sereca
@ [ Stardd
© 3 Sige
© [ ToPP
£ L3 Te bulfes
© L3 Tmers
© [ uo?
= E
£ [ Tws_MIsC
& ZFTP6ET
& e _Fur
& DP_UFDATE
& ZHAIL_SEND
F MODEM_DIAG
B DMODEM_MHG
i DAODEM_FFP
& ZMS_GET
B Zms_sen
. O > (23] osonks, “Govim | et | &M
[ o0 men
Build x
[t13] Buta Coomrmimmeoms | Rurime | Cotimk | Bresioorts | Dempampicainon | Promet| b

Ready oftne 1288504502 | A 0,540 soxi 00 wo% | a4

If the Straton project has been built using the SenetdEL4 SW (see chaptE), the TWS MISE already
included, so the above procedure is not needed.
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In particular, when using S60RITU CPW-NET4 SW provides simpleway to create the base Straton
project, in fact, all the variables corresponding to the CPU @i be inserted in the projectas shown in
the following figure.

I Mame | “alue | Type | Dim. | dttrib, | Syb. | Initwalue | User . | Tag | Descript
MO_AlI_CURA b INT O _ZNE ~
M0_Al_CURZ 3 INT O _ZNE
MO_AI_CUR3 2 INT ] _ZNE
MO_AlI_CUR4 14 INT O _ZNE
M0_AD_CUR 0 INT O _ZNE
MO_AD_VOLT 0 INT ] _ZNE
MO_AQ_ELEC_SENS 0 BYTE O _ZNE
MO_AI_ELEC_LEWVEL 0 BYTE O _ZNE
M0_ADC_ERROR_STATUS 0 INT O _ZNE
M0_ADC_CRC_ERR_CNT 0 LINT ] _ZNE
Mo_DI_ BOOL O _ZNE
M0_DI_02 BOOL O _ZNE
M0_DI_03 BOOL ] _ZNE
M0_DI_o4 BOOL O _ZNE
M0_DI_04 BOOL O _ZNE
M0_DI_06 BOOL ] _ZNE
mMo_Di_o7 BOOL O _ZNE
M0_DI_0g BOOL O _ZNE
M0_DI_09 BOOL O _ZNE
RN T AN =iatall 1 7HE Y

£ >

For more informationabout Straton IDE and related tools, please refer to StratON tutorials adheon
help.

8.1.3 Z-PASS2S-10 profiles
Two Straton I/O profiles are available foPASSE IO CPU.

¢CKS FTANBG LINBFAEST yIFYSR a%t! {{Y5Lh &IEDigiNRIWARSa O
shown in the following figure.

T Mame £ | Type | Dirm. | Attrib, | Sub. | Initvalue | User . | Tag
_] Main
fal Global variables
DI BOOL O
DI2 BOOL ]
DI3 BOOL |
DI4 BOOL ]
DO1 BOOL O
D02 BOOL ]
DO3 BOOL |
DO4 BOOL ]

[=l RETAIN variables

LG &aKz2dzZ R 6S y2G0SR GKFG F2dzNJ a5LE¢ @I NAlIofSa | yR
maximum number of inputs and outputs possibly available; the Digital /0O configuration (seegpdrag
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16.1.10 determines which of these variables are actually handled by the PLC; for example, if DdBIO1 is
as an input and DIDO2 as an output, DI3 and DO4 will be hantlieeD14 and DO3 will not be used.

Moreover, while the variables corresponding to the inputs are updated by the PLC regardless of their

function modes, only the variables corresponding t8th 2 dzii LJdzi & &4S4d & GDSYSNI f h
the digital outputs.

¢tKS a4SO2YyR LINRBTFAESY yIYSR da%t! {{yDt{¢é¢> LINRODARSa ¢
GPS module, as shown in the following figure.

T Mame | Type | Dim. | Attib, | Syb. | Init value | User . | Tag
_1 Main
GPS_LAT LREAL O]
GPS_LONG LREAL O]
GPS_HDOP LREAL O]
GPS_ALT LREAL O]
GPS_FIX BYTE O]
GPS_COG LREAL O]
GPS_SPKM LREAL O]
GPS_SPKN LREAL O]
GPS_DATE STRING(6) ]
GPS_NSAT BYTE O]
GPS_ERROR INT Ol
EENCEEE -G 10) O

i Global variables
[=] RETAIM variables

In particular, theGPS_ERRQ@Rriable tells if the other variables contain valid and updated values or not, in
the following way:

-GPS_ERROR =0 GPS fixed; variables contain updated values

-GPS_ERRORI= GPS not fixed; variables contain not updated, possibly invalid, values

- GPSERROR 2 some error has occurred; variables contain invalid values

8.2 Energy Management Protocols

The StratON sofPLC installed on ZTWS4/ZPASSES600FRTU & dzLJLJI2 NIia (GKS F2f€ f 2
alb ylF3aSySydaé LINRG202fay

N IEC508705-101 (Master/Slave)
ﬂ IEC608705-104 (Master/Slave)
9 IEC 61850 (Master/Slave)

The activation of these ptocolsislicensebased.

Please contact Seneca to get more informatidrout gettingthe licen® for Energy Management protocols.
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8.3 StratON Redundancy

WARNING!

Atthe date of thh Y| ydzl £ = GKS Ga{GN}Xdhb wSRdzyRIyOeé¢ TFdgyOiA:
that the proper operation of this functionality is not guaranteed for every kind of application; please contact
Seneca for further information.

The StratON PLovidesa dRedundancgfunctionality:

when this feature is enabled, two CPUsT@S4 or PASSE or S6001RTY run the same StratON
application; the two CPUs connect each other via the Ethernet, in order to keep variablesnatdtmes

etc. synchronized between them; in each moment, only one of the two CPUs actually runs the application
and drives the fieldbusf, for any reason,itat CPU stops running, the application execution is handed over
to the second CPU.

When the redundancy is used, some care must be takban connecting the devices, in order to avoid
Ethernetloops; theEthernet connections shall be set up as shown inftilewing figures.

Ethernet

Ethernet @

Switch

Ethernet

Z-TWS4
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Z-TWS4

Ethernet

Z-TWS4

Pleasesee paragraphl6.1.2 for a description of the configuration parameters related to StratON
Redundancy.

9 Ethernet Mode ( Z-PASS2SR01/Z -PASS2S10)

In ZPASSER01Z-PASSEI10 products, the two available Ethernet ports can be configured as two fully
aSLI NI GSR ySihig2N] Ay (o dslinlthe Slder vérdidnshdy €an wosk Rs parés of brg 0
Ethernet switch; the user can choobetweenthed [ ! bk 2 | bandtheBH RS A 1 OKé¢ Y2RS> o8
' ySg O2y FAIAdzNI A2y LibedpaaGapBoNildo a 9 i KSNY S a2RS£0

¢CKS a[!bk2!bé Y2RS A& YSSRSR 64KSyYy (KS daAyRdzaiNJ
O602YLINAaAaAYy3d Sd3ad lalL FYyR t[/ RS@OAO0OSa0 akKlftf oS &¢
WAN interface (comprising enterige PCs and servers); when tbeviceis remotely accessed through the

WAN interface, only devices connected to the LAN interface can be reached, while access to machines lying
in the enterprise network is forbiddenhis isdepicted in the following twoidures.
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ENTERPRISE NETWORK

VPN / internet

I
I
I
I
-

When this separation is not needed or when the Internet access is achiehethrough the mobile (36)
AYUSNFIOST (KS atfedavicddusedasan EBerngtswitthis shodnii the following
figure.
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VPN / internet

I
I
I
1
4

10 VPN

Router

- xD5L3
‘& @ /

ModBUS
TCP-IP

‘&
SCADAT -
”
”

Router
i& xD5L3 '&

Ethernet

Z-TWS4/ZPASSEHS6002ERTUsupport the standard OpenVPN protocol.

The main advantages that come from using a VPN are:

secue connections, since transported data are encrypted;

the ability to establish connections without interfering with the corporate LAN;
no need to have a static/public IP address on the WAN side;

remote configurability by a buiinh Web Server.

=A =4 =4 =

¢g2 axtb Y2RSaa FNB I FIYARE laait T . WRIEESR NSmRLWHSYOHItANES t & d
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Thed h LIS y mobde éan be used when thigeviceshall be installed inraalready existing VPN. In this

case, an OpenVPN server shall be available and the certificate and key files Bvibeclient shall be

provided by the VPN administrator; the files can be uploaded tobeicedza Ay 3 (G KS dxt b 02\
page ofDevice Web Server.

~

LT GKS *tb AYFNIradNHzOGdzZNBE R2Sa y24 SEAalG e&Sax GfF
RSOSt2LISR o6& {SySOlFo ¢KS da+tb .2E¢ A& Fy KINRSI N
easily setup two alternative kinas VPN:

- G{Ay3AtS [!'bég =*tb

- At 2y BAYGE £tb

Ly (KS a{ Ay Fevies pnd PGandtassocited Idcdl submsponfigured into VPNare always
connectedin the same network. In this scenaramy PC Client can connect to abDgviceand to other

machines which lie in th®eviceLAN, butalso any device/machine can connect to any other remote
device/machine which belongs to the same VPN network. This VPN architecture puts some constraints on
the device sulmetworks definition, in fact all VPN clients must have a different IP address ancdentiffer
20t [!'bX (2 | @2AR OXNYNFEOX Mandgeyr OZ KBA Z®NB & | NBb y I IS
you to avoid erros defining local subnet

Inthed t 2t & A y (, & client BC, in a given moment, can perform a single connection, on demand,

to only oneDevice(and to machines which lie in thBevice[ ! b0 G GAYSd CdzNI KSNY
communicate each other. The advantage of this architecture is that the sameedwiork can be used in

all sites. Point to point mode maké possible todefine user groups and manage them. This VPN modality
Ydzai 6S O2yFAIdzNBR 2y dazxtb . 2EE

Thereare twokindsofé t 2tby/ @ Ay (i:é¢ =+t b
9 routing Layer 3 VPN
1 bridging Layer 2 VPN
Ly daw2dziAy3 [ &SN o +t btérBpoeyovetthelVPN tanhdl andadewo irtuallJl O ¢

LAN is createdvith a network subnet which must be different from the LAN subnets of the server and
clients.

| 2y OSNASt @Y Ay G. NARIAYyI [F@SNIH +tbéx | fthe9 i KSN
clients ae inserted in the server LAN.

Each of the two kinds has benefits and drawbacks:

Layer 2 benefits/drawbacks
U can transportany network protocol
U broadcast traffic (e.g.: DHCP) is transported
U causes much mortaffic overhead on the VPN tunnel

Layer 3benefits/drawbacks
U can transporonly IP traffic
U broadcast traffic (e.g.: DHCP) is not transported
U lower traffic overhead, transports only traffic whidcs destined for the VPN client

Thed+t b .2E¢é A& adzllX ASR 6AGK Go2 2AyR264& F LILIX AOK G
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f theazxtb .2E al yl3SNEZIZ KA Gkodebnftht YRN Bixzand Ghanage thal dzNB

devices
f GKS daxtb [/ EASYld /2YYdzyAOF(i2NES S6KAOK fSda GKS
['bé OFaSoO 2N (2 | #1200 RSOAOS 6Ay GKS at 2

A detailed description avPN. 2 Eah be foundini KS a+t b . 2E ! &SNJ al ydzl f ¢ @

A detaileddescriptionof ZTWS4/2PASSEHS600ERTUVPN configuration parameters is givenli6.1.4
paragraph.

The following two sulparagraphs give some more info about the two kinds of VPN.

10,1 O3ET CI A , 1 .06 60.

Z-PASS2-S

192.168.1.X

192.168.20.102
Router Z-TWs4
SCADA .W} xDSL “P} .i—i _ E
B g 192.168.30.101
192.168.30.254 “ }TI’ N
192.168.2.X =,
192.168.30.102
¢KS 0208 FTAIANBE 3IA0Sa Iy SEFYLES 2F + a{Ay3ts [!

The client PC (with IP address 192.168.1.X)coanect, just as an example, to the firsPASSSby using
its 192.168.10.154 IP address and to the PLC in #HRAS3S LAN by using its local IP address
192.168.10.102.

Also, two devices which lie in two different LANs of the same VPN network (83168.10.101 and
192.168.20.102) can connect to each other, again using their local IP addresses.

4 Only one of the two kinds of VPN can be configured given VPN Box.
6+tb . 2E¢ TFdzy QlUAz2y !l f A (RASSWLandZABE2pfoducts. S | f a2 2y { Sy SOl %
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To let this scenario work correctly, an essential rule must always be folldine@eviceLANs and the PC
LAN shall have different and not colliding subnets, in the above figure, the following subnets allocation
has been depicted:

PC LAN 192.168.1.0/24

SCADA LAN 192.168.2.0/24

Z-PASS2 LAN 192.168.10.0/24

Z-PASS2 LAN 192.168.20.0/24

Z-PASS1 LAN 192.168.30.0/24

¢KS a+xtb . 2E al yl 3§oEn thelshdfighr@ibnitask, EhecRingAtHatSnd subnet/IP

address conflict is present in the network.

LT adzoySikO2yFtAO0Ga OFryy2i 06S FI@2ARSRXY dzaAy3d | af
used; devices can be reached by meangheir VPN IP addresses and machines beyond them can be
NBl OKSR o0& O2yTAIdzNAY3I &2YS 4 LR NIL6.Epaxdgrapi)RA y 3¢ Nz

10.2 001 Bd-0OI ET 66 60 .

R

l

192.168.90.33

(1

SUPERVISORE 192.168.90.33
i } 192.168.90.34
|
MAUTENTORE1 J vel

Router =
E.' 1 o & (I
192.168.1.32 . . \
MAUTENTORE 2
'W} 192.168.90.34
62@3S FTAIANBE IABEAAVTESELt VIS 2F |

¢ KS Gt 2AY

In this scenario a PC (acting as a VPN Client) can connect, on démanty oneDeviceand its subnet,
dzaAy3a £20Ff Lt | RRNBAASA OTWSHPASSHIBE0ERTH{dnd Stgiched 6 4 & 6 :
devices) at time, the same subnebnfiguration can be assigned to different sites, without creating
conflicts.

C2NJ GKAa GKS &G+xtb .2E

to assigned dvices.

1AYR 2F *tbsx al yFr 3SNE F LILI
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¢CKS a+xtb [/ fASYG /2YYdzyAOFG2NE | LI AOFGA2Yy NBUONRSC
user; then the user can select one device on the list and connect to it.

11 Network Redundancy

GbSie2N] wSRdzyRI y 02 ¢ n be énaliled GitleyDEVitewiey & IGAMddEm i$ &vhilgble O |
(true for ZPASSE and S60CRTV.

This functionality switobsi KS y St 62 NJ] Ay iGSNFI OS dzaSR (2 | O00Saa i
AYGSNFIFOSO (G2 GKS a2oAf Sdnehet acdedsIiatighRhe Nd@nary inteffac® NJF | (
becomes unavailable; when access through the primary interface become available again, the network
interface is switched back to Ethernet.

The parameters provided to configure Network Redundancy are explampdragraph16.1.2a b S ¢ 2 NJ
YR { SNBAOSa¢ d
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12 Router

B

3G
O Z-PASS2-S 73
SCADA O .
a |
lwi’ Ethernet | Hii
@ a ] 1 ii :
Router ‘ | ‘ | I

=

(=]

= I/ ETHERNET (ZE)
o -

v

PLC Profinet
E;. | | IP CAMERA

LAN i
aziendale |

l'a fNBFRe (2fR 0ST2NBX d&w2 dzii S NBAN (MdbjledNgtvaky intdrfacd @ NP
and theLAN (Ethernet) interfacand viceversg so, this functionalityespecially makes sense wher3&
connection is active, which needs the availability of a 3G modem (trueRétSSBand S600RTU).

More specificallyl Y AYLER NI FYy G FSFEGdz2NE 2F (GKS w2dziSNJ Aa 46KI
whenthe Devicereceives a packet not targeted for it, it does not discard the packet but forwards it to its
actual destination; when a packet is routed from the LANh® WAN,the Devicealso performs what is
1y26y Fa aLt YIFaljdzSNIRAYy3IES YSEYAY A (Kl (addiegs®f 2 NRA 3
the WAN (Mobile Networkinterface.

Another important feature is the availability of a DNS server/forwardéich can resolve names either by
itself or querying the external configured DNS server.

Also, a DHCP server is available which assigns IP addresses to clients connectedesticehéAN; here,
you can configure the range of addresses used by the sanethe lease time.

Thereisalsoll KS L2 aaAoAtAdGe (2 RSTFAYS dzLJ 42 FADS at 2 NI
rules, you can, for example, redirect packets receiwach TCP or UDP port to anothBeviceport or to
another machine, wh a different IP address, on the same or another port.

la +y FEOAGSNYFGAGBS G2 dzaAy3d dat 2Nl C2NBIFNRAYy3IE  NUA
addresses, as shown in the previous chapter; in the router configuration, a flag is given te #mnab
feature.

A detailed description of the Router configuration can be found in paragtéphs
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13 Remote Connection Disable

Z-PAS2SI10 product provides a dedicated digital input and a dedicated digital output to control and
monitor remoteconnectionto the device.

In details:

- GKSYy aweneciiolb A al 6f S¢ RAIAGIE Ay LldzGonnkciionta Bei (2 |
RSOAOS Aa RA&IOf SRTCoORSMMDENEIST 2S¢ gRASFA IwtS YR 1Sdzi
remote connectioni 2 G KS RS@AOS ACHNNESHLONSATAS BT S& w RRARS | €
NB LJ2 NIi SRCDD &[ KBS aw

- awSY£Zdnection! OGAGSe RAIAGEHE 2dzilddzi Aa asSid G2 1L
accessed (VPN connection is active); it is set to LOW state when VPN connection is not active

Four levels of security can beonfiguiedto disable remoteconnection

[ S@St m o0a+tb [/ 2yySOGA2y£0Y +tb O2yySOaz2ya |
Point, VPN Box Single LADhenVPN), but VPN Box Service is still running, so the device can still be
monitored on VPN Box Manager;

- [ S@St Servibéd¥MNBox Service is disabled, but the device can still access the Internet and
sendfeceive SM§

- [ S@Stintemet Gomnectioh:vany Internet access is disablebut the device can still
sendfreceive SMSs;

[ 808t n 60aY2RSYSNDADBT oed/eecelen{ & OF yQi 035

{SS a5A3IAGEE Lkh [/ 2y TA3dzNIhdiderefisecuritly IMelA NI LIK G2 £ S| N

14 Auto-APN

The AuteAPN feature lets thdeviceestablish mobile data connections without requiring the user to
configure APN dafdor the SIM in use.

This is accomplished lmsingthe SIM IMSI and, pos$ih) some other data available on the SIM, to select
the propea APN record in an internal BRontaining APN records for all mobile operators in the world.

Ly a2YS LI NGAOdZ I NJ OFasSaszs K2gSOSNE -APKf&tare dan kie O dza (i 2

RAalof SR aSddAay3a GKS a!'tb aaRB4f 6 NBWBAEANE GRI 8S I
16.1.8.).

15 Upgrading the firm ware by USBpen

The Devicefirmware can be ugraded by means ofa USB pena pen drive formattedwith FAT32 file
system is needed

® APN data are: APN, Username, Password and Authentication Type.
"This DB is updated to the one used in the last Android O.S. version.
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The procedure is the following:
1) downloadthe FW filefrom one of the following links:
http://www.seneca.it/products/ztws4

http://www.seneca.it/products/zpass2s
http://www.seneca.it/products/s6003rtu

the downloaded file is a .zip file; extract the FW file from it;
the FW file shall have a name like the following:

SWV0M2940 xxx.bin

2) copythe fileinto the root of the USBen

3) switchoff the Device

4) insertthe USBpeninto the USB1 port

5) switchon the Devicethe upgrade procedursvill take someminutesto be completed; during this
time, the DeviceMUST NOT bswitched off;during the procedurgthe Devicewill be rebooted
several timesalso, during the procedure, several LEDS will blink simultan&ously

6) the upgrade procedure isnded whenonly the LEDSRUN is blinking’

7) removethe USB pen

16 Web Configuration P ages

NOTE: in this chapter, the web pages scrsbots areshown for only one of theproducts (ZTWS4,Z-
PASZS ZPASSERO0] ZPASSEIO, S6001RTY; the pages fothe other products are identical, except
for the product name shown in théop of the pagesand for some details explained in the following
paragraphs

Furthermore, forS600v ¢ ! 2y S Y2 NB Lladifable aLkh *ASgEé0 Aa

16.1 Administrator pages

The Devicean be fully configured by means of a set of web configuration pages.

To accesshe Deviceconfiguration site, you have to connect the browser to thevicelP address on port
8080, e.g.:

http://192.168.90.101:880"°

and, when askedyrovidethe following credential¢default values)

Username: dmin
Password: dmin

® This applies onlyotproducts with HW revision®and RO1; in details: fdOHW revision, all LEDs will blink

simultaneously, except for Power, LAN/WAN, COM and modem LEDs; for RO1 HW revision, RUN, VPN and SERV LEDs
will blink.

° Also SERV and VPN LEDs might ldepending on the Device configuration and status.

°The default 80 HTTP port has been left available for customer pages.
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I+
>
(0p))
[SN
o™

. 2dz 02YS G2 G(KS dal Ay

16.1.1 Main View

LI 38 RSaod

_/ [ Z-Pass2-5 x\D

() Eovanmi -

< > C [G) 192.168.85.104:8080/index.php

a

=

SSENECA 2o

Genaral Configuration Main View [user: admin] [logout]
_ Firmware Version: SW002940_332 [Modem: UC20GQBRO3A14E1G)

Matwork and Sarvices
MAC Address: C3F2811B0000 [IMEl: 361076026600976] [IMS]: 222104 6002375390]
Raal Tims Clock Sstwup
VPN Configurstion Intermet Access: Mobile
Router Gonfiguration Energy Protocols: none
L= ey PLC Status: running (app: £203)
FW Upgrads
Router: running
Conf. Mar

»

In this page, maibeviceconfiguration parameters are shown, with their current values.
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On the left side of the page, like all the otherpages, a menu is shown which lets you access all the
configuration pages; the menu is dividedsegveralsections:

1 General Configuration

1 Mobile Configuratior(not available on ZWS4 and-ZWS4I0)

9 Digital I/O(onlyon ZPASSEI10)

9 Diagnostics

1 Data Logger

INS600wW ¢ ! = wé{ énABOGARZ2Y A& Ff&az2 LINBaSyilao

On top of the pagdike inall the otherpages, the following information are shown:
1 the page name
1 the FW versionalong with the modem FW revision, folPASSES/S6001RTU; for S600RTU, the
FW version of the 1/0 board is also shown
1 the MAC addresgshe modem IMEI, for-PASSES/S600IRTU; the SIM IMSI, forRPASSS/S6001
RTU, when &IM is present
T 6KS ySGg2Ny AYGSNFIFOS dzaSR FT2NJLYGSNysSid ! 00Saa
which energy protocols are enabled (on a license base)
 theSoft PL&G (I (1dzaA 6 A dSdY & NU®/BLE gppliEatior ddecati@mniistdhgS&droé np
applid GA2y Aa f2FRSR 2y (G(KS 5S@A0S: (Kée ALl {dza
application is running, the name of the application is also shown
f 0KS w2dzi SNJ &+ Gdza O6ADPSDY aANHzyyAy3IéE 2N GRAALFO6f S

=

¢t KS OdzNNByiGteée f233SR dza SNI 6 S o prdsent nedr tRerpagé dame. YR G KS

In this page, hie followingbuttons are available:
1 & w9 { & topetformthe Devicaeboot
T aC!/ ¢hw, ,®eettie Daviedo its factory state
T a/[9!'b Lbc¢9whb!td delé&é idternal [ddtaDdg dilethis doesnot affect the data log
files stored on the SD card, see paragrapti.1q

Probably, the first parameters you need to change when setting up alexice are those related to its
network configuration.

2dz OLy | O02YLX A&K G(KAA Adesribed$ thé folBving pardraph Yy R { S NIJA

16.1.2 Network and Services

The parameters shown in this page slightlyange depending on the HW version of the product (Z
TWS4/ZPASSB orZ-PASSBR010r ZPASSHI0) and,for new HW versiors 2y G KS &St SO0 S|
a2RSET (KAA Aa aK2gy Ay (GKS F2ift2¢6Ay3q FAIAdNBEAOD
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/ [ Z-PASS2-S

x\

(SN Gicvan] -

< > C l@‘192.168.85.104:8080fsetup.php

Q

S SENECA

Z-PASS2-S

General Configuration MNetwork and Services [user: admin] [logout]

[T Firmware Version: 8W002940_331 [Modem: UC20GQBRO3AT4EIG]
_ MAC Address: C8F3511B0000 [IMEI: 861075026500975] [IMSI1: 222101600237593]
Fizal Tima Clock Sstup

e — Internet Access: Mobile

FRouter Gonfiguration Energy Protocols: none

\Usars Configuration PLC Status: running (app: zpass2s_io)

W Upgrane Router: disabled

cont. 1t

outecontgrin omwer e
Wbl Metwaork

Digital 'O

Digital 143 Gonfiguration Switch

Diagnostics OFF

FW Versions

Deta Loggss (SD missing)

182.168.85.104 .168.85.104
255.255.255.0 .255.255.0

Q
z

182.185.85.104 182.168.85.104
2552553520 255.255.262.0
182.185.85.1 182.1688.85.1
Static ¥

:

162.1688.64.113

=]
2z

EEE

iiii EiIIIIEiiEE
LI
£

"3
3
]
ifi
3

i

g 8

182.163.80.102 82.168.80.102
122334455067788

3

=
.

OFF

¢CKS LINBOA2dza FTAIdzNB aKz26a G KPAS
LI N} YSGSNI Aa asSa G2 af '

3
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/ [ Z-PASS2-S

x\

(SN Gicvan] -

< > C l@‘192.168.85.104:8080fsetup.php

Q

S SENECA

Z-PASS2-S

General Configuration Network and Services [user: admin] [logout]

[T Firmware Version: 8W002940_331 [Modem: UC20GQBRO3AT4EIG]
_ MAC Address: C8F3511B0000 [IMEI: 861075026500975] [IMSI1: 222101600237593]
Fizal Tima Clock Sstup

e — Internet Access: Mobile

Fiouter Gonfiguration Energy Protocols: none

\gers Configuration PLC Status: running (app: Zpass2s_io)

W Upgrane Router: disabled

cont. 1t

wdseoarsor  cmer e
Moaobile Metwork e

Digital 'O

Digital 143 Gonfiguration LANMAN

Diagnostics OFF

FW Versions

Modbus Modules
Deta Loggss (SD missing)

182.168.85.104 82.168.85.104
255.255.255.0 255.2565.205.0
182.168.85.104 182.168.85.104
25525532520 255.255.262.0
182.1688.85.1 182.168.851

m _

g E;

5]

4 g
-

:

182.188.64.113 1

g
&
x

ERE
iiii E

=]
2z

Hﬁg
3
]
i
3

g 8

182.1683.80.102 82.168.80.102
122334455867788

3

i
3

oM

R3232

3

1
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¢KS LINBOA2dza TFTAIAzZNBE adK2ga (KIASSHBIOS (6 &Ry
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

/ [ Z-PASS2-S

X\

[N Giovanil - O >

¢« - C [@192.158.35.106:808wsetup.php

a %) m

Ganerel Configuration
Main View

Real Time Cleck Setup
VPN Genfiguration
Flouter Cenfigurstion
Ussrs Gonfiguration
FW Upgrads

ot

SSENECA 2o

Metwork and Services [user: admin] [logout]

Firmware Version: $W002940_331 [Modem: 1231 B023IMs360E]

MAC Address: C8FA81160002 [IMEIl: 8622640204067156]
Internet Access: Ethernet

Energy Protocols: none

PLC Status: running (app: zpass2s_r01_8)

Router: running

3

Maobils Configuration
IMobile Metwork
Disgnostica

FW Varsicne

Ethemst Interfacss
Modbus Modulas

Data Logger (SD missing)

%

|

3

102.168.05.106

255 255 2550

g

102.168.85.106
255255 2520
182 168851

:

102 168 84113

58f3 ¢

Eﬁg
:

g

g8

162168001

3

8844

ON

g

1122334456667738

=y

52.

3
&
3

92.168.85.1

92

2
2
3

E iE Iﬁ Elﬁﬂ E ﬂﬂﬁ iiii E%EIHEEH
: “ 2 szl |5];

=
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

|/ D zmsszs <\

[N Giovanil - O >

¢« - C [@192.158.35.106:808wsetup.php

Q

]

SSENECA 2o

Real Time Clock Sstup
VPN Gonfiguration Internet Access: Ethernet

Reutsr Configuration Energy Protocols: none

FW Upgrads

Router: i
= running

Ganeral Configuration MNetwork and Services [user: admin] [logout]

UEE EET R PLC Status: running (app: zpass2s_r(1_8)

L En Firmware Version: $W002940_331 [Modem: 1231 Bo2SIME360E]
IR MAC Address: C8FAS1160002 [IMEl: 862264020406716]

3

Maobils Configuration
IMobile Metwork
Disgnostica

FW Varsicne

Ethemst Interfacss
Modbus Modulas

Data Logger (SD missing)

i

:

5Eg3 ¢

Eﬁg
:

g

g 8

3

8344

ON

g

162.168.85.1

102.168.05.106
255 255 2550
182 168.85.106
255.255.252.0

102.168.84.112

18216800102
1122334455667738

92.168.95.106
255.255.255.0

92.168.85.106
255.255.252.0

92.168.85.1

92
122334455667788

2
2
S

I R R 2 il
£ : gq
5 h i
b

¢tKS LINBJGA2dza TAIdzNB
NI YSGSNI A&

azRS¢ LI

aK2ga (KBPASIBRIM 246K Sy yRKY SN

asi
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

[N Giovanil - O >
/ [4 S6001-RTU x\\ b

<«  C l@ 192.168.85.106:5080/setup.php Q ‘jﬁ'l

S SENECA  s=orm

Ganeral Configuration MNetwork and Services [user: admin] [logout]
L En Firmware Version: $W002940_331 [/0: SW001981] [Modem: 1231 B025IM&360E]
Netiorcans 8aniess | 0 pdiress: CoF981000198 [IME): 862264020352269]

Real Time Clock Sstup
VPN Genfigurstion Internet Access: Ethernet

Reutsr Configuration Energy Protocols: none

UEE EET R PLC Status: running (app: znet_s6001_2)
FW Upgrade

Gonf. t

Maobils Configuration
IMobila MNatwork
S8001-RTU

11D \iewr

Disgnostica

FW Varsionz

Ethzmat Interfacss

Modbus Modulss

Data Logger (SD missing)

3

Router: running

3

182 168.85.106 92.168.83.106
255.255.255.0

3

182 168100101 92.168.100.101
255.255.255.0
182188851

]
E
0

5

102.168.84.112

3 g
:

88§

Eﬁg
:

g

g 8

16216800102 92.166.90.102
1122334455607788 | 1122334455667758

3

8344

o
T
=

ON

g

N

CKS LINS@A2dza FTAIdNE aKz2ga (KS -BTE alsoaphlkestolayzRNSE S NIJ A ¢
and ZPASSE(old version)

There is an important difference between the parameter values shown in this page and those shown in the
Gal Ay +*ASgé¢ LI soSfiduredvidldes, Wienas Shallhtterd@ctualvalues.
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

¢2 o0SGGUSNI SELXFAY GKAA& RATTSDHEY tafametef @iItQGN; iOthe/ 8 A RS
GbSig2N] YR {SNIBAOS&¢ LI 3AS> @&2dz YIFIe aSS (KS wmc
LI NI YSGSNE 6KSNBI & (KS & alP Address, hsSigned bydheDSICPsser&ew a (i K S

In the following table, all configurin parameters available in thgage are listed, with a short explanation
and the parameter default value for each of them.

Field Meaning Default value

NETWORIKthernet Mode This parameter determines if th| LAN/WAN
two Ethernet ports work as twq
fully separated network interface
Oa[!'bk2! begv 2NJ
9UKSNYS agaii
depending on the value of thi
parameter, some other network
parameters are hidden/shown g
renamed as described below.

This parameter is available only f
Z-PASSER01 and ZPASSEIO
products. For all other products
2yt e & made s@itable,
hence the parameter is not shown

9GKSNYySG a2RS I a{ 6Al0OKE

NETWORK/DHCP Flag to enable/disable the DHC| OFF
functionality on the Ethernet
interface

NETWORK/IP Address IP address of the Ethernet interfa¢ 192.168.90.101
ORAAlFI 0t SR 6KSY
ahbe¢ov

NETWORK/Network Mask Network mask of the Etherng 255.255.255.0

interfacc6 RAal 0f SR ¢
aSi (2 ahbé¢o

NETWORK/IP Address 2 Enable | Flag to enable/disable the secon OFF
IP address on the Etherng
interface

Note that the second IP addre
can be enabled also when th
DHCP functionality mctive

NETWORK/IP Address 2 Second IP address of the Ethern 192.168.100.101
interface
NETWORK/Network Mask 2 Second network mask of th 255.255.255.0

Ethernet interface

9GKSNYSi a2RS I' a[! bk2! bé

NETWORK/DHCP on WAN Flag to enable/disable the DH( ON
functionality on the WAN Etherng
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

interface

NETWORK/LAN IP Address

IP address of the LAN Ethern
interface

192.168.90.101

NETWORK/LAN Network Mask

Network mask of the LAN Ethern
interface

255.255.255.0

NETWORK/WAN Address IP address of the WAN Ethern 192.168.100.101
AYGSNFI OS 6 RA DN
W bée Aa asSia G2

NETWORK/WAN Network Mask | Network mask of the WAN 255.255.255.0

Ethernet interface (disabled whe
51/ twW B¢y A& asi

NETWORK/Default Gateway

Default Gateway IP address
(disabled when DHCP functional
isenabledon any interface)

2 KSy a9 0GKSNYSi
G[!'bk2!1 béx (KS
shall be in the WAN subnet.

192.168.100.1 for ZTWS4R0x
and ZPASSERX (x=1,2)
192.168.90.1 for all
products

other

NETWORK/DN@ode

Tells if the DNS Servehall be set
adFadAOltfe 6 DI
dinamically assigned by the DH
{ SNIISNJ 6 @I tf dzSY

DHCP, for 4AWS4R0x and Z
PASSEROx (x=1,2)
Statig for all otherproducts

NETWORK/DNS Server

DNS serverlP address (disabled
when DHCP functionality is enabl
on any interface and DNS Mode

192.168.100.1, for ZTWS4R0x
and ZPASSERX (x=1,2)
192.168.90.1 for all other

DHCP) products
NETWORK/IP Configuratioftom | Flag to enable/disable th( ON
Discovery possibility of changing some of th
network configuration parameter
by means of the SDD applicati
(see chapteb)
WEB SERVER/Protocol Protocol used to access the w¢ HTTP/HTTPS
pages
HTTP/HTTPS, HTTPS, HTTP
WEB SERVERITP CorfPort TCP port to access th 8080
configuration pages using HTTH Default URL for conf pages:
protocol. http://<IP_address>:8080

Please note thaif this parameter is
set to 80 (standard HTTP porthe
$S0 dzaSNJ aAGS
anymore.

WEB SERVER/HTUS2rPort

TCP port to access theser pages
using HTTP protocol.

80
Default URL for user pages:
http://<IP_address
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

WEB SERVHERITPS Port

TCP port to access th
configumation and user pages, usir
HTTPS protocol.

443

Default URL for conf pages:
https://<IP_address>/maintenanc
Default URL for user pages:
https://<IP_address>

FILE TRANSFE#Rtocol Protocol used for File Transfer: | FTP/SFTP
FTP/SFTP, SFTP, FTP

FTP Port TCP Portor FTP protocol 21

SFTP Port TCP Port for SFTP protocol 22

LOG FOLDER SHARING/Enable| Flag to enable/disable the shari ON
2F GKS dakf 2 dnkeand
2F a{lYol¢ asSND

PLC/Straton TCP Port TCP port to connect to the Stratq 502
server

PLC/Straton Redundancy Enable| Flag to enable/disable th&traton| OFF

Redundancyunctionality

PLC&traton
Address

Redundancy I

IP address of the seconBevice
used for Straton Redundancy

192.168.90.1Q2

PLCLicense Key

Key to enable/disable Energ
Protocol functionalities in Strato
(see paragrapB.1.3

1122334455667788
value)*

(dumm

NETWORK REDUNDANCY/Enak

Flag to enable/disable th
GbSidg2N] w
functionality, that is using theg
Ethernet interface as the primar
interface toaccess the Internet an
the Mobile interface as thg
secondary interface, if the acce
through the primary interface

becomes unavailable

OFF

NETWORK REDUNDANCY/Ping
Address

IP Address used as ping destinati
to check if access to the Interng
through the primary interface
(Ethernet) is available.

This address shall be different fro
GKS 2yS asda ¥4
parameter, otherwise an error i
shown.

8.8.4.4

WATCHDOG/Enable

Flag to enable/disable th

watchdog functionality

ON

WATCHDOG/Timeout (S)

Watchdog timeout, in secondg
gKSY 41 GOKR23 A

60

" The correct License Key string is provided by Seneca.
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

not refreshed for this amount o
seconds, the system will Db
rebooted.
Possible values are in the ran
[30..3600].

DEBUGOGS/Enable Flag to enable/disable the deby OFF
logs

COM1/Mode Operating mode of the COML1 seri RS485
port; possible values: RS4§85232
This parameter is available only f
Z-PASSE IO product

{2YS y203Sa o2dzi GKS a51/té LI NIFYSGSNAY
f GKS &51/té& LI NIFYYSGSNI OFy o068 asSia G2 (kS ¢4 weydzies
| 2y FTAIdzNT G A2y é (debk pArSgrapli6.1.9;SG (2 ahCCé
 onlythea 51/t 2y 21 bGl yLIoNS YaSSiiSNI2 ahbé @
YouOl y OKIFy3aS Ftye 2F GKS | 062@3S LI NAPPY( SNEIT 2T I+ 1HLIK:
by the note on the page, only f@omeparameters, the parameter change requires rebooting Bevice
these parameters are:
1 NETWORK/Ethernet Mode
1 WEB SERVER/Port
1T WATCHDOG/Enable, only when changing>OQFF
1 DEBUGOG#£nable, only when changing GNOFF

LT GKS a4[hD Ch[59w {1l !wLbDkO9YlIofSé¢ LI NIFYSGSNI A&
Gkf23¢ RANBOUGZ2NERI | a a@he sharingh nameliske§ual fic? thef pPoduktyhame, LIA O (
g AU K-®dzO K WiNEK 10 SNZE |, caec 2 t{ 'a{8) W dct)i né
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

Home Condividi Visualizza ~ @
m dﬂ Taglia B X |§E | E]Numro elemento :l g Apri E Seleziona tutto
Copia percorso 1¢ L L —,‘:_‘IAccesso facilitato - . . E Madifica 55 Deseleziona tutto
Sl LS Incolla collegamento s?:Sta Cin;pia EIirgina Fnomin cr:tlt?ﬁaa SRS 0 Cronologia EEInvertiselezione
Appunti Organizza Muovao Apri Seleziona
@ v 4 (M, Rete » Z-PASS2-S v & Cercain Z-PAS52-5 el
9r Preferiti
B Desktop ‘J | log
4 Download -
%3 Dropbox
(E-ﬂ Risorse recenti
1 Work
4 TWS

1M Questo PC
m Desktop
| Documenti
&8 Download
=] Immagini
W Musica
B Video
&, 05(C)
e Disco rimovibile (J:)
5 Archivio_Tecnico (WWIN-KTTNTI

f! Rete

1 elemento == =]
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

PEDR- X
File Home  Condividi  Visualizza ~ @
L m d& Taglia x li"tl [ 1 IENuo\rO elemento - Q e Apri E Seleziona tutto
= [ Copia percorso '¢ = o —‘aAccesso facilitato ~ . QModifica 55 Deseleziona tutto
Copia Incolla _ Sposta Copia | Elimina Rinomina = Nuova Froprieta
[2] Incolla collegamento in in - cartella - 0 Cronologia Eﬁ,‘lnverti selezione
Appunti Organizza Muovao Apri Seleziona
@ = T U » Rete » Z-PASS2-S ¢ log » v O Cercain log y:
45 Preferit Nome g Ultima modifica Tipo Dimensione
B Desktop L conf 26/10/2015 13.56 Cartella di file
% Download . disk 27/10/2015 09.22 Cartella di file
%3 Dropbox L tmp 27/10/2015 07.40 Cartella di file
%1 Risorse recenti = mintleg 27/10/2015 07.41 File LOG 5KB
1 Work _-I .upgrade_firmware.log 27/10/2015 07.40 File LOG 2KB
L TWS at_exec.log 27/10/2015 08.32 File LOG 115KB
|| at_execleg 26/10/201317.12 File 1 203 KB
48 Questo PC || at_execlog.2 26/10/2015 16.45 File 2 1.731 KB
I g Desktop || at_execlog.3 26/10/2015 16.30 File 3 1.690 KB
3 Ej Documenti || at_exec.logd 26/10/2015 16.15 File 4 1.511 KB
& | g Download || at_execlog.5 26/10/2015 16.00 File 5 1.689 KB
b | = Immagini cron.leg 27/10/2015 09.48 File LOG 121 KB
b Musica fb_exec_handler.log 27/10/2015 09.21 File LOG 2KB
@ Video || fb_exec_handlerlog.l 27/10/2015 08.44 File 1 36 KB
[ a 05 (C) || fb_exec_handler.log.2 26/10/2015 16.45 File 2 1.362 KB
I e Disco rimaovibile (J:) || fb_exec_handlerlog.3 26/10/2015 16,30 File 3 1.158 KB
I 5 Archivio_Tecnico (WWIN-KTTN7I | | fb_exec_handler.log.4 26/10/2015 16.15 File 4 1,188 KB
|| fb_exec_handler.log.5 26/10/2015 16.00 File 5 1.328 KB
3 ?! Rete mb_conf_handlerlog 27/10/2015 09.21 File LOG 60 KB
|| messages 27/10/2015 09.48 File 5KB
|| messages.0 27/10/2015 09.45 File 0 1.025 KB
|| messages.1 26/10/2015 13.22 File 1 1.025 KB
|| messages.2 26/10/2015 09.52 File 2 1.025 KB
|| messages.3 26/10/2015 08.32 File 3 1.025 KB
|| messages.4 23/10/201514.19 File 4 1.025 KB
|| messages.5 22/10/2015 16,36 File 5 1.025 KB
|| messages.6 21/10/2015 17.00 File & 1.025 KB
|| messages.7 20/10/2015 17.09 File 7 1.025 KB
openvpn-status.leg 271072015 09.47 File LOG TKB
t3energy.log 27/10/2015 09.47 File LOG 122 KB
|| t3energy.log.l 26/10/2015 16.45 File 1 405 KB
|| t3energy.log.2 26/10/2015 16.30 File 2 356 KB
|| thenergy.log.3 26/10/2015 16.15 File 3 355 KB
|| t3energy.log.d 26/10/2015 16.00 File 4 395 KB
|| thenergy.log.5 26/10/2015 15.45 File 5 354 KB
35 elementi . =]

Depending on the LAN configuration, a login may be needed to access the shared foldeuse# Hoe

credentialsshown in the following figuré dz& S N3 d¢Bavi éax
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

-
Siarezz i windows Sl - -
Password di rete

Immettere la password per la connessione a: ZTWS4

_ [igues |

|
‘D ’F‘assw-:urd ]
Dorminio:

[ Memorizza credenziali

'ﬁ' Il sistema ha rilevato un possibile tentativo di
compromissione della sicurezza, Accertarsi di poter
contattare il server di autenticazione,

| ok || Annull

16.1.3 Real Time Clock Setup

w

.8 OfAO1LAYI 2yt 20008 {OvigieLs €¢mMmyy s Ay GKS

GDSY SNJI ¢
following page:
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

() e — O >

/ [y Z-Pass2-s

*

\Wh

C [ @ 192.168.85.106:3080/rtc.php

Q | ;@

@SENECA

General Configuration
Main View

Network and Services

VPN Gonfiguration
Router Configuration

Users Configuration

FW Upgrade

Conf. Management

Mobile Configuration
Mabile Metwork
Diagnostics

FW Versions

Ethernet Interfaces

Modbus Modules

Data Logger (SD missing)

Z-PASS2-S

Real Time Clock Setup [user: admin] [logout]

Firmware Version: SW002940_331 [Modem: 1231B02SIM5350E]
MAC Address: C8FA81160002 [IMEI: 862264020406715]
Internet Access: Ethernet

Energy Protocols: none

PLC Status: running (app: zpass2s_r01_bis)

Router: running

Intp1.inrim.it

Intp2.inrim.it

Central Europe

(CET/CEST) | Central Europe (CET/CEST) v |

2017 017

October ober

AU

SET CLOCK

4 I ———————————=mmmmmmm——y

z

¢KA& LI 3IS Aa YIRS dzLJ 2F Gg2 aSO0GA2yay abet ¢
Ly GKS ab¢té asSOlAzyr &2dz Oy OKFy3dS G(KS LI NI
Zone,as listed in the following table:

| Field | Meaning | Default value
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

NTP/Enable Flag to enable/disable tim{ ON
synchronization by means of N
protocol
NTP/Primary Server IP address or FQDNof the Primary| ntpl.inrim.it
NTP Server
NTP/Secondary Server IPaddress or FQDN of the Secondi ntp2.inrim.it
NTP Server
NTP/Time Zone Time Zone Central Europe (CET/CEST
2 KSYy GKS d¢AYS %2ySé LI NFYSGSNI A& aSid G2 &/ Sy idNF
SyroftSa 0/9{¢0 k RAIIAYTIE ¢COANSBEL aBRKREBAFIIPET A K

Alargenumber of Time Zones are available, as partially shown in the following figure:

“CvsbY CdzAffteé vdz t ATASR 52YFAY blYSs So3oy aLR2f oy iLI®2 N
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

SN Giovani] - O s
[ Z-Pass2-s5 x
&« C | @ 192.168.85.106:3080/ric.php @ ¥
®
©SENECA  zero
General Configuration Real Time Clock Setup [user: admin] [logout]
Main View Firmware Version: SW002940_331 [Modem: 1231B02SIM5350E]
Metwork and Servi
Shwore and seriees MAC Address: C8FA81160002 [IMEI: 862264020406715]
Real Time Clock Setup
VPN Gonfiguration Internet Access: Ethernet
Router Configuration Energy Protocols: none
Users Configuration PLC Status: running (app: zpass2s_r01_bis)
FW Upgrade Router: running
Conf. Management
Mobile Configuration CURRENT UPDATED
Mobile Network
Diagnostics NTP
FWW Versions EnabiE on ON
Ethernet Interfaces S
Primary Server ntpi.inrim.it ntp1.inrim.it
Modbus Modules
Data Logger (SD missing) Secondary Server ntp2.inrim.it ntp2.inrim.it
. Central Europe . :
Time Zone UTC-10:00 Huawai v |
(CET/CEST) ST =
UTC-10:00 Huawai
UTC-10:00 Aleutian
RTC .
UTC-09:30 Marquesas
YEAR 2017 UTC-09:00 Alaska

UTC-08:00 Pacific Coast
MONTH Octoll UTC-07:00 Arizona
DAY 05 UTC-07:00 Chihuahua

UTC-06:00 Central Zone

HOUR 08 | JTC-06:00 Mexico City
minuTE 55 | YUTC-05:00 Bogota
UTC-05:00 Eastern Zone
SECOND 15 |UTC-05:00 Indiana
UTC-05:00 Havana J
UTC-04:00 Asuncion
UTC-04:00 Caracas
UTC-04:00 Cuiaba
UTC-04:00 La Paz
UTC-04:00 Atlantic Coast
UTC-04:00 Santiago -

CKS awe/ ¢ asSOGAz2y 2F (KS DbvaefateftiBaisattings2sire Yhis yhakzest { &
sense only if NTP time synchronizatign i y 24 Syl 6f SRX 6KSY dabc¢t k9ylof S¢
fieldsk YR G KS & { 9 ¢aredsdbledyaad the galiain@tefs are only for viewing.

Instead 6 KSY dabe¢tk9ylIofSé LI NFYSGSNI AE dahCCé€I $KS Ay
lets you change and save the parameter values, even if they are not actually used.
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

16.1.4 VPN Configuration

& OtAOlAYy3d 2y

following page:

C\
A
(V)

Gxtb [/ 2yFAIANI GA2YE

fAYl S

[ z-Pass2-s

©SENECA

General Configuration
Main View

Network and Services
Real Time Clock Setup
VPN Configurafion
Router Configuration
Users Configuration

FW Upgrade

Mobile Configuration
Mohile Network
Diagnostics

Ethernet Interfaces
Modbus Modules

Data Logger (3D found)
Logs

& N Giovanni] —
x

Z-PASS2-§

VPN Configuration [user: admin] [logout]

Firmware Vergion: SW002940_210 [Modem: 1231B02SIM5350E]
MAC Address: C8FA81160002

Internet Access: Mobile

Energy Protocols: none

PLC Status: running (app not running)

Router: disabled

CURRENT UPDATED
VPN Mode VPN Box VPN Box v
VPN Box
Enable OFF OFF »

Server 192.168.90.1 192.168.90 1
Password seneca seneca

Tag Name zpass2s zpass2s
APPLY || SHOW VPN STATUS

The page has a different layo®@SLISY RAy 3 2y (GKS @l tdzS 27

oOpenVPNE /RN Bak(for an explanation of thesealues, see chaptelO).

16.1.4.1 OpenvPN

Theld: 38 Aa YIRS dzld 2F Go2 aSOGA2yay axtb
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

& NGiovanni/ — O W
[} Z-Pass2-s x
&« C | @ 192.168.85.103:8080/vpn_files.php ¢
@
©SENECA  zrrsszs
General Configuration VPN Configuration [user: admin] [logout]
et s Firmware Version: SW002940_310 [Modem: 1231B02SIM5250E]

MNetwork and Services
MAC Address: C8FA81160002
Real Time Clock Setup

Internet Access: Mobile

VPN Configuration

Router Configuration Energy Protocols: none

Users Configuration PLC Status: running (app not running)
FW Upgrade

Router: disabled
Mobile Configuration

Mehile Network

Diagnostice CURRENT UPDATED
Ethernet Interfaces

Modbus Modules VPN Mode VPN Box OpenVFN ¥
Data Logger (SD found)

Logs VPN Files

Configuration File
(.owpn or .conf)

NOTE {: the file will be renamed as ‘ovpn.conf' | Scegli file | Nessun file selezionato
NOTE 2: in options requiring a file("ca”, "cert”, "key"
efc.), only filename must be specified (without path}

CA certificate - ) )
Coriy Scegli file | Nessun file selezionato

Client certificate s X .
(art) Scegli file | Nessun file selezionato

Client key s . .
(key) Sceqli file | Nessun file selezionato

Additional File v . .
Ui o A1 Scegli file | Nessun file selezionato

UPLOAD || RESET

VPN Configuration

Enable OFF OFF v
[ APPLY || SHOW VPN STATUS |

Thed £t b CAf &8 you B thé fled yieeded onfigure Open VPN arstablish a secure VPN
connection; these fileare described in the following.

16.1.4.1.1 Configuration File

This file shall contain all the information needed to configure the Open VPN behaviour; the main
configuration options arg:

9 if the Deviceshall act as a client or a server (typically, it will be a client)

3 For more informatin aboutOpen VPN configuration optionglease refer to the OpenVPN web page
662LISY QLI dYySieod

72




USER MANUAG Z-TWS4/ZPASSE/S6001RTU

the transport protocol (UDP or TCP)

the server IRaddress/host name and port

the files needed to perform authentication procedures
etc.

= =4 =4 =

This file has theovpnextension (in Windows systems) monfextension (in Linux systems); regardless of
the original name, it will be renamed aspn.confon the Device.

This is the only mandatory file, that is if this file has not been loaded oP¢vie  +t b Ol v Qi 068 ¢

As reminded in the web pag& options requiring a file argument, only the file name shall be given, with
no path as in the followingxample:

ca ca.crt OK
ca /home/config/vpn/ca.crt KO'!
Other two important rules that shall be followed are:
T 6KS GRS@¢ 2dHawturdDyé aHNIitdp0 & SY
T 6KS af23¢ 2LIGA2y akKlff 0S 2YAGGSR o0a2 GKIGZ 2
An example of alient configuration file is given in paragrap6.1.4.1.7
16.1.4.1.2 CA certificate
This file shall contaithe Certification Authority (CA) certificatand has thecrt extension.
It is needed when the configuration file contains theD bption.
16.1.4.1.3dient certificate
This file shall contaithe clientcertificateand has thecrt extension.
It is needed when the configuration file contains theéD Sdgior.
16.1.4.1.4dient key
This file shall contaithe clientkey and has thekeyextension.
It is needed when the configuration file contains thg Soptién.
16.1.4.1.5 Additional file

This file can be of any type and may be needed for configuration options otheniti@ i £O Sakdné] S @

More than one additional file can be loaded.

You can browse your PC to select tiwvefiles and send them to th®eviceo & LINBaadaAy3a (KS
button.

Once the upload is doneresult page is showlike in the following figure
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/ [ z-Pass2-s x

(Giovanni

c | @ 192.168.85.103:8080/vpn_upload_files_cust.php

©SENECA  7#»ss

General Configuration VPN Configuration [user: admin] [logout]

Main View Firmware Version: SW002940_310 [Modem: 1231B02SIM5350E]

Metwork and Services
MAC Address: C8FA81160002
Real Time Clock Setup

Internet Access: Mobile

VPN Configuration

Router Configuration Energy Protocols: none

Users Configuration PLC Status: running (app not running)
I Lt Router: disabled

Mobile Configuration

Meble Netweri Upload: CLIENT1

Diagnostics pload: a.ovpn

Ethernet Interfaces --- Size: 193 bytes

Medbus Modulss --- Stored in: /home/config/vpn/ovpn.conf
Data Logger (SD found)

s Upload: ca.crt

--- Size: 1139 bytes

--- Stored in: /home/configivpn/ca.crt
Upload: GLIENT1.crt

=== Size: 3600 bytesa

=== Stored in: /lhome/config/ivpn/CLIENT1.crt
Upload: CLIENT1.key

--- Size: 912 bytes

--- Stored in: /home/configivpn/CLIENT1.key
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Youcancheck KA OK +tb FAfSa INB &d0G2NBR 2y (KS 5S@A0S
aK2gy Ay GKS F2ft26Ay3 FAIAdZNE ONBYSYOSNI dKFG (K

Giovanni _ O b4

_/ [ Z-Pass2-s x \\

&« c l (@ 192.168.85.103:8080/vpn_files.php?showinfo=1 Q

®

©SENECA  7+sss2-

General Configuration VPN Configuration [user: admin] [logout]

[E Firmware Version: $W002940_310 [Modem: 1231 B02SIM5350E]

MNetwaork and Services

MAC Address: CBFA81160002

Real Time Clock Setup
m Internet Access: Mobile

Router Configuration Energy Protocols: none

Users Configuration PLC Status: running (app not running)

FW Upgrade -

Mobile Configuration Router: disabled

Mobile Metwork

Diagnostics

Ethemnet Interiaces

S _c:.rm"w:’N OpenVPN ’
Data Logger (8D found)
— - veNFiks

Sceglifile | Messun file selezionato

_ Nessun file selezionato
_ Nessun file selezionato
_ Nessun file selezionato
_ Nessun file selezionato

}|||

HIDE VPN STATUS
Disconnected
0.0.0.0
Stopped
o/0

0/o

REFRESH

As reminded by the web page, the VPN files can be downloaded froidetiee if needed, via FTP/SFTP;
they can be found in théhome/config/vpndirectory, as shown in the following figure.
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B OpenVPM_Client - user@192.168.85.117 - WinSCP - o x
Locale Seleziona File Comandi Sessione Opzioni Remoto Aiuto
& | £ Coda ~ “[f] & 3 Sincronizza Bl F [H Impostazion trasferimento Predefinito -2
[ user®192.168.85.117 G Nuova sessione
[ Desktop BT e BEEOL % vpn EE e BEEQL B Towfle %
& [ & [
C:\Users\Spagiari\Desktop\OpenVPN_Client /home/config/vpn
Nome B Dimensi... Tipe Modificata Attr Nome Dimensi.. Modificato Diritti Proprictario
el Cartella superi..  16/09/2016 15.36.06 el 20/08/201608.2652  rwwrwrx root
Elaacrt 2KB Certificato di s. 04/05/2015 09.30.28 a Elea.crt 2KB  20/09/2016 10.42.53 W-r--r-- roct
[ CLIENT1 conf 1KB  File CONF 06/08/2016 141940 a [l CLIENT.crt 4KB 20/09/2016 104253 - root
5 CLIENT!.crt 4KB Cettificato dis.. 04/05/2015 02.30.42 a [ CLIENT 1 key TKB 20/09/201610.4253  rw———- root
|| CLIENT1 key TKB File KEY 04/05/2015 09.30.40 a unvpnxunf 1KB  20/09/2016 10.42.53 W-r--r-- root
[ CLIENT1z.conf 1KB  File CONF 07/08/2016 082605  a
Q{CLIENTTa ovpn 1KB File OVPN 07/09/2016 08.26.05 a
5] CLIENTZ.crt 4KB Cedificatodis.. 04/05/2015 09.3044 o
[ CLIENT2 ey 1KB  File KEV 04/05/2015 09304 a
ol CLIENTS3.crt 4KB Cerificatodis.. 04/05/2015 09.33.54 a
[ CLIENTS3.key 1KB  File KEV 04/05/2015 093352 a
Q{CLIENTS& ovpn 1KB File OVPN 06/05/2015 15.23.11 a
< >
0Bdi15.504Bin 0di11 0Bdi5.844Bin0did
& SFTP-3 0.00.52

[N
R
(V)]

La Aa LkRaarofsS G2 Of SINJIff
confirmation:

+up Will appedr, Seqdringoad

| 192.168.85.117:8080 dice:

g . , ! .
This will delete VPN files. Are you sure ?

]

1 - -

If VAN is enabled, the user is not allowed to delete VPN files, as warned by the followkugppop

192.168.85.117:8080 dice:

-

YEM 15 enabled: files can't be deleted.
|

Ly G4KS dazxtb [/ 2 yifel B didonmaranyeter, ax&sCribekir tieXollowing table:

Field Meaning Default value

VPN Configuration/Enable Flag to enable/disable the VP OFF
connectivity; when enabled, the
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Device will run the Open VPN
process with the loade(
configuration

As already told aboveif you try to enable the VPN connectivity, bmb configuration filehas been
uploaded to theDeviceyet, an error is given as shown in the followfigure:

[0 N Giovanni — O Y
[ Z-Pass2-s X
&« C | @ 192.168.85.103:8080/vpn_save.php?do=1 he
@
©SENECA 272
General Configuration VPN Configuration [user: admin] [logout]
LSt Firmware Version: SW002340_310 [Modem: 1231B02SIM5350E]
Metwork and Services
MAG Address: CBFAS1160002
Real Time Clock Setup
VPN Configuration Internet Acceas: Mobile
Router Configuration Energy Protocols: none
Users Configuration PLC Status: running (app not running)
FW Upgrade Router: disabled
Mobile Configuration
Mobile Network
Diagnostics VPN files are not loaded yet ! Configuration not changed.
Ethernet Interfaces
Modbus Modules
Data Logger (3D found)
Logs
Wheng 2 dz Of A O] VPNSTARES adzih2zy > I (KANR & StarigAx ya K2435y 3

T GKS +tb a/2yyS8OiAzy {dFidaé 6AGSOY a54a02yySOi
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T
1

theIPaddressassgnedtotheVFltérfaceraKS)/ G/ 2yySOGSReéT GKS aRdzYY

AAAAAA

6KSYy 45Aa02yySOGSR¢

GKS GhLISy+tb {GFGdzaé O0APSPY a{ G2LIISRE 2N awdzyy
0KS ydzyoSNJ 2F LI O1SiakoeidSa NBOSAGSR FTNRY (K.

disconnected
0KS ydzYoSNJ 2F LI O1SiliakoedaSa aSyid (2 GKS xtb Ay
the VPN files stored on tHeevice(see above)

as shown in the following couple of figures:

&

/ [ Z-PAsSs2-S x\\_._

c l@ 192.168.85.103:8080/vpn_files.php?showinfo=1 Q

SSENECA =

General Configuration VPN Configuration [user: admin] [logout]
Mancy Firmware Version: SW002940_310 [Modem: 1231B02SIM5350E]
MNetwork and Services
MAC Address: CBFAB1160002
Real Time Clock Setup
m Internet Access: Mobile
Router Configuraiion Energy Protocols: none
Usars Configuration PLC Status: running (app not running)
P Upgrade -
Mobile Configuration Router: disabled
Mobile Metwaork
Eihernet Interiaces
Modbus Modulez OpenVPN v
Data Logger (SD found)
= _

Sceglifile | Messun file selezionato

JJ file | Nessun file selezionato

Sceglifile | Messun file selezionato

JJ file | Messun file selezionato

Sceglifile | Messun file selezionato

UPLOAD || RESET

APPLY || HIDE VPN STATUS
Disconnected
0.0.0.0
Stopped

0/o
0/0

REFRESH
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/ [ Z-PASS2-5 x\\_.

&« c I(D 192.168.85.103:8080/vpn_files.php?showinfo=1 Q

SSENECA --c

General Configuration VPN Configuration [user: admin] [logout]

[EE Firmware Version: $W002940_310 [Modem: 1231 B02SIM5350E]
MNetwaork and Services
MAC Address: CBFAB1160002

Real Time Clock Satup
m Internet Access: Mobile

Router Configuration Energy Protocols: none

Usars Configuration PLC Status: running (app not running)

P Upgrade -

Mobile Configuration Router: disabled

Mobile Netwaork

S --
Ethernet Interfaces

Modbus Modules

OpenVPN =

- “me o

I| file | Nessun file selezionato

Data Logger (8D found)
Logs

Soeghﬁle Nessunﬁleselezmnato
Soeghﬁle Messun file selezionato
Sceglifile | Messun file selezionato

UPLOAD || RESET

!

APPLY

HIDE VPN STATUS

Connected
10.9.7.5
Running
51360
o/

REFRESH

L'y AYLRNIFYG adlddza AYTF2NXEGA2VT AHt BADSYSYRO KR @
dl0Fddza A& a{G2LIISRES hLISY +t b : prdNaBIY) $ha donfiQueatiah Re y 2
contains some errors or, maybe, some optiows$ supported by theDeviceOpen VPN implementation.

You canrefreshthe VRatuss o6& Of AO1 Ay 3 2y GKS aGwo9Cwo{l é odzidz2)

»»

CAYylffes &2dzShiugy KSQSABKS aat GANSONTEAS/ Bdd 2T ®S &I L5
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16.1.4.1.6 OpenVPN Server configuration file

This paragraph gives an example of OpenVPN server configuration; this is the server configuration typically
used withZTWS4Z-PAS3-S/S600IRTUdevices.

port 1194

proto udp

dev tun

ca ca.crt

cert server.crt

key server.key

dh dh1024.pem

server 10.9.7.0 255 .255.255.0
ifconfig - pool - persist ipp.txt
client - config - dirccd

client -to - client

keepalive 10 120

comp- 1zo

persist - key

persist - tun

status openvpn - status.log
verb 3

16.1.4.1.7 OpenVPN Client configuration file

This paragraph gives an example of Open¥¢Rt configuration; this is the client configuration typically
loaded onZ-TWS4/ZPASSS/S600IRTUdevices.

client

dev tun

port 1194

proto udp

remote 2.192.5.105 1194
nobind

ca ca.crt

cert tws4.crt

key tws4.key

comp- I1zo

persist - key

persist - tun

script - security 3 system
verb 3

16.1.4.1.8 LED signalling(Z-PASS25R0VZ -PASS2S-10)

INZTWS4ROXZ-PASSBERX (x=1,2)JINB RdzO(i azX 6KSy +tb FdzyOQluA2ylfAdle A
G{9wxé FYR d+xtbda [95a 3AAXADS pafa@apBx2arid2FAy 3 adl Gdza A

LED Status Meaning
VPN Yellow ON VPNconnection is working properly
Blinking VPN connection is not working properly
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OFF

VPN functionality is disabled

SERV Green

Not used

16.1.4.2 VPNBox

The pagecontainsonly ony sectio & Boté,kas shown in the following figure
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SN Giovani] - O
[y Z-PasSSZ-5 X
&« & | (@ 192.168.85.106:3080/vpn_files.php w
]
©SENECA -ons
General Configuration VPN Configuration [user: admin] [logout]
Main View Firmware Version: SW002940_331 [Modem: 1231B02SIM5350E]
MNetwork and Services
MAC Address: C8FA81160002 [IMEI: 862264020406715]
Real Time Clock Setup
VPN Configuration Internet Accessa: Ethernet
Router Configuration Energy Protocols: none
Uzers Configuration PLC Status: running (app: zpaas2s_r01_qua)
FW Upgrade Router: running
Conf. Management
Mobile Configuration
Mobile Network CURRENT UPDATED
Diagnostics
FW Versions VEN Mode VPN Box VPMBox ¥
Ethernet Intedaces
Modbus Modules VPN Box
Data Logger (SD missing) Enabid oFr
Server 194.184.235.246  |194.184.235.246 |
Password seneca |seneca |
Tag Name zpass2s |Zp35928 |

| APPLY || SHOW VPN STATUS

z

¢CKS axtb . 2Eé¢ &afQldning @asamelesy (i Ay a (KS

Field Meaning Default value

VPN BOnable Flag to Syl 6t SKRA al g OFF
2EéE Fdzy QG A2yl f
procedure/protocol that lets the
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Devicesetup the VPN, by interactin
GAOGK GKS aG+tbazxt
.2E ! aSNJ al ydz f ¢

VPN BOJServer IP address or FQDN of thet t b 192.168.90.1
server

VPN BOMRrassword Passwordto accessthe a £+t b seneca
server

VPN BOXag Name Mnemonic name used to uniquely zpas®s

identify the Device if the default
6al LI aanaén Oeévica
will register as
Gl LIraawmwapral! /'R
i Gganyral! /! RRN
Box

fTﬂ) T«

2 KSy @&2dz Of A O/PN STATES KoSIzIH@SO (A 2y | LILIS ISHBE S v KBRA v

1
T

1
)l

GKS *tb a/2yySOiGAz2y { (4d/G238ES ORIBDY d5Aa02yySOi
the IP address assigned to th@N interfaces KSy &/ 2y ySOGSRéX GKS daRdzYY
g KSYy &5 A aQsyfoiSad ShRwn foit t 2-th-y @ A Yy (VPR Baxsinée no IP address

is assigned to the VPN interface

0KS Ghi8y£fidzaé o0APSPY G{ G2LIISRE 2NJ awdzyyAy3IE 0
the number of packets/bytes receivedy 4§ KS +t b AYGSNFIF OS> 66KSy Oz
disconnected

the number of packets/bytes sebyi KS +t b AYOGSNFI OST 46KSy 02yySOf(
GKS axtb . 2BK¢DLIP &os SAR/ti& kagt S2yAly (12 MI[ w{OXYy It S [ ! bé
Box is enabled

GKS a+tb .2E {0l Gdzaés AF¥ +tb .2E A& SylofSR

the username of the connected user, if any

as shown in the followinthree figures:
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/ [ Z-PAsSs2-S "\L

€« > C I(D 192.168.85.103:8080/vpn_files.php?showinfo=1

©QSENECA  7+sse2

General Configuration VPN Configuration [user: admin] [logout]
] Firmware Vergion: SW002940_3210 [Modem: 1231B02SIM5350E]
Network and Services

Real Time Clock Setup

_ Internet Access: Ethernet

Router Configuration Energy Protocols: none

MAC Addresas: CBFA81160002

Users Configuration PLC Status: running (app not running)
FW Upgrade

Mobile Configuration
Mabile Network
Diagnostice

Ethernet Interfaces
Meodbus Medules

Data Logger (SD found)
Logs

Router: disabled

VPN Box

192.168.901  |192.168.90.1

2eneca |59H9Cﬂ |

zpass2s |z passis |

APPLY

:

HIDE VPN STATUS

C Comeotonsum Disconnected
T o Adies o000
C Opervensi Stopped
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/ [ Z-PAsSs2-S "\L

€« > C I(D 192.168.85.103:8080/vpn_files.php?showinfo=1

©QSENECA  7+sse2

General Configuration VPN Configuration [user: admin] [logout]
] Firmware Vergion: SW002940_3210 [Modem: 1231B02SIM5350E]
Network and Services

Real Time Clock Setup

_ Internet Access: Ethernet

Router Configuration Energy Protocols: none

MAC Addresas: CBFA81160002

Users Cenfiguration PLC Status: running (app not running)
FW Upgrade

Router: running
Mobile Configuration

Mehile Network
Diagnostice

Ethernet Interfaces
Meodbus Medules

Data Logger (SD found)
Logs

VPN Box

on

194.184.235.246  |194.184.235.246

laboratorio || aboratorio |

zpass2sri |zpa5525r01 |

APPLY

:

HIDE VPN STATUS

Connected
10.9.0.4
Running

26/ 3.3K

3 /264K
Paint-to-Point
OK (Configured)
REFRESH
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Giovanni

General Configuration
Main View

Netwerk and Services
Real Time Clock Setup

Router Configuration
Users Configuration
FW Upgrade

Conf. Management
Mobile Configuration

VPN Contiguration [user: admin] [logout]

Firmware Version: SW002940_330 [Modem: UC20GQBRO3A14E1G]
MAC Addreas: CBF9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237893]

Internet Acceasa: Mobile
Energy Protocols: none
PLC Status: running (app: ppp_blocksa)

Router: running

— a ot
/ [ zZ-passz-s x \\ \
< C lA Non sicuro | bas://192.168.85.104/maintenance/vpn_files.php?showinfo=1 ﬁ] :
@
©SENECA  2+nsse-

Digital O

Diagnostics

Crenetietacss [ B

M]dbus hhdules e

Data Logger (5D found) | Ensbi on

Logs | Server 191sa2s5246 (194184235246
D wevee e |
o e ez |
| APPLY || HIDE VPN STATUS |
 ComectionStna Connected
 veNBoxTwe Pointto-Point (L2
~ VPNBoxStaus OK (Configured)

REFRESH
For an explanation of tRA T FSNBy 0Sa 06Si6SSy | -of2¥gii§ [t bg ASGCH

10.

¢KS da+thb

l.j

K

S

F2tt26Ay3 T2N
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Result (Status)

The following table gives a short explanation of fussibled w S & dzf G ¢

G{ G Gdzaé

Iy R

Result

Status

Meaning

Error Unexpected responge

A response code has been received that is
handled by theDevice(it should never occur)

Error No responsefrom VPN
BoX

No response has been received from the VPN
(response timeout) this is normally due tg
connectivity problems

Error (nvalid response fron
VPN Bok

A response has been received whose conten
not valid for theDevice(it should neveoccur)

Error (Wrong password)

The password set on the Device is wrong

Error License Limit Reachgd

The maximum number of devices allowed by {
license are already registered on VPN Box

Error YPN Box not configurgd

The VPN Box has not beeonfigured yet

Error Generic erroy

A generic error has occurred on the VPN Box

OK The Devicehas just been registered on the VR
Box

OK New TheDeviceis registered on the VPN Box, but it
y2G O2yF¥AIdzZNBR &Sl 64

OK Configurationupdated TheDeviceconfiguration has just been updated

OK Configured The Deviceis properly configured and availab
for VPN connection

OK Ban TheDevicehas been banned

OK Not found The Deviceis unknown for the VPN Box; th
happens wherDeviceregistration is deleted or
the VPN Box

OK Unknown TheDeviceKl a |y adzy1y26y¢e
Box (it should never occur)

OK Not bound ¢ KS aldzyy St éDevménidstis: SAPN
Box is not up; this may occur when the tunr
LI2NI Aa of201SR oayz2i
2y (GKS +tb .tttz AKRS »

OK Unexpected status A status code has been received that is I

handled by theDevice(it should neveoccur)

You can refresh the VPtatus~ 0 &

Ot AO1TAY3 2y GKS awo9Cwo{l ¢ odzii2y

CAylLttes e2dzStiugy KEQ8ABKS aat GANSONTAS/ Adz8 2y @S &l L5
16.1.4.2.1LED signalling Z-PASS25R0VZ -PASS2510)

In ZTWS4R0XZPASSBRX (x=1,2L.INB RdzO{ & =
Y2RS>Y (GKS a{9w+xé YR daztba

GKSY +tb TFdzy OlSingle/UAR A G & )
[ 95a 3AAXAOS52arki%3):F2ff20AY

LED Status Meaning

VPN Yellow ON VPN connection is working properly
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Blinking VPN connection is not working properly

OFF TheDevice has not been configurég the VPN Box yetr VPN Box
functionality is disabled

SERV Green | ON +tb .2E a{9w+xL/9¢é O2yySOiGA2Yy A& g
Blinking +thbh .2E a{9wzxL/9¢ O2yySOilArAz2y A& \
OFF VPN Box functionality is disabled

{AYAfFINI &S gKSy =ztb FdzyOlArey2Aiyied XARSYlIO0KSRaAfpYwsH
give the following status information (see paragr&pBand 5.3):

LED Status Meaning
VPN Yellow ON A VPN client is connected to the Device
OFF No VPN client is connected to the Devic&/&NBoxfunctionality is disabled

SERV Green ON

I+

tbh .2E a{9wxL/9¢ O2yySOilAz2y A& ¢
Blinking +thbh .2E a{9wzxL/9¢ O2yySOilArAz2y A& \

OFF VPN Box functionality is disabled

16.1.5 Router Configuration

. & Of A 01 Ay 3 CanjiguratiedS faim2\dEBesSda] 20/FS\ Jd@zNI G A2y Eé YSydz ¢
following page:

88




USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

IO N Gicvann - s
_/ [ Z-Pass2-s x\\ b
«  C [G) 192.168.85.104:3080/mobile_router.php 2 1 :
@ -
©SENECA  zorsszs
General Configuration Router Configuration [user: admin] [logout]
[SEvED Firmware Version: SW002940_332 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975]
Real Time Clock Setup
VPN Configuration Internet Access: Ethernet
(s Gontguaien 11| Eneray Protocols: none
Users Configuration PLC Status: running (app: s203)
FW Upgrads -
Router: disabled
Conf. Management
e, cumewr  uATED
Mabile Metwork
OO Confguaton  FowlerEnabieoFF
Digital 1O - oDnspHoP
Outal 0 Congursion [ oNe Enabe on
T ~ ovcposveremeor
T eraens R oHicR FistAddress 19210000201 19216890201 |
Ethernet Interfaces
0 A e caozro 162 6890210
KMadbus Modules
Data Logger (8D found) LU DHGR Lease Time (min) 15 [15 |
= .~ UseLocal Addresses through VPN
0 i O
C T Enable on
Pt TP
el oee
et Tcruoe
e TcPruoe
_ Port Mannino/ Virtusl Server 5 i
In this page, you can change the parameters related to the Router functionality.
First, you have a set of general parameters, as listed in the following table:
Field Meaning | Default value
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RouterEnable Flag to enable/disable the Rout¢ OFF
functionality

DNS Enable Flag to enable/disable the DN ON
forwarding service

DHCRserverEnable Flag to enable/disable the DHQ OFF

service (DHCP server)

NOTEthis parameter can be set t
GON 2y & A Fparénie®r
2F GKS abSig2N]
A& &Sia. G2 ahccé

DHCP First Address These parameters define the ran¢ 192.168.90.201

DHCP Last Address of IP addresses assigned by f 192.168.90.210
DHCP server to requesting clients

DHCP Lease Tir{min) Validity period for the IP addresy 15

assignmentin minutes
Possible values are in the ran
[1..60].

Then, you have the parameter shown in the following table.

Field Meaning Default value

Use Local Addresses Through VP| Flag to enable/disable thaccessto | OFF
the Deviceand other devices whic
are in theDeviceLANby using their
local (LAN) IP adésses

Then, you have another important parameter, which is shown in the following table.

Field Meaning Default value
Mobile Network FirewalEnable Flag to enable/disablél KS & § ON
Network  Firewal§ > 0 KI

disable/enableaccessto the Device
and other devices which are in th
DeviceLAN, by usinghe IP addresg
assigned to the Mobile Network (34
interface

To open aport in the firewall, a
Gt 2NI al LAY I K
shall be defined.

The above parameter shall be set tdNOto protect the Device against undesired (maybe malicious)
accesses.

¢CKAA A& (GKS 2yfteé LI NI YSiSNJIthatyis workirg alsowhelziite Router2 y F A
functionality is disabled (Router Enable = OFF).
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It is important to note that, when the VPN is activatésee 16.1.4 paragraph, the parameter is
automatically set to @, as warned by the message shown in the following figure.

() Eavenmd - O X
[B Z-Pass2-S X
&« C | ® 192.168.85.103:8080/vpn_save.php?do=2
&
©SENECA zons=2-
General Configuration VPN Configuration [user: admin] [logout]
Main View Firmware Version: SW002940_334 [Modem: EC21EFAR02A02M4G]
MNetwork and Services
MAG Address: C8F9811B0001 [IMEI: 861108030033046]
Real Time Clock Setup
VPN Configuration Internet Access: Ethernet
Rauter Configuration Energy Protocols: none
Users Configuration PLC Status: running (app not running)
FWW Upgrade Router: running
Conf. Management
Mobile Configuration
Mabile Metwark VPN Box configuration changed.
(D) 18 Eeniigeicn Mobile Network Firewall has been enabled.
Digital VO
Digital 1’0 Configuration
Diagnostics
FW Verzions
Ethernst Interfaces
Modbus Modules
Data Logger (SD missing)
Finally,there arep aSOuUA2ya WKAOK S0 e2dz RSTAYS dzLJ 42

{ S NI2 $NZcl sectionthe availablgparameters are the following:

Field

Meaning

Default value

Protocol

This parameter defines the transpg

protocol (or kind of port) which i

TCP/UDP
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affected by the rule: TCP, UDP
both

External Port TCP or UDP port which a packet i Empty
originally sent to

Server IP Address IP address which the received pack Empty
is forwarded to

Internal Port TCP or UDP port which the receiv] Empty
packet is forwarded to

If Router is left disabled (Router Enabled = OFF), you can still change parameters; ehthigesaved
without actually applying thend S E O S LJi Mobi2 NgtwiorkK rewal LI NI YS G SNE;thea G2¢
F2f{t26Ay3 YSaal3dS gATAPPWS 0HAIBRYY | FGSNJ Ot AO1T Ay 3
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[4 Z-Pass2-s

*

[N Giovanil - O >

e |® 192.168.85.104:8080/mobile_router_save.php?do=1

©SENECA

General Configuration
Main View

Metwork and Services
Fieal Time Clock Setup
VPM Canfiguration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management
Mobile Configuration
Mcbile Network

Digital VO

Digital /0 Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Modbus Modules
Data Logger (SD missing)

Z-PASS2-§

Router Configuration [user: admin] [logout]

Firmware Version: SW002940_331 [Modem: UC20GQBRO3A14E1G]
MAC Address: CBF9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237893]

Internet Accesa: Mobile

Energy Protocols: none

PLC Status: running (app: zpass2s_io)

Router: disabled

Router Configuration changed {router not active).

If you try to enable the DHCP server functionality (DB&@Re9 y' I 6 f S T

YR a5l

/t

~

[ Fad

|l RRNB&aa¢

LJK

NI} YSGSNE

hboZX 0 dzi
RSTAYS

configuration (IP address and network mask), an error is given, as shown in the following figure:
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[4 Z-Pass2-s X

(SN Gicvan]

& |® 192.168.85.104:8080/mobile_router_save.php?do=1

@ SENECA Z-PASS2-S

General Configuration Router Configuration [user: admin] [logout]

Main View Firmware Version: SW002940_331 [Modem: UC20GQBRO3A14E1G]
Network and Services

Fieal Time Clock Setup

VPN Configuration Internet Accesa: Mobile

Reutsr Configuration Energy Protocols: none
Users Configuration PLC Status: running (app: zpass2s_ia)
FW Upgrade

Router: running
Conf. Management

Mobile Configuration

Mohile Network Invalid DHCP parameters ! Configuration not changed.
Digital VO

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237693]

Digital /0 Configuration
Diagnostics

FW Versions

Ethernet Interfaces
Medbus Modules

Data Logger (SD missing)

As alreadyt®® 0SFTF2NB I GKS w2dziSNJ O2y FA3IdzNI GA2Y

+ANJidzk f { SNBSNBE @

An example is given in the following figure:

LJk
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(SN Giovan — s
_/ [ Z-Pass2-s b \\ b
«  C [ @ 192.168.85.104:5080/mabile_router.php 2 1 :
1] -
©SENECA 772
General Configuration Router Configuration [user: admin] [logout]
[SEvED Firmware Version: SW002940_332 [Modem: UC20GQBRO3A14E1G]
Network and Services
MAC Address: CBF9811B0000 [IMEI: 861075026500975]
Real Time Clock Setup
VPN Configuration Internet Access: Ethernet
AaterGanfgialén 11| Energy Protoools: none
Users Configuration PLC Status: running (app: s203)
FW Upgrade R
Router: running
Conf. Management
e cumewr  uvoaEed
Maobile Network
ON
ooNS Corviuraten . FosterEnabie
Digital 10 - oONsDuer
Dbt l0Cortgusion  owsEnaeon
Do C ovcramertmeons
— ISR, o> 1c000201  [192.168.90.201
Ethernet Interfaces
o A 520710 (6216850210
Modbus Modules
Data Logger (80 found) | DHGResse Time (i) 15 [15
ogs . UseLocal Addresses through VPN
0 i O
E T Enable oN
0 g T cP
ek T
e s
~ Gwescewe  [TOPUDFY
O xemare =
N T AT T
o memaren 2
DO peteseceuoe[TGRIUDP ¥
0 pistegal rcPuDe [TCPIUDP v
_ Port Mannina f Virtusl Server 5 e

In this example, 2 rules have been set:

91 the first rule tells the Devicethat any TCP packet recetveon the 80 (HTTP) port has to be
forwarded to the 8080 port, leaving the original destination IP address unchanged; so, this rule lets
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you access th®eviceconfiguration web site on the standard HTTP pbadwever, by doing this,
the access to the custonizd SN & J 3S& g2y Qi 0SS LlraaArot s
the second rule tellshe Devicethat any TCP or UDP packet received on the 502 port (which is
often used for Modbus TCP protocol) shallfbevarded to the 192.168.85.10% address (which
corresponds to another device) on the same (502) destination port.

by @ Ys:

LY20KSNI AYLRNIFY G FaLlSod 27F at 2N al Liiclygbrisware] + A NIi
218y Ay (GKS d&a 2 06 Afdr &antpld,iif gati Ndnio @inkidStg thd vieb configuratiosite

and to the SSH console, through the public IP address assigned to the 3G interface, the 8080 and 22 TCP
ports shall be open; this can be done as shown in the following figure.

[ z-pass2-s

x

&« C | (D 192.168.85.103:8080/mobile_router.php

VPN Configuration
Rouler Configuration
Users Configuration
FW Upgrade

Conf. Management
Mobile Configuration

rhp
Internet Access: Ethernet

Energy Protocols: none

PLC Status: running (app not running)

Router: running

CURRENT UPDATED

Mabile Metwork

= = Router Enable ON ON v
DDMS Configuration
Digital 110 DNg-DHCP
Digital 1'CQ Configuration DNE Enable ON OoN v
Diagnostics DHCP Server Enable OFF OFF v
FW Versions

Ethernet Interfaces
Modbus Modules
Data Logger (8D missing)

DHCP First Address 192.168.90.201
DHCP Last Address 192.163.90.210
DHCP Lease Time (min) 15
Use Local Addresses through VPN
Enable ON
Mobile Network Firewall
Enabile OM
Port Mapping ¢ Virtual S8erver T
Protocol TCP
External Port 8030
Berver IP Address
Internal Port 5080
Port Mapping / Virtual S8erver 2
Protocol TCP
External Port 22
Berver IP Address
Internal Port 22
Porit Mapping ¢ Virtual Server 3
Protocol TCPUDP
External Port
Berver IP Address
Internal Port

Port Mapping / Virtual Server 4
Protocol TCPUDP

External Port

Server IP Address

Internal Port

Port Mapping / Virtual Server 5
Protocol TCPUDP

External Port

Server IP Address

Internal Port

192.163.90.201
192.168.90.210
15

TCF v
3080

3080

TCP v
22

22

TCP/JDF v

TCP/JDF v

TCP/JDF »

[ aPPLY |
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16.1.6 Users Configuration

By clickingont8 d&! aSNB /2y FAIdzNF GA2yé Ayl =2
following page:

(SR Giovani
_/ [y Z-Pa3sZ-5 X \\
&« = l(D 192.168.85.106:2080/users.php
@
©SENECA 7ossse
General Configuration Users Configuration [user: admin] [logout]
AT Firmware Version: SW002940_331 [Modem: 1231B02SIM3350E]

MNetwork and Services

MAC Address: C8FA81160002 [IMEI: 362264020406715]
Real Time Clock Setup

Internet Accesa: Ethernet

VPN Configuration

Router Configuration Energy Protocols: none
_ PLC Status: running (app: zpaas2a_r01_qua)
FW Upgrade

Router: running
Conf. Management

Mobile Configuration

Mobile Metwork

Dsgrosie  wesaomsraaron
D e e o

Ethernet Interfaces

Mocbus Modles L Pesswerdaomin  [admin

Priateger Somissne - weBUseR
o Usemamewser juser
. pesswoduser juser
o Usemame guest jguest
. pesswodgues jguest
o Usemamewser juser
e s [z
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In this page, you can change th#Veb Administratof >Welsi Usef> G2 So | YdeS adie t
credentials, as explained in the following table:

Field Meaning Default value

WEB ADMINISTRATO&ername Username to access the wg admin
configuration sitgfull access)

WEB ADMINISTRAT®&ssword Password to access the w¢ admin
configuration sitgfull access)

WEB USER/Username Username to access the wgq user
configuration site (limited access
(see paragraphi6.?

WEB USER/Password Password to access the wel user
configuration site (limited access
(see paragraphi6.?

WEBGUES/Username Username to access the we guest
configuration sit& Ay -ondy(
Y2RS¢ 0453633 NI 3

WEBGUES/Password Password to access the well guest
configuration  sit& Ay -ondy(
Y2RS¢ 0453633 NI 3

FTP USER/Username Username to access theDevice| user
FTPSFTRsite (see chapter)
FTPUSER/Password Password to access the Device| 123456

FTRPSFTRsite (see chapter)

For all the fields in this pagthe following characters are allowed:

a- zA- Z0- 9- _|!@$%"&*?+{}<>;,..

each field can contain up tt00characters.

¢CKS &lFYS NHzA Sa FLwiXe G2 GKS 20KSNJ a! aSNYyIFYSe | yR
bl YS¢ FASER 2F GKS dztb /2y FAAdzNI GA2y ¢ LI ISP

Please note that, after changiige Web Administrator credentials, a new login will be required to access
any page.

16.1.7 FW Upgrade

2 KSy OfAO0O1AYy3a 2y GKS ac? PLJANI RSE fAY1Z AgpisiKS d
shown:
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192.168.85.104:8080 dice:

Do you want to stop TWS services duning upload ?

(Once services are stopped, you can restart them by clicking on the

'RESTART TWS SERVICES' button.)

T &2dz Of A O]l 2THWSSeKi&di.6. ISofBLCONA (2 Y ZLIISR FyR &2dz 02YS
page, shown in the following figure.
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¢ @wew — O X
[3 Z-Pass2-S x
&« C | O 192.168.85.104:8080/fw_files_bin.php?stop=1 W :
®
©SENECA =7
General Configuration FW Upgrade [user: admin] [logout]
Main View Firmware Version: SW002940_331 [Modem: UC20GQBRO3A14E1G]

MNetwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237892]
Fieal Time Clock Setup

VPN Configuration Internet Accesa: Mobile

Router Configuration Energy Protocols: none
Users Configuration PLC Status: stopped
FW Upgrads

Router: running
Conf. Management

Mobile Configuration

Maobile Network FW Upgrade

Digital VO

Digital /O Configuration FW file (SW002940_"bin)| | Scegli file | Nessun file selezionato
Diagnostics

FW Versions | UPLOAD || RESTART TWS SERVICES |

Ethernet Interfaces

Modbus Modules
Data Logger (SD missing)

b2é¢x AF &2dz glyid G2 SIS (GKAAa LI IS 4STWB(KRwWIHIL / L9 NF
button lets you restart thefWSi SNIDA 0Sa g KAOKI 20KSNBAA&ASIT ¢g2dAZ R NBY

hiKSNBAASS AF @2dz Of A O -up,yWSiSeSices dre ngtGtSpped gmilidamé 2 y 2 7
G2 GKS &FYS LI 3IS sKSNB bittknSsdsabled] ¢! we ¢2{ {9wzL/ 9{¢%
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¢ @wew — O X
[3 Z-Pass2-S x
&« e |® 192.168.85.104:8080/fw_files_bin.php?stop=0 W :
®
©SENECA =7
General Configuration FW Upgrade [user: admin] [logout]
Main View Firmware Version: SW002940_331 [Modem: UC20GQBRO3A14E1G]

MNetwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237892]
Fieal Time Clock Setup

VPN Configuration Internet Accesa: Mobile

Router Configuration Energy Protocols: none
Users Configuration PLC Status: running (app: zpass2s_ia)
FW Upgrads

Router: running
Conf. Management

Mobile Configuration
Maobile Network FW Upgrade
Digital VO

Digital /O Configuration FW file (SW002940_"bin)| | Scegli file | Nessun file selezionato
Diagnostics

FW Versions
Ethernet Interfaces

Modbus Modules
Data Logger (SD missing)

| UPLOAD || RESTART TWS SERVICES |

So, it is up tathe user to choose if Soft PLC shall be stopped or not, during FW Upload; on one side,
stopping it is more safe and let the upload be completed in a shorter time; on the other side, there are
situations in which PLC stop time shall be as short as possible
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Sincean erroneous use of thFW Upgrade functionalitmight compromise the propebeviceoperation
use this page only to apply upgrade®vided by Seneca, with the support of Seneca personnel.

Thispagelets youbrowse your PC to select the fimntaining the FWwhich slall have a name of the
following type

SW002940_xxkin'*

If you selectfile with a different name an error will be shown at the end of the upload, as in the following
figure.

“The FW file can be downloaded from Seneca website (see chHpter
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[4 Z-Pass2-s

*

(SN Gicvan]

& | @ 192.168.85.104:5080/fw_upgrade_bin.php

©SENECA

General Configuration
Main View

Metwork and Services
Fieal Time Clock Setup
VPM Canfiguration
Router Configuration
Users Configuration
FW Upgrads

Conf. Management
Mobile Configuration
Maobile Network

Digital VO

Digital /0 Configuration
Diagnostics

FW Versions

Ethernet Interfaces
Medbus Modules

Data Logger (SD missing)

Z-PASS2-§

FW Upgrade [user: admin] [logout]

Firmware Version: SW002940_331 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237693]

Internet Accessa: Mobile
Energy Protocols: none
PLC Status: atopped

Router: running

Invalid file ‘disk.tar.gz'!

A 'SW002340_*.bin’ file is needed.

Once a file is selectegou can start thelzLJ 2 | R X
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

(SN Gicvan] - O
[3 Z-Pass2-S x
& C | @ 192.168.85.104:3080/fw_files_bin.php wr
®
SENECA'  =rss=os
General Configuration FW Upgrade [user: admin] [logout]
Main View Firmware Version: SW002940_331 [Modem: UC20GQBRO3A14E1G]

MNetwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237892]
Fieal Time Clock Setup

VPN Canfiguration Internet Accesa: Mobile

Router Configuration Energy Protocols: none
Users Configuration PLG Status: stopped
FW Upgrads

Router: running
Conf. Management

Mobile Configuration
Maobile Network FW Upgrade
Digital VO

Digital IO Configuration FW file (SW002940_*bin) | Scegli file | SW002940_331.bin

Diagnostics
FW Versions
Ethernet Interfaces

Modbus Modules
Data Logger (SD missing)

| UPLOAD || RESTART TWS SERVICES |

Once the upload isuccessfully completethe followingpage is shown:
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[4 Z-Pass2-s

*

(BN Gicvantil - O

& |® 192.168.85.104:8080/fw_upgrade_bin.php

©SENECA

General Configuration
Main View

Metwork and Services
Fieal Time Clock Setup
VPM Canfiguration
Router Configuration
Users Configuration
FW Upgrads

Conf. Management
Mobile Configuration
Mcbile Network

Digital VO

Digital /0 Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Modbus Modules
Data Logger (SD missing)

Z-PASS2-§

FW Upgrade [user: admin] [logout]

Firmware Version: SW002940_331 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237693]

Internet Accesa: Mobile

Energy Protocols: none

PLC Status: atopped

Router: running

File 'SW002940_321.bin' successfully uploaded !

Upgrade and Reboot || Cancel and Reboot

In this page, you can:

f LINBaa

iKS

a

LJIANI RS YR wSo22i{(¢
minutes to be completed; during this time, thBeviceMUST NOT bewitched off;during the
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

procedure the Devicewill be rebootedseveral timesalso, during the procedure, several LEDS will

ot Ayl A

blink simultaneously; the upgrade procedure is ended when only the KE®! b ¢ A &;
() @mEm 0— O X
[ Z-PAsSS2-5 x
C | © 192.168.85.104:8080/fw_upgrade_start.php?do=3 b

©SENECA

General Configuration
Main Wiew

Network and Services
Real Time Clock Setup
VPM Configuration
Router Configuration
Users Configuration
FW Upgrads

Conf. Management
Mobile Configuration
Mobile Network

Digital VO

Digital 'O Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Medbus Modules
Data Logger (SD missing)

Z-PASS2-5

FW Upgrade [user: admin] [logout]

Firmware Version: SW002940_331 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237893]
Internet Access: Mobile

Energy Protocols: none

PLC Status: stopped

Router: running

Upgrading firmware, this will take some time...

*This applies only to products with HW revisions 10 and R01; in details: for IO HW revision, all LEDs will blink
simultaneously, except for Power, LAN/WAN, COM and modem LEDs; for R@Visigny RUN, VPN and SERV LEDs

will blink.

'® Also SERV and VPN LEDs might blink, depending on the Device configuration and status.
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1 LINBaa G(GKS 64/ FyoOsdt | yR héapbaléddieon theDaveind paiféim &
the reboot.
(DN Giorani - O X
D Z-PASS2-5 b
< & | (® 192.168.85.104:8080/fw_upgrade_start.php?do=0 w
@
©SENECA  -#nso

General Configuration

Main View

Metwork and Services
Fieal Time Clock Setup
VPM Canfiguration
Fouter Configuration
Users Configuration
FW Upgrads=

Conf. Management
Mobile Configuration
Mcbile Network

Digital VO

Digital I/Q Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Meodbus Modules
Data Logger (SD missing)

FW Upgrade [user: admin] [logout]
Firmware Version: 8W002940_331 [Modem: UG20GQBRO3A14E1G]
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237893]

Internet Accesa: Mobile

Energy Protocols: none

PLC Status: running (app: zpass2s_io)

Router: running

Upgrade cancelled, rebooting...

16.1.8 Configuration Management
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& Ot A O ACprHE Mabagemdnk S f & v | Gendral/ 20yKFSA I@zNI G A 2 y &

following page:

Y Sy dz

[ Z-Pass2-5

*

C | (@ 192.168.85.106:8080/conf_mgr.php

@SENECA

General Configuration
Main View

Network and Services
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Gonfiguration
FW Upgrade

Gonf. Management
Mobile Configuration
Maobile Network
Diagnostics

FW Versions

Ethernet Interfaces
Modbus Modules

Data Logger (SD missing)

Z-PASS52-5

Configuration Management [user: admin] [logout]
Firmware Version: SW002940_331 [Modem: 1231B02SIM5350E]
MAC Address: C8FA81160002 [IMEI: 862264020406715]

Internet Access: Ethernet
Energy Protocols: none
PLC Status: running (app: zpass2s_r01_bhis)

Router: running

Load Configuration

Conf file
(SW002940_conf.tar.gz
or SW002940_conf.zip)

| LOAD |

| Sceglifile |Nessun file selezionato

All parameters will be overwrilten
and
a system reboot will be performed

Save Configuration

Configuration will be downloaded

SAVE
as file SW002940_conf.tar.gz

Save Debug Logs

Debug Logs will be downloaded

as file SW002940_logs.tar.gz
(this will take some minutes)

All (Conf. + PLC App.) ¥

All (Conf. + PLC App.)
Configuration
PLC Application

This page lets you save and load the whole Device configuration; Heis/igseful, for example, when you
have to apply the same configuration to many devices.
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The configuration archive file is nam8&dv002940_conf.tar.gzts contents depend on the selected option,
as shown in the following table

Option Files

All (Conf. + PLC App.) | - configuration parametes

- OpenVPN configuratiofif present)
- PLC (Stratorgpplication(if present)
- web user page€f present)

Configuration - configuration parametes
- OpenVPN configuratiofif present)
PLC Application - PLC (Straton) applicatidii present)

-web user pageéf present)

The configuration archive, on@NB I § SR | yR R2gyf 2F RSR o0& YSlIya 27
to the same or another device, in two ways:
f 68 YSIya 2F GKS a[h!5¢ odzitz2ys Ay GKAA& LI 3S
1 by means of a USB pen

The procedure to load the configuration into the Device by means of a USBtperfaiowing
1 copy theSW002940_conf.tar.glor SW002940_cordip, see belowfile into the root folder of the
USB pen
1 switch off the Device;
insert the USB pen into tHdSB#1 port of the Device
1 switch on the Devicehe procedure will take some minutes to be completed; during this time, the
DeviceMUST NOT be switched off; during the procedure,Diegicewill be rebooted;
 aftertherebootg I A dzy GAf & EbbligkhgdS G KS aw! bé |
1 removethe USB pen
1 the configuration has been applied to the Device

=

The only carewhen you carry the configuration archive from a device to another one is that the two
devices should be the same product moblel ¥ 2 NJ S E | Y L) Sldad thelicOndigurstianiarckive ¥ S
saved on a ASSERO01 into aZ-PASSS.

This page lets you loaalsothe configuration archivereated by ANET4SW(see chapterl8) as a zip file
(SW002940_cortip).

' Y20KSNJ dzaS¥dzZf FSFGdzNE F@FAflrofS Ay (GKAAa LI IS Aa
when you click on it, a file name8W002940 logs.tar.giz downloaded, which contains the debug logs
stored by the CPU during its operation.
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(DN Giovani] - O >
[4 Z-Pass2-s X

& |® 192.168.85.106:5080/conf_mgr.php w :

@ SENECA Z-PASS2-S

Configuration Management [user: admin] [logout]

General Configuration

Main View Firmware Version: SW002940_321 [Modem: 1231B025IM5350E]

MNetwork and Services

MAC Address: C8FAB1160002 [IMEI: 862264020406715]
Fieal Time Clock Setup
VPN Configuration Internet Accessa: Ethernet

Router Configuration Energy Protocols: none
Users Configuration

FW Upgrade

PLC Status: running (app: zpass2s_r01_8)

Router: running
Conf. Management

Mobile Configuration

Ethernet Interfaces

Medbus Modules
Data Logger (SD missing)

B swo02040_logs.targz

Mcbile Network Load Configuration
Diagnostics Contf file
FW Versions (SW002940_conf.tar.gz

or 3W002940_conf.zip)

| LOAD |

| Scegli file | Nessun file selezionato

All parameters will be overwritten
and
a system reboot will be performed

Save Configuration

thwmmnﬂbedomaadedl SAVE |

| All (Conf + PLC App) v |

as file SW002340_conf.tar.gz

Save Debug Logs
Debug Logs will be downloaded

as file SW002940_logs.tar.gz

(this will take some minutes)

Pl

Mostra tutto

X

Please note that, to get detailed debug logs, the&s 9. | D [ hD{ «k 9yl o6f S¢ LI NI Y
{ SNIA O Shal be kit tA GN.

16.1.8.1 Factory reset by USB pen

A USB pe can be used also to reset the Device tdatsory state; the procedure is the following:
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

1 create an empty file name8W002940_reset_cnidto the root of the USB pen
1 switch offthe Device
9 insert the USB pen into the USB#1 pafrthe Device
1 switch onthe Devicethe procedurewill take someminutesto be completed; during this time,
the DeviceMUST NOT bswitched off;during the procedurethe Devicewill be rebooted
q aftertherebootg I A G dzyGAf @2dz aSS GKS aw!bé [95 ofAy
1 remove the USB pen
1 the factory reset has been performed.

16.1.9 Mobile Network

.8 OfAO|AYI 2y (KS Ga20AfS bSGe2NLé fAY1Z Ay (GKS
page:
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

IO N Gicvann — O s

_/ [ Z-PASS2-S x \\

<« C [ (@ 192.162.85.104:8080/mobile_network.php w i

@

©SENECA  zenssz

General Configuration Mobile Network [user: admin] [logout]

Main View Firmware Version: SW002940_332 [Modem: UC20GAOBROZA14E1G]

Metweork and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500973]
Real Time Clock Setup

Internet Accesa: Ethernet

VPN Caonfiguration

Flouter Configuration Energy Protocols: none

Users Configuration PLC Status: running (app: 8203)
FW Upgrade

Router: running
Conf. Management

Mobile Configuration

DDNS Corfiguratien S e

Digital VO

Gy s s e |

Dot C opartorselecton

Fw Uersa-ons e———————————————————————— — — — —— ——— .
L T —"

Ethernet Interfaces

Medbus Modules _ FUHTS;ITI“ | Operator list not available v |

Data Logger {SD fou I'ld] - 1

Logs ~ DamComection
D A e Auomate
v oo |
S b e = |

=
i)
©
=
w
S
=
=
]
=
=
m
&
5
=
w
[}
m
e
o
o
m
5
o
A
.
w
=

¢CKS 6208 FAIANB &K26a PRSSBI0a206AtS bSGe2N] ¢ LI IS

For ZPASSERO01, ZPASSS and S600v¢ ! = (G KS AGhLISNI GRWR{$SKSOapPayYé ha!
[ L{ ¢¢ o nuialiaBayle sb tdpage is as shown in the following figure.
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

[ Z-pass2-s

(SN Giovan
X

| @ 192.168.85.105:5080/mabile_network.php

@SENECA

General Configuration
Main View

Network and Services
Real Time Clock Setup
VPN Caonfiguration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management
Mobile Configuration
Mobile Nabwork

DDNS Configuration
Diagnostics

FW Verzions

Ethernst Interfaces

Modbus Modules
Data Logger (SD missing)

Z-PASS2-S

Mobile Network [user: admin] [logout]

Firmware Version: SW002940_332 [Modem: 1231B025IM5350E]
MAC Address: C8F981160017 [IMEI: 862264020382288]
Internet Access: Ethernet

Energy Protocols: none

PLC Statua: running (app: ams_blocka)

Router: disabled

CURRENT UPDATED
SIM
PIN (if required by SIM) 1234 1234
Data Connection
Enable OFF
APN Mode Automatic
APN ibox.tim.it libox. tim. it
Authentication Type Mone

Username user |user

Password pass |pass

Ping Connection Testing IP

Address www.google.com |www google.com

(if empty, testing is disabled)
| APPLY || SHOW MOBILE STATUS |

In this page, you can change the parameters related to the Mobile Network, as listed in the folialleig

Field

Meaning Default value

SIM/PIN (if required by SIM)

PIN needed to unlock the SIM cal 1234
if PIN locking functionality is enable
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

on it'’

Operator Selection/Mode
(only on ZPASSEI0)

This parameter tells if the modem sha
select theMobile Network Operator:
- automatically(Mode=Automatic)

- as selected by the |usg
(Mode=Manual)

- NBGSNIAy3a G2 at
ayYl ydz f ¢ asSt SOoi

Manual/ Automatic)

Automatic

Operator SelectiorDperator
(only on ZPASSEI10)

This parametercontains the list of the
Mobile Network Operators currently
available, that is detected by th
modem.
The list items are strings with th
following format:
- the MCC+MNE code in square
ONI O01Sia 6Sopaody
- the string identifying the operator
6S®3IdY aL ¢Lato
- the access technology, that
aD{a¢ 2NJ da) ac¢c{c¢e?
This list is initially empty: it shall be fillg
o8 OftAO1AYy3a 2y (K
button.

GWOHHHAMB

L

¢La

Data ConnectioriZnable

Flag to enable/disable theMobile
Network connectivity

OFF

Data Connectior®PN Mode

This parameter tells if the APN ar
related parameters are automaticall
retrieved (based on SIM IMS
(Mode=Automatic) or the values give
in this page are used.

When APN Mode = Automatic, AP
Authentication Type, Username and
Password parameters are disabled.

Automatic

Data ConnectiorAPN

Access Point Name, as given by
Mobile Network Operator

ibox.tim.it

Data Connectiorfiuthentication
Type

Type of authentication required,;
L2aaAroft S @l f dzS 3
a/ 1 ttkt!téel al l
2yt ec

None

Data ConnectiontJsername

Username needed for UMTS/GP
connectivity, as given by the Mobi
Network Operator; it may be empty
ifad! dzi KSY GAOFGAZ2Y

user

" Please note that the procedure to enable/disable #i locking functionality on the SIM is not performed by the

Device.

¥ MCC = Mobile Country Code, MNC = Mobile Network Code
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

AB Gb2ySE

Data ConnectiorPassword Password needed for UMTS/GP| pass

connectivity, as given by the Mobi
Network Operator; it may be empty
ifa! dzi KSy GAOFGAz2Y
Ad ab2yS¢

Data Connectior?ing Connectionl FQDN or [P address used | www.google.com
Testing IP Address (if empty, testi| periodically check, by means
is disabled) G LAY TE LI 01 Sidaz

connection is actually working; if th
field is lefty empty, the check is n(
performed.

It is important to note that the
FQDN or IP address specified m
be reachable from th®evicemobile
network, otherwise theDevice will

detect that the mobile connections

not working and will drop it.

Ly

GKS da20AtS bSig2N] ¢a{J MOELEBRASYS @&idd 2038 O ©Ys

F LILIS T NB T VY ISMiBERY dard4A X WIY

T

=A =4 =4 4 =

the SIM/PIN Statysf an error in PIN setting has occurred or PUK/PUK2 setting is needed, this
status is shown in red color

the number of remaining attempts for PIN settinghen this value is less than(8hown in red

color), it means that PIN setting has failed, thathis configuredPIN value is wrong

0KS NIXYRAZ2 aG{A3dylrt [S@OSté&x Ay (GKS NIy3IS onodr 8
the selected operatofonly for ZPASSEI0)

0KS D{a GwS3aAadaNIdAz2y {0 (ddza¢

the Mobile Networkd / 2 Y Y SOGA2Y {GF Gdzaé¢ oO0APSPY a5Aa02yySOil
the IP address assigned to tMobile Networkinterface whenconnected® (i KYSY 8¢éRdke t | RR N.
Gnondnodné gKSYy RA&aO2yYySOGSR

0KS ydzYoSNJ 2F LI O1SiGakoeidisSa NBOSAOSR FTNRBRY (KS
when disconnected

the number of packets/bytes sent to tHdobile NetworkA Y 1 SNF I OST 6KSy O2yy S
disconnected

as shown in the following couple fures:
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

(SN Giovan

_/ [Y Z-PASS2-5

«  C [G) 192.168.85.104:3080/mobile_network.php?showinfo=1

a #| | o

©SENECA

General Configuration
Main View

Metwork and Services
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management
Mobile Configuration

DDNS Configuration
Digital /O

Digital L'C Configuration
Diagnostics

FW Versions

Ethernet Interfaces
Modbus Modules

Data Logger (8D found)
Logs

Z-PASS2-§

Mobile Network [user: admin] [logout]

Firmware Version: SW002940_332 [Modem: UC20GQBR0O3A14E1G]

MAC Address: CBF9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Ethernet

Energy Protocols: none

PLC Status: running (app: s203)

Router: running

8342 8342 |
Automatic

[22201] 1 TIM

(UMTS) | Operator list not available v |

OFF

Auto

ibox.tim.it lioox tim. it |
None

user |USEF |
pass pass |

www.google.com |www.gougle_mm |

APPLY || HIDE MCQBILE STATUS | GET OPERATOR LIST |

PIN required

3

[

"wvodafone IT" (UMTS)
Registered (home network)
Disconnected

0.0.0.0

0/0

0/0

45.37445,11.94516 [Mag]
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

IO N Gicvann - a *
_/ [ Z-PASS2-S x \\ \
&« & [ @ 192.168.85.104:3080/maobile_network.php?showinfa=1 2 1 :
@
©SENECA  7ones
General Configuration Mobile Network [user: admin] [logout]
[SETYET Firmware Version: SW002940_332 [Modem: UC20GQBRO3A14E1G]
Network and Services
MAC Address: CBF9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Real Time Clock Setup
VPN Configuration Internet Access: Mobile
Router Configuration Energy Protocols: none
Users Configuration PLC Status: running (app: s203)
FW Upgrade i
Router: running
Conf. Management
. ouwesr  uoaEd
DONS Gonfiguration - sm
Digial VO | PINGrequred by sil 5342 [pae2 |
Digital 'O Configuration ————————————
Diagnostics [ Oremtrseeos
P Versors 0 Aot
o [ o ™ o
e s
Data Logger (8D found) |
Logs T Enabie oN
A Aot
D mvens oo |
~ Authentication Type None
D e e |
D et |
PSS e son |
APPLY || HIDE MOBILE STATUS | GET OPERATOR LIST |
. SIWPINStatus PIN required
~ PINRemaining Attempts 3
- signalLevel[0.7] 6
~ selected Operator "vodafone IT" (UMTS)
~ Regishation Status Registered (home network)
~ Connection Status Connected
 IPAddress 10.109.234.57
~ RXPackets/Bytes 6/65
~ TXPackets/Bytes 6/98
. GPSLocation 45.37433,11.94537 [Mag]
As shown in the above figwseonly for ZPASSEL hY U KS flFau NBg¢g 2F 0KS

[ 2 O G ALRtilide, Lohgidude

positionare shown.

117

values; clicking on thé&lap link, the Google Maps on the current

aa?zi



USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

[N Giovanil - O >

/B 4572227.0°N 11756441 X\
« > C | & Sicuro |hitps:,ﬂf’www.google.com;’maps;'place;'45=22'2?.0"N+'I1°56'44.1"E,f'@45.3T4166?.1‘1.943394... 1}|

= 45°2227.0°'N11°56'44.1°E

D :
= © unistara
Cogne Acciai
(o) Speciali srL O
Etichettificio Antoniano

Sicom S.r.|

Electronics Stare @
CAEL 5.l

&2

= Lighting Store

§ o
Padova Packaging o

5

45°22'27.0°'N 11°56'44.1°E
ok Store
© Full Spot

45374167, 11.945583 irecti A Libri S RL A
= @
< ‘0
2 =] Eterno |
= by & <
* ® 2] < P, = @ Krupps SRL o
onj =
SAVE NEARBY SEND TO YOUR SHARE q
PHONE Vig A
4&&{ . i~
r,«a :E"
o 94, kS
9_'_ Add a missing place é@.‘* Slrig =
£ Valcom's S.p.4
&
& 0o
T .
i ,
_hg e 1
& Officina 3 |Glo!:-a| @
&S Apparel Branding -J ; o
ofa
&
o
=
2
<)
e
&

Satellite ﬁ

Gooale
Terma 200t

Map data 2017 Google  United States
www.geogleit/maps  Send feedback

Dt { [ 20O (ARagplnkislR g O2

Ifthe GPSsignali y2dG | @FAflrofSsY (KS
not shown.

The following figure shows the situation when an error in PIN setting has occduedo a wrong value of

the PIN parameter.
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

(ONGiovann] - a *
_/ [ Z-PASS2-5 X \\
&« & [ @ 192.168.85.104:3080/maobile_network.php?showinfa=1 2 1 :
@
©SENECA  7oss2
General Configuration Mobile Network [user: admin] [logout]
[SETYET Firmware Version: SW002940_332 [Modem: UC20GQBRO3A14E1G]
Network and Services
MAC Address: CBF9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Real Time Clock Setup
VPN Configuration Internet Access: Ethernet
Router Configuration Energy Protocols: none
Users Configuration PLC Status: running (app: s203)
FW Upgrade

Router: running
Conf. Management

Mobile Configuration

DDNS Configuration
Digital 10 1234 [1234 |
Digital 1'C Configuration
Diagnostics
FW Versions Automatic

[22201] 1 TIM - -
Ethernet Interfaces {UMTS) | Operator list not available v |
KMadbus Modules

Data Logger (SD found)

Logs OFF v

ibox_tim. it |

g

&

|l.ISEI' |

i

pass |

www.google.com |muw.gougle_mm |

APPLY || HIDE MCQBILE STATUS | GET OPERATOR LIST |

PIM error

2

4

No operator
Bearching for network
Disconnected

0.0.0.0

o/

o/

Mot fixed

It should be noted thatwhen the PIN is set during procedures autoroally performed by the Device
firmware, if the number of remaining attempts is 1, no more atterigptione to avoid blocking the SIM.

(¢

You can refresh thslobile Networkstatusz 6 & Of A O1 Ay DuttdBry GKS aw9Cwo{ | ¢
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

YouOl Yy KA RS StuS @ H5Da8dd¥ on thé | LNSOBILE STAT&Mutton.

l'a FENBFRe G2fR 106020S> GUKS aD9¢ ht9w! ¢hw
available, that is detected by the moddionly on ZPASSEI0)

When you click on the button, the following paigeshown

[L{¢E
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

IO N Gicvann — a
[ Z-pass2-s X
‘ @ 192.168.85.104:5080/mabile_network_scan.php o
.SENECA Z-PASS2-S
General Configuration Mobile Network [user: admin] [logout]
Main View Firmware Version: SW002940_332 [Modem: UC20GQBRO3A14E1G]

Metweork and Services
Real Time Clock Setup
VPN Caonfiguration

MAC Address: C6F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Internet Accesa: Ethernet

Router Configuration Energy Protocols: none
Uzers Configuration PLC Status: running (app: 203)
FW Upgrade

Router: running
Conf. Management

Maobile Configuration

Mobile Network Start retrieving operator list, please wait...
DDNS Configuration
Digital VO

Digital IO Configuration

(this will take some minutes)...

Diagnostics
FW Verzicns
Ethernet Interfaces

Meodbus Modules
Data Logger (5D found)
Logs

Tipically, it takes about 1 minute to get the Jisb the page shows the number of seconds elapsed.
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

3J £-PASS2-5

() e -
X

X ‘ @ 192.168.85.104:5080/mobile_network_scan.php

.SENECA

General Configuration

Main View

Network and Services
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management
Mobile Configuration
Mobile Nabwork

DDNS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces
Modbus Medules

Data Logger (SD found)
Logs

Z-PASS2-S

Mobile Network [user: admin] [logout]

Firmware Version: SW002940_332 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Ethernet

Energy Protocols: none

PLC Statusa: running (app: 8203)

Router: running

Operator list retrieval in progreas, please wait...

{15 seconds elapsed)

In attesa di risposta da 192.168.85.104...

When the procedure is completed, the following page is shown.
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

(ONGiovann] - O *
D Z-PASS2-5 »
| (@ 192.168.85.104:8080/maobile_network_scan.php i :
®SENECA Z-PASS2-8
General Configuration Mobile Network [user: admin] [logout]
Main View Firmware Version: SW002940_332 [Modem: UC20GQBRO3A14E1G]

Metweork and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Real Time Clock Setup

VPN Gonfiguration Internet Accesa: Ethernet

Router Configuration Energy Protocols: none
Uzers Configuration PLC Status: running (app: 203)
FW Upgrade

Router: running
Conf. Management

Maobile Configuration

Mobile Network Operator list successfully retrieved !
DDNS Configuration
Digital VO

Digital IO Configuration

Diagnostics
FW Verzicns
Ethernet Interfaces

Meodbus Modules
Data Logger (5D found)
Logs

After some secoreE G KS LI 3AS Fdzi2YlF GAOIt & S ot teSoperaiordist G KS
filled, as shown in the following figure.
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USER MANUA4 Z-TWS4/ZPASSZ/S600IRTU

() Gomd = — O X
/ [Y Z-PASS2-5 x\\ \
& c [G) 192.168.85.104:8080/mobile_network.php i :
®
©SENECA 7ess2
General Configuration Mobile Network [user: admin] [logout]
Main View Firmware Version: SW002940_332 [Modem: UC20GQBRO3A14E1G]
Network and Servi
Ane meniess MAGC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Real Time Clock Setup
VPN Confiquration Internet Accesa: Ethernet
Router Configuration Energy Protocols: none
Users Cenfiguration PLC Status: running (app: a203)
FW Upgrads Router: running
Conf. Management
e noumlt . cummeNr  uebaTeD
DDNS Cerfiguration S sm
e D s[4 |
Dingrosic C opertorsemen
vaerg-ons e ——————————————————————————————————————————
D ——
Ethernet Interfaces -
22201
o © Dote Comaston 22268 1IND (GSW)
i o (22201] 1 TM UWTS)
) [22201] 1 TIM (GSM)
_ Automatic [22210] vodafone IT (GSM)
T e boxtimit [22210] vodafone IT (UMTS)
[22299] 3 ITA (UMTS)
D O |
D e e e |
_m.gmgl&-cm |ww-gnogle-cum |
| APPLY || SHOW MOBILE STATUS || GET OPERATOR LIST |
2dz Oy OK22a$8 |y 2LISNFi2NI FNRY G(GKS fArads G2
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USER MANUAG Z-TWS4/ZPASSE/S6001RTU

16.1.10 DDNS Configuration

. & Of AO1 \DPHES GofiguratiéS ARy 1 X Ay GKS daaz2o0AftS /2y FA3IdzN
following page:
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