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IoT Advanced Gateways
SENECA IoT Advanced Gateways establish two-way communication between the field and supervision, as well as 
offering diagnostic, processing and data storage capabilities to provide services with secure VPN connections and 
to manage devices in the field in real time. Z-PASS1 and Z-PASS2 are multifunction devices (gateway, LAN/3G+/4G 
router, serial device server, datalogger, LAN/WAN switch, remote assistance and remote alarm unit), able to ex-
tend the extension of networks and allow the transfer of process data between different levels of IT and industrial 
communication architecture. Applications therefore range from M2M/IoT communications to remote maintenance, 
from network integration to protocol conversion to integration with Cloud platforms and services, in most industrial 
sectors.
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• Industrial Gateway (ModBUS and Transparent), Serial 
Device Server, Datalogger, Remote Management 
Unit, Ethernet VPN Router

• Support for ModBUS TCP, ModBUS RTU, ModBUS 
RT, FTP server, HTTP/HTTPS POST, MQTT Client, 
OPC UA Server, OpenVPN Client

• Nr.2 Fast Ethernet 10/100Tx ports on RJ45 front  
panel

• Nr.1 switchable serial port RS232/RS485
• Nr.2 RS485 serial ports
• Nr.1 USB host port
• Nr.4 built-indigital I/O channels
•Remote Assistance (P2P) and Remote Control (Single 

LAN) functionality with LET’S platform (VPN BOX 
Server)

• Cloud SENECA on premise (Cloud BOX) or third party 
platforms support (AWS, Databoom, Rilheva)

• Industrial Gateway (Modbus and Transparent), Serial 
Device Server, Datalogger, Remote Management 
Unit, 3G+/4G VPN Router

• Support for ModBUS TCP, ModBUS RTU, ModBUS 
RT, FTP server, HTTP/HTTPS POST, MQTT Client, 
OPC UA Server, OpenVPN Client

• Nr. 2 Fast Ethernet 10/100Tx ports on RJ45 front 
panel

• Nr.1 switchable serial port RS232/RS485
• Nr.2 RS485 serial ports
• Nr.1 USB host port
• Nr.1 worldwide pentaband 3G+ or 4G LTE modem 

with integrated GPS
• Nr.6 built-in digital I/O channels
• Remote Assistance (P2P) and Remote Control (Single
LAN) functionality with LET’S platform (VPN BOX 

Server)
• Cloud SENECA on premise (Cloud BOX) or third party 

(AWS, Databoom, Rilheva) platforms support

Z-PASS1 Z-PASS2
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Z-PASS1 and Z-PASS2 are multifunction IoT devices: Modbus Gateway for acquisition of up to 2000 tags 
(shared memory mode) with datalogging and data processing features ( If Then Else Logic); Transparent 
Gateways for the extension of serial communications via Etherne/3G+/4G/VPN networks; Router with Fi-
rewall, DynDNS, DHCP Server; Remote Assistance Unit.

MULTIFUNCTION DEVICES

For diagnostic and safety functions the devices integrate nr.1 DI for remote connection interlocking, nr.1 
DI for general purpose (Z-PASS2), nr.1 DO for VPN connection signalling, nr.1 DO for general purpose 
(Z-PASS2) and nr.1 (Z-PASS1) or nr.2 (Z-PASS2) DI/DO channels individually configurable as digital input 
or output.

BUILT-IN DIGITAL I/O

I/O

The NAT 1:1 and Static Router features allow direct communication between the WAN and LAN automation
network (which by default are independent and not communicating with each other). They also allow the 
forwarding of outgoing traffic from a Z-PASS1/2 to a particular host or subnetwork.

NAT 1.1 & STATIC ROUTER

Equipped with 2 Fast Ethernet ports and 3 serial ports, Z-PASS1 and Z-PASS2 support ModBUS RTU / 
TCP-IP, FTP/FTPs, HTTP/HTTPS, OpenVPN and SSL/TLS protocols. Z-PASS2 is also a router with 3G+ 
worldwide or 4G LTE modem and built-in GPS/GNSS module.

CONNECTIVITY

3G/4G

ModBUS 
ETHERNET

Z-PASS1 and Z-PASS2 feature a flexible configuration and diagnostics via web server. They can also be-
nefit from network management tools and drivers for virtual COM port (SESC, SDD), VPN application for 
P2P/Single LAN remote connections, Cloud BOX Server for managing synoptic pages and historical / trend 
data.

FLEXIBLE CONFIGURATION

Z-PASS1 and Z-PASS2 allow the implementation of logic rules involving built-in or external I/O ( embedded 
or written in shared memory). The control logics that can be set (e.g. continuous or event-driven writing, 
alarm sending, data processing, etc.) foresee a maximum number of 2,000 rules.

IF THEN ELSE LOGIC



SENECA I IoT Advanced Gateways4

IOT ADVANCED GATEWAYS

Z-PASS1 and Z-PASS2 allow the signaling of configurable alarms from Web Server through the association 
with built-in I/O or Modbus tags. It is possible to define the sending of SMS/Email/notifications with http or 
MQTT protocols or the execution of up to 3 actions, when one or more defined alarms occur (If Then Else 
Logic). Z-PASS2 also supports SMS commands to check/modify I/O status / Modbus tags/ configurations.

ALARMS AND SMS COMMANDS

Z-PASS1 and Z-PASS2 open to the IoT world thanks to the support of the MQTT (Message Queue Teleme-
try Transport) protocol, ideal for real-time data transmission and M2M connections. The parameterization 
of the MQTT Client is done via Web Server. To ensure secure connections (SSL/TLS) it is possible to use 
digital certificates.

MQTT

OPC UA is a standard for cross communications based on the client-server model using an independent 
platform. Z-PASS1 and Z-PASS2 operate as OPC UA Servers and can be used in automation and data ma-
nagement applications with OPC UA clients from other manufacturers, in accordance with leading security 
protocols such as SSL/TLS and X.509.

OPC UA

Z-PASS1 and Z-PASS2 can connect industrial machines and plants, and thousands of field I/Os, to third 
party Cloud platforms (i.e. AWS, Databoom, Rilheva) through http/Mqtt protocols. An alternative provided 
by SENECA is the CLOUD BOX server, an “on premise” solution, also available in Virtual Machine / VmWare 
version, where data are stored on a centralized database.

CLOUD SUPPORT

Z-PASS1 and Z-PASS2 are clients of LETS’ remote access platform for machines and plants. Through VPN 
BOX Server it is possible to deploy Point-to-point and On-Demand (P2P) connections to the field or create 
virtual networks, for “Always ON” supervision, management and monitoring of remote plants (Single LAN).

VPN REMOTE ACCESS

An effective way to create Modbus TAG configuration is based on the “Microsoft Excel™ Template” provi-
ded by Seneca with support for float variables, 32 or 64 bit integer and binary file management. Configura-
tion, import and export is made via web page and CGI support.

TAG CONFIGURATION VIA EXCEL
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APPLICATION SCHEMES

GATEWAY MODBUS «SHARED MEMORY»

TRANSPARENT GATEWAY / REMOTE COM PORT

REMOTE ALARM UNIT WITH SMS COMMANDS SUPPORT

HMI
ModBUS
TCP
Server

Applicazione
ModBUS TCP
Client

ROUTER

Z-PASS2

PLC Master
Modbus
RTU #1

ModBUS RTU 
Slaves

temperature sensors

I/O
 M

od
ul

es

Host

ModBUS TCP  ModBUS RTU / ASCII

R-KEY-LTR-KEY-LT

Ethernet

RS485

RS232

ModBUS

RTU/ASCII Slave

Device

ModBUS RTU / ASCII  ModBUS TCP 

R-KEY-LTHMI

Ethernet

RS232

ModBUS TCP

Slave Device

Z-PASS1

PLC Master
Modbus
RTU #2

ModBUS RTU 
Slaves

temperature sensors

I/O
 M

od
ul

es

Host

ModBUS TCP  ModBUS RTU / ASCII

R-KEY-LTR-KEY-LT

Ethernet

RS485

RS232

ModBUS

RTU/ASCII Slave

Device

ModBUS RTU / ASCII  ModBUS TCP 

R-KEY-LTHMI

Ethernet

RS232

ModBUS TCP

Slave Device

ROUTER

Shared 
memory

Shared 
memory

Modbus TCP
Client/ OPC UA
Client/ 
MQTT broker

ROUTER

Z-PASS2

PLC Master
Modbus
RTU #1

ModBUS RTU 
Slaves

temperature sensors

I/O
 M

od
ul

es

Host

ModBUS TCP  ModBUS RTU / ASCII

R-KEY-LTR-KEY-LT

Ethernet

RS485

RS232

ModBUS

RTU/ASCII Slave

Device

ModBUS RTU / ASCII  ModBUS TCP 

R-KEY-LTHMI

Ethernet

RS232

ModBUS TCP

Slave Device

Z-PASS1

PLC Master
Modbus
RTU #2

ModBUS RTU 
Slaves

temperature sensors

I/O
 M

od
ul

es

Host

ModBUS TCP  ModBUS RTU / ASCII

R-KEY-LTR-KEY-LT

Ethernet

RS485

RS232

ModBUS

RTU/ASCII Slave

Device

ModBUS RTU / ASCII  ModBUS TCP 

R-KEY-LTHMI

Ethernet

RS232

ModBUS TCP

Slave Device

ROUTER

SMSSMS LOGLOG

Z-KEY

Power Meter 
(S203)

26 25 22 21 20 19

10 11 12 13 14 15 16 17 18

36 35 34 33 32 31 30 29 28

S203RC-D

OK
MENÙESC

RS232/RS485

ROUTER

ROUTER ROUTER

ModBUS TCP-IP

SESC 
(Seneca Ethernet 
to Serial Connection)

Web

Application for
RS232/RS485 custom
protocol

Pt100

RS232/RS485

Z-PASS1

HIGHLIGHTS

• Continuous data acquisition via 
Modbus TCP/Modbus RTU

• Data storage on shared memory

• Read / write tags always available 
both Ethernet and Serial side

• Ability to manage alarms (send SMS, 
email), process data and command 
event or continuous writes

HIGHLIGHTS

• Integration with software application 
that supports serial communication 
only

• Extension of serial communication via 
3G+ or 4G LAN/VPN connection

• Transparent TCP connections to 
RS232/RS485 protocol

HIGHLIGHTS

• Remote alarm management

• Commands sent with SMS 
messages and with Unicode multi-
language support

• Direct commands

• Contact activation in case of machine 
or system fault
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APPLICATION SCHEMES

CLOUD DATALOGGER

REMOTE ASSISTANCE UNIT / POINT-TO-POINT / VPN

REMOTE CONTROL UNIT / SINGLE LAN / VPN

Modbus TCP
Client/ OPC UA
Client/ 
MQTT broker

ROUTER

Z-PASS2

PLC Master
Modbus
RTU #1

ModBUS RTU 
Slaves

temperature sensors

I/O
 M

od
ul

es

Host

ModBUS TCP  ModBUS RTU / ASCII

R-KEY-LTR-KEY-LT

Ethernet

RS485

RS232

ModBUS

RTU/ASCII Slave

Device

ModBUS RTU / ASCII  ModBUS TCP 

R-KEY-LTHMI

Ethernet

RS232

ModBUS TCP

Slave Device

Z-PASS1

PLC Master
Modbus
RTU #2

ModBUS RTU 
Slaves

temperature sensors

I/O
 M

od
ul

es

Host

ModBUS TCP  ModBUS RTU / ASCII

R-KEY-LTR-KEY-LT

Ethernet

RS485

RS232

ModBUS

RTU/ASCII Slave

Device

ModBUS RTU / ASCII  ModBUS TCP 

R-KEY-LTHMI

Ethernet

RS232

ModBUS TCP

Slave Device

ROUTER

SMSSMS LOGLOG

ROUTER

192.168.20.33 192.168.20.34

192.168.20.125

192.168.20.154
192.168.85.18

192.168.1.33

Z-PASS2-S

Z-PASS1

3G+

4G

ModBUS RTU

ModBUS TCP-IP
192.168.2.X

192.168.4.12
Raccolta dati Programmazione e debugVisualizzazione dello

stato macchina/impianto

WAN

LAN

VPN BOX

ROUTER

ROUTER

IP statico 
e pubblico

192.168.10.154

192.168.1.x

192.168.20.154

192.168.30.154

192.168.2.X 192.168.3.X

192.168.20.101 192.168.30.102192.168.30.101

ModBUS TCP-IP

ModBUS TCP-IP

Z-PASS2-S

S6001

Z-PASS1

IP statico 
e pubblico

3G+/4G

ROUTER

ROUTER

ROUTER

Scada
VPN BOX

ROUTER

Manutenzione

HMI HMI

HIGHLIGHTS

• Storage on SD and transmission via 
Ftp/Email/MQTT/HTTP of data and 
events associated with connected 
devices

• Compatibility with CLOUD BOX 
SENECA Cloud - IoT on premise 
solution, for data storage and web 
synoptic development

• Third party cloud compatibility (i.e. 
AWS, Databoom, Rilheva)

HIGHLIGHTS
• Point-to-point connection between 

PC and device or machine in the field
• On-demand connections for 

maintenance, start-up, remote 
control of machines

• Multi-user management
• Remote subnet access via local 

addresses
• Reduction of logistics and 

maintenance costs
• Easy and quick intervention
• Effective scenario with all SIM types

HIGHLIGHTS
• VPN connection between systems 

with different subnets (Single LAN)

• “Always-on” connections for 
supervision and data exchange

• Installations always visible to all users 
of the VPN network

• Remote subnet access via local 
addresses

• Real-time alarm on Scada

• Remote and simultaneous monitoring 
on different plants

• Effective scenario with all SIM types
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APPLICATION SCHEMES

TRASPARENT GATEWAY/SERIAL TUNNEL - POINT-TO-POINT/MULTI POINT

LAN / WAN SWITCH

IoT CONNECTIONS

Z-PASS2

tunnel

3G+ / 4G
Z-PASS2

RS232/RS485

RS232/RS485

Remote I/O,

Remote I/O,

26 25 22 21 20 19

10 11 12 13 14 15 16 17 18

36 35 34 33 32 31 30 29 28

S203RC-D

OK
MENÙESC

Power Meter 
(S203)

Master ModBUS 
(S401)

VPN / internet

Automation Network

IT / LAN Network

S
W
I
T
C
H

MQTT over
SSL/TLS MQTT

Publish /
Subscribe

HIGHLIGHTS

•  P2P or PMP UDP / TCP tunnel: 
extension of serial communication 
between 2 devices via LAN/3G+/4G/
VPN

• Signal repetition with PLC Master 
coupling, cable replacement

• Measurement parameter monitoring

• Transparent TCP/UDP connections 
to RS232/RS485 protocol

HIGHLIGHTS

• Dual access to IT and automation 
networks.

• In LAN/WAN mode the 2 Ethernet 
ports of the device are independently 
configured

• In Ethernet Switch mode, the 2 ports 
are configured as a Switch with static 
or DHCP addressing capability

• Bidirectional traffic optimization

• Increased level of network security

HIGHLIGHTS
• Automation and data management 

applications with OPC UA clients 
from other manufacturers.

• Compatibility with Third Party Cloud
• Authentication of SSL/TLS security 

connections with digital certificates
• Real-time data management and 

processing
• Support IoT / 4.0 models • High data 

volume management through web 
technologies

• Standard architectures, platform and 
protocol independent
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TECHNICAL DATA / ORDER CODES
Z-PASS1 Z-PASS2

GENERAL DATA
Power supply 11..40 Vdc; 19..28 Vac 19..40 Vdc; 19..28 Vac

Power consumption Typical 3 W @ 24Vac, Max 4 W Typical 4 W @ 24Vac, Max 6 W

Isolation 1.500 Vac 1.500 Vac

Protection degree IP20 IP20

Flash Memory (data) 1 GB 1 GB

RAM 64 MB 64 MB

Micro SD card Max 32 GB Max 32 GB

Supported SIM - Mini SIM

Built-in I/O Nr.2 DI (1 for VPN, 1 for generic use)
Nr.1 DO (for VPN)
Nr.1 DI/DO configurable

Nr.2 DI (1 for VPN, 1 for generic use)
Nr.2 DO (1 for VPN, 1 for generic use)
Nr.2 DI/DO configurables

Operating temperature -20..+65 °C -20..+65 °C

Dimension (lxhxp) 100 x 35 x 112 mm 100 x 52,5 x 112 mm

Weight 220 g 280 g

Case PA6 fiberglass reinforced, black color PA6 fiberglass reinforced, black color

Mounting For DIN rail 35 mm IEC EN 60715 For DIN rail 35 mm IEC EN 60715

COMMUNICATION
Ethernet ports (ETH1, ETH2) Nr.2 Fast Ethernet 10/100Tx port with front RJ45 connector Nr.2 Fast Ethernet 10/100Tx port with front RJ45 connector

Serial ports (COM1, COM2, COM4) Nr.1 RS232/RS485 port switchable via software, max baud rate 115k on terminal
Nr.1 RS485 port, max baud rate 115kbps on IDC10 connector for bus and terminals
Nr.1 RS485 port, max baud rate 115kbps on terminals

Nr.1 RS232/RS485 port switchable via software, max baud rate 115k on terminal
Nr.1 RS485 port, max baud rate 115kbps on IDC10 connector for bus and terminals
Nr.1 RS485 port, max baud rate 115kbps on terminals

USB ports Nr.1 USB host port on side connector type A Nr.1 USB host port on side connector type A

Modem 3G+ / GPSS / GNSS - 3G+ Model Global
GSM /GPRS/EDGE Quad-band / UMTS/HSPA+ Penta-BAND

Modem 4G / GPSS / GNSS - 4G/LTE Model (Europe, Africa, Middle East, Korea, Thailand, India); 4G LTE BAND 
6-Band

GPS - Yes: GPS & GLONASS

Serial protocols ModBUS TCP server, ModBUS RTU master/ slave, FTP/SFTP server,  HTTP/HTTPS 
server

ModBUS TCP server, ModBUS RTU master/ slave, FTP/SFTP server,  HTTP/HTTPS 
server

IoT protocols MQTT, OPC UA, http post MQTT, OPC UA, http post

Security protocols OpenVPN, SSL OpenVPN, SSL

Operating Modes Modbus Gateway; Modbus Gateway shared memory; Transparent Gateway / Serial 
Device Server; LAN Router, datalogger; remote alarm unit; remote assistance / 
remote control unit; Lan/Wan Switch 

Modbus Gateway; Modbus Gateway shared memory; Transparent Gateway / Serial 
Device Server; LAN /3G+ (4G) Router, datalogger; remote alarm unit; remote 
assistance / remote control unit; Tunnel VPN, Lan/Wan Switch

CONNECTIVITY
Nr Max Client TCP-IP (Server Mode) 32 32
Nr Max Client variables / tags 2000 2000

Nr Max Slave Modbus RTU/ASCII nodes 128 128

Nr Max Client VPN Point-To-Point: 1; Single LAN: 496 Point-To-Point: 1; Single LAN: 496

SETTINGS AND SOFTWARE
Web server configuration Yes Yes

VPN Software VPN BOX Manager, OpenVPN, VPN Client Communicator (PC software and mobile 
App)

VPN BOX Manager, OpenVPN, VPN Client Communicator (PC software and mobile 
App)

Network tools SDD (Seneca Discovery Device), SESC (Seneca Ethernet to Serial Connection) SDD (Seneca Discovery Device), SESC (Seneca Ethernet to Serial Connection)

Advanced diagnostic Yes Yes

If Then Else Logic Yes Yes

LET'S support Yes Yes

Cloud BOX support Yes Yes

STANDARD
Approvals CE CE

Norms EN61000-6-4, EN61000-6-2, EN61010-1 ETSI EN 301489-7, EN 61000-6-4, EN 61000-6-2, EN 301511, EN 301489-1, EN 
301489-7, IEC / EN 60950

ORDER CODES
Z-PASS1-IO VPN Industrial Gateway - Serial Device Server, 1DI, 2DO, 1DI/DO

Z-PASS2-IO VPN Industrial Gateway - Serial Device Server, 2DI, 2DO, 2DI/DO, modem pentaband 3G+/ Ethernet Router, GPS

Z-PASS2-IO-4G-EU VPN Industrial Gateway - Serial Device Server, 2DI, 2DO, 2DI/DO, modem 4G-Eu/ Ethernet Router, GPS

ACCESSORIES, SOFTWARE, SERVER VPN/CLOUD
Straton Platform - www.seneca.it/en/linee-di-prodotto/software/straton/
www.seneca.it/en/linee-di-prodotto/comunicazione-industriale-e-telecontrollo/gateway-router-modem/gateway-iot/z-pass1/
www.seneca.it/en/linee-di-prodotto/comunicazione-industriale-e-telecontrollo/gateway-router-modem/gateway-iot/z-pass2/

IOT ADVANCED GATEWAYS

No liability for the contents of this documents can be accepted. Use the concepts, examples and other content at your own risk. There may be errors and 
inaccuracies in this document, that may of course be damaging to your system. Proceed with caution, and although this is highly unlikely, the author(s) 
do not take any responsibility for that. Prices indicative only & subject to change without notice.
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