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Seneca Cloud BOX

CAUTION!

UNDER ANY CIRCUMSTANCES, SENECA S.R.L. OR ITS SUPPLIERS SHALL NOT BE RESPONSIBLE FOR
LOSS OF RECORDING DATA/INCOMES OR FOR CONSEQUENTIAL OR INCIDENTAL DAMAGE DUE
TO NEGLECT OR RECKLESS MISHANDLING OF Cloud BOX, EVEN THOUGH SENECA IS WELL AWARE
OF THESE POSSIBLE DAMAGES.

SENECA, ITS SUBSIDIARIES, AFFILIATES, COMPANIES OF THE GROUP, ITS SUPPLIERS AND
RETAILERS SHALL NOT GUARANTEE THAT THE FUNCTIONS WILL SATISFY COMPLETELY
CUSTOMER’S EXPECTATIONS OR THAT Cloud BOX, THE FIRMWARE AND THE SOFTWARE SHALL
HAVE NO ERRORS OR WORK CONTINUOUSLY.




USER MANUAL - Cloud BOX

1. Software Open Source

The Cloud Box software and firmware contain open source software. You can get the source code of such
software by requesting them via email to support@seneca.it.

2. Introduction

Cloud BOX is a server that allows you to:

e Receive, store on a database and display the RTU events and data

e View real-time and historical data on web pages in graphic mode

e View the realtime and historical events / alarms on web pages in graphic mode
e Send commands to the RTU even if these do not have a static IP

2.1.  Compatible Devices

Compatible devices are:

Z-GPRS3

Z-LOGGER3

Z-UMTS

The number of compatible devices is constantly increasing. For more information contact the seneca
technical service.
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2.2.  Hardware specifications

Device Type Industrial Server

Motherboard Form Factor Mini-ITX
Cooling Passive (fanless)
Frontal I/O 2xUSB 2.0
Back 1/O0 2 USB 2.0 high current
2 USB 2.0
1VGA
1 HDMI
1 Gb LAN
1JackDC(8Vto19V)
Processor Intel Atom N2800
Processor Speed 1.86 GHz
Socket Onboard (BGA)
Core Number 2
Chipset Intel NM10
Memory DDR3 SO-DIMM (non-ECC)
Memory Type 2 GB (minimum)
LAN Controller Intel 82579L GbE
Supply voltage (AC Adapter) 8~19V
AC Adapter Socket Jack DC Onboard
Operating temperature 0°C~40°C
Dimensions (WxHxD) 185.14 x 32 x 205 mm
Certifications CE, FCC, RoHS
Storage 32 GB SSD Drive

3. Cloud BOX Installation

Power USB usB
Button 1 2

Power USB 3 Ethernet VGA USB5 HDMI
Soket USB 4 USB 6
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To install Cloud BOX proceed as follows:

Place the server horizontally, resting it on a flat surface or with the brackets that make it attachable to a wall
(supplied in the package).

Connect the power supply (on the round plug of the back) and the network cable. The device doesn’t need
keyboard or mouse, these are only necessary in case of maintenance and can therefore be left unconnected.

Boot the device with the front power button, no further settings are needed to the device.

CAUTION: Cloud Box is a server device, so it is necessary that the switch off it’s make in a correct way, without
lifting the power when the server is turned on. It’'s recommended, therefore, to connect an electrical device
such as a UPS rescue to prevent surges and / or power blackout.

Shutdown it’s make through the front button that must be pressed once briefly, the long press of the button
makes the immediate shutdown without possibility, for the operating system, to shut down their processes
and could make Cloud Box unusable.

4. Configuration

4.7.  Default Network Address

The Cloud Box is configured by default with the network settings obtained by DHCP, then, when connected
to a network Cloud Box will try to automatically acquire an IP address from the DHCP Server (very often the
Router).

If this operation is not successful, the following network parameters are set:
IP Address 192.168.90.101
subnet-mask 255.255.255.0

gateway 192.168.90.1

4.2, Access to the administration section

The first IP address acquired is viewable through Seneca Device Discovery software (available in the
CloudBox section at www.seneca.it).



http://www.seneca.it/
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Cloud BOX

Administration console

E-Mail
Password

D Stay connected

% LOGIN

® Copyright SENECA SRL, all rights reserved

You can then access the administration section via a PC with a browser using the following credentials:

Name Parameter

USERNAME cloudbox@seneca.it

PASSWORD seneca

URL https://<<ADDRESS>>/admin/

5. CloudBox Administration Section

The administration section presents a navigation menu of this kind:

S / s ENEBA Dashboard  Logout [cloudbox@seneca.it]

AUTOMATION INTERFACES

Server statistics

e 192.168.84.155, MAC 002 N BAND 1kB/s, Receive 2kB/s - R/W 0.24/22.28 k8/s 0.12(1m}, 0.19(5m}, 0.22(15m)
=
& Users
Lo
& Groups
Version 1.0.4.9 - Server Time 2016-10-07 12:26:07 18%, 226B/27G8, series 2MB 63%, 1254MB of 1994MB
—
& Configuration
Task Queue
E Logs
#  Type Status Message Created Updated
= BACKUP a Backup done: 669.72 KB 20161006 14:00:01 201610-06 14:00:03

it —
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For the first configuration, you must go to the "Configuration" section.

5.1.1. Network

The “Network” tab is for the network configuration parameters

and NTP server.

512.  Service

Configuration

Network Service Collector Backup FTP SMTP

Ethernet card mode

Q© Dynamic (DHCP)

@ Static (Manually assigned below)
IP Address
192.168.1.230

Netmask

255.255.255.0

Gateway

192.168.1.1

DNS Server

8.8.8.8

NTP Server

pool.ntp.org

: classic IP address, netmask, gateway, DNS

General

SAVE REBOOT SYSTEM BACKUP DATA/CONFIGURATION

The "Service" tab, allows you to configure:

10
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Configuration

Network Service Collector Backup FTP SMTP General
HTTP Port
80

HTTPS Port (S5L)

443

Log rotation time (days)

30

Device Authentication Key

Allow Device Registration

REBOOT SYSTEM BACKUP DATA/CONFIGURATION

HTTP Port: The communication port that the device can be used for not encrypted communication, the
default is 80.

HTTPS Port: The communication port protected by SSL certificate (self-signhed), the default is 443.

Log rotation time is the number of days after which the data logs are deleted; attention to the fact that the
logs instead of system (not visible from the panel) does not come influenced by this parameter.

Device Authentication Key: This parameter is the authentication key that they will use the device to send
data. It can be generated by the system or manually written. Pay attention to the value that you set because,
being in fact a password, you must choose it with a safety criteria. The surest way is to randomly generate it
with the appropriate button.

Allow device registration: if checked, the system allows new devices to self-register, or they will be discarded
instead.

The “collector” tab allow to make a realtime backup to csv files with the incoming data:

11
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Configuration
Network Service Gollector Backup FTP SMTP General
WRITE DATA CSV
D Active
Backup Null tag value
Do not include in backup - Fill with ERROR value -
Write failure action Aggregation
Stop collector - One file per day -

SAVE REBOOT SYSTEM BACKUP DATA/CONFIGURATION

Write Data CSV Active: Enable or not the real time CSV export data (when data arrive it’s automatically
converted and save in csv format)

Backup: Select if the CSV exported data are or not included in the backup
Null TAG value: Select what value must have the TAG if input data is “NULL”
Write Failure action: Select the action in case of write failure

Aggregation: Select if you want to obtain a unique csv file for a day or not

514.  Backup

The “backup” section covers all configuration and data backup parameters:

12
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Configuration

Network Service Collector Backup FTP SMTP General

Backup device LLLEEG T ELED

/var/www/htdocs/storage/app/ftp [61GB/112GB] -

MOUNT ALL UNMOUNT ALL

BACKUP SCHEDULE

Hour/24 (reference is server local time UTC)

0

D Monday D Tuesday D Wednesday
D Thursday D Friday D Saturday
D Sunday

SAVE REBOOT SYSTEM BACKUP DATA/CONFIGURATION

Backup device: the system automatically identifies a local device (the main disk) and, if Autodetect is enable
(green label), any connected USB devices. If you press "Mount to" the system will hook them to the filesystem
making them available; on the contrary if you press "Unmounting all" the device will be dropped. From a
drop down you can select on which device you want to make the backup and then the restore.

Backup schedule: here you can set the system to automatically start a backup at the expiration of a certain
time (0-23) and, in certain days of the week. Time is represented in accordance with the UTC Convention.

Beware that the backup operation can be heavy for the server (depending on the data present in the system).
This operation, if the server is running, it will block other batch, like the csv exports, until the completion.

The “FTP” section contains the configuration parameters of two accesses that allow the following functions:

13
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Configuration

Network Service Collector Backup FTP SMTP General

Updates account password (user updates)

System account password (user system)

SAVE REBOOT SYSTEM BACKUP DATA/CONFIGURATION

Updates: is a simple ftp access that you need to update devices remotely. RTU devices such as Z-GPRS3 may,
in fact, update the firmware or a SEAL program from an FTP server.

System account: With this access you have visibility of the root of all FTP folders (including access updates).
Here you can load a remotely restore or upgrade an application for Cloud BOX (this if you use the local disk,
see section Backup and Restore for more information). In addition there is a custom folder where you can
upload a custom logo (named logo.png or logo.jpg, in lower case). This logo will be applied to both the login
to the dashboard (replacing the title in text format). It’s also possible to upload a file custom.css with which
modify the dashboard style, see the personalization chapter for more info.

516. SMTP

The “SMTP” section allows you to configure the event Cloud Box e-mail dispatcher:

14
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Configuration
Network Service Collector Backup FTP SMTP General
Acti
[ Active TEST SMTP
SMTP Server Port Encryption
587 TLS v
Username Password Confirm password
mailbox@example.com
Sender Sender name
cloudbox@seneca.it CLOUDBOX

SAVE REBOOT SYSTEM BACKUP DATA/CONFIGURATION

Active: Enable or not the Cloud box e-mail dispatcher.

SMTP Server: is the server that Cloud box will connect for send e-mail (for example “smtp.gmail.com”).
Port: is the port to be used for access the SMTP Server (for example 587).

Encryption: is the Encryption method to use with the SMTP Server.

Username: is the username for the account to use with the SMTP Server (for example example@gmail.com).

Password: is the password for the account to use with the SMTP Server.

Sender: is the e-mail account from wich the e-mails are sent (for example example@gmail.com).

Sender Name: is the name that appears in the e-mail.

517.  General

The “general” section, however, allows you to modify the operating parameters not strictly connected to the
system:

15



mailto:example@gmail.com
mailto:example@gmail.com

USER MANUAL - Cloud BOX

Configuration
Network Service Collector Backup FTP SMTP General

Station Title

Cloud BOX

Default Language Decimals separator Thousand separator
@ English O Italian

Dashboard Javascript library

Use CDN

SAVE REBOOT SYSTEM BACKUP DATA/CONFIGURATION

Station title: this parameter is the name of the station, useful if you have more than one Cloud Box.
Language: the default language to be assigned to each user.

Use CDN: This flag enables the use of an external Content Delivery Network, allowing the browser to
download the libraries from internet without using the CloudBox bandwidth.

Decimals separator: you can set the decimal separator in the number values.
Thousands separator: you can set the thousand separator in the number values.

When you go to save the Cloud BOX recognize whether they were or not modified system parameters that
require a reboot. In this case the machine will restart within 30 seconds; This behavior is also possible in the
absence of changes by checking the option at the bottom of the page. The restart is possible only if there
are no pending batch, in this case the system will wait until the processing is complete to avoid failure or
data loss. After Cloud BOX restarts, remember to remove every USB device connected on.

52 Users

Cloud Box provides a user management panel (Users link on the left); each user can be freely configured with
these parameters:

16
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User admin

Active

Name

admin

Email

cloudbox@seneca.it

Password Confirm Password

Time Zone Language

Europe/Rome - English -
Access Group Alarms Group

Default - None -
Role

Administrator ~ [0 caneditdashboard widget

SAVE W DELETE

Active: Indicates whether the user is on or off.
Name: is the user name, an abbreviation that allows only letters and numbers.
Email is the email address linked to the user, will be used for the login.

Password: This is the credential that you will use with the email or name to access the resources allocated.
There are no limits or specific constraints, it is recommended to follow the basic safety rules.

Time Zone is the time zone where the user is located and is a fundamental parameter. When you view the
times, in fact, the system will adjust the displayed time taking account of this time zone and not that of the
server or device.

Language: is the language that will be set as the default for this user (for future use).

Access Group: it's the group of users that belongs to this credential access, for more details see the group
management.

Alarms Group: it’s the group of users that will receive the configured Alarms, for more details see the group
management.

Role: User roles can be of three types, the first is the administrative which allows you to have access to the
Administration section. The user role is only used to access the dashboard section. It's also possible to
configure if the user can or not edit the dashboards.

5.3. Groups

Groups can be used for:

17
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e Restrict access to dashboards or synoptics
e Send Alarms E-mail to users
To provide this functionality, there are user groups.
A group may contain one or more users, and each page can be connected to a group.

The administrator automatically is inside all groups so, therefore, he can access to all pages.

For example you have 3 users and an administrator.

You want that userl can only access the dashboard 1 and 2, while user 2 and 3 can only access the dashboard
3and 4.

You will have a scheme like:

ADMIN DASHBOARD1
USER1 GRDUPl"d DASHBOARD2

USER2 GROUPZ‘TDASHBDARDB
USER3 DASHBOARDA4

54. Logs

The screen shows in a descending time order the Cloud Box application logs, here we show the notifications,
and errors. Each line can contain a navigable detail through its right button. This log can be manually cleared
or will be cleared automatically as configured.

Warning! Cloud BOX is a server machine, so the log section must be monitored to become aware of any
problems.

5.5. Devices

The programmed devices must point to the Cloud BOX using a device credential making using this type of
URL:

HTTP://<<IP ADDRESS>>/collector/1/<<KEY>>
OR (if availbale):

HTTPS://<<IP ADDRESS>>/collector/1/<<KEY>>

18
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On SeAL this url must be inserted in the Cloud section:

@ CLOUD Clouding Services Configuration - X

General | SMTPClient | FTP Client || HTTP Client

HTTP Client

Remote Server Name [ ssL 50

it/ 80/ collector/ 1 M =5
POST Path [collector, 1/ mum—

Connect To CloudBox

(7] APPLY CANCEL

Once configured and started the device will make a first send that will provide data on the beginning of the
Cloud BOX datalogging session. This recording operation is automatic, but linked to the flag of the new
registrations (as seen in the basic configuration paragraph).

This flag can be changed on the fly from this screen with the right button. The device management shows in
tabular form all devices registered successfully.

Registered Devices

Device windows start 2016-06-01 (35 days) l:l
¥ Name Updated HW/FW
0 mEE=E DEVICE 013777009908375 2016-0531 15:03:21 Mylarm2 Edit

D [s]013777009908376 DEVICE 013777009908376 2016-05-31 15:03:21 ZGPRS3 Edit

A registered device is stored with a generic name linked to its own unique identifier (Modem IMEI or MAC
address), for example devices such as Z-GPRS3 will arise with the modem IMEI. Of each device you can change
the configuration in the device tab.

19
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Device cloudbox_DEMO

Description

uuiD

013949001184988

Name

cloudbox_DEMO

Hardware

Tags Commands Logs

Last connection

2017-02-15 16:09:07

Z-GPRS3 [ID 25088 - CODE 3300 - REV 202 - MOD201 - OPT 1] v

Time Zone

Europe/Rome

SAVE | @ DELETE

The first tab manages the description, here you can see the time stamp of the last time the Cloud BOX

recorded data from this device.

The device name is set automatically, then you can customize it. You must then go to assign the device model
that is sending data, this parameter is very important because the editor will put or not a set of commands

that the device can execute.

The timezone, like for the user, specify the time zone of the device.

Sessions of cloudbox_DEMO

Description

Dg D¢ DO D€ D¢ D€ D€ DA DA DO DA

Sessions

A |
ik

g g g E

g

BOARAR0AE

Tags

Commands  Logs

Start

2017-02-14 14:28:13

2017-02-13 12:37:42

2017-01-30 14:09:09

2017-01-30 13:24:44

2017-01-30 12:19:41

2017-01-25 16:18:41

2017-01-25 11:26:09

2017-01-25 10:23:49

2017-01-19 09:57:48

2017-01-17 09:54:38

2017-01-13 15:39:19

Last log row

[Fov-05 ve3) - 50 | Fov-06 v54) =32 | rov.07 (v59 96 | Fov.oe vs6) =32 | Fov.09 ve7) =56 | wov_10 (vs9 32 | rov.1 (ves) =56 |

Last event row

ime = 2017-02-15 11:04:34 (1487153074) | session =184 | id=2 ] o= 4 | text = PRI Bus Disconnected

When the device is programmed from scratch a new session is initiated, these parameters are then sent
along with the new sampling time and are recorded by Cloud BOX. For convenience, on the left, are shown
the last log line and the last recorded event.

20
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Tags of cloudbox_DEMO

L 2
L 2
2

- J o L] =2
[ o o] =3 E3
o [ Fios o} = [ cor |

The tag data is the configuration of the variables sent from the device to Cloud BOX. Initially, this table is

empty or can vary due to a reprogramming.

Pressing the "import from data" button the system analyzes the last log line and, based on this, the tags are

populated.

This tag set is always updated in additive way, this to preserve the integrity of the data. One thing to watch

out is that a tag that changes the data type from integer to floating point does not lose the previous, but any

widgets will be updated in floating point mode.

Tag V34

Name
CosPhi

ype

Float v

Aggregation function

MEAN v

ralid value when in error

The tab of each tag can be changed by writing a variable name and a data type to be set in accordance with
this project in the device. The data types are general and are needed from the editor in order to enable a
better choice based on the type.

Name Type

Integer

Integer with or without sign

Boolean

True / False

Floating Point

It’s a floating point type

Latitude

GPS Latitude

21
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Longitude GPS Longitude

The aggregate function is essential for the representation of historical graphs (trend).

When you want to view long periods of time on a graph you run into the problem that the number of points
is huge.

To overcome this drawback, is used the operation of decimation (downsampling). The system automatically
understands what is the minimum resolution displayed on the selected time window.

If we want to see a full week of a device sampling once a minute we will have 1440 samples for 7 days (10080
samples).

To allow a view not too dense (and therefore difficult to read) are imposed for example up to 300 samples;
it follows that we will have to group data in the sections of about 34 minutes. By grouping the data for this
resolution there is the need to choose how to represent with a single sample this group of samples.

Time

VV VYV VY VYVV VY VY YV YV VVVV VYVV VY VV VVVV VVVY VYVV VYV VV V¥V

Samples (minutes)

Aggregate

g M H J J Time

Samples (hours)

It's therefore necessary to take these groups of samples (groups of 34 samples) and translate them into one
sample to represent all of them.

If it were an analog value as a temperature, the aggregate function could be for example an average.

Case studies can be very different as the needs. For this it is possible, in addition to the data type, also
describe the function that aggregates them when necessary. These functions are coded as follows:

Function Description

Count Number of samples in the time interval
Min Minimum value in the time interval
Max Maximum value in the time interval
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Mean Average value in the time interval
Sum The Sum of values in the time interval
Stddev Standard Deviation in the time interval
First First value in the time interval

Last Last value in the time interval

In the last tab, logs, are a subset of the general log, here are visible only the rows of logs related to the specific
device.

5.6. Calculated Tags

You can Add a Calculated Tags, a calculated tag can be composed by one or more tags from the same
device.

@ statistios Tags of UMTS12_HTTP

- Description Sessions Tags Commands Logs
O Devices
Device managemente and

status Filter by name

YSEARCH | @RESET © IMPORT FROM DATA | 4§ IMPORT FROMTEMPLATE | + ADD CALCTAG
& Users
& Groups A
# Tag Name Type Format Last Value Error Value Aggregation

L Y 176 va3 1000UT FIELD == o (0] =
& Configuration

> 153 V1o AVG1 FIELD [ integer | 39 0] [ LasT | EDIT
B Logs % 157 via AvG2 FIELD [ integer | 3 o] =1 EDIT

Here you can create a new tag that is (for example) a calculation of 3 Tags:

(V9*V13)+V16:
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Tag C2

L Mew virtual tag added.

Devices /| UMTS12_ HTTP
MName
TAG C2
Type
Float -
Aggregation function
LAST -
Error value
1]

[0 Use last valid value when in emar

Calculation
O active

B Add calculation to log (debug)

[Availabi tags (real only) Expression (case sensitive)

[v16 - Integer] - b — (V9% V13)+ V16

Logical Operators Arithmetic Operatars Bitwise Operators
« nator! = +(additicn) = &(znd)
« andor && = - (subtraction) = |{on)
= aororll = *{multiphcation) = *ixor)
« [ (division)
» % (modulus)
. = {pow)

5.7, Statistics

This screen provides an overview of the server status, offers a number of indexes to be monitored. The upper
part is made up of several panels that show static data such as network and firmware version of Cloud BOX.

Server statistics

1P 192.168.1.230, MAC 00:22:4d:b6:08:8f BAND 1 kB/s, Receive 1 kB/s - R/W 93.76/92.49 kB/s 0.12 (1m), 0.11(5m), 0.1(15m)
-
.
Version 1.0.0.1 - Server Time 2016-07-13 09:27:48 25%, 20GB/27GB, series 799MB 36%, Used 703MB of 1994 MB
e R
Task Queue
# Type Status Message Created Updated
0: 229 CONFIGURATION E CONFIG APPLIED STATIC 2016-07-13 08:24:34  2016-07-13 08:24:34
03 228 BACKUP m Backup done: 529.27 KB 2016-07-1308:13:54 2016-07-13 08:14:04
ng 227 CONFIGURATION E CONFIG APPLIED STATIC 2016-07-1217:12:55  2016-07-1217:12:55
ﬁg 226 CONFIGURATION E CONFIG APPLIED STATIC 2016-07-1215:14:28  2016-07-1215:14:29

Other indicators provide for example the load of the machine RAM and hard always represent the
consumption of server resources; If the RAM gets too close to the upper limit it is likely that the server can
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freeze or slow down dramatically. The disk is critical if approaches to filling, in this case it is likely to have
inconsistent data in the system and subsequently the block of all applications.

6. Edit Project

The project configuration can only be modified by users with authority to modify the pages:

Europe/Rome -

Role \

User - Can edit dashboard

widget

Group

The dashboard has been tested using the following browsers
e Chrome 50 or later for Windows, Android, los, OSx

Each project may contain several pages of different types. The different types of pages do not require
configuration of the contents, have specific uses and do not required further parameters in addition to the
basic parameters.

-
Click to create, remove and move the pages:

Project settings

Title

Cloud box DEMO

Footer

SENECA s.1.1. - Copyright © 2016 -All rights reserved

# Position Title Type Group
@ - - Underpass DASHBOARD WITH WIDGETS Pump group n
@ - - Pump Data DASHBOARD WITH WIDGETS Pump group n
@ - - Temperature/Atm pressure DASHBOARD WITH WIDGETS Pump group n
B - - Temperature DASHBOARD WITH WIDGETS 2gprsagroup n
B - - Data Export EXPORT GV Purmp group n
B - - vents BvenTs Fump group n

6.1. Edit Page

Click Edit to change the page parameters:
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Position

2 B
2 Bk

~ [

Title

Underpass

Pump Data

USER MANUAL - Cloud BOX

Type

DASHBOARD WITH WIDGETS

DASHBOARD WITH WIDGETS

Edit page
]

Title

Underpass

Subtitle

System status

Type

DASHBOARD WITH WIDGETS

Refresh (s)

5

Permission

Pump group

Is home for this group

CHANGE ICON |da

Group

Pump group

Pump group

\n
—

The parameters of the page are first of all the title that appears in the link and as label in the page itself. The
refresh time is only useful for dashboard with widgets type pages (grid) where it is possible to include

components that display data in real time. Here, it is possible to set the refresh time for the data displayed.
This parameter applies to the whole page, and the widgets will therefore all be updated based on this

parameter.

Type indicates the type of page to create. Pages can be of the following types:

e Dashboard with widgets
e Fvents page

e (SVexport page

e Synoptic

The tick at the end indicates that the page is the home page for the previously specified group. It is important

to remember that it is possible to have several home pages for different groups. This is because during the

login process, the system checks what group the user belongs to and directs him/her to the correct page.

With “CHANGE ICON” button you can assign an icon to the current page.

A Page can be simply cloned with the icon:
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# Position Title Type Group CLONE PAGE
2 e \ng

In the clone section you can use the function clone/substitute for clone the page for different devices with
the same tags.

So create multiple page for similar devices is fast and easy.

6.2.  "Dashboard with widgets" page

The dashboard is a web application that can be opened from a desktop or smartphone and can be fully
configured by the user. The pages that can be configured on the server are arranged into a grid with cells
containing elements called widgets. Each of them performs a specific function, such as for example a chart,
or a needle indicator. The editor gives the possibility of arranging these elements from left to right, grouping
them by rows, in a grid format. Each row may contain a certain number of widgets. It is not necessary for all
rows to have the same number of columns.

When creating a new page, it is possible to include an arbitrary number of rows, and a preset number of
columns. This system ensures automatic adaptation of the display based on the platform being used (Desktop
or Smartphone). In case of Desktop, the format will be as shown on the editor. With the display getting
smaller, form a PC to a Tablet, or a Smartphone, the system moves the widgets one on top of the other, with
the ones on the left in the uppermost positions.
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DASHBOARD DASHBOARD

€>CH €« S>3CH

<

‘ = I )

f

Only authorized users may add and edit widgets:

By clicking Edit, it is possible to add widgets, selecting them among those available.

Test

SENECA s.r.l. - Copyright @ 2016 -All rights reserved
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Click n to add a Widget
Click m to change the page grid
Click to save the changes to the page

Click to cancel the changes to the page

Once a widget had been added to the grid, it can be moved by clicking &3 and dragging it to the desired
position:

[T

UNIT

From the left to the right container:

G
B B

UNIT

Each widget has its own configuration, which can be accessed using the H icon

Each widget must be aware of the variable it is associated to, and where to recover it from.
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. X
Gauge - Editor
itle
Gauge
Device Tag
[013949001184988] Z-GPRS3 Test ~ [v33] Voltage [V] -
D Autosize Needle
Min Max Unit Decimals

6.3. '"Events" page

The events page consists of a filter and a table display of events/alarms received from the RTUs.

In SeAL, these events correspond to MSG (message) type blocks:

B Functions
Cortrols
Actions
B Messages
MSG1
éggrlqmo "WIE ALLARME TERMINATO
INGRESSO DIGITALE 1
EVi4 ] L}
DIN O SMS
ALM
MSGO
ALLARME INGRESSO
) SECT ESEMPIO INVIO SMS Event Control - X 2) SLALE 1T
SEC1 Bt S B i
Simple Event Control
puts 1= @ Output Pad
© Output Pad 2
Input Logic | AND /
sns [ —
To Profile | Operator v [ Append Natification ta SysLog
Block Info
Block Function Description ESEMPIOINVIO | [sMS
) APPLY CANCEL

Also the execution of commands appears in this page.

Data, type and content filters can be applied. The date filter can be set as absolute, meaning that precise
dates are selected. As an alternative, the relative real time filter can also be selected, in which case the end
date will be the current date, going back for a selected time period.
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Events

Message
* Device Timestamp Event Source Message
) ¢ ZGPRS3Test 2016-10-05 10:56:15 Event Conirol Messa sto
Filter mode = ’
() Absolute (@) Relat
() Absclute (@) Relative ¢ zGRRS3Test 2016-10-0417:18:21 [oY T — start
Days
10 . ¢ ZGPRS3 Test 2016-09-26 17:55:49 Event Control Message: stap
Hours
¢ ZGPRS3 Test 2016-03-26 17:55:43 Event Control Message start
0 -
Minutes
0 -
Event type
All -
Devices
Al

[[] z-GPRSS Test

Per page

20 -

RTAYS RESET

6.4.  "CSV Export" page

Data Export

Devices
Filter mode
All @ absolute () Relative
O cloudbox_bEmo i
[ zoPrsarah
) 2017-02-1416:34 L]
[ zKev_BETATEST_AMA
To
E RUN =) CALCULATE 2017-02-1516:34 m
# Status Message Created Updated
-ﬁg 246 { ok | Done, [from 2017-01-22 13:26:05 to 2017-02-10 13:26:05] 2.10 MB compressed 2017-02-10 13:26:05 2017-02-1013:28:25 DOWNLOAD
-1:}2 245 None 2017-02-10 13:25:28 20170210 13:25:54
{}g 244 { ok | Done, [from 2017-02-03 12:09:46 to 2017-02-10 12:09:46] 3.23 MB compressed 2017-02-10 12:09:46 2017-02-1012:11:37 DOWNLOAD

This page can be used to export the data of a device in csv format, so that they may be edited using and
external software (e.g. excel).

Itincludes a device and a time filter, through which a group of data can be selected. It is possible to calculate
in advance the amount of data that will be selected with the set filter. This gives an idea of the final size. This
operation is extremely important, as it gives the idea of how much time will be needed for the export
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procedure, and the required CPU for supplying the required data. This operation is completed in batch mode.
This means that the request is included in a queue of tasks to complete in the system that will carry out the
operation and return the data at a later stage. It is possible to queue several requests. These will be
completed one at the time, and can be cancelled. As they are not of fundamental importance for the
operation of the server, export batch tasks may be paused if the CPU load exceeds the alarm levels. Backup
tasks have priority over batch tasks.

6.5.  "Synoptic" page

With the synoptic page you can create a graphic synoptic.
Generally you must upload a background image and then add widgets for animate or view data, for example:

Synoptic

Skid vuoto

T
6.9°C

pre

8%
; 1.5m3/h

depurniore

2.4bar A8 6.9bar 16%
0.5kg/h 0.1 kg/h ' X

16% 3%

Wi

SERIATO!

7401 kg

4689 kg

7401 kg

e
o
[
[16 1937209

The design mode will change the synoptic page in edit mode.
In edit mode you can:

e Select a component
e Move the component in the Synoptic Area with mouse / arrows keys

32



USER MANUAL - Cloud BOX

e By clicking on a component you can change the component Properties

e Associate a TAG to the to the component

New Page 4
/

PAGE NAME

COMPONENTS

/ TOOLS
SYNOPTIC AREA

=

mglnnu O DOBE o Bon

\ PLAY / STOP SYNOPTIC

e

COMPONENT

S

Properties
Wict!
024
Hig
768
nep size
0 /]
Snag to grid
COMPONENT
PROPERTIES

/. Storage of data and performance

The important parameters to consider when talking about the capabilities of the server are the number of

devices, the sample time, the number of tags, and the time during which they must be maintained. The server

resources to monitor are CPU, disk space and RAM.

Parameter Resources Description

Number of devices CPU, DISK It affects how many requests are made every minute to the
server (CPU), and how much disk space will be required.

Sample time CPU, DISK The more sending operations and the more requests are
made to the server, the more samples and disk space are
required.

Number of Tags CPU, DISK It has a strong effect on disk space; less during data
processing.

Holding time DISK, RAM The main factor is disk space; performance levels decrease

with the increase of data, as it becomes more demanding to
carry out researches, and therefore display the data on the
dashboard.

SUMMATION (SAMPLE TIME) / (60 * 24)
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This is the calculation required for the number of daily records where the sample time is expressed in
seconds. The calculation provides the daily records received from the RTUs. This is a neutral parameter in
relation to the number of Tags, as the time series database creates a unique data table, in which the columns
consist of all the Tags collected from each device.

The Cloud BOX is limited to:

Number of Devices Maximum number of TAGS Maximum number of retain time

for device

MAX 50 Devices 100 Tags for device 50 Device x 100 Tags = 5000 Tags

Maximum Retain Rotation time: 6 months

When connecting Cloud BOX to a Router, for example an ADSL router, to make it visible through the internet
it will be necessary to open some ports and set them to the Cloud BOX internal IP address.

Port Description Compulsory
HTTP Needed for devices that do not support SSL. Default is 80, but it can be | Yes
changed.
HTTPS Needed for administration purposes. Default is 443, but it can be changed. | Yes
SSH Port 22 is only necessary if access from Seneca support is required. No
FTP Port 21 is required for access to the devices, for downloading firmware, or | No
a new program.

The server must also be able to communicate with the outside in order to synchronize with the clock. Check
that this is possible and that the time is correct, otherwise malfunctioning might occur.
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This component is "invisible" to the user. It's the section of the software that receives data from the devices
and saves them on the database. When it receives the data, it checks if the device is authorized and already
present. Otherwise, it saves it and starts recording the data. During normal operation, each record is tagged
with its timestamp, which is received directly from the RTU. The server timestamp will only be tagged if the
RTU does not have an internal clock (see the specific device manual). If this timestamp received is in the
future (as far as Cloud BOX), the system will generate an error, and data saving will not be possible. In this
case, the log will contain an error, to indicate that the server or the device clock is not synchronized correctly.
Other specific cases can be "recovery" cases (when supported by the RTU). These occur when for any reason
whatsoever the device is unable to reach the server, for example if the mobile phone line is disconnected.
The device that supports this function will store the data locally for a certain amount of time, and upload will
resume once connection is re-established. In this case, the server will consider the device "in recovery". In
this condition, the device is not off line, but the data themselves are, and therefore marked in orange until
alignment is re-established. Lastly, the device is considered offline if it does not reconnect to Cloud BOX for
a period of time exceeding its sampling time.

| > CLOUD BOX

DEVICE (RTU) < | %

€>3ChH

The devices don't just send data to Cloud BOX, but also alarm messages, which are asynchronous in relation
to the sampling time, and arrive when they occur, rather than during the next data upload window (polling).
During each connection, Cloud BOX can send commands to the device based on the needs of the user and
how the dashboard was programmed.

10. Cloud BOX maintenance

10.1. Resetting the Cloud BOX hardware

Factory resets are performed by resetting a factory image. In both cases, do a configuration backup first, to
be used for the reset. To perform these operations, the following is required:
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- USB keyboard and Monitor with HDMI socket (ATTENTION!! The monitor must
support HD 1920 x 1080 resolutions and 72Hz minimum refresh frequency)

- 1x 2Gb minimum USB stick for the UPDATE software

- 1 x2Gb minimum USB stick for the firmware

. To make a backup see section Errore. L'origine riferimento non é stata trovata.. The software required for
the update is Clonezilla, which can be downloaded from http://clonezilla.org/downloads.php; make sure to
download the Debian version in ISO 64bit format. To prepare the first USB stick with the Clonezilla reset
program, download the program for the creation of the stick from
http://sourceforge.net/projects/usbwriter/. Now insert the USB stick, open the previously downloaded
USBWriter program, select the ISO image and underneath the unit the stick is connected to. ATTENTION! All
the data on the stick will be erased.

USBWiriter

Source file

D:\Downloads'donezilla-ive-2.4.2-32-amd64.iso Browse...

Target device

G: [7.6 GE] Y] Refresh

Progress

Write Cloze

When writing is complete, close the program, disconnect the Clonezilla stick and insert the second stick. The
firmware must be saved on this stick, and it can be obtained from the Seneca support site or server. The
firmware packet must be unpacked in root, where there must be just one folder containing a series of files
as per the following figure: ATTENTION! The folder must not be renamed, its name must not contain any
spaces, and it must be of the CLOUDBOX-1.0.0.0 type. Once the second stick is disconnected, reset can be
performed.
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e anE VPNBOX-1.00.6
Home Condividi Visualizza
= D 3{, Taglia L) x m @Nuovo elemento ~ D lEgk Apri ~ E Seleziona tutto
= W& Copia percorso b . L - —;‘_]A:(esso facilitato @ Maodifica 50 Deseleziona tutto
Copia Incolla _ Sposta Copia  Elimina Rinomina = Nuova Proprieta
[2] Incolla collegamento in= in= - cartella - r{‘g(ronolog\a Elgmvem selezione
Appunti Organizza Nuovo Apri Seleziona
CEERA |\y GAVPNBOX-1.0.04] |

St Preferiti Nome Ultima medifica Tipo Dimensione
B Desktop D blkdev.list 03/11/201510:09 File LIST 1KE
g Download |1 blkid st 03/11/201510:09 File LIST 1KE
2] Risorse recenti D clonezilla-img 03/11/201510:12 File KB
- | ] dev-fslist 03/11/201510:11 File LIST 1KB
@) Creative Cloud Files | ] disk 03/11/201510:11 File 1KB
%2 Dropbox W efi-nvram.dat 03/11/2015 10:11 dat files 1KB
& SkyDrive g Info-dmi.bet 03/1172015 10:11 File TXT KB
g Info-lshw.td 03/117201510:11 File TXT 15KB
@ OneDrive g Info-lspcitd 03/11/201510:11 File TXT 2KE
Q[’ Info-packages.tit 03/1172015 10:11 File TXT 1KB
+ Gruppo home [ Info-saved-by-cmd bt 03/11/201510:12 File TXT 1KE
D parts 03/11/201510:11 File 1KB
18 Questo PC | sdal.edtd-ptcl-img.gz.aa 03/11/201510:11 File A4 657433 KB
_ﬂ Desktop | sda-chs.sf 03/11/2015 10:09 File SF 1KB
_E Documenti || sda-hidden-data-after-mbr 03/11/2015 10:09 File 1.024 KB
j Download D sda-mbr 03/11/2015 10:09 File 1KB
E Immagini D sda-pt.parted 03/11/2015 10:09 File PARTED 1KB
jff Musica D sda-pt.parted.compact 03/11/2015 10:09 File COMPACT 1KE
| B Video D sda-pt.sf 03/11/201510:09 File SF 1KE
&y Windows8_05 (C) || swappt-sdaS.info 03/11/201510:11 File INFO 1KE

Connect Cloud BOX to a monitor and to a keyboard and insert the first stick with the Clonezilla reset program
in the front left port. Start Cloud BOX and wait for the stick to boot, a selection screen will be displayed, select
“Clonezilla live (default settings , VGA 800x600)”.

clonezilla.org, clonezilla.

Clonezilla live (Default settip

Other wodes of Clonezilla >
Local operating system
Mewmtest & FreeDOS >

Hetuwork boot via iR

=d e gytings

Free Software Labs
gh-¥erformance Computing
Taiwan

Press Enter and wait for the operating system to boot, which might take a few minutes depending on the
speed of the stick used. A selection screen for the keyboard layout will be displayed first.

37



USER MANUAL - Cloud BOX

1 Choose language |
Which language do you prefer:

ca_ES.UTF-8 Catalan | Catala

de_DE.UTF-8 German | Deutsch

(=

hu_HU.UTF-8 Hungarian | Magyar
.UTF-8 Spanish | Espanol
.UTF-8 French | Frangais
.UTF-8 Italian | Italiano
.UTF-8 Japanese | H
.UTF-8 Brazilian Portuguese | Portugués do Brasil
.UTF-8 Russian | Pycckun
.UTF-8 Slovak | Slovenskg
LUTF-8 Turkish | Turkce

.UTF-8 Chinese (Simplified) | W&
.UTF-8 Chinese (Traditional) | - B

<0k>

L5

Select “en_US.UTF-8 English”, press Enter and continue with the English configuration; the system will
continue by asking for the keyboard to be remapped; press Enter again and continue.

1 Configuring console-data |
The keymap records the lagout of symbols on the keyboard.

- 'Select keymap from arch list': select one of the predefined keumaps
specific for your architecture (recommended for non-USB keyboards);

- 'Don't touch keymap': don't overwrite the keymap in setcsconsole,
which is maintained manually with install-keumap(8);

- 'keep kernel keymap': prevent any keumap from being loaded next time
the system boots;
'Select keumap from full list': list all the predefined keymaps.
Recommended when using cross-architecture (often USB) keuboards.

Policy for handling keumaps:

select keimai from arch list
0

Keep kernel keymap
Select keymap from full list

<0k (ELI'ICE].)

The system is now ready and will ask if you want to start with the wizard program or enter the shell, select
the first option as in the figure.
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Start Clonezilla

Start Clonezilla or enter login shell (command line)?
Select mode:

Enter_shell

Enter command line prompt

<0k> <Cancel>

The reset is image based, so proceed with the selection of the first item as per the following figure

1 Clonezilla - Opensource Clone System (OCS) |
#Clonezilla is free (GPL) softmar'e and comes with ABSOLUTELY NO HARRANTY:
/4¢Hint | From now on, if multiple choices are available, you have to press space key to mark

your selection. An aster‘i.sk () will be shown when the selectinn is donesss
Two modes are available, you can

(1) clone/restore & disk or partition using an image

(2) disk to disk or partition to partition clone/restore.
Select mode:

device devlce u:ar*k dlrectlg from a d.lskur' par'tition 10 a disk or partition

<Ok>

<Cancel>

The operation carried out is a reset from local device, which means from the USB peripheral; for this reason,
"local_dev" must be selected in the screen shown below. After pressing Enter (bottom yellow), the system
will ask to insert the peripheral to use for the reset. Insert the stick with the firmware into the second front

right USB port, wait 5 seconds and press Enter. The connected devices will be assessed, wait for the
procedure to complete.
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1 Mount Clonezilla image directory |
Before cloning, you hawve to assign where the Clonezilla image will be saved to or read from. We
will mount that device or remote resources as shome/partimag. The Clonezilla image will be saved
to or read from shome/partimag.

Select mode:

ssh_server Use SSH server

samba_server Use SAMBA server (Network Neighborhood server)
nfs_server Use NFS server

wehdav_server Use_WebDAV_server

s3_server Use_AHWS_S3_server

swift_server Use_OpenStack_swift_server

enter_shell Enter command line prompt. Do it manual

skip Use existing /home/partimag (Memory! *NDT RECOMMENDED*)

<0k> <Cancel>

When scanning is completed, a window appears where you are asked to select the device containing the
firmware. The situation should be as follows: SDA1 is the fixed disk of Cloud Box, SDB1 is the Clonezilla update
program and SDC1 is the firmware. Choose the last one to carry out the reset.

Clonezilla - Opensource Clone Sustem (OCS) | Mode: |
Now we need to mount a device as /home/partimag (Clonezilla image(s) repository) so that we can
read or save the image in /home/partimag.
///NOTE/// You should NOT mount the partition you want to backup as /home/partimag
The partition name is the device name in GNU/Linux. The first partition in the first disk is
"hda1" or "sda1", tlle end partition in the first disk is "hda2" or "sda2", the first partition
in the second disk is "hdb1" or "sdbi"... If the system you want to save is MS windows, normally
C; 1§ hdal (for PATA) or sdal (for PATA, SATA or SCSI), and D: could be hda2 (or sda2), hdaS (or
sdaS) ...

sdal 28.66_extd (In_VBOX_HARDDISK_)_VBOX_HARDDISK_VB755b7a22-91ebb3d1
sdb1i 1.36(Tn_VBOX_HARDDISK ) VBOX HARDDISK VB755b7a22-91ebbsdi

/B4191b9ee-dfadd 7f

<0k> <Cancel>

A window will then appear, as per the following picture, asking what folder must be used; since everything
is in root, select “Top directory_in_the_local_device”. Once selected, press Enter and its contents will be
shown, continue by pressing Enter again.
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L] 1 Clonezilla - Opensource Clone System (OCS) |

Which directory is for the Clonezilla image (only the first level of directories are shown, and
the Clonezilla image (i.e. directory) itself will be excluded. If there is a space in the
directory name, it will _NOT_ be shown)?:

<0k> <Cancel>

You are then asked for the level of details of the options, which in this case must be left as "Beginner". Press
Enter and continue.

Clonezilla - Opensource Clone System (OCS)
Choose the mode to run the following wizard about advanced parameters:

Expert  Expert mode: Choose your own options

<0k> <Cancel>

Having to reset the firmware, proceed by selecting "restoredisk" followed by the unit to reset.
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NCHC Free Softuware

Clonezilla - Opensource Clone System (OCS): Select mode
*Clonezilla is free (GPL) software, and comes with ABSOLUTELY NO WARRANTY
This software will overwrite the data on uour hard drive when restoring! It is recommended to
backup important files before restoring !k
///Hint! From now on, if multiple choices are available, you have to press space key to mark
your selection. An asterisk (x) will be shown when the selection is done///

savedisk Save_local_disk_as_an_image

savepal Save_local_partitions_as_an_image
restoreparts Restore_an_image_to_local_partitions
1-2-mdisks Restore_an_image_to_multiple_local_disks

recovery-iso-zip Create_recovery_Clonezilla_live
chk-img-restorable Check_the_image_restorable_or_not
cvt-img-compression Convert_image_compression_format_as_another_image

encrypt-img Encrypt_an_existing_unencrypted_image
decrupt-img Decrypt_an_existing_encrupted_image
exit Exit. Enter command line prompt

<0k> % <Cancel>

The system is now ready to be reset and will ask what unit to carry it out on: the disks compatible with the
restore will be displayed, as shown in the figure below; only one compatible disk should be displayed, the
32Gb system disk, the main Cloud BOX disk, an SSD that should take the name SDA.

Clonezilla - Opensource Clone System (OCS) | Mode: restoredisk
Choose the target disk(s) to be overwritten (ALL DATA ON THE ENTIRE DISK WILL BE LOST AND

REFPLACED! | )
The disk name is the device name in GNU/Linux. The first disk in the suystem is "hda" or "sda",
the 2nd disk is "hdb" or “sdb'... Press space key to mark your selection. An asterisk (%) will

be shown when the selection is done

<0k> <Cancel>

Once the disk has been selected, the procedure starts and further confirmation to proceed will be requested
(by pressing Y or Enter), as the operation causes the complete loss of all stored data. At the end you will be
asked how you want to proceed, select "poweroff" and then take the USB sticks out. Restart the Cloud BOX
and wait for the machine to reboot. Once the operating system has been reloaded, the encryption keys will
be created: this is a long operation, so leave the Cloud BOX switched on until it restarts automatically.
ATTENTION! The machine must not be switched off and restarted during this configuration operation.
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10.2. Firmware upgrade

10.2.1. Updating with "Check Update”

& Warning!

This feature is available from version 1.0.9.

To check a new upgrade version:

You have to sign in to Cloud BOX in admin section (https://<Cloud-BOX-IP-Address>/admin)
Enter in Statistics page

On the bottom you can find “Check Cloud BOX upgrade” button. Press it

In this page, Cloud BOX notifies you if a new version was available

PwNPR

1022, Updating with a manual operation

This operation only updates the Cloud BOX server application, leaving the system and the data intact. For a
full formatting use the reset procedure. Firmware upgrade is carried out remotely by FTP connection to Cloud
BOX through the system. During the operation, all the services are stopped. The update of the operation
status is performed on the physical console of the server.

You should have the new firmware file available on your PC, otherwise to obtain the new firmware please
contact SENECA support at supporto@seneca.it.

Please follow the steps:

1. Rename the file containing the firmware in “upgrade.zip”
Please install FileZilla (or similar FTP client software program) on your PC, in order to create an FTP
client.

3. Connect your PC to the Cloud BOX, via FTP. Please use the user “system” (using “system” user’s
password, default password is “seneca”)
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File Modifics Visuslizza Trasferimento  Server  Segnalibn  Aiuto

LB TS OO v FTaos

Host | 192 168.1.1 lNum-! utente: [%’REM | Password: | senans I Porta: l | I Connessione rapida I -
AND CONMECT TO
THE CLOUD BOX
dloud box . W
|P ADDRESS s, use this user name This .|5.the password that for the E.EDUd box is "seneca”,
and it is used to make the upgradings.. etc etc.. soif you
did net changed it, pls use this password and it Is Ok like
this.
Sito locale: | C:\Users\Manfrinati\
@ & Manfrinati "
Marco
® Public
Shvigrs v
Maorme file A | Nome file Dimensione file -
Btorm
et o 5 Mescun server cnllenatn
< > < >
13 file & 42 cartelle. Dimensione totale: £21.658.334 byte Kon connesso.
File serverflocsle Direzio...  File remoto Diimansinr- Fieny  Stato
" File in coda | Trasferimenti non completati | Trasfasimenti riusciti
 Coda: vucta e

Connect to the Cloud BOX by pressing the button “Fast connection = Connessione rapida”
Upload upgrade.zip in the user “system” root directory (it is the directory that you can see when
you just logged in). You can do this by dragging and dropping the file upgrade.zip (please see
following image)

z

File Modifica Visualizza Trasferimento Server Segnalibri  Aiuto

TTTERoRO L Fass

st Nome ente e | Peswort [sveree | rora| | [Comesimeragia][7]

Stato: Connessione a 192.168.84,155:21...

Stato: Connessione stabilita, in attesa del messaggio di benvenuto...
Stato: Server non sicuro, non supporta FTP su TLS.

Stato: Accesso effettuato

Stato: Lettura elenco cartelle...

Stato: Elenco cartella di */" completato

Stato: Recupero elenco cartella di */"

Stato: Elenco cartella di */" complet:

Stato: Recupero elenco cartella di */"...

Stato: Elenco cartella di /" completate

Sito locale: | C:AUsers\Manfrinati\Desktop\ CLOUDBOX FIRMWAREY Sito remoto: | /

<

>

Dati applicazioni /
I Desktop
app-30

backup-master

CLOUDEQX FIRMWARE /""-—_"\
o

DRAG AND DROP

Nome file Dimensicne file  Tipo file Nom Dimensione file  Tipa file Ultim *

B upgrade zip 16.059.582  Archivie Win | [ upgrade.log 2228870 FileLOG 08/03,
B upgrade-done-1 41.zip 29.986.577  Archivio WinRAR ZIP 08/03,
B upgrade-done-1488967185.zip 29.986.574  Archivio WinRAR ZIP 08/03,
B backup-data-1488527822.zip 16514785 Archivio WinRAR ZIP 03/03
B backup-data- 1482499202 zip 18343749 Archivio WinRAR ZIP 03/03,
B upgrade-done-1422440651.zip 29,985,392 Archivio WinRAR ZIP 02/03,
B backup-data-1488412802.zip 23.498.184  Archivio WinRAR ZIP 02/03

< > | < >

1 file - dimensione totale: 16.059.582 byte 31 file & 5 cartelle. Dimensione totale: 934571310 byte

File server/locale Direzio... ~ File remoto Dimensione Priorita  Stato

1 Filein coda | Trasferimenti non completati | Trasferimenti riusciti

1@ Coda: vuota
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6. You can disconnect from FTP client.
7. Please connect to the cloud box, through the browser (Chrome / Firefox) with
IP address = https://<Cloud-BOX-IP-Address>/admin

Now we have to reboot the system. This can be done via browser —in the sense that there are no physical
buttons to do this step.

8. Enter in Configuration page.
9. In Backup section, remove ALL external USB DEVICE using the button UNMOUNT ALL (and
disconnect physically any USB device that could be connected to the device — just in case!)

.
@ Staistcs Configuration

0 Devices Network  Service  Collector  Backup FTP  SMTP  General
8% Users

USB DEVICE /media/devsdb1 [28GB/28GB] -

[T Groups UNMOUNT ALL

BACKUP SCHEDULE

& Configuration

. . Hour/24 (reference is server local time UTC)
Server and application settings

0

B8 Logs
Monday Tuesday Wednesday
Thursday Friday Saturday
Sunday

SAVE REBOOT SYSTEM BACKUP DATA/CONFIGURATION

10. Press REBOOT SYSTEM button on the bottom
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@ Statistics Configuration

O Devices Network Service Backup FTP SMTP General

Ethernet card mode

3% Users

(O Dynamic (DHCP)

@ Static (Manually assigned below)

= Groups
IP Address
& Configuration
Server and application settings MNetmask
B Logs
Gateway
DNS Server

SAVE REBOOT SYSTEM BACKUP DATA/CONFIGURATION

11. Wait at least 2 minute: Cloud BOX is performing the upgrade
12. After upgrade, you can see the version number changed on page bottom in Admin section (Version
W.X.Y.Z - © Copyright SENECA SRL, all rights reserved).

Version 1.0.6.4 - @ Copyright SENECA SRL, all rights reserved

10.3. Backup

Backups can be scheduled or forced using the panel as indicated in the basic configuration section. If the
destination of the backup is a local destination, make sure that it does not fail due to lack of sufficient space.

Warning!

When selecting a backup peripheral, especially if the amount of data is significant, it will be necessary to
ensure that the storage disk is of good quality. For this reason, a USB key, even if 3.0 and/or of large size, is
not recommended. A slow backup activity will last for a long time, with possible freezing of the server during
the backup period, making it impossible to display data, or for them to be saved by the RTUs.

Warning!
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When doing backups, keep several copies of data and regularly check their content. The backup file is a zip
file.

Warning!

For increase security is recommended to export csv data files to the backup. For more info refers to chapter
5.1.3.

10.4. Restore

Restore is performed in the same way as the upgrade, by uploading a previously created backup zip file called
restore.zip in the root, followed by the restart command. The process will start automatically 15 seconds
after restart has been completed. In case of positive outcome, a row will be added to the logs, with the results
of the operation. If this operation is performed from an external hard disk (see relevant section), upload the
zip file in the root of the USB hard disk. During the operation, all the services are stopped. The update of the
operation status is performed on the physical console of the server, and the final result is then recorded in
the logs.

10.5. Use of an external disk

It is possible to connect a USB hard disk and use it to store backups. In this case the whole disk will be used.
To use an external hard disk, go to the configuration section and select service. This will show the USB hard
disk units recognised by the system. Select the desired one from the menu and press use. From this moment
on, all backups will be performed on that unit.

171.Advanced customization

The section that can be customized is the Dashboard, or the appearance of the user panel. The title and the
footer that appear at the top and bottom of the panel are strings that can be customized from the project
options in the editor. The title may be replaced by a PNG or JPEG logo (to be loaded through the FTP server
to the Custom folder). Its size depends on the top bar, which by default is 64 pixels. For page setup, the
dashboard uses the Version 3 CSS Bootstrap framework. In addition to the basic style page, it also uses a
default theme, which is only loaded if there is no custom style page that can be loaded. It is possible to load
a custom style page with the name custom.css to the Custom folder, which can be reached through the FTP
server using the System account. In this page it is possible to override the style. Each widget has the following
appearance:

<widgetNAME class="widget widgetNAME”>
<div class="widget-heading">

<h3 class="widget-title">WIDGET TITLE</h3>
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</div>
<div class="widget-body">

</div>
</widget>

The widget has a different HTML tag depending on the type, and is connected to a general style called widget.
A specific class is applied in cascade with the same name of the tag, so that the style can be customized. For
the main container with the tag name, an in-line style is applied, which regulates the minimum height. This
allows the widget to expand, but maintain a minimum space requirement in terms of height. The height
parameter reflects in fact the row height, set by the editor. The content is split in two sections: heading and
body. The heading may not be present in two cases: if the title is empty, or if the widget is a label widget,
which being in itself a title does not need a heading. The body of the widget is the content, which represents
the widget itself. The editor also contains a box that makes it possible to change the unique widget ID, which
can then be sent with the CSS.
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