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Seneca Z-PC Line modules: Z-PASS1, Z-PASS2

Table of Contents

TabIE OF CONEENTES ...ttt et st sttt et e s bt e s be e s ae e sat e et e e b e e sbeesmeesmteeabeenbeennean 2
1  Preliminary information / Informazioni preliminari.........ccc.eeiciiiiiieecee e e 6
2 CHARACTERISTICS . ..ttt ettt ettt ettt ettt s bt s et et e e bt e bt e sb e e sh e e sae e eab e e abe e beebeesbeesheesaeeeabeebeenbeesseesaeenaee 8
2.1 RTU MOdEIS CharaCteriStiCs ....ccecuuiiiiieiieeeiiie sttt ettt ettt e sttt e st e e bt e e sabeesbeeesareesaneean 8
3 FIrmWaAre LICENSING TOIMNS . .eeeiiiieitiie ettt e e e e ettt e e e e e s ettt et e e e e e e saabeaeeeeeessasssbtbaeeeessessssreeaaeeesssnannne 8
3.1 FIrmware With OPen SOUICE GPL......uuveiiiiieiiciiieeeee ettt eeeerree e e e e e eeeatbaeeeeeeeesesabaaeeeeeeessnnnens 8
4 Upgrading the firmware DY USB PEN........ueii i iciiie ettt ettt eeettee e e tte e e s ette e e esbaeeesenbaeeesensaeeessbaneasanes 9
5  Discovering the Z-PASS IP @SS ....cceiiiieiiiiiieeee e s ettt e e e e e eerette e e e e e e e s esaaetaeeeeaeeessnsstaeeeeeessennsssnnnneeeaenns 9
I o o 1= T o =t A Y o o =TT O PP OPPTOPRP 11
7  Modbus Ethernet to Serial GatEWaY .......ccoicciiiiiiiiiiee e e e s sbee e e s sbee e e s sbeeeessbeeeesanns 13
8 TraNSPArENT GAtOWAY ..eueueieiiiiiiiiiiiiti s 14
8.1  Virtual COM (With RFC 2217) ..eiiiiiiiiieeieeieesieerte sttt sttt sttt ettt e neenne s 15
8.1.1 Seneca Serial to Ethernet CONNECE .......oovviiiiiiiiiie e e 16
8.2 Serial Tunnel Point-t0-POINT ON TCP .....oiiiiiiieecee et 26
8.3 Serial Tunnel Point-t0-POINT ON UDP .....ccuiiiiiiiiie et 26
8.4 Serial Tunnel Point-to-MUIIPOINT......coiiiiiiiiiciee e e e e st e e e e saaaeee s 27
9  Modbus Shared MeEmOrY GAtEWAY ......c..eeiiciiieeiiiiieeiciieeeeeiteeeestteeeesteeeesstaeeessnsseeesssseeesassseeessnseeeenanes 28
10 DAt OB i, 31
10.1  HTTP POST PrOtOCOL......uueiiiiiiee i ettt e e escrre e e e e e e et e e e e e s e satareeeeeeeessnsbaneeeaeesesasssennaeeesesnnsnes 33
11 Alarms and LOZIC RUIES ...cc ettt e e e et te e e e e e e e et e e e e e e e e s e naastaeeeeaeseeanssseneaeaasann 33
12 VPN ettt ettt sttt et et e b e bt ettt ettt e e bt e h et s ae e e te e bt e bt e bt e eat e sabeeabe e b e e beesheeeheeeabeenbeenbeenaeesaeesane 34
12,1 “SINGIE LAN" VPN ...ooiiiiitieiite ettt ettt ettt sttt ettt e sb e she e sae e sate e sbe e beesbeesatesatesabeenbeenbaesbeesanesanesnseans 36
12.2 “POINt-t0-POINT” VPN ..coiiiiiiiiieie ettt ettt ettt sae e st e b e bt e s beesaeesaneenneens 37
13 ROUTET ..ttt e s et e e s a e e e s a e e e s eab et e e sesbae e e serae e e nne 38
14 =Y ATV o T N 2 U=Te [0 3T I o oy SRR 39
15 Remote ConNection DiSable ........cocuii i e s s 40
16 U e Y o] N PSPPSR 40
17 HTTP POST CommuNication ProtoCO|......cc.ueiiiiiiiii ittt sttt e st e e e sbae e e s sbee e e s sbaeeeeanes 41
MI00380-35




USER MANUAL - Z-PASS1/Z-PASS2

18 OPC Unified Architecture (OPC-UA) SErver ProtoCol.........cceeiueeecieeeciiesiieeccieeeeteeeeieeesreesveeesreeenne s 41
19 V(@ e [ T=T ol T o o Yol RSP SUR PSRNt 41
20 SIMS COMMANAS ..ttt ettt st s e e s e s b e e s sae e sabe e e sma e e sareesabeeesnneesareeas 42
DO R o o ] PP PTT U PPIPPPPT 43
PO B o = O ] PP PP PPPPPPPPPPPPPRE 43
20.3 PP P et ettt b bt h e s he e st e e r e e bt e b e e e neeeneeeneereennees 44
20,4 PPP CNF oottt ettt ettt st st et h e st s e st e b e bbb et s ae e et e bt e b e e s ne e e et e an e reennees 44
20.5 VPN ON Lottt ettt sttt b e s bt e s h e e s a et et e et e e b e e s bt e she e e ae e et e e bt e e beenhtesne e e bt e beenbeen 45
20.6 VPN OFF ittt ettt e e e ettt e e e e e e et e et e e e e e e e e unn bt e e e e e e e e e bbbt e e eeeeeeaanrrreeeeaeaann 46
20.7 VPN CNF ettt ettt e e e e ettt e e e e e e e be et e e e e e e e e aussb et e e eeeesaanbsbeeeeeeeeeaannnneeeeeaeaann 46
20.8  FWL ON ..iiiiiiiiiiiiiiiiiiiiiteeeee ettt ettt ettt et ettt et ettt ettt ettt ettt et e e et et et e e et et e e e e et e e e e et e e e e et e e e et et et e e e e e e e e e e e e e eeeeneeenenenane 46
20.9  FWL OFF ettt ettt sttt et s e st sttt e b e b s he e e ae e et e b e b e e s ne e e et e n e e reenne s 47
P40 I 0 1= I 0 | PP P PRSP USRI 47
20.11  GET DOUT ..ttt ettt ettt sttt et eb e b e sh e st et et e b e sbeesheesae e et e e abeesbeesmeesmbeeaneenbeenbees 47
20.12 K] = I 510 1 TP PSPPI UPPPPPPPPTIOR 48
20.13 SE T PULSE . s 49
20.14 SET USER.PHONE ... s 49
20.15 RESET PHONE......coiteiittite ittt sttt et st st st e b e e b e s bt e sae e st e e b e e b e enbeenneesmeesanesnneens 50
20.16 SET USER.EIMALL. ...ttt ettt e e e e e ettt e e e e e s e bt e e e e e e e s e nnnreeeeeeeesannnnnee 51
20.17 RESET EIMIAIL ...ttt ettt ettt e e e ettt e e e e s ettt e e e e e semnnbeeeeeeeeesanssneeeeeeeennn 51
20.18 ST AT U S e 52
20.19 GET GPS e s 53
20.20 L] = PP PP PPPPPPPPPPPPPPPRY 53
P40 1 R 1= I 7Y C PP P PP PRSPPI 53
20.22  SET TAG ittt ettt ettt sttt e b e s bt e s he e s a bt et e e bt e be e ehe e ehe e e ab e et e e eb e e sheeeateeabeebeebeenbean 54
20.23 OVPN ON o e 55
20.24 OVPN OFF e e 55
20.25 CLEAN LOGS ... e 55
20.26 LaT IR @l ol =4 U1 =] d o] RS 55
21 V=] o @e Yo TN =Yoo I - = =TS 56
D R - T T (ol @ o1 =W =Y Lo TR 57
0 St 0 A Y ¥ 0 [ 1 1 1= ORI 57
MI00380-35




USER MANUAL - Z-PASS1/Z-PASS2

21.1.2  NEtWOIrK @nd SEIVICES ...eiiiiiiiie ettt eee e e e rtee e e s te e e e e ate e e e ssbee e e snteeeesnnres 58
21.1.3  SEIIAl POIES ettt sttt et ettt sttt b e b e e s beesneeeaeeereeas 68
21.1.4  Digital I/O CoNfiGUIAtioN . ....cccueiieiie ettt ettt e ettt e e ste e e e te e e taeesabeesbeeesnbeeenneean 70
21.1.5  Real TiMeE ClOCK SELUP ..uueiiiiiiiee ettt e e et e e e e e e e et re e e e e e e s e snnbaeeaeeeeeeennnnrannees 76
21.1.6  Gateway ConfigUratioN......ccuiiiiciiii it e e s e e e ares 80
D 0 B AV o N 0o 1o 7= (U = [ o PP 95
D < T £ o YU T ol @e Yo ={ U - [ o ISR 115
21,119 NAT L:1 RULES ...ttt ettt ettt st sttt et b e sbe e saee st e et e e b e e sbeesmeesaee 126
21.1.10 STATIC ROUTES ...ttt ettt ettt e e e ettt e e e e e e e b e e e e e e e e s aannrebeeaeeeesaannnrnneeeas 126
21.1.11 OPC-UA Server Configuration ...ttt eeecteree e e e e nrrre e e e e e e e e nnrnaeees 127
21.1.12 O T S @oT o =4V T | 4 (o] o WP USPP 135
D 0 R |V, o o1l @] oV U] = d o P PSP 137
21.2. 1 MODBIIE NEEWOIK . ..couiiiiieiiee ettt st s st e r e s 137
D N B 1 1N Y @e 10 T ={U T = 4 o) o F R UUPSU 152
21.3  Shared Memory Tag Configuration ..........eeii i e e e e e e e e e e e e e e e ennereeees 157
N T 0t R O oY =T V=T PP PPPP 157
21.3.2  TAZ SEEUP vt e e e e eee e e e e e es e e e eesees s eeseeee s eteseesesseseseeeeneseeeeereseeneees 163
21.3.3  TAB VIBW iiiiiiiiiiiiiiiiiiiiieieeeeeeeeeteteeeeeeetteeeeeetee et e et st e e e e et e e e e e e e e e e e e e e e e et e e e e e e e e e e e e e e e e e e e s e e e s aseaesesesanesaren 179
B S AN - Y o o PP O P PPP PP PPRTOPI 186
21.4.1  Alarm CoNfIGUIAtioN ......cciicciiii ittt et e e e e ta e e e e eta e e e senbaeeeeenbaeeesebeeeaeanns 186
D N A =T 0 0 BT U a1 ¢ o V- 1SS 192
P . B A\ F- [ o o 1 1] o] Y PSPPI 195
21.5  CHENt PrOtOCOIS. . .eiiiiiieitieette ettt ettt sttt e st e st e et e st e s sabe e s bt e s bbeesabeessnbeesabeesabeeesabeeenseeanns 196
21.5.1  SD Transfer CoONfiGUIation .......ccccieeiiciie ettt e e e et e e e s sbre e e s e baee e esseeeeeanes 196
21.5.2  FTP Transfer Configuration ........ccoeiiiiiieii ittt ettt e e e evte e e e e ba e e e e ebeeeeenns 198
21.5.3  EMail CoNfiGUIatioN ......uuiiiiiiie e e e e e et e e e e e e e ae e e e e e e e e snnrranee s 200
D N S o I I o o T o T =W = o o WSS 203
21.5.5  MQTT CONFIBUIAtION ..utiiiiiciiie ettt sttt e e e st e e sebae e e esbeeeesanbeeeesanbaeeessseeeesanns 205
21.5.6  Write @ TAG(S) from MQT T ...cccieiiiiiiiieeeeeeeeeireeee e e e eeeeirreeeeeeeeeseatraereeeeeeessstsseeeeesesesssnrasneens 215
21.5.7  Write multiple TAGS from MQT T ....ccccciiiieiiiiiee ettt et e e eetree e estr e e s esbaeeessbaaeessseeeeeanes 215
21.5.8  Send a command from MQTT ......coiiiiiiiiiiieeie ettt st st st be e b e b e saee e 215
2 T T oY= ol @o | 1 F=q ¥ =1 o (o] o SR 216
MI00380-35




USER MANUAL - Z-PASS1/Z-PASS2

D TS R o] o Vo o T=T ¢ To Yo | P SPROPPRRN 216
21.6.2  SIMS CONFIGUIATION ..ciiueiiiii ettt e et e e e st ae e e e eta e e e eeabreeeesabaeeeeanbaeeeseseeeeeanes 223
21.6.3  MesSage CoNFIGUIAtION ......ccuiii ittt tee e e e et e e e e s eabae e e s nbaeeeeeabeeeeeenns 225
21.6.4  Timer CoNfigUIAtioN..........uiiiiii it e e e et e e e e e e e st ae e e e e e e e e nnnreaeeeas 230
21.6.5  RUIE MaNagemENT ..ccoeiiiii ittt ccieee ettt et e e e stee e e s st ae e e saabeeeesanbeeeesanbeeeesanbaeeesabeeeesanns 231
P A D - - T Mo -4 - L= PP P PP PPPPPPPPPPPPPPPPPRS 258
21.7.1  GENEIAl SETLINGS .uvvieiiiiiie ettt e et e e e et e e e s et e e e esabaee e esnbeeeesanbaeeeeabaeeeeareeeeaann 258
21.7.2  Group ConfigUIAtiON ......iii ettt ettt e et e e e e eta e e e e e br e e e eenbaeeeesnbaeeeeeseeeeeanes 261
D Y b I 1[I 1Y T o T V=T oSSR 270
P T AV - 11 (=T g =T ol PSPPSR PPRRP 274
21.8.1  Ethernet INterfaces..c.cuiiiiieiieeiee ettt ettt ettt e s sae e e s e e are e sans 274
21.8.2  MOADUS SEIIal TIACE c..eeieiiiiiei ettt ettt s st s e b e b e s 278
21.8.3  FW VEISIONS .ottt e e b e 278
21.8.14  FW UPZIade ...uuuviiieeeiiieiiiieeee e e e esittee e e e e e e sttt e e e e e e s e s aaataeeeeeeesansetaeeeeessesnnssaneeaeeessnnsnsrnnees 280
21.8.5  Configuration ManagemMeENT .....cccueuiiiiiiie e e e e e et e e e e e e e b e ae e e e e e e e e nnnreaeeeas 289
P R B CTU [Ty A o = =T PP PP PP PP PPPPPPPPPPPPPRS 293
21.10 (UL =T g = T LR PP PPPPPPPPPPPPPPPPPRE 296
22 o I S A o S Yol ol XX 296
23 (€] Lo 1171 Y SRR 298
MI00380-35




USER MANUAL - Z-PASS1/Z-PASS2

1 Preliminary information / Informazioni preliminari

WARNING!

IN NO EVENT WILL SENECA OR ITS SUPPLIERS BE LIABLE FOR ANY LOST DATA, REVENUE OR
PROFIT, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES,
REGARDLESS OF CAUSE (INCLUDING NEGLIGENCE), ARISING OUT OF OR RELATED TO THE USE OF
OR INABILITY TO USE Z-PASS1/Z-PASS2, EVEN IF SENECA HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

SENECA, ITS SUBSIDIARIES AND AFFILIATES COMPANY OR GROUP OF DISTRIBUTORS AND
SENECA RETAILERS NOT WARRANT THAT THE FUNCTIONS WILL MEET YOUR EXPECTATIONS, AND
THAT Z-PASS1/Z-PASS2, ITS FIRMWARE AND SOFTWARE WILL BE FREE FROM ERRORS OR IT
OPERATES UNINTERRUPTED.

SENECA SRL CAN MODIFY THE CONTENTS OF THIS MANUAL IN ANY TIME WITHOUT NOTICE TO
CORRECT, EXTEND OR INTEGRATING FUNCTION AND CHARACTERISTICS OF THE PRODUCT.

ATTENZIONE!

IN NESSUN CASO SENECA O | SUOI FORNITORI SARANNO RITENUTI RESPONSABILI PER
EVENTUALI PERDITE DI DATI ENTRATE O PROFITTI, O PER CAUSE INDIRETTE, CONSEQUENZIALI O
INCIDENTALI, PER CAUSE (COMPRESA LA NEGLIGENZA), DERIVANTI O COLLEGATE ALL' USO O
ALL' INCAPACITA DI USARE Z-PASS1/Z-PASS2, ANCHE SE SENECA E STATA AVVISATA DELLA
POSSIBILITA DI TALI DANNI.

SENECA, LE SUSSIDIARIE O AFFILIATE O SOCIETA DEL GRUPPO O DISTRIBUTORI E RIVENDITORI
SENECA NON GARANTISCONO CHE LE FUNZIONI SODDISFERANNO FEDELMENTE LE ASPETTATIVE
E CHE Z-PASS1/Z-PASS2, IL SUO FIRMWARE E SOFTWARE SIA ESENTE DA ERRORI O CHE
FUNZIONI ININTERROTTAMENTE.

SENECA SRL PUO’ MODIFICARE IL CONTENUTO DI QUESTO MANUALE IN QUALUNQUE
MOMENTO E SENZA PREAVVISO AL FINE DI CORREGGERE, ESTENDERE O INTEGRARE
FUNZIONALITA’ E CARATTERISTICHE DEL PRODOTTO.
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Date Revision Notes
07/03/2019 22 -Added chapter “Timer Configuration”
(FW rel. SW003900_250) -Added paragraphs under “Rule Management” for new logic features
20/03/2019 23 - Paragraph “Rule Management”: added “Bitmask” condition and “Set
(FW rel. SW003900_251) Bits” action
- Paragraphs “Alarm Configuration”, “Message Configuration”: added
info about export/import to/from csv file
- Paragraph “Configuration Management”: added type of configuration
to be saved
09/04/2019 24 -Added chapter “OPC-UA protocol”
(FW rel. SW003900_260) -Added paragraph “OPC-UA Server Cconfiguration”
23/07/2019 25 -Added chapter “MQTT client protocol”
(FW rel. SW003900_270) -Changed Chapters order for new webserver menu
26/07/2019 26 -Added OPC-UA server Security Policy
(FW rel. SW003900_280) -Added MQTT client protocol chapter info
27/08/2019 27 -Added the new option “Retain” in Tag Creation/Modification
(FW rel. SW003900_290)
05/11/2019 28 -Max Modbus TCP-IP servers from 10 to 25
(FW rel. SW003900_292)
-Added NAT 1:1 feature
-Added Static Route feature
19/12/2019 29 Added new 64 bits Tags in chapter “Tag Creation/Modification”
(FW rel. SW003900_293)
19/12/2019 30 Added info about OPC-UA Server namespace-id
30/03/2020 31 Added “User” account
(FW rel. SW003900_295)
23/09/2020 32 Added “Datalogger on Trigger” new feature
(FW rel SW003900_299)
Added “Serial Trace” new feature
Added “SMS command “OVPN ON” and “OVPN OFF”
Added new parameter MQTT “Sleep Timeout”
25/01/2021 33 Added new command “CLEAN LOGS” (From FW rel 313)
Added info on how to send commands from MQTT to the device
Added info on how to write a command from MQTT to the device
Removed all references to old Z-PASS models
06/04/2021 34 Removed missing hyperlinks
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2 CHARACTERISTICS

2.1 RTU Models characteristics

MODEM:

ZPASS2-S-4GWW (Rev. C3x): LTE-TDD B34/B38/B39/B40/B41
LTE-FDD: B1/B2/B3/B4/B5/B7/B8/B12/B13 B18/
B19/B20/B25/B26/B28/B66
UMTS/HSPA+ B1/B2/B4/B5/B6/B8/B19
GSM/GPRS/EDGE 850/900,/1800/1900MHz

ZPASS2-4GWW (Rev. C3x): LTE-TDD B34/B38/B39/B40/B41

LTE-FDD: B1/B2/B3/B4/B5/B7/B8/B12/B13 B18/
B19/B20/B25/B26/B28/B66

UMTS/HSPA+ B1/B2/B4/B5/B6,/B8/B19
GSM/GPRS/EDGE 850/900/1800/1900MHz

3 Firmware Licensing Terms

3.1 Firmware with Open Source GPL

The Z-PASS firmware contains Open Source software under GPL. According to Section 3b of GPL, we offer you the
source code. You can obtain the source code with licensing terms of the Open Source software from Seneca s.r.l. on
request. Send your request to support@seneca.it with the subject "Open Source Z-PASS ".
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4 Upgrading the firmware by USB pen

Z-PASS firmware can be upgraded by means of a USB pen; a pen drive formatted with FAT32 file-system is

needed.

The procedure is the following:

1)

download the FW file from one of the following links:

http://www.seneca.it/products/z-passi

http://www.seneca.it/products/z-pass2

the downloaded file is a .zip file; extract the FW file from it;

the

FW file shall have a name like the following:

SW003900 xxx.bin

2)
3)
4)
5)

6)
7)

5 Di

copy the file into the root of the USB pen

switch off the Z-PASS

insert the USB pen into the USB#1 port

switch on the Z-PASS; the upgrade procedure will take some minutes to be completed; during this
time, the Z-PASS MUST NOT be switched off; during the procedure, the Z-PASS will be rebooted
several times; also, during the procedure, several LEDS will blink simultaneously1

the upgrade procedure is ended when only the LED “RUN” is blinking’

remove the USB pen

scovering the Z-PASS IP address

Z-PASS devices come out of the factory with the default IP address 192.168.90.101, on the Ethernet (LAN)
network interface.

If this address is changed, and forgotten, it can be retrieved using the “Seneca Device Discovery”

applicat

ion (SDD), as shown in the following figure:

' This applies only to products with HW revisions 10 and RO1; in details: for 10 HW revision, all LEDs will blink

simultan

eously, except for Power, LAN/WAN, COM and modem LEDs; for RO1 HW revision, RUN, VPN and SERV LEDs

will blink.

2 Also SE

RV and VPN LEDs might blink, depending on the Device configuration and status.

MI00380-35
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@ Seneca Device Discavery - rev. 2.1.3.0

Eile

Devices found

P
192.168.90.225

192.168.85.83

192.168.85.8

192.168.85.200

192.168.84.192

192.168.85.7

192.168.85.6

192.168.84.155

192.168.85.102

192.168.85.103

OO DOOD .

192.168.85.69

Found 11 devices

Mode
STATIC

STATIC

STATIC

STATIC

STATIC

STATIC

STATIC

STATIC

STATIC

STATIC

STATIC

MAC
C8:FA:81:16:00:03

C8:F9:81:0C:01:9E

Ca:F:81:0C:01:0D

C8:F9:81:02:01:BD

C8F9:81:02:03:5F

C8:F9:81:02:02:85

C8:F9:81:11:00:02

00:22:4D:B&:D4:06

C8:F9:81:02:01:58

C8:FA:81:16:00:02

08:00:27:58:CB:12

Ping
Different Subnet
1 ms
2 ms
2 ms
1 ms
1ms
2 ms
1 ms
1ms
8 ms

2 ms

MName

Z-TW54

Z-KEY

Z-KEY

Z-TW54

Z-TW34

Z-PASS

Z-PASS2-5

Cloud BOX

Z-TW54

Z-PASS

Cloud BOX

Hostname

192.168.90.225

192.168.85.83

192.168.85.8

ZTWs4

ZTW3S4

192.168.85.7

192.168.85.6

cloud-dev.seneci

ZTW54

192.168.85.103

192.168.85.69

Firmware

2940.310

1133

1100

2940.220

2940.210

3900.122

2940.221

7800.106

2940.222

3900.205

7800.106

CRC Commands

oK
oK Assign
oK
OK
oK
oK
OK
oK
oK
oK
oK

Search

This application shows the IP address, MAC address, FW version and some other useful information, for

every Z-PASS device (and other Seneca products) found in the LAN.

Moreover, by clicking on the “Assign” button, it is possible to change the network configuration parameters

of a device, as shown in the following figure:

Cancel

Assign P n
P
[ ] Static IP 192.168.95.101
Metmask Gateway
255.255.255.0 192.168.95.1

For security reasons, this feature can be disabled on the device (see paragraph 21.1.2); in this case, the

following error message is shown, after clicking on the “Assign” button”.

MI00380-35
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SEMECA Discovery X

_"‘-.I Error changing [P (maybe this option has been disabled from
& configuration]!

0K

The SDD can be easily installed by running the installer program available at the following link:

http://www.seneca.it/products/sdd

NOTE:

- when Z-PASS is working in “Switch” mode, the IP Address shown by the SDD is the same regardless of the
Ethernet port which the PC running the SDD is connected to;

- when Z-PASS is working in “LAN/WAN” mode, the IP Address shown by the SDD is the LAN IP Address
when the PC is connected to the LAN port, the WAN IP Address when the PC is connected to the WAN port;
moreover, the network configuration parameter changes apply to the relevant port.

6 Ethernet Mode

In Z-PASS products, the two available Ethernet ports can be configured as two fully separated network
interfaces (“LAN” and “WAN") or, as in the older versions, they can work as ports of an Ethernet switch; the
user can choose between the “LAN/WAN” mode and the “Switch” mode, by means of a new configuration
parameter (“Ethernet Mode”) (see paragraph 21.1.2).

The “LAN/WAN” mode is needed when the “industrial” network connected to the LAN interface
(comprising e.g. HMI and PLC devices) shall be separated from the “enterprise” network connected to the
WAN interface (comprising enterprise PCs and servers); when the Z-PASS is remotely accessed through the
WAN interface, only devices connected to the LAN interface can be reached, while access to machines lying
in the enterprise network is forbidden; this is depicted in the following two figures.
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VPN / internet

When this separation is not needed or when the Internet access is achieved only through the mobile (3G+)
interface, the “Switch” mode still lets the Z-PASS to be used as an Ethernet switch, as shown in the
following figure.
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7 Modbus Ethernet to Serial Gateway

Z-PASS can be configured to run as a Modbus Ethernet to Serial Gateway: Modbus TCP requests received
from the Ethernet interface (but also from the PPP [Mobile Network] and VPN interfaces) are converted
into Modbus RTU requests and sent to the serial interface; in the same way, the Modbus RTU responses
received from the serial interface are converted to Modbus TCP responses and sent back to the source
network interface.

A Modbus Ethernet to Serial Gateway instance can be activated for each of the three available serial ports:
COM1 (RS232/RS485), COM2 (RS485) and COM4 (RS485); each one can receive the Modbus TCP requests
on a different TCP port (e.g.: 501, 502, 503).

Another possible configuration is to run a Modbus Ethernet to Serial Gateway instance, receiving Modbus
TCP requests on a single TCP port (e.g.: 502) and handling two or all the three serial ports. In this case,
Modbus RTU requests are simultaneously sent to all the configured ports; obviously, in this configuration,
each slave module on the two or three buses shall have a distinct Modbus address;

Each Modbus Ethernet to Serial Gateway instance can support up to 32 simultaneous TCP connections.
The TCP connection can be established over a VPN tunnel, as shown in the following figure.

A detailed description of the Modbus Ethernet to Serial Gateway configuration can be found in 21.1.6.1
paragraph.
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8 Transparent Gateway

As an alternative to Modbus Ethernet to Serial Gateway, Z-PASS can be configured to run as a “Transparent
Gateway”. The big difference between these two modes is that, while the first works just with the Modbus
protocol, the second could virtually be applied to any serial protocol that can be transported over the
TCP/IP stack.

As a Transparent Gateway, Z-PASS provides the following operating modes:

e Virtual COM (with RFC 2217 support)

e Serial Tunnel Point-to-Point on TCP

e Serial Tunnel Point-to-Point on UDP

e Serial Tunnel Point-to-Multipoint on UDP

Each mode will be fully described in a specific paragraph below.
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8.1 Virtual COM (with RFC 2217)
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The Virtual COM functionality lets to a PC Application, which transmits data only over a serial line, to
communicate with a remote serial device, using Ethernet/Internet; in other word, through a Z-PASS, a PC
and a serial device, placed in sites distant from each other, can communicate as they are directly
connected.

In this mode, data sent over the LAN or WAN network, are received by the Z-PASS and sent to the serial
port; response packets follow the reverse path.

RFC 2217 defines some features that let the PC remotely set the properties (baud rate, data bits, stop bits
and parity) of the Z-PASS serial port; so, when the Virtual COM operating mode is selected for one port, the
port is reconfigured regardless of the previous settings and the values configured by means of the “Serial
Ports” web page are overwritten.

To let the Virtual COM work, an utility called “Seneca Ethernet to Serial Connection” shall be installed on
the PC; this is explained in details in 8.1.1 paragraph.

The TCP connection can be established over a VPN tunnel, as shown in the figures at the beginning of the
paragraph.
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Once the connection is established, a program using the virtual COM port will transmit data to the Z-PASS
serial port; for example, Modbus RTU requests sent by a Modbus Master program will reach Modbus slave
devices connected to the COM2 RS485 bus.

A particular notice shall be given about the “Data Packing Interval” parameter, that can be set when Virtual
COM operating mode is selected: this parameter lets you define the time interval, in milliseconds, used by
Z-PASS as a criterion to pack the data bytes received from the serial port before sending them to the
network; in other words, when Z-PASS does not receive any more bytes from the serial port for the given
time interval, it packs the received bytes and send them over the established TCP connection; the optimal
value to be set for this parameter depends on the protocol that is transparently routed from the TCP/IP
network to the serial line and vice versa.

WARNING!

In the Virtual COM operating mode, just one connection is accepted for a given serial port.

8.1.1 Seneca Serial to Ethernet Connect

8.1.1.1 Installing Seneca Serial to Ethernet Connect driver
Seneca Ethernet to Serial Connect runs on Windows Vista™, Windows 7™ and Windows 8.1™.

Double click the installer:

lu#] Setup - Seneca ES Connect = =

Welcome to the Seneca ES
Connect Setup Wizard

This will install Seneca ES Connect wer, 1.0.1.0 on your
computer.

Itis recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

Cancel

After that, the comOcom driver will be installed:
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5, Mull-modem emulator (comOcom) Setup = ':'

Welcome to the Null-modem
emulator (com0Ocom) Setup Wizard

This wizard will guide you through the installation of
Null-modem emulator (comOcom).

It is recommended that you dose &l other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Cancel
Select the CNCA0<->CNCBO and the COM#<->COM# virtual port names:
5 Null-modem emulator {comOcom) Setup = =
Choose Components
Choose which features of Mull-modem emulator {comOcom) you want to install. i @ |

Check the components you want to install and uncheck the compaonents you don't want to
install. Click Mext to continue.

Select components to install: -—u-ﬂu- Description
Start Menu Shortcuts
CNCAD <-» CHNCEO
COM# <-> COM#

Space required: 344.0KB
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Now Click on “Launch Setup”:

Press Finish, the comOcom setup will open:

Null-modem emulator (comOcom) Setup -

Completing the Null-modem
emulator (comOcom) Setup Wizard

Mull-modem emulator (comdcom) has been installed on your

computer,

Click Finish to dose this wizard.

["]5how Readme

Visit comOcom homepage

P Setup for comOcom - &
=R Vitual Port Pair 0 CNCAD CNCBO
’;'"CNCAE' use Ports class [ | [ | use Ports class
S CNCED emulate baud rate [_] [_] emulate baud rate
Sy V!rtual Port Pair 1 enable buffer overmun ] [_] enable buffer ovemun
i com11 enable plugin made [_] [ enable plugin mode
+-COM12 enable exclusive mode [ [| enable exclusive mode
enable hidden mode [ ][] enable hidden mode
RX = ® RX
T = >< »TX
DTR = X ® DTR
D5SR = ‘/ \ ® D5R
DCD & DCD
RTS & X & RTS
CTS ®CTS
Rl & [>® R
ouT1 - ®OUTH
ouT2 . ®OUTZ
OPEN @ L & OPEN
ON
Add Pair Remove Reset HApphy

MI00380-35
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We have installed two pairs of Virtual Ports:
CNCAO, CNCBO
and also:

COM11, COM12 (note that in your system the com# can be different).

The first pair can be used in software that support the CNCA names, the other in software that support only
the Ports class.

If you need to add more virtual ports, press the “Add Pair” button, then select if you need or not a port
class.

Confirm the driver installation with “Apply”.
The serial port emulator couple COM11-COM12 will be available:

; }3 Mouse e altri dispositivi di puntamento
a ‘?' Porte (COM e LPT)
‘? combcom - serial port emulator (COMT1)
‘? com{com - serial port emulator (COM12)
; Processori
» E¥ Schede di rete

8.1.1.2 Select the COM port for Seneca Serial to Ethernet Connect

The driver installation will use the first 2 serial ports that are free (in our case the driver has created the
COM4 and COMS5 pair):

- [P Dispositivi di sicurezza

» (M4 Dispositivi di sisterna

||l Dispositivi software

. !:'13'_, Human Interface Device (HID)

» & Input e output audic

» }E!, Mouse e altri dispositivi di puntamento
a 5" Porte (COM e LPT)
‘? com{com - serial port emulator (COM4)
'? com{com - serial port emulator (COM3)
» Hrocessor
« ¥ Schede di rete

The Ethernet to Serial Connection software will use only one port (the right port in the comOcom setup),
only the comOcom ports will be displayed.

We connect the COMS5 to the Seneca ES Connector:
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%] Seneca Ethernet to Serial Connection = =

Seneca Bthemet to Serial Connection rev. 1.04

© SENECA

Select PC Virtual Com Port | COM5 W

Select Z-PASS / Z-KEY IP address (132 | 168 | (30 | 101

Select ZPASS / ZKEY PORT | 2000

CONMNECT DISCONNECT
PORT ALL PORTS

[] Open Debug Window

Local port connected to remote ip 152.168.50.101

DEVICE
MANAGER

Now use the same COMS5 (for example in a terminal software):

= 2
Connetti a b

Test

Immettere | dettagli per il numero telefonico da compome:
Eaege; ltalia :35}
Indicativo localita:

Mumero di telefono:

Connetti: COM5 v

pars

The COMS5 is now connected to Z-PASS, on the TCP port 8000:
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8.1.1.3 Configuring Seneca Serial to Ethernet Connect

%] Seneca Ethernet to Serial Connection = =
Seneca Ethemet to Serial Connection rev. 1.01
©SENECA
Select PC Vitual Com Port | 810 Y]

Select Z-PASS / Z-KEY IP address (192 | |168 | (30 | |101

Select Z-PASS / Z-KEY PORT | 8000

CONMNECT DISCONNECT
FORT ALL PORTS

[ Open Debug Window

e Select the Virtual COM Port
e Select the Z-PASS IP address (default 192.168.90.101).
e Select the TCP-IP port (default 8000).

Then click on “CONNECT PORT”.

If you need to connect another serial com to another Z-PASS, configure the new com port and the new IP
address, then click on “CONNECT PORT”.

To disconnect all ports, click on “DISCONNECT ALL PORTS”.

8.1.1.4 Debugging the Connection

Before clicking on “CONNECT PORT”, you can choose to open a debug window to verify the connection:

CONNECT DISCOMNECT
FORT ALL PORTS

Open Debug Window

Then click on “CONNECT PORT”:

If you see “Connect Error” like here:
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= CAWINDOWS\system32\cmd.exe - o

onnect{?8> TCP{1> ERROR 18868 - {(null>
: Close{98> - OK

.8. 4
: Connect{c4, 192.168.90.161:80688> ...
TCP<{1> ERROR 18868 — <{null>
: Close<{c4> — OK
8. H = 17c
: Connect(l7c, 192.168.90.181:8088> ...
onnect{1?c> TCP(1> ERROR 180680 - <(null>
: Close{1?c> — OK

- H = 17c
: Connect{l7c. 192.168.90.181:86088> ...
onnect{17c)> TCP(1> ERROR 1868668 - <null>
: Close<1?c> — OK
- = c4
: Connect{c4, 192.168.90.161:80688> ...
ERROR 18868 — <(null>

check the configuration (Z-PASS IP address and TCP port).

8.1.1.5 Changing the COM port number

Old software applications can use only a little range of COM ports, so you may need to change the virtual
COM number.

In our case the COM pair created is COM4/COMS5, but we want to change it to COM2/COM3:

Click on “DEVICE MANAGER” button:

2] Seneca Ethernet to Serial Connection = =

Seneca Ethemet to Seral Connection rev. 1.04

©SENECA

Select PC Virtual Com Port | COM4 v
Select Z-PASS / Z-KEY IP address (152 | 168 | (30 | |1

Select Z-PASS / ZKEY PORT |23000

CONNECT DISCONNECT
PORT ALL PORTS

[] Open Debug Window

DEVICE
MANAGER
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The comOcom setup window will open:

B Setup for comOcom = =
E|--‘u"!rt|.|al Port Pair 0 COM4
: Coms use Ports class use Ports class
(- COM4 emulate baud mate [ | [] emulate baud rate
enable buffer overun [_] [ enable buffer overun
enable plugin mede [] [] enable plug+n mode
enable exclusive mode [ ][] enable exclusive mode
enable hidden mode [] [] enable hidden mode
RX = ® RX
TX = & TX
DTR = & DTR
DSR & ® DSR
DCD & ® DCD
RTS ‘& & RTS
CTS ® ®CTS
Rl & [>® Rl
ouT1 . ®0UT1
ouTz @ ®0UT2
OFEN @ ] & OPEN
oW
Add Pair Remove Reset Apply

Now change COMS5 to COM3 and COM4 to COM2, then click “Apply”:

MI00380-35

o) Setup for comOcom = =
[=)- Virtual Port Pair O COoOM3 comd
use Ports class use Ports class
emulate baud rate [ | [ ] emulate baud rate
enable buffer overun [] [] enable buffer overun
enable plugin mode [ [ ] enable plugin mode
enable exclusive mode [ ][] enable exclusive mode
enable hidden mode [_] [ enable hidden mode
RX o RX
™" = 8 TX
DTR = aDTR
DSR & & D5k
DCD = ®DCD
RTS = & RT5
CTS = ®CTS
RI ] [® Rl
ouT! @ ®0UT1
ouTZ ® ®OUTZ2
OPEN -@ . & OPEN
CN
Add Pair Remove Reset Apply
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Sometimes the COM can be marked as “in use”:

Setup for comOcom (CHANGE)

The port name COM3 is already logged as "in use"”
in the COM port database.

Riprova | Continua |

If you need to use this COM number, click on “Continue”, then go to the device manager.

We must uncheck the “in use” flag by uninstalling the port. Since the port is not connected, click on “Show
hidden peripherals”:

| =% Gestione dispositivi
{| File Azione | Visualizza | 7
{ €= = | | lzl Dispositivi per tipo

Dispositivi per connessione

Risorse per tipo

Risorse per connessione

Mostra dispositivi nascosti

Personalizza...

R TSR A S S

Now all the ports that are not in use are displayed in transparent (also our COM3):

[y ' '

a 77 Porte (COM eLP

‘? comOcom - serial port emulator (COMS)

‘? coemlcom - serial port emulator CNCBD (COM2)
Seneca Virtual Com Port (COM13)
Seneca Virtual Com Port (COM15)
Seneca Virtual Com Port (COM1E)
Seneca Virtual Com Port (COM17)
Seneca Virtual Com Port (COM18)
Seneca Virtual Com Port (COM19)
Seneca Virtual Com Port (COM3)
USE Serial Port (COM10)

USE Serial Port (COM14)
| = S, W

Now select the COM3 port and click on “Uninstall”:

Seneca Virtual Com Port (COM19
' Seneca Virtual Com Port (COM31
USE Serial Port (COM10) Aggiormamento software driver...

USE Serial Port (COM14)

n Processori

¥ Schede di rete Rileva modifiche hardware
R Schede video Propriets
B Srhermi

Now the COM3 is free and we can use it on the comOcom setup:
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B Setup for comOcom - O
=~ \u"!rtual Port Pair 0 Ccom3 comz
" coms use Ports class use Ports class
(- COM2 emulate baud rate [ | [ | emulate baud rate
enable buffer overun ] [_] enable buffer overrun
enable plugin mode [ | [] enable plugin mode
enable exclusive mode [ | [ | enable exclusive mode
enable hidden mode [ ] [] enable hidden mode
- ® RX
L . TX
DTR = & DTR
DSR ® DSR
DCD = ® DCD
RTS & & RTS
CTS ®CT5
R [>®RI
ouT1 =@ &0UT1
ouTZz @ ®0UT2
OPEN @ ] & OPEN
ON
Add Pair Remove Reset Apply

Finally click on “Apply”, now the COM3/COM?2 pair is created:

a "7 Porte (COM e LPT)
‘? comOcom - serial port emulator CNCAD (COM3)
‘? com{com - serial port emulator CNCBOD (COMZ)
. ¥ Processori

WARNING!

Seneca Serial to Ethernet connector always uses the right port in the comOcom setup (in our case COM2).

o) Setup for comOcom = =

[=1- Virtual Pert Pair 0 E CoM2
"COM} use Ports class [¢] use Fors cass
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8.2 Serial Tunnel Point-to-Point on TCP
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|
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1 l T
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The Serial Tunnel Point-to-Point allows to extend a serial connection between two serial devices that
support the same serial protocol by a TCP/UDP connection.

In TCP operating mode, one Z-PASS is defined as the “Master” and another Z-PASS is the “Slave”: the first is
a Tunnel Client, which receives data from the serial line and sends them to an outgoing TCP connection,
while the second is a Tunnel Server, which receives data from an incoming TCP connection and sends them

|ll

to the serial line; in this mode a “tunnel” is established between the two serial ports.

In configuration phase, on the Master it is necessary to set the Destination IP Address and the Destination
Port that defines the outgoing TCP connection; on the Slave, you have to set the Listen Port on which the
incoming TCP connection is accepted.

The tunnel can be established through the LAN (Ethernet) or through the WAN (Mobile Network), also
exploiting VPN connectivity.

WARNING!

In the Serial Tunnel Point-to-Point on TCP operating mode, just one connection is accepted for a given
serial port.

8.3 Serial Tunnel Point-to-Point on UDP
The Serial Tunnel Point-to-Point on UDP operating mode is much like that on TCP.
The only difference is that no TCP connection is established and serial data are transported by UDP packets.

The configuration parameters are the same as those for the serial tunnel on TCP.
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Also in this case, the tunnel can be established through the LAN (Ethernet) or through the WAN (Mobile
Network), also exploiting VPN connectivity.

WARNING!

In the Serial Tunnel Point-to-Point on UDP operating mode, just one connection is accepted for a given
serial port.

8.4 Serial Tunnel Point-to-Multipoint

pLC sLAvEg 'NVERTER

PRINTER

m -

= E [}
v
TUNNEL !

INVERTER
MASTER

0 RS232 Slave
g Rs4es Ig | '

_ INVERTER

- Slave
RS485 I =]
® i

The Serial Tunnel Point-to-Multipoint allows to create a tunnel with a master and more than one slave; on
the master side, the data received from the serial line are sent to all the slaves, by means of multicast
transmission mode, in UDP packets.

To let the multicast work, the master and the slaves shall be part of the same multicast group, so there is a
“Multicast Group” parameter that shall be properly set; furthermore, for the Master Configuration have to
be defined “Destination Port” and “Multicast Interface” parameters, the latter shall be set to select the
network interface that allows to send the packets; for the slave configuration, “Listen Port” and “Multicast
Interface” are requested; the latter shall be set to select the network interface which allows to receive the
packets.

The tunnel can be established through the LAN (Ethernet) or through the VPN (Ethernet or 3G based).

WARNING!

In the Serial Tunnel Point-to-Multipoint operating mode, just one connection is accepted for a given serial
port.
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9 Modbus Shared Memory Gateway

Z-PASS can be configured to run as a Modbus Shared Memory Gateway: in this mode, a set of configured
tags are periodically and continuously read from Modbus RTU Slaves or Modbus TCP Servers; these values
are always available in a shared memory, readable via Modbus TCP/RTU.

Z-PASS Modbus Shared Memory Gateway supports up to 2000 tags and up to 32 Modbus TCP Client
simultaneously.

In the Z-PASS Modbus Shared Memory Gateway, a Modbus TCP/IP Server (or slave) is always running on a
configured TCP port.

As for Modbus Ethernet to Serial Gateway functionality (see chapter 7), the Modbus TCP requests can be
forwarded through the Ethernet interface or through the Mobile/VPN interface.

For each of the three available serial ports (COM1, COM2, COM4), the kind of “Task” can be defined: a
serial port can be configured as a Modbus RTU Master or Modbus RTU Slave or not running at all.

In this manner, a number of possible combinations are available, to a maximum of three Modbus RTU
Masters or three Modbus RTU Slaves; normally, a combination of the two will be chosen, for example:
Modbus RTU Slave on COM1 and Modbus RTU Masters on COM2,COM4.

Furthermore, tags can be read from/written to up to 25 Modbus TCP Servers.

Finally, some tags can be defined which are related to “embedded” digital 1/Os and to GPS information
(only for Z-PASS2).

In the following pictures, some typical scenarios are shown.
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RS232 '
Z-PASS

. Modbus RTU
Slave

Modbus
SR, RS485
TCP-IP

Modbus RTU
Master

Slaves

' ' Modbus RTU

In the above picture, two serial ports (R5232 — COM1, RS485 — COM2) are configured as Modbus RTU
Master.
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Master Modbus
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In this case, one serial port (e.g. COM1) is configured as Modbus Slave and another (e.g. COM2) is
configured as Modbus Master.

When some measures acquired from the Modbus Slaves must be available for a PLC, which supports only
Modbus Master protocol, and also for a SCADA/Datalogger, the Z-PASS can be configured with one serial
port defined as Modbus Slave (connected to the PLC) and another in Modbus Master (connected to the
Modbus Slaves bus).

The PLC Modbus RTU Master and the Modbus TCP client(s) write/read the Z-PASS shared memory registers,
while the Z-PASS Modbus Shared Memory Gateway keeps the shared memory aligned with the Modbus
Slaves registers.

In the above picture, two serial ports (e.g. COM2 and COMA4) are configured as Modbus Slave and
connected to a PLC Modbus Master port; so, the two PLCs and the Modbus TCP Client can write/read the Z-
PASS shared memory to share data among them.

The Z-PASS Modbus Shared Memory Gateway provides some interesting features as explained in the
following.

Besides “classic” gateway behavior, tags can be configured to work in “Bridge” mode; this mode allows to
acquire tag values from the serial side only when the gateway receives Modbus TCP/RTU Requests for
those tags; this can be very useful when using RTU devices with “Fail safe” outputs®, as explained in details
in 21.3.1 paragraph.

Z-PASS Modbus Shared Memory Gateway performs requests optimization, inserting as many tags as
possible in a single read/write request; the maximum number of registers in a request can be set

® This feature is available in many Seneca products.
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30




USER MANUAL - Z-PASS1/Z-PASS2

independently for each serial port/TCP Server and for read and write operations; this option can be useful
to connect RTU devices which support different maximum number of registers on different serial ports.

Tag configuration can be created using a Microsoft Excel™ Template provided by Seneca (see paragraph
21.3.2.4); this can largely reduce configuration time, particularly when a large number of tags shall be
configured.

10 Data Logger

When Modbus Shared Memory Gateway functionality is enabled, Z-PASS can act as a “Data Logger”:
Modbus Shared Memory Gateway tag values are periodically stored into files (called “log files”), which can
then be transferred.

Tags can be associated to up to four Data Logger Groups, which can have different sample periods and
transfer periods.
Three “transfer” methods are currently supported; log files can be:

- copied to the SD card;

- transferred to an FTP server;

- sent to one or more email addresses, as an attachment.
One or more of the above methods can be enabled.

Log files are stored in the Z-PASS (flash) memory so, if one of the active transfer methods should
temporarily fail, they can be successfully transferred later; for each data logger group, this internal log file

“cache” can contain up to the limit which is reached first between the following two:

- 1000 log files
- (about) 100000/(number of enabled groups) samples (that is log file lines)

When the limit is reached, the log file “rotation” occurs, that is the oldest files are overwritten by the new

ones.
Log files are standard “csv” files, which can be processed by Excel™ or other PC software.

Each log file has an “header” line containing:
- the “INDEX” string (optional)
- the “TYPE” string (optional)
- the “TIMESTAMP” string
- the tag names

The following lines contain:
- aprogressive line index (optional)

- the “LOG” string (optional)
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- the timestamp value

- thetagvalues

Here is a portion of a log file:

INDEX; TYPE; TIMESTAMP; ZPASS DI;ZPASS DO;ZPASS DI 1; ZPASSiDI72; ZPASSiDIi:’); ZPASS DI 4;ZPASS DO 1;ZPASS
DO_2;ZPASS_DO_3;ZPASS_DO_4;GPS_ERROR;GPS_HOUR;GPS_MINUTE;GPS SECOND;GPS_DAY;GPS_MONTH;GPS_YEAR;GPS L
ATITUDE; GPS_LONGITUDE;GPS HDOP;GPS ALTITUDE;GPS_ COG;GPS_SPEED KM;GPS SPEED KN;GPS FIX;GPS NUM SAT;SH
M _TAGL;ZPASS2 105 TAGL;ZPASS2 106 TAGL;ZPASS2 106 TAG2

1;L0G;29/05/2018
09:49:00;0;0;0;0;0;0;0;0;0;0;,0;7;48;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;5;0;32767;14;
11.5

2;L0G;29/05/2018
09:49:05;0;0;0;0;0;0;0;0;0;0;0;,7;48;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;5;0;32767;14;
11.5

3;L0G;29/05/2018
09:49:10;0;0;0;0;0;0;0;0;0;0;0;7;48;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;5;0;32767;14;
11.5

4;L0G;29/05/2018
09:49:15;0;0;0;0;0;0;0;0;0;0;,0;7;48;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;5;0;32767;14;
11.5

5;L0G;29/05/2018
09:49:20;0;0;0;0;0;0;0;0;0;0;0;,7;48;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;5;0;32767;14;
11.5

6;L0G;29/05/2018
09:49:25;0;0;0;0;0;0;0;0;0;0;0;,7;48;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;5;0;32767;14;
11.5

7;L0G;29/05/2018
09:49:30;0;0;0;0;0;0;0;0;0;0;0;,7;48;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;5;0;32767;14;
11.5

8;L0G;29/05/2018
09:49:35;0;0;0;0;0;0;0;0;0;0;,0;,7;48;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;5;0;32767;14;
11.5

9;L0G;29/05/2018
09:49:40;0;0;0;0;0;0;0;0;0;0;0;,7;49;31;,29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;4;0;32767;14;
11.5

10;L0G;29/05/2018
09:49:45;0;0;0;0;0;0;0;0;0;0;0;,7;49;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;4;0;32767;14;
11.5

11;L0G;29/05/2018
09:49:50;0;0;0;0;0;0;0;0;0;0;0;,7;49;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;4;0;32767;14;
11.5

12;1L0G;29/05/2018
09:49:55;0;0;0;0;0;0;0;0;0;0;,0;7;49;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;4;0;32767;14;
11.5

13;L0G;29/05/2018
09:50:00;0;0;0;0;,0;0;0;0;0;0;0;,7;49;31;,29;5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;4;0;32767;14;
11.5

If for a tag the actual value is not available (for example, if the tag corresponds to a register of a Modbus
Station which is not responding to Modbus requests), the value written in the corresponding field of the log
file can be (see 21.3.2.1 paragraph):
- thestring “"ERR! 7, if the “ERROR MODE” parameter for that tag is set to “LAST VALUE”
- thevalue defined in the “ERROR VALUE” parameter, if the “ERROR MODE” parameter for that tag is
set to “ERROR VALUE”
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Please note that any time a configuration change is made that affects the Data Logger functionality (from
one of the pages in the “Data Logger” section), the following procedure is executed:

- the Data Logger processes are stopped

- theinternal log file cache is cleaned

- the Data Logger processes are restarted

10.1 HTTP POST protocol

Z-PASS Data Logger is compatible with Seneca Cloud Box product, by means of the HTTP POST
Communication protocol developed by Seneca.

This protocol features a set of HTTP POST (RESTFUL) APIs; the related documentation can be provided by
Seneca to customers who wish to develop their own server-side software; for information, please contact
Seneca Service & Support at support@seneca.it.

The HTTP POST protocol can be enabled along with the other transfer methods (SD, FTP, EMAIL); however,
when the HTTP POST protocol is enabled, the following changes apply to the Data Logger behavior:

- only one logging group can be enabled;

- the sampling period shall be a multiple of 30 seconds;

- each sample is sent to the server (namely, the Cloud Box) in a LOG message, carried by an HTTP

POST request.

The Seneca HTTP POST protocol also lets the server perform the following actions on the Z-PASS:

setting the values of one or more tags

- restarting the device

- saving the device configuration on the server FTP site

- loading the device configuration from the server FTP site

- starting the FW Upgrade; the FW file is downloaded from the server FTP site
- starting the VPN Box functionality

- stopping the VPN Box functionality

There is an internal cache also for LOG messages sent via HTTP POST requests, used to store log messages
while it’s not possible to send them to the server; this cache can contain up to 3000 messages.

11 Alarms and Logic Rules

The device can be configured with a maximum of 2000 logic rules.

A logic rule is based on the following basic concept:

* For information about “Cloud Box” product, please see Seneca web site (www.seneca.it).
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IF CONDITION(s) THEN ACTION(s) ELSE ACTION(s)
The “Then Action” is executed if the “If Condition” is true.

The “Else Action” is executed if the “If Condition” is false.

The “If Condition” can also be configured as an alarm.

A full set of parameters are available to define alarm behavior, as given in “Alarm Configuration” page (see
paragraph 21.4.1); the whole alarm status can be viewed in “Alarm Summary” page (see paragraph 21.4.2)
and the alarm history can be retrieved in “Alarm History” page (see paragraph 21.4.3).

Furthermore, in the “Tag View” page, the “ALARM” and “ANALOG DANGER ALARM” columns show the
current alarm status for each tag (see paragraph 21.3.2.4).

The Actions can be used for sending a SMS, EMAIL or HTTP POST;

In each rule can be configured:
- uptothree logic conditions (based on alarm states) can be combined in an OR logic expression;
- uptothree actions (sending alarms) can be executed.

For more info see chapter 21.6

12 VPN

SCADA!

ModBUS
TCP-IP

Z-PASS1/2
Router

" xDSL3
=

Ethernet

Z-PASS supports the standard OpenVPN protocol.

The main advantages that come from using a VPN are:
e secure connections, since transported data are encrypted;
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e the ability to establish connections without interfering with the corporate LAN;
e no need to have a static/public IP address on the WAN side;
e remote configurability by a built-in Web Server.

Two “VPN modes” are available, named “OpenVPN” and “VPN Box”, respectively.

The “OpenVPN” mode can be used when the Z-PASS shall be installed in an already existing VPN. In this
case, an OpenVPN server shall be available and the configuration, certificate and key files for the Z-PASS
client shall be provided by the VPN administrator; the files can be uploaded to the Z-PASS using the “VPN
configuration” page of Z-PASS Web Server.

If the VPN infrastructure does not exist yet, the advisable choice is to adopt the “VPN Box” solution,
developed by Seneca. The “VPN Box” is an hardware appliance (or a virtual machine) which lets the user
easily setup two alternative kinds of VPN:
- “Single LAN” VPN
“Point-to-Point” VPN

In the “Single LAN” VPN, all devices and PCs (and associated local subnets) configured into VPN are always
connected in the same network. In this scenario any PC Client can connect to any device (Z-PASS) and to
other machines which lie in the Z-PASS LAN, but also any device/machine can connect to any other remote
device/machine which belongs to the same VPN network. This VPN architecture puts some constraints on
the device sub-networks definition, in fact all VPN clients must have a different IP address and different
local LAN, to avoid conflicts. The software named “VPN BOX Manager” configures VPN BOX and will help
you to avoid errors defining local subnet.

In the “Point-to-Point” VPN, a client PC, in a given moment, can perform a single connection, on demand,
to only one device (Z-PASS) (and to machines which lie in the Z-PASS LAN) at time. Furthermore, devices
can’t communicate each other also if they belong to the same VPN. The advantage of this architecture is
that the same sub-network can be used in all sites. Point to point mode makes it possible to define user
groups and manage them. This VPN modality must be configured on “VPN Box” by VPN BOX Manager.

There are two kinds of “Point-to-Point” VPN:
e routing Layer 3 VPN
e bridging Layer 2 VPN

In “Routing Layer 3 VPN”, only IP (Layer 3) packets are transported over the VPN tunnel and a new virtual
LAN is created with a network subnet which must be different from the LAN subnets of the server and
clients.

Conversely, in “Bridging Layer 2 VPN”, all Ethernet frames are transported over the VPN tunnel and the
clients are inserted in the server LAN.

Each of the two kinds has benefits and drawbacks:

Layer 2 benefits/drawbacks:

» can transport any network protocol
» broadcast traffic (e.g.: DHCP) is transported
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» causes much more traffic overhead on the VPN tunnel

Layer 3 benefits/drawbacks:
» can transport only IP traffic
» broadcast traffic (e.g.: DHCP) is not transported
> lower traffic overhead, transports only traffic which is destined for the VPN clients

The “VPN Box” is supplied with two Windows applications:

e the “VPN Box Manager”, which allows to configure the VPN®> mode on the VPN Box and manage the
devices

e the “VPN Client Communicator”, which lets the user connect the PC to the network (in the “Single
LAN” case) or to a specific device (in the “Point-to-Point” case)

A detailed description of “VPN Box” can be found in the “VPN Box User Manual”.
A detailed description of Z-PASS VPN configuration parameters is given in 21.1.7 paragraph.

The following two sub-paragraphs give some more info about the two kinds of VPN.

12.1 “Single LAN” VPN

__ Rryy
Router =
Rk 192.168.10.102
192.168.1.X :: Z-PASS2
€ f W} |
§
VPN BOX — (CA?) s ﬂ!
192.168.20.101
==

—is

192.168.20.102

Router

Ethernet
192.168.30.101

192,168.30.254 Tn,‘
| 1 sl

Ak

192.168.30.102

192.168.2.X

> Only one of the two kinds of VPN can be configured on a given VPN Box.
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The above figure gives an example of a “Single LAN” VPN.

The client PC (with IP address 192.168.1.X) can connect, just as an example, to the first Z-PASS2 by using its
192.168.10.154 IP address and to the PLC in the Z-PASS LAN by using its local IP address 192.168.10.102.

Also, two devices which lie in two different LANs of the same VPN network (e.g.: 192.168.10.101 and
192.168.20.102) can connect to each other, again using their local IP addresses.

To let this scenario work correctly, an essential rule must always be followed: the Z-PASS LANs and the PC
LAN shall have different and not colliding subnets; so, in the above figure, the following subnets allocation

has been depicted:

PC LAN 192.168.1.0/24
SCADA LAN 192.168.2.0/24
Z-PASS2 LAN 192.168.10.0/24
Z-PASS2 LAN 192.168.20.0/24
Z-PASS1 LAN 192.168.30.0/24

The “VPN Box Manager” application guides you in the configuration task, checking that no subnet/IP
address conflict is present in the network.

If subnet/conflicts cannot be avoided, using a “Single LAN” VPN is still possible if local IP addresses are not
used; devices can be reached by means of their VPN IP addresses and machines beyond them can be
reached by configuring some “port forwarding” rules on the Device Router (see 21.1.8 paragraph).

12.2 “Point-to-Point” VPN

Z-PASS2

192.168.90.33
N
& e
: 192.168.90.34

192.168.1.32

\a

/ i MAUTENTORE 2
MAUTENTORE v RIS

192.168.90.34
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The above figure gives an example of a “Point-to-Point” VPN.

In this scenario a PC (acting as a VPN Client) can connect, on demand, to only one Z-PASS and its subnet,
using local IP addresses. Since the client “sees” just one Z-PASS (and attached devices) at time, the same
subnet configuration can be assigned to different sites, without creating conflicts.

For this kind of VPN, the “VPN Box Manager” application lets define group of users that can connect only
to assigned devices.

The “VPN Client Communicator” application retrieves the list of devices which are available for the logged
user; then the user can select one device on the list and connect to it.

13 Router

Router

=

o

g% | YO ETHERMNET (ZE)
xDSL i |

i ‘ PLC Profinet

. e e il
|
|
\

IP CAMERA

' *

;‘;' v;-'

E. corporate

As already told before, “Router” functionality routes packets between the LAN (Ethernet) interface and the
WAN (Mobile Network) interface; so, this functionality specially makes sense when a mobile connection is
active, which needs the availability of a 3G modem (true for Z-PASS2).

More specifically, an important feature of the Router is what is known as “IP forwarding”; this means that
when Z-PASS receives a packet not targeted for it, it does not discard the packet but forwards it to its actual
destination; when a packet is routed from the LAN to the WAN, Z-PASS also performs what is known as “IP
masquerading”, meaning that the original source IP address is replaced with the IP address of the WAN
(PPP) interface.
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Another important feature is the availability of a DNS server/forwarder, which can resolve names either by
itself or querying the external configured DNS server.

Also, a DHCP server is available which assigns IP addresses to clients connected on the Z-PASS LAN; here,
you can configure the range of addresses used by the server and the lease time.

There is also the possibility to define up to five “Port Forwarding” rules or “Virtual Servers”; using these
rules, you can, for example, redirect packets received from a TCP or UDP port to another Z-PASS port or to
another machine, with a different IP address, on the same or another port.

As an alternative to using “Port Forwarding” rules, Router + VPN functionalities allow the use of local
addresses, as shown in the previous chapter; in the router configuration, a flag is given to enable this
feature.

A detailed description of the Router configuration can be found in 21.1.8 paragraph.

14 Network Redundancy

[

“Network Redundancy” is a functionality than can be enabled on Z-PASS2 devices, where a 3G modem is
available.

This functionality is aimed at switching the network interface used to access the Internet from the Ethernet
(“primary” interface) to the Mobile/3G (“secondary” interface), when Internet access through the primary
interface becomes unavailable; when access through the primary interface become available again, the
network interface is switched back to Ethernet.

The parameters provided to configure Network Redundancy are explained in paragraph 21.1.2 “Network
and Services”.
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15 Remote Connection Disable

Z-PASS1 and Z-PASS2 products provide a dedicated digital input and a dedicated digital output to control
and monitor remote connection to the device.

In details:

- when “Remote Connection Disable” digital input is set to HIGH state, remote connection to the
device is disabled; conversely, when “Remote Connection Disable” digital input is set to LOW state,
remote connection to the device is enabled; “Remote Connection Disable” digital input state is
reported by the “RCD” LED;

- “Remote Connection Active” digital output is set to HIGH state when the device is remotely
accessed (VPN connection is active); it is set to LOW state when VPN connection is not active.

Four levels of security can be configured to disable remote connection:

- Level 1 (“VPN Connection”): VPN connections are disabled in any VPN mode (VPN Box Point-to-
Point, VPN Box Single LAN, OpenVPN), but VPN Box Service is still running, so the device can still be
monitored on VPN Box Manager;

- Level 2 (“VPN Service”): VPN Box Service is disabled, but the device can still access the Internet and
send/receive SMSs;

- Level 3 (“Internet Connection”): any Internet access is disabled, but the device can still
send/receive SMSs;

- Level 4 (“SMS Service”): modem is off, so SMSs can’t be sent/received.

See “Digital I/0 Configuration” paragraph to learn how to set the desired security level.

16 Auto-APN

The Auto-APN feature lets the Z-PASS establish mobile data connections without requiring the user to
configure APN data® for the SIM in use.

This is accomplished by using the SIM IMSI and, possibly, some other data available on the SIM, to select
the proper APN record in an internal DB, containing APN records for all mobile operators in the world.

In some particular cases, however, when a “custom APN” shall be used, the Auto-APN feature can be
disabled, setting the “APN Mode” parameter to “Manual”, in the “Mobile Network” page (see paragraph
21.2).

® APN data are: APN, Username, Password and Authentication Type.
” This DB is updated to the one used in the last Android O.S. version.
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17 HTTP POST Communication protocol

The communication between RTU and Cloud takes place on HTTP protocol by a POST-type call. The
representation of the call is REST (REpresentational State Transfer) where data are configured as those of a
classical web FORM but via JSON (JavaScript Object Notation). For more info on the HTTP POST
Communication Protocol refers to “Seneca HTTP POST Communication Protocol” (you can request the
document from support@seneca.it).

18 OPC Unified Architecture (OPC-UA) server protocol

OPC Unified Architecture (OPC-UA) is a standardized machine to machine communication protocol for
industrial 4.0 automation developed by the OPC Foundation.

OPC-UA is a vendor-independent communication protocol and it’s based on the client-server principle.
Z-PASS devices support the OPC-UA server protocol also with security policy.

In particular, Z-PASS OPC-UA server “exports” the Modbus Shared Memory Gateway tags; so, using an OPC-
UA Client software, you can read/write the tags by means of the OPC-UA protocol

19 MQTT client protocol

The MQTT is the most used protocol for IOT applications:

"MQTT stands for MQ Telemetry Transport. It is a publish/subscribe, extremely simple and
lightweight messaging protocol, designed for constrained devices and low-bandwidth, high-
latency or unreliable networks. The design principles are to minimise network bandwidth and
device resource requirements whilst also attempting to ensure reliability and some degree of
assurance of delivery. These principles also turn out to make the protocol ideal of the
emerging “machine-to-machine” (M2M) or “Internet of Things” world of connected devices,
and for mobile applications where bandwidth and battery power are at a premium”.

For more info on MQTT protocol see http://mqtt.org/

N

The MQTT version supported by the Z-PASS1/2 is the 3.1.1

240’
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20 SMS Commands

On Z-PASS devices, a number of features can be controlled by means of “SMS commands”; such features
include setting up a mobile data (PPP) connection, activating the VPN Box functionality, setting a digital
output etc.

SMS Commands can be sent by phone numbers that are present in the Z-PASS Phonebook as “admin” or
“manager” users; as an alternative, any phone number can send an SMS command, provided that the
command contains a “password”; the password is made by the last four digits of the Z-PASS modem IMEI;

so the command will have the following format (there must be a blank character between the “password”
and the command text):

<last four IMEI digits> <command text>
Example:

6172 PPP ON

Please note that the command text can be written in any letter case, all uppercase, all lowercase or a mix
between the two.

Any SMS command received from a number that is not recognized as an “admin” or “manager” user and
does not contain the password will be discarded; as an option, these messages and all messages that are
not recognized as valid commands can be “relayed” to the “admin” user (see paragraph 21.6.2).

Example:

PPP ON RELAYED

SMS commands substantially fall into two categories:

- “set” commands which execute an action
- “get” commands which ask for some information

While “get” commands always have an answer, “set commands” can be given an answer (“acknowledge”)
or not, depending on a configuration parameter (see paragraph 21.6.2).

Any response to a command, both “set” or “get”, will contain the original message text, plus a result string,
which can be:

“EXECUTING”
meaning that the command has been correctly processed; the “ING” form is used to tell that the procedure
started by the command might not be completed yet

“FAILED”
meaning that the command could not be processed or something failed; in this case, an error string is
present giving the failure reason

Examples:
MI00380-35
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PPP ON EXECUTING (100.70.179.88)

PPP ON FAILED (System PPP ON)

Obviously, the response to a “get” command also contains the requested info, if the command has been
successfully processed.
Example:

GET DIN EXECUTING (1,0,0,0)

Finally, the whole SMS commands functionality can be disabled, if not needed, by means of a configuration
parameter (see paragraph 21.6.2).

Obviously, SMS commands are available only in Z-PASS2 product (for all HW revisions), where a GSM model
is available.

In the following paragraphs, the full list of supported commands is given along with the corresponding
responses.

20.1 PPP ON

This command can be used to setup the mobile data (PPP) connection; the connection is setup using
system configuration parameters (APN Mode, APN, Auth Type etc.).

If the command is successfully processed, the response contains the IP address assigned to the PPP
network interface.

This command is rejected in the following case:

- if “Remote Connection Disable” (RCD) digital input is HIGH and “Security Level/Service Disable”
parameter is set to “Internet Connection”, the command will fail with the "Security Level error”
error.

Also, if the connection setup procedure is not completed after a timeout (currently fixed to 30 seconds),
the command will fail with the “Timeout error” error.

Please note that this command that does not enable the mobile data connection in a persistent way, so if
the Z-PASS is restarted, the mobile data (PPP) connection is not re-established.

Example:

- PPP ON
- PPP ON EXECUTING (100.70.179.88)

20.2 PPP OFF

This command can be used to drop down the mobile data (PPP) connection setup by a previous “PPP ON”
command.
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Please note that this command that does not disable the mobile data connection in a persistent way, so if
the Z-PASS is restarted, the mobile data (PPP) connection is re-established.

This command is never rejected.
Example:

. PPP OFF
- PPP OFF EXECUTING

20.3 PPP IP

This command can be used to get the IP address assigned to the mobile data (PPP) connection; if the PPP
connection is not active, the “dummy” IP address (0.0.0.0) will be given.

This command is never rejected.

Example:

- PPP IP
— PPP IP EXECUTING (100.70.179.88)

20.4 PPP CNF

This command can be used to change the value of the system configuration parameters related to the
mobile data (PPP) connection; the changes are persistent.

The command shall have the following format, where parameter values shall be separated by a blank
character:

PPP CNF <APN mode> <APN> <Authentication Type> <Username> <Password> <PPP Connection
Testing IP Address>

Please note that all the parameters shall be present, in the above order; no parameter can be left empty.

For the meaning of these parameters, please see 21.2 paragraph.

<APN> and <Authentication Type> are numeric fields with the following values.

APN Mode
0: Automatic
1: Manual

Authentication Type

0: None

1: CHAP/PAP

2: CHAP only
3 PAP only

This command is rejected in the following case:

- if any of the command parameters is missing or invalid, the command will fail with the “Command
parameter error”.
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Example:

- PPP CNF 0 mobile.vodafone.it 0 user pass www.google.com
— PPP CNF EXECUTING

20.5 VPN ON

This command can be used to activate the VPN Box functionality; the functionality is activated using system
configuration parameters (Server, Password, Tag Name).

The command has two optional parameters, so its format is the following:
VPN ON [PPP] [NOFWL]8

IIPPP”
if this parameter is present, the mobile data (PPP) connection is setup (if it’s not already active), before
activating the VPN Box functionality

“NOFWL”
if this parameter is present, the “Mobile Network Firewall” is disabled, in the system configuration

This command is rejected in the following cases:

- if the “custom” VPN functionality is enabled in the system configuration (parameter “VPN/Enable”
= ON, “VPN Mode” = “OpenVPN"), the command will fail with the "System VPN ON" error;

- if “Remote Connection Disable” (RCD) digital input is HIGH and “Security Level/Service Disable”
parameter is set to “VPN Connection” or “VPN Service” or “Internet Connection”, the command will
fail with the "Security Level error” error.

Please note that this command that does not activate the VPN Box functionality in a persistent way, so if

the Z-PASS is restarted, the functionality is not re-activated.

Examples:

- VPN ON

— VPN ON EXECUTING

N VPN ON PPP

— VPN ON PPP EXECUTING

- VPN ON NOFWL

— VPN ON NOFWL EXECUTING

- VPN ON PPP NOFWL

— VPN ON PPP NOFWL EXECUTING

8 Square brackets tell that parameter is optional.
MI00380-35

45


http://www.google.com/

USER MANUAL - Z-PASS1/Z-PASS2

20.6 VPN OFF

This command can be used to deactivate the VPN Box functionality activated by a previous “VPN ON”
command; it also drops down the mobile data (PPP) connection setup by a previous “VPN ON PPP”
command or “PPP ON” command.

This command is never rejected.

Please note that this command that does not de-activate the VPN Box functionality in a persistent way, so if
the Z-PASS is restarted, the functionality is re-activated.

Example:
- VPN OFF
- VPN OFF EXECUTING

20.7 VPN CNF

This command can be used to change the value of the system configuration parameters related to the VPN
Box; the changes are persistent.

The command shall have the following format, where parameter values shall be separated by a blank
character:

VPN CNF <Server> <Password> <Tag Name>

Please note that all the parameters shall be present, in the above order; no parameter can be left empty.

For the meaning of these parameters, please see 21.1.7.2 paragraph.

This command is rejected in the following case:

- if any of the command parameters is missing or invalid, the command will fail with the “Command
parameter error”.

Example:

- VPN CNF myvpnbox.seneca.it myvpnbox zpass2-GSP
— VPN CNF EXECUTING

20.8 FWL ON

This command can be used to enable the “Mobile Network Firewall” in the system configuration
(parameter “Mobile Network Firewall/Enable” = ON).

This command is never rejected.
Example:

— FWL ON
— FWL ON EXECUTING
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20.9 FWL OFF

This command can be used to disable the “Mobile Network Firewall” in the system configuration
(parameter “Mobile Network Firewall/Enable” = OFF).

This command is never rejected.
Example:

— FWL OFF
— FWL OFF EXECUTING

20.10 GET DIN

This command can be used to get the status of one or all of the four digital inputs; if a digital input is not
available (since it is used as an output)®, the “0” value is given.

The command can have two formats:

GET DIN<n> with <n>=1..4 get the status of a single digital input

GET DIN get the status of all the digital inputs

This command is rejected in the following cases:

- if the command is received on a Z-PASS2, Z-PASS2-R01 device, which has no digital 1/Os, the
command will fail with the “Digital I/O not available” error;

- if the digital I/O number in the command is out of range (e.g.: 0 or 5), the command will fail with
the “Command parameter error” error.

Examples:

- GET DIN

- GET DIN EXECUTING (1,0,0,0)
- GET DIN1

— GET DIN1 EXECUTING (1)

N GET DIN2

— GET DIN2 EXECUTING (0)

20.11 GET DOUT

This command can be used to get the status of one or all of the four digital outputs; if a digital output is not
available (since it is used as an input)™, the “0” value is given.

® This can be true for DI3 an DI4.
19 This can be true for DO3 an DO4.
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The command can have two formats:

GET DOUT<n> with <n>=1..4 get the status of a single digital output
GET DOUT get the status of all the digital outputs
This command is rejected in the following cases:

- if the command is received on a Z-PASS2, Z-PASS2-R01 device, which has no digital 1/Os, the
command will fail with the “Digital /O not available” error;

- if the digital I/O number in the command is out of range (e.g.: 0 or 5), the command will fail with
the “Command parameter error” error.

Examples:

N GET DOUT

— GET DOUT EXECUTING (0,1,0,0)
- GET DOUT1

— GET DOUT1 EXECUTING (0)

- GET DOUT2

— GET DOUT2 EXECUTING (1)

20.12SET boUT

This command can be used to set the status of one of the four digital outputs.

The command can have two formats:

SET DOUT<n>.CLOSE with <n>=1..4 set the digital output to the HIGH state
SET DOUT<n>.OPEN with <n>=1..4 set the digital output to the LOW state
This command is rejected in the following cases:

- if the command is received on a Z-PASS2, Z-PASS2-R01 device, which has no digital I/Os, the
command will fail with the “Digital I/0 not available” error;

- if the digital output is not configured as “General output” or the digital /0 is used as an input?, the
command will fail with the “Digital I/0 mode error” error;

- if the digital I/O number in the command is out of range (e.g.: 0 or 5), the command will fail with
the “Command parameter error” error;

- if the requested state is neither “.CLOSE”, nor “.OPEN”, the command will fail with the “Command
parameter error” error.

Example:

- SET DOUT2.CLOSE

Y This can be true for DO3 and DO4.
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- SET DOUTZ2.CLOSE EXECUTING

20.13SET PULSE
This command can be used to generate a pulse on one of the four digital outputs.

The command can have two formats:

SET PULSE<n>.CLOSE <duration> with <n>=1..4
to generate a LOW-HIGH-LOW pulse, with the HIGH state set for the number of seconds given by the
<duration> parameter

SET PULSE<n>.OPEN <duration> with <n>=1..4
to generate a HIGH-LOW-HIGH pulse, with the LOW state set for the number of seconds given by the
<duration> parameter

This command is rejected in the following cases:

- if the command is received on a Z-PASS2, Z-PASS2-R01 device, which has no digital 1/0s, the
command will fail with the “Digital I/0 not available” error;

- if the digital output is not configured as “General output” or the digital /0O is used as an input’?, the
command will fail with the “Digital I/0 mode error” error;

- if the digital /O number in the command is out of range (e.g.: 0 or 5), the command will fail with
the “Command parameter error” error;

- if the requested state is neither “.CLOSE”, nor “.OPEN”, the command will fail with the “Command
parameter error” error;

- if the <duration> parameter is missing or invalid, the command will fail with the “Command
parameter error” error;

- if the “.CLOSE” parameter is given and the digital output is already in the HIGH state, the command
will fail with the “No pulse generated” error;

- if the “.OPEN” parameter is given and the digital output is already in the LOW state, the command
will fail with the “No pulse generated” error.

Example:
- SET PULSEZ2.CLOSE 10
— SET PULSE2.CLOSE 10 EXECUTING

20.14 SET USER.PHONE

This command can be used to insert a user with the specified telephone number, type and group list into
the Phonebook; it can also be used to change the type and/or group list of an already existing user.

12 This can be true for DO3 and DO4.
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The command has the following format:

SET USER.PHONE +<number> <type> <group list>, with<type>=ADM|MGR|USR

Please note that the telephone number shall always be given in the “international format”, so the initial ‘+’

character shall always be present.

“ ou

The “group list” is a list of non-negative integer numbers, separated by the character, defining the

groups which the user belongs to. Example of valid group lists are:

111_2_3”

111_4”

lllll

lloll

The “0” value means that the user is part of any group.

This command is rejected in the following cases:

- if the specified <number> already exists in the Phonebook, with the specified <type> and <group
list>, the command will fail with the “Item already exists” error;

- if the <number> parameter is missing or invalid (including the case when the ‘+’ character is
missing), the command will fail with the “Command parameter error” error;

- if the <type> parameter is missing or invalid, the command will fail with the “Command parameter
error” error;

- if the <group list> parameter is missing or invalid, the command will fail with the “Command
parameter error” error.

Example:

— SET USER.PHONE +390123456789 ADM 1-2-3
- SET USER.PHONE +390123456789 ADM 1-2-3 EXECUTING

20.15 RESET PHONE
This command can be used to delete a user with the specified telephone number from the Phonebook.
The command has the following format:

RESET PHONE +<number>

Please note that the telephone number shall always be given in the “international format”, so the initial ‘+’

character shall always be present.

This command is rejected in the following cases:

- if the specified <number> does not exist in the Phonebook, the command will fail with the “Item
does not exist” error;
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- if the <number> parameter is missing or invalid (including the case when the ‘+’ character is
missing), the command will fail with the “Command parameter error” error.

Example:
N RESET PHONE +390123456789
— RESET PHONE +390123456789 EXECUTING

Please note that, if the Phonebook user with the specified telephone number also has an email address,

this will be deleted by the command too.

20.16 SET USER.EMAIL

This command can be used to insert a user with the specified email address, type and group list into the
Phonebook; it can also be used to change the type and/or group list of an already existing user.

The command has the following format:

SET USER.EMAIL <email address> <type> <group list>, with<type>=ADM|MGR|USR

“ u

The “group list” is a list of non-negative integer numbers, separated by the character, defining the

groups which the user belongs to. Example of valid group lists are:

“1-2-3”
“q g7
ugr

“g”

The “0” value means that the user is part of any group.
This command is rejected in the following cases:

- if the specified <email address> already exists in the Phonebook, with the specified <type> and
<group list>, the command will fail with the “Item already exists” error;

- if the <email address> parameter is missing or invalid, the command will fail with the “Command
parameter error” error;

- if the <type> parameter is missing or invalid, the command will fail with the “Command parameter
error” error;

- if the <group list> parameter is missing or invalid, the command will fail with the “Command
parameter error” error.

Example:
. SET USER.EMAIL admin@zpass.it ADM 1-2-3
— SET USER.EMAIL admin@zpass.it ADM 1-2-3 EXECUTING

20.17 RESET EMAIL

This command can be used to delete a user with the specified email address from the Phonebook.
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The command has the following format:
RESET EMAIL <email address>

This command is rejected in the following cases:

- if the specified <email address> does not exist in the Phonebook, the command will fail with the
“Item does not exist” error;

- if the < email address > parameter is missing or invalid, the command will fail with the “Command
parameter error” error.

Example:
- RESET EMAIL admin@zpass.it
— RESET EMAIL admin@zpass.it EXECUTING

Please note that, if the Phonebook user with the specified email address also has a telephone number, this

will be deleted by the command too.

20.18STATUS
This command can be used to get some status information from the device.

The status info given in the response has the following format:

Z-PASS2<hwrev> <date> <time> RUNNING <service status>, <vpn status>
<DI1>,<DI2>,<DO1>,<D02>,<DIDO1>,<DID0O2>

where:

<hwrev>: “”, “-R01”, “-10”

<date> is in the form “yyyy/mm/dd”

<hour> is in the form “hh:mm:ss”

<service status> reports the status of the “SERV” LED™® (“OFF” | “ON” | "FAIL")

<vpn status> reports the status of the “VPN” LED (“OFF”|“ON”|”FAIL")
<DI1>,<DI2>,<D01>,<D02>,<DID0O1>,<DIDO2> status (“LO” |”HI”) of the digital I/Os (only for Z-PASS2-10)

This command is never rejected.

Example:
N STATUS
- STATUS EXECUTING (Z-PASS2-I0 2018/03/09 08:01:31 RUNNING OFF,OQOFF

HI,LO,HI,LO,LO,LO)

" See Chapter “LEDs signaling”.
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20.19 GET GPS
This command can be used to get GPS location info from the device.

The response is given as an URL to Google Maps™:
https://www.google.com/maps/?g=<latitude>,<longitude>

This command is rejected in the following cases:

- if the command is received on a Z-PASS2, Z-PASS2-R01 device, which does not have a GPS module,
the command will fail with the “GPS not available” error;
- If the GPS signal is not available, the command will fail with the “GPS not fixed” error.

Example:

- GET GPS
- GET GPS EXECUTING (https://www.google.com/maps/?q=45.3742,11.94557)

20.20 RESET
This command can be used to restart (“reboot”) the device.

This command is never rejected.

Example:
N RESET
— RESET EXECUTING

20.21 GET TAG

This command can be used to get the value of a tag (see “Modbus Shared Memory Gateway” functionality
in chapter 9).

The command has the following format:
GET TAG <tag name>

Please note that the “tag name” is case-sensitive; also note that this command assumes that each tag has a

distinct name; if more tags exist with the same name, this command returns the value of the first tag found
with the given name.

The value is given in the response with the following format:
<tag wvalue>,VALID
or:

<tag value>, INVALID
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The “INVALID” status may occur for tags with “GATEWAY MODE”="GATEWAY”, when the last Modbus read
request has failed.

This command is rejected in the following cases:

- if no serial port has “Gateway Mode”="Modbus Shared Memory”, the command will fail with the
“Modbus Gateway not active” error;

- if no tag is found with the given name, the command will fail with the “Tag does not exist” error;

- if the requested tag has “GATEWAY MODE"”="BRIDGE” and the Modbus read request fails, the
command will fail with the “Tag operation failed” error.

Example:
- GET TAG GPS LONGITUDE
- GET TAG GPS LONGITUDE EXECUTING (11.94528,VALID)

20.22SET TAG

This command can be used to set the value of a tag (see “Modbus Shared Memory Gateway” functionality
in chapter 9).

The command has the following format:
SET TAG <tag name> <tag value>

Please note that the “tag name” is case-sensitive; also note that this command assumes that each tag has a

distinct name; if more tags exist with the same name, this command tries to set the value of the first tag
found with the given name.

For non-integer tag values, the decimal point character ‘.” shall be used.

This command is rejected in the following cases:

n_n

- if no serial port has “Gateway Mode”="Modbus Shared Memory”, the command will fail with the
“Modbus Gateway not active” error;
- if no tag is found with the given name, the command will fail with the “Tag does not exist” error;
- if the given value does not fit the “Data Type” of the target tag (e.g. the “2” value for a “BOOL” tag),
the command will fail with the “Invalid value for tag” error;
- if, for any reason, the write operation fails, the command will fail with the “Tag operation failed”
error; this includes the following cases:
o the Modbus write request fails, for “"GATEWAY” or “BRIDGE” tags;
o the tag value cannot be changed, since it is not a “General output”, for Digital I/Os
(“EMBEDDED”) tags;

o the tag value cannot be changed, since it is a “GPS info” (“EMBEDDED") tag.

Example:
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- SET TAG ZPASS DO 10

- SET TAG ZPASS DO 10 EXECUTING
20.23 0VPN ON

This command can be used to activate the standard OPEN VPN functionality; the functionality is activated
using system configuration parameters (Server, Password, Tag Name).

Please note that this command that does not activate the OPEN VPN functionality in a persistent way, so if
the Z-PASS is restarted, the functionality is not re-activated.

Examples:

- VPN ON

20.24 OVPN OFF

This command can be used to deactivate the OPEN VPN functionality activated by a previous “OVPN ON”
command.

Please note that this command that does not de-activate the OPEN VPN functionality in a persistent way, so
if the Z-PASS is restarted, the functionality is re-activated.

Example:
- OVPN OFF
20.25CLEAN LOGS

This command will delete all logs.

20.26 Initial Configuration

This paragraph describes a possible procedure to configure a new Z-PASS device, starting from “factory
default” situation.

Firstly, a SIM with PIN check disabled is needed; this SIM shall also be usable with Auto-APN feature (that is
it should not require a private custom APN); obviously, the SIM shall support SMS service.

Since no user is present in the Phonebook yet, SMS commands shall be sent with the password, so the
modem IMEI shall be known.

If the previous conditions are satisfied, only two commands are needed to let the device connect to the
VPN Box; these are:

<password> VPN CFG <parameters>
<password> VPN ON PPP
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Once these commands are successfully processed, the new device appears in the device list presented by
the VPN Box Manager SW; after inserting the device in a user’s group (in case of Point-to-Point VPN Box) or
applying the device configuration (in case of Single-LAN VPN Box), the device will be reachable via the VPN,
letting the user fully configure it.

21 Web Configuration Pages

Z-PASS can be fully configured by means of a set of web configuration pages.

To access Z-PASS configuration site, you have to connect the browser to the Z-PASS IP address on port
8080, e.g.:

http://192.168.90.101:8080

and, when asked, provide the following credentials (default values):

Username: admin
Password: admin

You come to the “Summary” page, described in the following paragraph.

MI00380-35

56



http://192.168.90.101:8080/

USER MANUAL - Z-PASS1/Z-PASS2

21.1 Basic Configuration

21.1.1 Summary

[ z-Passz x  +

& > C ® Nonsicuro | 192.168.85.104:8080/index.php a %« B0

©SENECA 7o ‘

Basic Configuration Main View [user: admin] [logout]

SUTITEDY Firmware Version: SW003900_240 [Modem: UC20GQBRO3A14E1G]
Metwork and Services

Serial Ports
Digital 110 Configuration Internet Access: None
Real Time Clock Satup Gateway: running [Data Logger: running]

MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600239291]

Gateway Configuration Router: disabled
VPN Cor

Router Configuration
Users Configurafion
Mobile Configuration
Mobile Metwork

DDME Cenfiguration
Shared Memory Tag Conf.
TCP Servers

Tag Sefup

Tag View

Alarms

Alarm Configurafion
Alarm Summary

Alarm History

Logic Configuration
Phonebook

SMS Configuration
Email Configuration
HTTP Configurafion
Message Configuration
Rule Configuration
Data Logger (8D missing)
General Settings

5D Transfer Conf.

FTP Transfer Conf.
Group Configuration
Maintenance
Ethernet Interfaces
FW Versions

FW Upgrade

Conf. Management

In this page, main Z-PASS configuration parameters are shown, with their current values.

On the left side of the page, like in any other page, a menu is shown which lets you access all the
configuration pages; the menu is divided in several sections:

e Basic Configuration

e Mobile Configuration (not available on Z-PASS1)
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e Shared Memory Tag Configuration (when Gateway Mode is set to Modbus Shared Memory
Gateway, see paragraph 21.1.4)

e Alarms

e Logic Configuration

e Data Logger

e Maintenance

Furthermore, in this like in any other page, the following information are shown:
e the page name
e the Z-PASS FW version along with the modem FW revision, for Z-PASS2

e the Z-PASS MAC address; the modem IMEI, for Z-PASS2; the SIM IMSI, for Z-PASS2, when a SIM is
present

e the network interface used for Internet Access (i.e.: “Ethernet” or “Mobile”)

e the Modbus Ethernet to Serial/Transparent/Modbus Shared Memory Gateway status (i.e.:
“running” or “stopped”) along with the Data Logger status (i.e.: “running” or “stopped”)

e the Router status (i.e.: “running” or “disabled”)

The currently logged user (e.g.: “admin”) and the “Logout” link are also present, near the page name.

In this page, two buttons are available:
e  “RESTART”, to perform Z-PASS reboot;
e  “FACTORY DEFAULT”, to reset Z-PASS to its factory state.

Probably, the first parameters you need to change when setting up a new Z-PASS device are those related
to its network configuration.

You can accomplish this in the “Network and Services” page, described in the following paragraph.

21.1.2 Network and Services

The parameters shown in this page slightly change, depending on the HW version of the product and, for
new HW versions, on the selected “Ethernet Mode”; this is shown in the following figures.
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(DN Giciang - O X
/ [ Z-Pass? X \\ A
« l (D 192.168.85.104:8080/setup.php Q :
®
©SENECA 2o
General Configuration Network and Services [user: admin] [logout]
[T s Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
F MAC Address: C8F9811B0000 [IMEIL: 861075026500975] [IMS1: 222101600237890]
Gateway Configuration Internet Access: Mobile
Real Times Clock Setup Modbus Shared Memory Gateway: running
WE EETITE L e Router: running
Router Configuration
Users Configuraton - oo uoATD
P Usace o e
o e oo, [ Etherne Mode () LANWAN
e pHcPonwaN
T OFF
T e s [ meor
Tag View
v conasion [ 555550 2557537550
o[ WA e e onos 0 (1921609 10
oovsatossn [ 5525220 259755220
oot 0 corsauaior Dol Cateway
192.168.85.1
Digtal 10 - [192.168.85.1 |
Diagnostics O bNs ode static
e L e T .
Ethernet Interfaces P Configuration from Discovery ON
L alagal @ TP TIPS [HTTRTTPS ¥
o e o
R T ®
- nTrsPeia 43 |
B s e [FTPISFTP S
- Feee 21 |
- PR 2 |
il o
O e sass |
T Enable ) oN
T imeout ) o0 0 |
E T Enable oN
e s Rsags v
APPLY

The previous figure shows the “Network and Services” page for a Z-PASS2, when the “Ethernet Mode”
parameter is set to “LAN/WAN”; it also applies to a Z-PASS1 in “LAN/WAN"” mode.

MI00380-35

59



USER MANUAL - Z-PASS1/Z-PASS2

() Efipvenmd - O st
/B zeass x \WA
« l (D 192.168.85.104:8080/setup.php Q :
® -
SSENECA -
General Configuration Network and Services [user: admin] [logout]
[EE U Firmware Version: SW003900_224 [Modem: UC20GQBRO3AT4E1G]
F MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMS1: 222101600237890]
S Internet Access: Ethernet
Real Time Clock Setup Modbus Shared Memory Gateway: running
AT LB Router: running
Router Configuration
Users Confguration . cuRaNT  uPDATED
W Upgrade
R S
e e oFF

Tag Sefup

192.168.95.101  [192.168.95.101
Tag View
Mobile Configuration 255,955,255.0 1255.255.255.0

Mobile Metwork ON

DDNS Configuration 192.168.85.104  [192.168.85.104 |

:g:ulg)cﬂnrmm 255.256.252.0 |255-255-252-|] |
g

Diagnostics 192.168.85.1 192.168.85.1 |

FW Versions Static Static v

19216884113 [192.168.84.113

o

Ethernet Interfaces

HTTR/HTTPS HTTR/HTTPS »

H

5]
o

l443

FTPISFTF v
1
2

3
:

[35]

[

OFF v
3.8.44

8.5.44

=}
o

[=]
=

D e Rsies v
APPLY

L]

The previous figure shows the “Network and Services” page for a Z-PASS2, when the “Ethernet Mode”
parameter is set to “Switch”; it also applies to a Z-PASS1 in “Switch” mode.
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() Eevemmd — O X
/ [ Z-pass2 x\\ b
< 2> C l@ 192.168.85.105:8080/setup.php a :
@
©SENECA  -+sss:
General Configuration Network and Services [user: admin] [logout]
Main View

Firmware Version: SW003900_224 [Modem: 1231B025IM5350E]

F MAC Address: C8FAB1160002 [IMEI: 862264020406715] [IMSI: 222101600237889]
Internet Access: Ethernet

Gatsway Configuration

Real Time Clock Setup Modbus Ethernet to Serial Gateway: running

WE AL e Router: disabled

Router Configuration

Users Configuraton - oo uoATD

I o wemwom

ot Mensaement LANWAN [LANWAN v |
guration

S orF

192.168.90.101

o A 192.163.90.101

Diagnostics 255.255.255.0 255 255.255.0

FW Versions 192.168.85.105 192.168.85.105

Ethernet Interfaces 255,255.252.0 255 255.252 0

192.168.85.1 [192.168.85.1 |

static

192.168.100.1 192.168.100.1 |

[=]
=

HTTP/HTTPS HTTF/HTTPS v

8080 18080
80 )
443 |

FTR/SFTP FTR/SFTP v

21 |

2 |
oF

8844 |
oN
60 60 |
oF

3

The previous figure shows the “Network and Services” page for a Z-PASS2-R01, when the “Ethernet Mode”
parameter is set to “LAN/WAN”; it also applies to a Z-PASS1-R01 in “LAN/WAN” mode.
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/ [ Z-Pass2

b4 \\;

() EmEnad

« IG) 192.168.85.105:8080/setup.php

aQ

General Configuration
Main View

Serial Ports

Gatsway Configuration
Real Time Clock Setup
VPN Configurafion
Router Configuration
Users Configuration
FW Upgrade

Conf. Management
Mobile Configuration
Mobile Metwork

DDNE Configuration
Diagnostics

FW Versions

Ethernet Inferfaces

SSENECA -

Network and Services [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: 1231B025IM5350E]

MAC Address: C8FA81160002 [IMEI: 862264020406715] [IMSI: 222101600237889]
Internet Access: Ethernet

Modbus Ethernet to Serial Gateway: running

Router: disabled

192.168.97.101 192.163.97.101
255.255.255.0 255.255.255.0

oM ¥

192.168.85.105  [102.168.85.105
2552552620 (25525532520
192.168.85.1 192.168.85.1
Static
192.168.100.1 192.162.100.1 |

ON v

=
7

[=]
=

[=]
=

HTTP/HTTPS
13080

80

l443

FreseTP
21 |
22 |

8.8.4.4 B8.44 |

80 |

o
R

The previous figure shows the “Network and Services” page for a Z-PASS2-R01, when the “Ethernet Mode”
parameter is set to “Switch”; it also applies to a Z-PASS1-R01 in “Switch” mode.
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() EmEnad - O X
/ [ Z-pass2 x\\ b
< > C IG) 192.166.85.105:8080/setup.php Q ﬁ] :
@
©SENECA 2o
General Configuration Network and Services [user: admin] [logout]
Main View

Firmware Version: SW003200_224 [Modem: 1231B02SIM5350E_20141015]
_ MAC Address: C8F9810201D7 [IMEI: 862264020120878]

Serial Ports
Internet Access: Ethernet

Gatsway Configuration
Real Time Clock Satup Modbus Ethernet to Serial Gateway: running
WE EETITE L e Router: disabled
Router Configuration
Gwecotgemen  omew wow
W Upgrade
Conf. Management
OFF -OFF A
Mobile Configuration
= 192.168.85.105 192.168.85.105
DDNS Configuration 255,255.252.0 255 255.252 0
Diagnostics OFF
FW Versions 192.168.100.101 192.168.100.101
Ethernet Interfaces 255,255.255.0 255 2552550

192.168.85.1 [192.168.85.1 |

Static

19216684113 [192.168.84.113 |

[=]
=

HTTP/HTTPS HTTF/HTTPS v

8080 18080
80 )
a3 |

FTR/SFTP FTR/SFTP v

21 |

2 |
oF

8844 |
oN
60 60 |
oF

3

The previous figure shows the “Network and Services” page for a Z-PASS2 (old version); it also applies to a
Z-PASS1 (old version).

There is an important difference between the parameter values shown in this page and those shown in the
“Summary” page: the former are configured values, whereas the latter are actual values.
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To better explain this difference, let’s consider the case when the DHCP parameter is set to ON; in the

“Network and Services” page, you may see the 192.168.90.101 default value for the “IP Address”

parameter, whereas the “Summary” page shows the actual IP Address, assigned by the DHCP server.

In the following table, all configuration parameters available in this page are listed, with a short explanation

and the parameter default value for each of them.

Field

Meaning

Default value

NETWORK/Ethernet Mode

This parameter determines if the two
Ethernet ports work as two fully
separated network interfaces
(“LAN/WAN”) or as the ports of an
Ethernet switch (“Switch”); depending
on the value of this parameter, some
other network parameters are
hidden/shown or renamed as

described below.

LAN/WAN

Ethernet Mode = “Switch”

NETWORK/DHCP

Flag to enable/disable the DHCP
functionality on the Ethernet interface.

OFF

NETWORK/IP Address

IP address of the Ethernet interface
(disabled when “DHCP” is set to “ON”)

192.168.90.101

NETWORK/Network Mask

Network mask of the Ethernet
interface (disabled when “DHCP” is set
to MONM)

255.255.255.0

NETWORK/IP Address 2 Enable

Flag to enable/disable the second IP
address on the Ethernet interface.
Note that the second IP address can be
enabled also when the DHCP
functionality is active.

OFF

NETWORK/IP Address 2

Second [P address of the Ethernet
interface

192.168.100.101

NETWORK/Network Mask 2

Second network mask of the Ethernet
interface

255.255.255.0

Ethernet Mode = “LAN/WAN”

NETWORK/DHCP on WAN

Flag to enable/disable the DHCP
functionality on the WAN Ethernet
interface

ON

NETWORK/LAN IP Address

IP address of the LAN Ethernet
interface

192.168.90.101

NETWORK/LAN Network Mask

Network mask of the LAN Ethernet
interface

255.255.255.0

NETWORK/WAN IP Address

IP address of the WAN Ethernet
interface (disabled when “DHCP on
WAN” is set to “ON”)

192.168.100.101

NETWORK/WAN Network Mask

Network mask of the WAN Ethernet

255.255.255.0
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interface (disabled when “DHCP on
WAN” is set to “ON”)

NETWORK/Default Gateway

Default Gateway IP address (disabled
when DHCP functionality is enabled).
When “Ethernet Mode” is set to
“LAN/WAN?”, the Default Gateway shall
be in the WAN subnet.

192.168.100.1 , for Z-PASS1-ROx
and Z-PASS2-ROx (x=1,2)
192.168.90.1,
products

for all  other

NETWORK/DNS Mode

Tells if the DNS Server shall be set
“Static”)
dinamically assigned by the DHCP
Server (value: “DHCP”)

statically (value: or

DHCP, for Z-PASS1-ROx and Z-
PASS2-ROx (x=1,2)
Static, for Z-PASS1 and Z-PASS2

NETWORK/DNS Server DNS server IP address (disabled when | 192.168.100.1 , for Z-PASS1-ROx
DHCP functionality is enabled and DNS | and Z-PASS2-R0x (x=1,2)
Mode = DHCP) 192.168.90.1, for all other
products
NETWORK/IP  Configuration  from | Flagto enable/disable the possibility of | ON
Discovery changing some of the network
configuration parameters by means of
the SDD application (see chapter 5)
WEB SERVER/Protocol Protocol used to access the web pages: | HTTP/HTTPS
HTTP/HTTPS, HTTPS, HTTP
WEB SERVER/HTTP Conf Port TCP port to access the configuration | 8080
pages, using HTTP protocol.
Please note that if this parameter is set
to 80 (standard HTTP port), the web
user site won’t be available anymore.
WEB SERVER/HTTP User Port TCP port to access the user pages, | 80
using HTTP protocol.
WEB SERVER/HTTPS Port TCP port to access the configuration | 44
and user pages, using HTTPS protocol.
FILE TRANSFER/Protocol Protocol used for File Transfer: FTP/SFTP
FTP/SFTP, SFTP, FTP
FTP Port TCP Port for FTP protocol 21
SFTP Port TCP Port for SFTP protocol 22
NETWORK REDUNDANCY/Enable Flag to enable/disable the “Network | OFF
Redundancy” functionality, that is
using the Ethernet interface as the
primary interface to access the
Internet and the Mobile interface as
the secondary interface, if the access
through  the primary interface
becomes unavailable
NETWORK REDUNDANCY/Ping | IP Address used as ping destination to | 8.8.4.4
Address check if access to the Internet through
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the primary interface (Ethernet) is
available.

This address shall be different from
the one set for “DNS Server”
parameter, otherwise an error s
shown (see figure below).

WATCHDOG/Enable

Flag to enable/disable the watchdog
functionality

ON

WATCHDOG/Timeout (s)

Watchdog timeout, in seconds; when
watchdog is enabled, if it's not
refreshed for this amount of seconds,
the system will be rebooted.

Possible values are in the range
[30..3600].

60

DEBUG LOGS/Enable

Flag to enable/disable the debug logs

OFF

COM1/Mode

Operating mode of the COM1 serial
port
Possible values: RS485 | RS232

RS485
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One note about the “DHCP” parameters:
e the “DHCP” parameter can be set to “ON” only if the “DHCP Server” parameter of the “Router
Configuration” page is set to “OFF” (see paragraph 21.1.8).

In the “Network and Services” page, you can change any of the above parameters; to apply the changes,
press the “APPLY” button; as warned by the note on the page, only for some parameters, the parameter
change requires rebooting the Z-PASS; these parameters are:

e NETWORK/Ethernet Mode

e WEB SERVER/Port

e WATCHDOG/Enable, only when changing ON -> OFF

e DEBUG LOGS/Enable, only when changing ON -> OFF
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() Efipvenmd - O st
[3 Z-PASS2 X
& c |® 192.168.85.104:8080/changesetup.php?do=1 i :
®
©SENECA =7
General Configuration Network and Services [user: admin] [logout]
Ty Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]
Network and Senvices

Seral P MAGC Addresas: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
erial Ports
T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Configuration

FW Upgrade

DNS Server and Ping Address shall be different ! Configuration not changed.

Conf. Management

Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration

Digital V'O

Digital 0 Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

21.1.3 Serial Ports

By clicking on the “Serial Ports” link, in the “Basic Configuration” section, you come to the following page:
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/ [ Z-Pass2

b4 \\;

« IG) 192.168.85.104:8080/serial_ports.php

General Configuration

Main View

Network and Services
SedalPots

Gateway Configuration

Real Time Clock Setup

VPN Configuration

Router Configuration

Users Cenfiguration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mohbile Network

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

©SENECA  #+ss=

Serial Porta [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

=)
=
[=]

-

116200 115,

o

None

-

38400 v

"

— — -
- - -

None

-

38400 v

" i

None

-

This page is made up of three sections, corresponding to the three serial ports available in Z-PASS devices:

e COM1

RS232 or RS485™

 Depending on the position of the SW2 DIP switch.
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e COM2 RS485
e COM4 RS485

For each serial port, the following configuration parameters are available:

Field Meaning Default value

Baud Rate Baud rate (in bps); possible values are: 38400
200
300
600
1200
2400
4800
9600
19200
38400
57600
115200

Data Bits Data bits; possible values are: 5/6/7/8 8

Parity Parity; possible values are: | None
None/Even/Odd

Stop Bits Stop bits; possible values are: 1/2 1

In the “Serial Ports” page, you can change any of the above parameters; to apply the changes, press the
“APPLY” button.

Note that when you change the serial ports configuration, the Gateway services are automatically
restarted, to actually apply the changes.

21.1.4 Digital 1/0 Configuration

By clicking on the “Digital /O Configuration” link, in the “Basic Configuration” section, you come to the
page described in the following sub-paragraphs; the page differs between Z-PASS1 and Z-PASS2:
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21.1.4.1 Z-PASS2

[ Z-Pass2

©SENECA

General Configuration
Main View

Network and Services
Serial Portz

Gateway Configuration
Real Time Clock Setup
VPN Caonfiguration
Router Configuration
Users Configuration

FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mobile Network

DDNS Configuration
Digital VO

Digital 'O Configurafion
Diagnostics

FW Versions

Ethernet Interfaces

Shared Memory Tag Conf.

®

C | ® 192.168.85.104:3080/digio_conf.php

(DRG]

Z-PASS2

Digital I/O Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

MAC Addreas: CBF9311B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Internet Access: Mobile
Modbus Shared Memory Gateway: running

Router: running

CURRENT
Digital VO Configuration

Remote
Input 1 Mode connection
disable

Remote

OU‘DI.I" e connection active

Input 2 Mode General input
Dutput 2 Mode General output
Input/Output 1 Mode General input
Input/Output 2 Mode General output
Security Level

Service Disable VPN Connection

APPLY

Digital O Status

UPDATED

Remote connection disable ¥

Remote connection active ¥

General input ¥
General output ¥
General input ¥

General output ¥

VPN Connection v

LOW LOW LOwW

LOW LOW LOW

In this page, you can configure the operating modes of the Digital I/Os and the security level applied by the

“Remote Connection Disable” feature (see chapter 15).

Field Meaning Default value
Input 1 Mode This parameter represents the operating | Remote connection disable
mode of the Digital Input 1 (DI 1).
Since this is the digital input used for
“Remote Connection Disable” feature,
its value (“Remote connection disable”)
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cannot be changed.

Output 1 Mode This parameter represents the operating | Remote connection active
mode of the Digital Output 1 (DO 1).
Since this is the digital output used to
monitor remote connection, its value
(“Remote connection active”) cannot be
changed.

Input 2 Mode This parameter represents the operating | General input
mode of the Digital Input

2 (DI 2).

Possible modes are: “General input” |
“Local alarm”.

Output 2 Mode This parameter represents the operating | General output
mode of the Digital Output 2 (DO 2).
Possible modes are: “General output” |

“Remote toggle”™.

Input/Output 1 Mode This parameter represents the operating | General input
mode of the Digital Input/Output 1 (first
configurable digital 1/0) (DIDO 1).
Possible modes are: “General input” |
“General output”.

Input/Output 2 Mode This parameter represents the operating | General output
mode of the Digital Input/Output 2
(second configurable digital 1/0) (DIDO
2).

Possible modes are: “General input” |
“General output”.

Service Disable This parameter determines which access | VPN Connection
services are disabled when “Remote
Connection Disable” digital input is
HIGH.

Possible values are: “VPN Connection” |
“VPN Service” | “Internet Connection” |
“SMS Service”.

See chapter 15, for a detailed

description of these values.

The “Digital 1/0O Status” section of the page gives the current status values (“LOW”/”HIGH") for each of the
six available digital I/Os.

From this page, you can also change the status of the digital outputs working as “General Output”; the
procedure is the following:

> “Remote toggle” function is still to be defined.
MI00380-35

72



USER MANUAL - Z-PASS1/Z-PASS2

- when you move the mouse over one of the rectangles containing the digital 1/0 label (in the following
figure, “DO 2”), the rectangle becomes red:

O Goemi  — O X
[ Z-Passz *
< Cc |® 192.168.85.104:30580/digio_conf.php ¥ g
@
©SENECA =+~
General Configuration Digital I/O Configuration [user: admin] [logout]
MTIDVED Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

Network and Services
— MAC Address: C8F93811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
erial Ports

- ) Internet Access: Mobile
Gateway Configuration

Beal Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: running
Router Configuration
Users Cenfiguration CURRENT UPDATED
FW Upgrade Digital /O Confi sion
Conf. Management
Remote
Shared M Tag Conf. : .
red Memory 1ag Lo Input 1 Mode connection | Remote connection disable v |

Tag Setup disable
Tag Vi i i

LD i Output 1 Mode REMote | Remote connection active ¥ |
Mobile Configuration co 1 active
Mobile Network Input 2 Mode General input General input ¥
DDNS Configuration Output 2 Mode General output General output ¥
Digital VO .

ranta Input/Output 1 Mode General input General input v
Digital 'O Configurafion
Diagnostics Input/Output 2 Mode General output General output ¥
FW Versions Security Level

Ethernet Interfaces

Service Disable VPN Connection | VPN Connection ¥

Digital O Status

LOW LOW LOW LOW LOwW LOW

- when you click on the rectangle (only when I/0 mode is “General Output”), a confirm pop-up is shown:
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192.168.85.104:8080 dice:

Teggle 'DO 2' 7

- if you click on “Cancel” button, no action is performed; if you click on “OK” button, the digital output

status is toggled and a new pop-up is shown:

192.168.85.104:8080 dice:

Digital Cutput succesfully toggled.

Please note that the above procedure applies also to Z-PASS1.

The status of the digital input configured as “Local Alarm” is reported in the “ALARM” column in the
“Devices” tab of the “Seneca VPN Box Manager” and “Seneca VPN Client Communicator” applications.

#3 VPN Box Manager - 3.2.0.8 — m] e

VPN BOX SinglelLan (tlcseneca.it)

Single Lan, Utente Connesso SUPERVISOR

Status  Disposttivi SENECA  Accessi VPN
7 Dispositivo/i, 2 nuovi, 0in aggiomamento, 5 configurati, 0in allarme | @ Aggoma
TAG MAC IMEI STATUS ALARM - SIGNAL UPTIME
Ressat
@ |ELTECO C8:F9:81:1B:00:06 861075026509463 SERVICE OFF - VPN DO.. ® - Reset
@ | GREEN_METHANE2 C8:F9:81:02:01:D6 862264020120993 SERVICEON - VPN UP ® &7 Last 06/10/2017 11.435... Resat
B |Demo C8:F9:81:16:00:3E 862264020393319 SERVICE OFF - VPN DO.. ® - Reset
@  |zpass?s_CHFIRTIG0MT C8:F9:81:16:00:17 862264020382288 SERVICE OFF - VPN DO ® - Reset
@ |zeusoot C8:F9:81:15:00:94 MODEM NON INSTALLA... | SERVICE CFF - VPN DO.. ® - Reset
@ |Torco C8:F59:81:11:00:6D 862264020400825 SERVICE OFF - VPN DO ® - Reset
Confi i .
igurazion=  CONFIGURED, ultimo refresh 27/09/2017 14.17.08 DI NA OFF  DIDO1 CONNECTION DISAE Cﬁ
Connession=  Network 192.168.96.0/255.255.255.0 (VPN 10.9.1.133) ON  DO1VPN STATUS OFF  DIDO2 INPUT
Versione  wer. SW002940_331, hw Z-PASS51-R02, mode LANWAN . D12 NA
OFF D02 OUTPUT
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21.1.4.2 Z-PASS1

[N Gicann] - O *
[ Z-passt x
&« C | ® 192.168.85.177:8080/digio_conf.php hd
@
©SENECA 2o
General Configuration Digital I/0 Configuration [user: admin] [logout]
BRI Firmware Version: SW003900_224

Network and Services
MAC Address: C8F9811B0000
Serial Porte

Felmy Gl Internet Access: Ethernet

Real Time Clock Setup Modbus Ethernet to Serial Gateway: running

VPN Cenfiguration Router: disabled

Router Configuration

Users Configuration CURRENT UPDATED
FW Upgrade Digital VO Confi o

Conf. Management

Digital VO Output 1 Mode Remme_ ) Remote connection active ¥
connection active
Digital IO Configuration

v
Diagnostics Output 2 Mode General output General output

FW Versions Remote - -
Input/Output 1 Mode connection Remote connection disable v
Ethernet Interfaces dizable

Input/Output 2 Mode General output General output ¥

Security Level
Service Disable VPN Connection | VPN Connection ¥
APPLY
Digital VO Status
Low LOW Low Low

In this page, you can configure the operating modes of the Digital I/Os and the security level applied by the
“Remote Connection Disable” feature (see chapter 15).

Field Meaning Default value

Output 1 Mode This parameter represents the operating | Remote connection active
mode of the Digital Output 1 (DO 1).

Since this is the digital output used to
monitor remote connection, its value
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(“Remote connection active”) cannot be
changed.

Output 2 Mode This parameter represents the operating | General output
mode of the Digital Output 2 (DO 2).
Possible modes are: “General output” |

“Remote toggle”™.

Input/Output 1 Mode This parameter represents the operating | Remote connection disable
mode of the Digital Input/Output 1 (first
configurable digital I/0) (DIDO 1).

Since this is used as an input for
“Remote Connection Disable” feature,
its value (“Remote connection disable”)
cannot be changed.

Input/Output 2 Mode This parameter represents the operating | General output
mode of the Digital Input/Output 2
(second configurable digital 1/0) (DIDO
2).

Possible modes are: “General input” |
“General output” | “Local alarm”.

Service Disable This parameter determines which access | VPN Connection
services are disabled when “Remote
Connection Disable” digital input is
HIGH.

Possible values are: “VPN Connection” |
“VPN Service” | “Internet Connection” |
“SMS Service”.

See chapter 15, for a detailed

description of these values.

The “Digital 1/0O Status” section of the page gives the current status values (“LOW”/”HIGH”) for each of the
four available digital I/Os.

21.1.5 Real Time Clock Setup

By clicking on the “Real Time Clock Setup” link, in the “Basic Configuration” section, you come to the
following page:

16 “Remote toggle” function is still to be defined.
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(DN Giciang - O >

/ [ Z-Pass2 x\\_

& & [G)192.168.35.104:8030mc.php 2 :

©SENECA  #»s=

General Configuration Real Time Clock Setup [user: admin] [logout]
Main View

Network and Services
Serial Ports

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Internet Access: Mobile

Gateway Configuration

Modbus Shared Memory Gateway: running

VPN Configuration Router: running
Router Configuration

o ot [ R [

FW Upgrade
Conf. Management

Shared Memory Tag Conf.

Tag Setup

[ntp1.inrim. it |

Tag View

Mobile Configuration
Mohbile Network

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versicns

ntp2.ineim.it  |ntp2.inrim.it |

Central Europe | Central Europe (CET/CEST) v |

017

Ethernet Interfaces December ¥

E

SET CLOCK

This page is made up of two sections: “NTP” and “RTC”.

In the “NTP” section, you can change the parameters related to the Network Time Protocol and to the Time
Zone, as listed in the following table:

Field Meaning Default value
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NTP/Enable Flag to enable/disable time | ON
synchronization by means of NTP
protocol
NTP/Primary Server IP address or FQDN"’ of the Primary NTP | ntpl.inrim.it
Server
NTP/Secondary Server IP address or FQDN of the Secondary | ntp2.inrim.it
NTP Server
NTP/Time Zone Time Zone Central Europe (CET/CEST)

When the “Time Zone” parameter is set to “Central Europe (CET/CEST)” value, the Device automatically
enables (CEST) / disables (CET) the “Daylight Saving Time” setting.

A large number of Time Zones are available, as partially shown in the following figure:

' FQDN: Fully Qualified Domain Name, e.g.: “pool.ntp.org”.
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[ Z-Pass2

@SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Aeal Time Clock Ssiup
VPN Configuration
Router Configuration
Users Configuration

FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital 0 Configuration
Diagnostics

FW Versions

Ethernet Interfaces

*

C | ® 192.168.85.104:8080/ric.php

DN Giovanil

Z-PASS2

Real Time Clock Setup [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Shared Memory Tag Conf.

CURRENT
NTP

Enable ON
Primary Server ntpi.inrim.it

Secondary Server ntp2.inrim.it

UPDATED

ON v
ntp 1.inrim.it

ntp2.inrim.it

Central Europe

Time Zone o1 cEsT)

RTC

YEAR 20
MONTH D¢
DAY 19
HOUR 12
MINUTE 02

SECOND bg

Central Europe (CET/CEST) v

UTC-10:00 Hawaii -

UTC-10:00 Aleutian
UTC-09:30 Marguesas
UTC-09:00 Alaska
UTC-08:00 Pacific Coast
UTC-07:00 Arizona
UTC-07:00 Chihuahua
UTC-06:00 Central Zone
UTC-06:00 Mexico City
UTC-05:00 Bogota
UTC-05:00 Eastern Zone
UTC-05:00 Indiana
UTC-05:00 Havana
UTC-04:00 Asuncion
UTC-04:00 Caracas
UTC-04:00 Cuiaba
UTC-04:00 La Paz
UTC-04:00 Atlantic Coast
UTC-04:00 Santiago
UTC-03:00 Araguaina

The “RTC” section of the page lets you manually change the Z-PASS date/time settings; since this makes
sense only if NTP time synchronization is not enabled, when “NTP/Enable” parameter is “ON” the input

fields and the “SET CLOCK” button are disabled and the parameters are only for viewing.

Instead, when “NTP/Enable” parameter is “OFF”, the input fields in the “NTP” section are still enabled; this
lets you change and save the parameter values, even if they are not actually used.
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21.1.6 Gateway Configuration

By clicking on the “Gateway Configuration” link, in the “Basic Configuration” section, you come to the
following page:

Metwork and Services
Serial Ports

MAC Address: C8F951180001

Digital 10 Configuration Internet Access: Ethernet

Real Time Clock Sefup Gateway: running [Data Logger: running]

Gafeway Configunation Router: disabled

VPN Configuration

Router Configurafion CURRENT UPDATED

Users Configuration COM1 (R5232/R5485) Gateway Mode 100w~ >""*0 [ Modbus Shared Memory v

Mohile Configuration emory

Mobile Network COM2 (R 5485) Gateway Mode mgfni”r: shared  [piodbus Shared Memory v
5 i .

UL 2 T T COM4 (R S485) Gateway Mode :‘qc'sb'?sl Ethemet |p1odbus Ethernet to Serial v

Shared Memory Tag Conf. 0 >Cna

TCP Servers

T BEGE T RN T SR B S |

The first thing you have to do in this page is to select, for each serial port, the type of gateway bound to the
port, by means of the corresponding “Gateway Mode” parameter; the possible modes are “Modbus
Ethernet to Serial”, “Transparent” and “Modbus Shared Memory”.

The page is substantially made up of three sections, corresponding to the three serial ports available in Z-
PASS devices.

The configuration parameters available in each of these sections depend on the selected mode, as
described in the following sub-paragraphs.

21.1.6.1 Modbus Ethernet to Serial Gateway

For each serial port with “Gateway Mode” = “Modbus Ethernet to Serial”, the following configuration
parameters are available:

Field Meaning Default value
Enable Flag to enable/disable the Modbus | ON
Ethernet to Serial Gateway functionality
on the port
Port TCP port to access the Modbus Ethernet | COM1: 501
to Serial Gateway COM2: 502

If three distinct values are set, three | COM4: 503
Modbus Ethernet to Serial Gateway
instances are run, each handling a single
serial port.
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If the same port value is set for more
than one serial port, the same Modbus
Ethernet to Serial Gateway instance will
handle two or three serial ports, that is
the Modbus RTU requests will be
simultaneously sent to the serial ports.

Response Wait Time Timeout on the reception of the Modbus | 1000
RTU responses

The value is in milliseconds; possible
values are in the range [10 - 10000].

The following screen-shots give some examples of Modbus Ethernet to Serial Gateway configurations.
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/ [y Z-Pass2

X \‘

¢ Gl

&« (= [ @ 192.168.85.104:8080/gateway_conf.php

Q

©SENECA

Z-PASS2

Digital Y0 Configuration
Digital O Configuration
Logic Configuration
SMS Configuration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

General Configuration Gateway Configuration [user: admin] [logout]

[ S Firmware Version: SW003900_228 [Modem: UC20GQBRO3A14E1G]

Metwork and Services

T MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMS]: 222101600237891]

m Internet Access: Mobile

Real Time Clock Setup Gateway: running

S ERTITLET Router: running

Router C

Users Cofiguraton . cumeNr  ueDATED

Gl eee—

Conf. Management .

ceamlll - eiye——

DDMS Configuration

¥

%8

[=]

R
E|§5 ¥
b -

Exception Exception v

502 502
1000 1000
on
502 502
1000 1000
on
502 502
1000 1000

=]
=

In the above configuration, all the Modbus requests received on the 502 TCP port will be sent to all the
three serial ports (COM1, COM2 and COM4); the communication parameters on the serial ports are those

set in the “Serial Ports” page (see 21.1.3).
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/ [y Z-Pass2

X \‘

¢ Gl

< > C [G)‘192.168.85.104:8080/gateway_conf.php

Q | m

©SENECA

Z-PASS2

General Configuration Gateway Configuration [user: admin] [logout]

[ S Firmware Version: SW003900_228 [Modem: UC20GQBRO3A14E1G]

Metwork and Services

T MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMS]: 222101600237891]

m Internet Access: Mobile

Real Time Clock Setup Gateway: running

S ERTITLET Router: running

Router C

Users Cofiguraton . cumeNr  ueDATED

Gl eee—

Conf. Management .

ceamlll - eiye——

DDMS Configuration

Digital Y0 Configuration
Digital O Configuration
Logic Configuration
SMS Configuration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

¥

[=]

R
E|§5 ¥
b -

0000000000000 ]
1
e

L o omestom ot 0152

| ResporseModewhenResoucemFal xevtion [ Excepton v
T Enable on
o
e T o 00 oo
T Enable on
i 02
o T o 000 o
T Enable on
i 2
et T o 00 o

In the above configuration, the Modbus requests received on the 501 TCP port will be sent to the COM1

port, while those received on the 502 TCP port will be sent to the COM2 and COM4 ports.

MI00380-35

83




USER MANUAL - Z-PASS1/Z-PASS2

/ [y Z-Pass2

X \‘

) Eevennd

&« (= [ @ 192.168.85.104:8080/gateway_conf.php

Q

©SENECA

Z-PASS2

Digital Y0 Configuration
Digital O Configuration
Logic Configuration
SMS Configuration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

General Configuration Gateway Configuration [user: admin] [logout]

[ S Firmware Version: SW003900_228 [Modem: UC20GQBRO3A14E1G]

Metwork and Services

T MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMS]: 222101600237891]

m Internet Access: Mobile

Real Time Clock Setup Gateway: running

S ERTITLET Router: running

Router C

Users Cofiguraton . cumeNr  ueDATED

Gl eee—

Conf. Management .

ceamlll - eiye——

DDMS Configuration

¥

[=]

R
E|§5 ¥
b -

0000000000000 ]
1
e

L o omestom ot 0152

| ResporseModewhenResoucemFal xevtion [ Excepton v
T Enable on
o
e T o 00 oo
T Enable on
i 02
o T o 000 o
T Enable on
o 3
et T o 00 o

Finally, in the above configuration, each TCP port corresponds to a single serial port, that is Modbus
requests received on a TCP port are sent to a single serial port.

Please note that if you set the same TCP port value for more than one serial port, the “Response Wait
Time” values shall also be the same for those serial ports; otherwise, clicking on the “APPLY” button, the
following error message is shown.
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) Eevennd - O X
[y Z-pass2 X
&« C | O 192.168.85.104:3080/gateway_conf_save.php?do=1 Q ¥ :
=
©SENECA zo»s=

General Configuration Gateway Configuration [user: admin] [logout]
[ S Firmware Version: SW003900_228 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
—— MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMS]: 222101600237891]

erial Fol

Gateway Configuration Internet Access: Mobile

Real Time Clock Setup Gateway: running
VIPM Configuration Router: running
Router Configuration
Users Configuration
FW Upgrade
Coni. Management 'Response Wait Time' values must be equal for COMs having the same 'Port’ values !

Mobile Configuration

i Configuration not changed.
Mobile Netwaork

DDMS Configuration
Digital YO Configuration
Digital 'C Configuration
Logic Configuration
SMS Configuration
Phonebaok

Diagnostics

FW Versions

Ethernet Inferfaces

21.1.6.1.1 Embedded I/0

As shown in the above figures, when at least one port has “Gateway Mode” = “Modbus Ethernet to Serial”,
the “Gateway Configuration” page contains the following parameter:

Field Meaning Default value

Slave ID for Embedded 1/0 Slave ID used to access the Modbus | 254
Registers corresponding to the
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“embedded” digital I/Os (for “10” HW
revision).

In Z-PASS2, this id can also be used to
access Modbus Registers containing GPS
information.

Possible values: [1..255].

The Modbus Registers representing the Digital I/Os are given in the following table:

Data Type Digital 1/0s Address
Holding Registers Bit 0: DI1 (LSB) 0 (40001)
Bit 1: DI2
Bit 2: DI3
Bit 3: DI4
Holding Registers Bit 0: DO1 (LSB) 0 (40002)
Bit 1: DO2
Bit 2: DO3
Bit 3: DO4
Discrete Inputs DI1 0 (10001)
Discrete Inputs DI2 1 (10002)
Discrete Inputs DI3 2 (10003)
Discrete Inputs DI4 3 (10004)
Coils DO1 0
Coils D02 1
Coils D03 2
Coils DO4 3

The mapping between DI1..DI4, DO1..D0O4 and the Digital I/0 names described in the “Digital I/O
Configuration” paragraph is as follows:

DI1 DI1

DI2 DI2

DI3 DIDO 1, if input
DI4 DIDO 2, if input
DO1 DO1

D02 DO 2

D03 DIDO 1, if output
DO4 DIDO 2, if output

If DIx or DOx is not available (e.g.: DI4, when DIDO 2 is configured as an output), the corresponding bit
value is always 0.

DOx can be actually set only if the corresponding Digital I/O Mode is “General Output” (see “Digital 1/O
Configuration” paragraph); otherwise, the write request will have no effect.
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The Modbus Registers containing the GPS information are given in the following table (all Holding

Registers):
Info Address Data Type
GPS_ERROR 9 (40010) INT

(0: OK,

-1: Not fixed

-2: Internal error)
GPS_UTC_HH 10 (40011) UINT
GPS_UTC_MM 11 (40012) UINT
GPS_UTC_SS 12 (40013) UINT
GPS_DATE_DD 13 (40014) UINT
GPS_DATE_MM 14 (40015) UINT
GPS_DATE_YY 15 (40016) UINT
GPS_LATITUDE 16 —19 (40017 — 40020) LREAL
GPS_LONGITUDE 20—23 (40021 - 40024) LREAL
GPS_HDOP 24 —27 (40025 — 40028) LREAL
GPS_ALTITUDE 28 — 31 (40029 — 40032) LREAL
GPS_COG 32 —35 (40033 - 40036) LREAL
GPS_SPEED_KM 36 — 39 (40037 — 40040) LREAL
GPS_SPEED_KN 40 - 43 (40041 - 40044) LREAL
GPS_FIX 44 (40045) UINT
GPS_NSAT 45 (40046) UINT

21.1.6.2 Transparent Gateway

Selecting “Transparent” as the gateway mode for one of the serial ports, e.g. “COM1”, the “Gateway

Configuration” page will change to look like the one shown in the following figure:
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/ [ Z-Pass2 x\‘ . ; .

&« & [G) 192.168.85.104:3080/gateway_conf.php Q :

SSENECK v |

General Configuration Gateway Configuration [user: admin] [logout]

[ S Firmware Version: SW003900_228 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
e MAC Address: CBF9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237891]
| Gateway Gonfiguration | mternet Access: Mobile
Real Time Clock Setup Gateway: running
S ERTITLET Router: running
Router C
Users Cofiguraton . comsN  ueDATED
FW Upgrade T nt |Transparent v
Coni. Management Modbus EINMEl [ 1odbus Ethemet to Serial v |
Mohbile Configuration Tial
Modbus Ethernet n
S -
DDMS Configuration

Digital Y0 Configuration
Digital 'C Configuration

Logic Configuration

SMS Configuration
Phonebook

Diagnostics

FW Versions OFF

Ethernet Interfaces

For each serial port with “Gateway Mode” = “Transparent”, the available configuration parameters depend
on the value of the “Operating Mode” parameter selected for the port.

The possible values for the “Operating Mode” parameter are:
e None (default value)
e Virtual COM
e Serial Tunnel Point-to-Point on TCP
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e Serial Tunnel Point-to-Point on UDP
e Serial Tunnel Point-to-Multipoint

Furthermore, for the “Serial Tunnel” operating modes, the available parameters depend on the selected
“Tunnel Role” (Master or Slave).

The following tables describe the relevant parameters for the various operating modes.

Virtual COM
Field Meaning Default value
Listen Port TCP port to access the transparent | COM1: 8000
gateway COM2: 8001
COM4: 8002
Data Packing Interval Time interval used as a criterion to pack | 20

data bytes received from the serial port,
before sending them to the network; that
is, if no byte is received for this time,
available bytes are sent to the network.

The value is in milliseconds; possible

values are in the range [0 - 1000].

Serial Tunnel Point-to-Point on TCP (Slave)
Serial Tunnel Point-to-Point on UDP (Slave)

Field Meaning Default value
Listen Port TCP/UDP port to access the transparent | COM1: 8000
gateway COM2: 8001
COM4: 8002

Serial Tunnel Point-to-Point on TCP (Master)
Serial Tunnel Point-to-Point on UDP (Master)

Field Meaning Default value
Destination Address The IP Address which the transparent | COM1: 192.168.90.102
gateway will connect to COM2: 192.168.90.103
COM4:192.168.90.104
Destination Port The TCP/UDP port which the transparent | COM1: 8000
gateway will connect to COM2: 8001
COM4: 8002

Serial Tunnel Point-to-Multipoint (Master)

Field Meaning Default value
Destination Port The UDP port which the packets will be | COM1: 8000

sent to COM2: 8001
MI00380-35
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COM4: 8002
Multicast Group IP Address which identifies the Multicast | 224.1.0.1
Group
Multicast Interface Network Interface which the UDP packets | Ethernet
are sent to; possible values:
Ethernet|VPN; “VPN” option is available
only when VPN is active
Serial Tunnel Point-to-Multipoint (Slave)
Field Meaning Default value
Listen Port The UDP port which the packets will be | COM1: 8000
received from COM2: 8001
COM4: 8002
Multicast Group IP Address which identifies the Multicast | 224.1.0.1
Group
Multicast Interface Network Interface which the UDP packets | Ethernet
are received from; possible values:
Ethernet|VPN; “VPN” option is available
only when VPN is active

21.1.6.3 Modbus Shared Memory Gateway (Use for Datalogging and Logic Rules)

Selecting “Modbus Shared Memory” as the gateway mode for one of the serial ports, e.g. “COM4”, the
“Gateway Configuration” page will change to look like the one shown in the following figure:
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As shown in the previous figures, the “Gateway Configuration” page always contains the following
parameters, related to the “Modbus Shared Memory Gateway” mode; these parameters are always shown

MI00380-35

SSENECA

Basic Configuration
Summary

Metwork and Services
Serial Ports

Digital KO Configuration
Real Time Clock Setup

WPM Configuration
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since this functionality makes sense even when no serial port is assigned to it, that is using only Modbus

TCP protocol.

Field

Meaning

Default value

Enable

This __parameter _enables/disables the

Modbus Shared Memory Gateway

service.
It is important to note that, when this
parameter is set to OFF, the service is not

running even if some serial ports are
assigned to it.

OFF

TCP Port

Listening port for the Modbus TCP server

502

TCP Connections Max Number [1-50]

Maximum number of TCP connections
that can be accepted by the Modbus TCP
server

32

Response Mode when Resource in Fail

This parameter defines how the response
to a Modbus (read) request is built for a
tag corresponding to a Modbus station
which is not responding; when mode is
“Tag error value”, the value in the
Modbus response is given according to
the “Error Mode”/”Error Value”
parameters in the tag definition; when
mode is “Exception”, the response
contains an exception with the value 11
(“Gateway target device failed to
respond”).

Exception

Diagnostic Area Type

Select if the diagnostic are can be
accessed by Holding or Input Modbus
Registers.

Diagnostic Area Address

The diagnostic area reserve a bit for each
tag (125 registers):

Bit value to 0 -> means Tag Reading Error
(or tag not configured)

Bit value to 1 -> means Tag Reading OK

So if you need to check the fail status of
the first 10 tags using the default Area
(9001 Holding Registers) you must read
the register 49001.

For example if the regsiter value is:
0x3DB =987 = 0000 0011 1101 1011

Tag 1 =0K
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Tag 2 = 0K
Tag 3 = FAIL
Tag 4 = 0K
Tag 5 =0K

Tag 6 = FAIL

Note that one register before and one
register after the Diagnostic Area will be
reserved (by default the register 49000
and 49126).

Then, for each serial port with “Gateway Mode” = “Modbus Shared Memory”, the parameters described in
the following table are available.

Field Meaning Default value

Task This parameter defines which Modbus | None
Shared Memory Gateway task is running
on the serial port; possibile values are:
None, Master, Slave

Slave Address Modbus Address for the RTU Slave; thisis | 1
the only parameter available when
Task=Slave

Timeout (ms) [10 — 10000] Response timeout for Modbus RTU | 100
requests, in milliseconds (available only
when Task=Master)

Delay between Polls (ms) [10 — 1000] Interval between Modbus RTU requests, | 100
in milliseconds (available only when
Task=Master)

Read/Write Retries [0 — 10] Maximum number of retries for Modbus | 0
RTU requests; this always applies to write
requests; for read requests, it applies
only to tags with “Gateway Tag
Mode”="BRIDGE” (see 21.3.2.1
paragraph)

Multiple Read Max Number [1 — 32] Maximum number of Modbus registers | 16
that can be read in a single Modbus RTU
request; this is used to reduce the
number of read requests sent on the
serial bus, thus performing optimization

Multiple Write Max Number [1 — 32] Maximum number of Modbus registers | 16
that can be written in a single Modbus
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RTU request; this is used to reduce the
number of write requests sent on the
serial bus, thus performing optimization

Please note that, if any of the configured TCP/UDP port values collide, the configuration is not applied and
the following error message is shown:

0 @zt - O *
[y Z-Passz x
< (& | @ 192.168.85.104:8080/gateway_conf_save.php?do=1 Q ¥ | g
@
©SENECA ==

General Configuration Gateway Configuration [user: admin] [logout]
Main Vigw Firmware Version: SW003900_228 [Modem: UC20GQBRO3A14E1G]
Metwark and Services
o r— MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237891]
Gateway Configuration Internet Access: Mobile
Real Time Clock Setup Gateway: running

VPN Configurafion Router: running
Router Configuration

Users Configuration

FW Upgrade

Conf. Management Port values must be distinct !

Mobile Configuration Configuration not changed.
Mobile Netwark

DDMS Cenfiguration
Digital YO Configuration
Digital 'O Configuration
Logic Configuration
EMS Configuration
Phonebaok

Diagnostics

FW Versions

Ethernet Interfaces
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21.1.7 VPN Configuration

By clicking on the “VPN Configuration” link, in the “Basic Configuration” section, you come to the following
page:

() Eipvenmi - O X
_/ [ Z-Passz x \\
<« (& [ ® 192.168.85.104:3080/vpn files.php ¥ é
®
©SENECA =+~
General Configuration VPN Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
Seral P MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
rial Ports
e Internet Access: Mobile
Real Time Clock Setup Modbus Shared Memory Gateway: running
Router Configuration

Users Configuration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.

us|
5]
E
12}
a
=
s
=
2
=1
@

Tag View —_—

Mobile Configuration [ Enable ON

Mokile Network B0 sener seesssare (19216885176 |
oot Gttt [ s |
Digital /O

CoCM— BN |
Diagnostios APPLY || SHOW VPN STATUS

FW Versions

Ethernet Interfaces
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The page has a different layout depending on the value of the “VPN Mode” parameter, which can be
“OpenVPN” or “VPN Box”.

21.1.7.1 OpenVPN

The page is made up of two sections: “VPN Files” and “VPN Configuration”.

() Eipvenmi - O X
_/ [ Z-Passz x \\
&« c l () 192.168.55.104:8080,/vpn_files.php e ] :
®
©SENECA -
General Configuration VPN Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
Seral P MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
rial Ports
e Internet Access: Mobile
Real Time Clock Setup Modbus Shared Memory Gateway: running
VBN Confguaton | Router: running
Router Configuration

Users Configuration

FW Upgrade

Conf. Management

Shared Memory Tag Conf.
Tag Setup

-
-]
=
m
]

Tag View

Mabile Configuration
Mohbile Network

DDNS Configuration
Digital /O

Digital 'O Configuration
Diagnostics

FW Versicnz

Scegli file | Nessun file selezionato

Scegli file | Nessun file selezionato

li file | Nessun file selezionato

£

i

Ethernet Interfaces
li file | Messun file selezionato

Scegli file | Nessun file selezionato

=]

e

b S
s g
< g
f— o
% —
S m
= (7]
= m
4 =]
= I
£

=

=

42}
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The “VPN Files” section lets you load the files needed to configure Open VPN and establish a secure VPN
connection on the Z-PASS; these files are described in the following.

21.1.7.1.1 Configuration File

This file shall contain all the information needed to configure the Open VPN behaviour; the main
configuration options are'®:

e if Z-PASS shall act as a client or a server (typically, it will be a client)
e the transport protocol (UDP or TCP)

e the server IP address/host name and port

e the files needed to perform authentication procedures

e etc.

This file has the .ovpn extension (in Windows systems) or .conf extension (in Linux systems); regardless of
the original name, it will be renamed as ovpn.conf on the Z-PASS.

This is the only mandatory file, that is if this file has not been loaded on the Z-PASS, VPN can’t be enabled.

As reminded in the web page, in options requiring a file argument, only the file name shall be given, with

no path, as in the following example:
ca ca.crt OK
ca /home/config/vpn/ca.crt KO!

Other two important rules that shall be followed are:
e the “dev” option shall be: “dev tun0” or “dev tap0”
e the “log” option shall be omitted (so that, logs are written to syslog)

An example of a client configuration file is given in paragraph 21.1.7.1.7.

21.1.7.1.2 CA certificate

This file shall contain the Certification Authority (CA) certificate and has the .crt extension.
It is needed when the configuration file contains the “ca” option.

21.1.7.1.3 Client certificate

This file shall contain the client certificate and has the .crt extension.

It is needed when the configuration file contains the “cert” option.

'8 For more information about configuration options, please refer to the OpenVPN web page (“openvpn.net”).
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21.1.7.1.4 Client key

This file shall contain the client key and has the .key extension.

It is needed when the configuration file contains the “key” option.
21.1.7.1.5 Additional file

”

This file can be of any type and may be needed for configuration options other than “ca”, “cert” and “key”.

Please note that more than one additional file can be loaded.

You can browse your PC to select the above files and send them to the Z-PASS by pressing the “UPLOAD”
button.

Once the upload is done, a result page is shown like in the following figure.
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/ \ DN Giovanil
/ [ Z-passz x N
< C |® 192.168.85.104:8080/vpn_upload_files_cust.php
ci]
©SENECA =+

General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital 0 Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Shared Memory Tag Conf.

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Upload: CLIENT1a.conf

== Size: 193 bytes

=== Stored in: /home/configivpn/ovpn.conf
Upload: ca.crt

--- Size: 1139 bytea

--- Stored in: /home/configivpn/ca.crt
Upload: CLIENT1.crt

=== Size: 3600 bytes

--- Stored in: /home/config/ivpn/CLIENT1.crt
Upload: CLIENT1.key

--- Size: 912 bytes

=== Stored in: /home/configivpn/CGLIENT1.key
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You can check which VPN files are stored on the Z-PASS by clicking on the “SHOW VPN STATUS” button, as
shown in the following figure (remember that the configuration file is renamed as “ovpn.conf”):

) EawEm

/B zess2 x \W

- O >

« - C l@ 192.168.85.104:8080,/vpn_files.php?showinfo=1

Qflm| o

©SENECA 7+

@General Configuration VPN Configuration [user: admin] [logout]
[T WS Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
S MAC Address: C8F9811B0000 [IMEI: 861075026500075] [IMSI: 222101600237890]
Gateway Gonfiguration Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

(VPN Ganiguraiion | Router: running

Router Configuration

Users Configuration

FW Upgrads

Conf. Management

Bhared Memory Tag Conf.
Tag Sefup

COpenVPN v

Tag View

Mobile Configuration
Mobile Network

DDNS Configuration
Digital 110

Digital 1'0 Configuration
Diagnostics

FW \ersions

Eihernet Interfaces

Scegli file | Nessun file selezionato

_ Messun file selezionato
Scegli file | Nessun file selezionato

Scegli file | Nessun file selezionato

Scegli file | Nessun file selezionato

OFF
APPL HIDE VPN STATUS
Disconnected
0.0.0.0
Stopped
o/0
0o/0
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As reminded by the web page, the VPN files can be downloaded from the Z-PASS, if needed, via FTP/SFTP;
they can be found in the /home/config/vpn directory, as shown in the following figure.

& OpenVPN_Client - user@192.168.85.117 - WinSCP - [m] X

Locale Seleziona File Comzndi Sessione Opzioni Remoto Aiuto

48 | 5 Coda - [ 5 3 Sincronizza Bl P [ Impostazioni trasferimento Predefinito - @

I user@192.168.85.117 ' Muova sessione

[ Desktop -EE e BEEMZ % vpn A e EERE B Tovafie |Fs

£ & £ (&

Ci\Users\Spagiari\Desktop\OpenVPN_Client /home/config/vpn

Nome - Dimensi... Tipe Modificato Attr Nome Dimensi.. Modificato Diritti Proprictaric

It H Cartella superi...  16/09/2016 15.36.06 + 20/09/2016 09.26.52 WXT-XT-X root

Sleacrt 2KB Cettificatodis.. 04/05/2015 083028  a Cleacrt 2KB 20/09/2016 104253 rw-r-r- 1ot

[ CLIENT1 conf 1KB  File CONF 06/09/2016 141940 a [SICLIENTTert 4KB 20/09/2016104253  rw-r-r-  root

) CLIENT1ert 4KB Cerificato dis.. 04/05/2015 09.30.42 a || CLIENT1.key 1KB  20/09/2016 10.42.53 w------- root

[ ] CLIENT1 key 1K File KEV 04/05/2015 093040  a [ oven.conf 1KB 20/09/2016 104253 rw-r-r--  root

Q{CLIENTH conf 1KB File CONF 07/09/2016 08.26.05 a

[ CLIENT1.0vpn 1KB  File OVPN 07/09/2016 082605  a

SCLENT2 et 4KB Cettificato dis.. 04/05/2015 09.30.44  a

|| CLIENTZ key 1KB File KEY 04/05/2015 09.30.44 a

S CLENTS3.cnt 4KB Cenificatodis.. 04/05/2015 083354 a

\j CLIENTS3.key 1KB File KEY 04/05/2015 09.33.52 a

[ CLIENTS4.0vpn 1KB  File OVPN 06/05/2015 152311 a

< >
0B di15504Bin0di 11 0Bdi5844Bin0di4
& sFTP-3 0.00.52

Is is possible to clear all the VPN files, by clicking on the “RESET” button; a pop-up will appear, requiring a
confirmation:

' 192.168.85.117:8080 dice:

This will delete VPN files. Are you sure ?

kd

If VPN is enabled, the user is not allowed to delete VPN files, as warned by the following pop-up:

192.168.85.117:8080 dice:

—

VPN iz enabled: files can't be deleted.

|
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In the “VPN Configuration” section, there is only one parameter, as described in the following table:

Field Meaning Default value

VPN Configuration/Enable Flag to enable/disable the VPN | OFF
connectivity; when enabled, Z-PASS will
run the Open VPN process with the
loaded configuration

As already told above, if you try to enable the VPN connectivity, but no configuration file has been
uploaded to the Z-PASS yet, an error is given as shown in the following figure:
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(DN Giciang - O e
[ Z-Passz X
C | ® 192.168.85.104:8080/vpn_save.php?do=1 w :
@SENECA zenss2
General Configuration VPN Configuration [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

Metwork and Services

Sl P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: running

Router Configuration

Users Configuration

VPN files are not loaded yet I Configuration not changed.
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital 0 Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

When you click on the “SHOW VPN STATUS” button, a third section appears, named “VPN Status”, showing:
e the VPN “Connection Status” (i.e.: “Disconnected” or “Connected”)
e the IP address assigned to the VPN interface when “Connected”, the “dummy” IP address “0.0.0.0”
when “Disconnected”
e the “OpenVPN Status” (i.e.: “Stopped” or “Running”)

MI00380-35

103



USER MANUAL - Z-PASS1/Z-PASS2

e the number of packets/bytes received from the VPN interface, when connected; “0/0” when
disconnected

e the number of packets/bytes sent to the VPN interface, when connected; “0/0” when disconnected

e the VPN files stored on the Z-PASS (see above)

as shown in the following couple of figures:
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/B zeass x \W

(DN Giciang

« IG) 192.168.85.104:8080,vpn_files.php?showinfo=1

aQ

SSENECA -

General Configuration VPN Configuration [user: admin] [logout]

Hanyice Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metwork and Services

Serial Ports
Gatsway Configuration
Real Time Clock Satup Modbus Shared Memory Gateway: running

— Router: running

Router Configuration

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI1: 222101600237890]
Internet Access: Mobile

Users Configuration

FW Upgrade

cont Mensgement
Bhared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mobile Metwork

DDNE Configuration
Digital 110

Digital 1'C Configuration
Diagnostics

FW Versions

Ethernet Inferfaces

Messun file selezionato

e | Nessun file selezionato

Nessun file selezionato

e | Nessun file selezionato

e | Nessun file selezionato
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Giovanni — O b4

/ [} Z-PASS1/Z-Pass2 X \\_‘

&« c [(D 192,168.85.103:8080/vpn_files.php?showinfo=1 Q¥

SSENECA - o

General Configuration VPN Configuration [user: admin] [logout]

[EE Firmware Version: SW003900_205 [Modem: 1231 B02SIM5350E]
Network and Services
MAC Address: CSFAS1160002
Serial Ports
7 y Configuration Internet Access: Mobile
Real Time Clock Satup Modbus Bridge: running

(VAN Cenfguion | Router: disabled

Router Configuration

Users Configuration

FW Upgrade

Mobile Configuration

e [ e
Diagnostics

Ethernet Interfaces

Messun file selezionato

- o
S gl e

UPLOAD || RESET
0 0000000@0@0@0@0@0O0O0O0O0O0O0O0O0O0O0O0OoO]
Connected
10.9.7.5
Running
26/ 24K
20/1.6K

- 1
APPLY | HIDE VPN STATUS |
o e
. Connection Stalus
. IPAddress
. OpenVPNStalus
~ PRXPackets/Byles
~ TXPackeis/Byles
. CLIENTI.crt(3600)
. CLENTLkey(912)
S cacrl(1139)
. ovpnconi(i93)

REFRESH

An important status information is given by the “OpenVPN Status” field; if VPN is enabled (“ON”), but this
status is “Stopped”, this means that Open VPN process could not be correctly started: probably, the
configuration file contains some errors or, maybe, some options not supported by the Z-PASS Open VPN
implementation.

You can refresh the VPN status, by clicking on the “REFRESH” button.
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Finally, you can hide the “VPN Status” section, by clicking on the “HIDE VPN STATUS” button.

21.1.7.1.6 OpenVPN Server configuration file

This paragraph gives an example of OpenVPN server configuration; this is the server configuration typically
used with Z-PASS devices.

port 1194

proto udp

dev tun

ca ca.crt

cert server.crt

key server.key

dh dhl1024.pem

server 10.9.7.0 255.255.255.0
ifconfig-pool-persist ipp.txt
client-config-dir ccd
client-to-client

keepalive 10 120

comp-1lzo

persist-key

persist-tun

status openvpn-status.log
verb 3

21.1.7.1.7 OpenVPN Client configuration file

This paragraph gives an example of OpenVPN client configuration; this is the client configuration typically
loaded on Z-PASS devices.

client

dev tun

port 1194

proto udp

remote 2.192.5.105 1194
nobind

ca ca.crt

cert tws4d.crt

key twsd.key

comp-lzo

persist-key
persist-tun
script-security 3 system
verb 3

21.1.7.1.8 LED signalling
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In Z-PASS products, when VPN functionality is enabled in “OpenVPN” mode, the “SERV” and “VPN“ LEDs
give the following status information:

LED Status Meaning

VPN Yellow ON VPN connection is working properly
Blinking VPN connection is not working properly
OFF VPN functionality is disabled

SERV Green - Not used

21.1.7.2 VPN Box

The page contains only ony section: “VPN Box”, as shown in the following figure.
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[ Z-Pass2

*

(DN Giciang -

(& |® 192.168.85.104:3050/vpn_files.php

©SENECA

General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration

Users Configuration

Z-PASS2
VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Internet Access: Mobile
Modbus Shared Memory Gateway: running

Router: running

CURRENT UPDATED
FW Upgrade
Conf. Management VPN Mode VPN Box VPN Box ¥
Shared Memory Tag Conf.
Tag Setup VEN Box
Tag View
Mobile Configuration Enable OFF
Mahile Network Server 192.168.86.176 |192.163.85.1?5 |
DDNS Cenfiguration Password seneca |seneca |
Digital VO
Digital IO Configuration el znass |ZpElSS |
Diagnostics | APPLY || SHOW VPN STATUS
FW Versions
Ethernet Interfaces
The “VPN Box” section contains the following parameters:
Field Meaning Default value
VPN BOX/Enable Flag to enable/disable the “VPN Box” | OFF
functionality, that is the
procedure/protocol that lets the Z-PASS
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setup the VPN, by interacting with the
“VPN Box” server (see “VPN Box User

Manual”)

VPN BOX/Server IP address or FQDN of the “VPN Box” | 192.168.90.1
server

VPN BOX/Password Password to access the “VPN Box” | seneca
server

VPN BOX/Tag Name Mnemonic name used to uniquely | zpass

identify the Z-PASS; if the default
(“zpass”) value is left, the Device will
register as “zpass_<MACAddress>" on
the VPN Box

When you click on the “SHOW VPN STATUS” button, a new section appears, named “VPN Status”, showing:

e the VPN “Connection Status” (i.e.: “Disconnected” or “Connected”)

e the VPN IP address assigned to the Z-PASS when “Connected”, the “dummy” IP address “0.0.0.0”
when “Disconnected”; this row is not shown for “Point-to-Point (L2)” VPN Box, since no IP address
is assigned to the VPN interface

e the “OpenVPN Status” (i.e.: “Stopped” or “Running”)

e the number of packets/bytes received from the VPN interface, when connected; “0/0” when
disconnected

e the number of packets/bytes sent to the VPN interface, when connected; “0/0” when disconnected

e the “VPN Box Type”, which can be “Point-to-Point”, “Point-to-Point (L2)” or “Single LAN”, if VPN
Box is enabled

e the “VPN Box Status”, if VPN Box is enabled

e the username of the connected user, if any

as shown in the following three figures:
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/ [ Z-Pass2

b4 \\;

« IG) 192.168.85.104:8080,vpn_files.php?showinfo=1

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup

Router Configuration

Users Cenfiguration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mohbile Network

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Z-PASS2

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

us]
5]
E
-]
a
=
1=
=
2
=]
@

192.168.86.176  |192.168.85.176

g
:

|seneca

|zpass

3
¥

HIDE VPN STATUS

C ComsotonStuus Discomnected
O padiem 0000
C omniesme Stonped
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(DN Giciang

/ [ Z-Pass2

b4 \\;

« IG) 192.168.85.104:8080,vpn_files.php?showinfo=1

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup

Router Configuration

Users Cenfiguration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mohbile Network

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Z-PASS2

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

us]
5]
E
-]
a
=
1=
=
2
=]
@

[=]
=

192.168.86.176  |192.168.85.176 |

g
:

|seneca |

|zpass |

3
¥

HIDE VPN STATUS

Connected
10.9.0.4

Running

olo

o/
Paint-to-Point
OK (Configured)
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(DN Giciang - O X

/ [ Z-Passz x \\

& Cc [ @ 192.168.85.104:3080/vpn_files.php?showinfo=1 hr :

®

©SENECA -+

General Configuration VPN Configuration [user: admin] [logout]

T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services

el P MAC Addresa: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

rial Ports

iy Gl Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

Router Configuration

Users Configuration

FW Upgrade

Conf. Management

Shared Memory Tag Conf.
Tag Setup

us]
5]
E
-]
a
=
1=
=
2
=]
@

Tag View

Mobile Configuration
Mohbile Network

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versicns

[=]
=

192.168.86.176  |192.168.85.176

g
:

|seneca

|zpass

3
¥

HIDE VPN STATUS

Ethernet Interfaces

Connected
10.9.0.4

Running

olo

o/
Paint-to-Point
OK (Configured)

gspagiari

For an explanation of the differences between a “Single LAN” VPN and a “Point-to-Point” VPN, see chapter
10.

The “VPN Box Status” string has the following format:
Result (Status)
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The following table gives a short explanation of the possible “Result” and “Status” strings:

Result Status Meaning

Error (Unexpected response) A response code has been received that is not
handled by the Z-PASS (it should never occur)

Error (No response from VPN No response has been received from the VPN Box

Box) (response timeout)

Error (Invalid response from A response has been received whose content is

VPN Box) not valid for the Z-PASS (it should never occur)

Error (Wrong password) The password set on Z-PASS is wrong

Error (License Limit Reached) The maximum number of devices allowed by the
license are already registered on VPN Box

Error (VPN Box not configured) The VPN Box has not been configured yet

Error (Generic error) A generic error has occurred on the VPN Box

OK The Z-PASS has just been registered on the VPN
Box

OK New The Z-PASS is registered on the VPN Box, but it is
not configured yet (“Single LAN” only)

OK Configuration updated The Z-PASS configuration has just been updated

OK Configured The Z-PASS is properly configured and available
for VPN connection

OK Ban The Z-PASS has been banned

OK Not found The Z-PASS is unknown for the VPN Box; this
happens when Z-PASS registration is deleted on
the VPN Box

OK Unknown The Z-PASS has an “unknown” status in the VPN
Box (it should never occur)

OK Not bound The “tunnel” between the Z-PASS and the VPN
Box is not up; this may occur when the tunnel
port is blocked (“not open”) in the ADSL router
on the VPN Box side (“Point-to-Point” only)

OK Unexpected status A status code has been received that is not

handled by the Z-PASS (it should never occur)

You can refresh the VPN status, by clicking on the “REFRESH” button.

Finally, you can hide the “VPN Status” section, by clicking on the “HIDE VPN STATUS” button.

21.1.7.2.1 LED signalling
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In Z-PASS products, when VPN functionality is enabled in “VPN Box/Single LAN” mode, the “SERV” and
“VPN“ LEDs give the following status information:

LED Status Meaning
VPN Yellow ON VPN connection is working properly
Blinking VPN connection is not working properly
OFF The Device has not been configured by the VPN Box yet or VPN Box
functionality is disabled
SERV Green ON VPN Box “SERVICE” connection is working properly
Blinking VPN Box “SERVICE” connection is not working properly
OFF VPN Box functionality is disabled

Similarly, when VPN functionality is enabled in “VPN Box/Point-to-Point” mode, the “SERV” and “VPN“ LEDs
give the following status information:

LED Status Meaning
VPN Yellow ON A VPN client is connected to the Device

OFF No VPN client is connected to the Device or VPN Box functionality is disabled
SERV Green ON VPN Box “SERVICE” connection is working properly

Blinking VPN Box “SERVICE” connection is not working properly

OFF VPN Box functionality is disabled

21.1.8 Router Configuration

By clicking on the “Router Configuration” link, in the “Basic Configuration” section, you come to the

following page:
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[ Z-Pass2

& c | (@ 192.168.85.104:3080/mobile_router.php

©SENECA

General Configuration

Masin Visw

Network and Sarvices

Barial Portz

Gateway Configuration

Real Time Clock Sstup

VPN Configuration
T

Uzsrs Configuration

FW Upgrada

Conf. Managsmsant

Shared Memory Tag Conf.

Tag Setp

Tag View

TCP Earvers

Mobile Configuration

Mobila Matwork:

DDNE Configuration

Digital VO Configuration

Digital ¥O Configuration

Logic Configuration

‘BME Configuration

Phonebock

Diagnostica

FW Versionz

Ethernst Interfacas

Data Logger (SD found)

Gensrsl Ssttings

Group Configuration

B0 Fila Manager

Z-PASS2

Router Configuration [user: admin] [logout]

Firmware Version: SW003900_232 [Modem: UC20GGBROSA14E1G]

MAC Address: C8F35811B0000 [IMEl: 861076026666172] [IMS]: 222101600237893]
Internet Access: Ethernet

Gateway: running [Data Logger: running (no group enabled)]
Router: disabled

g2
o
.

182.163.90.201 92 165.90.201

182.188.90.210 192.168.90.210

3
o
T

on

TCPUDP TCPUDP ¥
TCPUDP TCPUDP ¥
TCPUDP TCPUDFE ¥

L 1
L 1
L 1
L 1
L 1
L 1

TCRUDP TCR/UDF ¥

ADDLY

In this page, you can change the parameters related to the Z-PASS Router functionality.

First, you have a set of general parameters, as listed in the following table:

Field Meaning Default value

Router Enable Flag to enable/disable the Router | OFF
functionality

Ethernet Bandwidth Limitation This parameter can be used to limit the | Unlimited

bandwidth on the ethernet interfaces;
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this may be needed to avoid overloading
the CPU, when a large amount of data is
forwarded from one interface to the
other (LAN <> WAN).

Since this does not occur when the two
ethernet interfaces work in “switch”
mode, the parameter is not shown
when “Ethernet Mode” parameter is set
to “Switch” (see paragraph 21.1.2).
Possible values are:

Unlimited
20 Mbit/s
10 Mbit/s
1 Mbit/s

DNS Enable Flag to enable/disable the DNS | ON
forwarding service

DHCP Server Enable Flag to enable/disable the DHCP service | OFF
(DHCP server)

NOTE: this parameter can be set to
“ON” only if the “DHCP” parameter of
the “Network and Services” page is set

to “OFF”.
DHCP First Address These parameters define the range of IP | 192.168.90.201
DHCP Last Address addresses assigned by the DHCP server | 192.168.90.210
to requesting clients
DHCP Lease Time (min) Validity time interval for the IP address | 15

assignment, in minutes.

Possible values are in the range [1..60].

Then, you have the parameter shown in the following table.

Field Meaning Default value

Use Local Addresses  Through | Flag to enable/disable the access to the | OFF
VPN/Enable Z-PASS and other devices which are in
the Z-PASS LAN, by using their local
(LAN) IP addresses

Then, you have another important parameter, which is shown in the following table.

Field Meaning Default value
Mobile Network Firewall/Enable Flag to enable/disable the “Mobile | OFF
Network Firewall”, that is

disable/enable access to the Z-PASS and
other devices which are in the Z-PASS
LAN, by using the IP address assigned to
the Mobile Network (3G) interface.

To open a port in the firewall, a “Port
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Mapping / Virtual Server” rule shall be
defined.

The above parameter shall be set to ON, to protect the Z-PASS against undesired (maybe malicious)
accesses.

This is the only parameter in the “Router Configuration” page that is working also when the Router
functionality is disabled (Router Enable = OFF).

It is important to note that, when the VPN is activated (see 21.1.7 paragraph), the parameter is
automatically set to ON, as warned by the message shown in the following figure.
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_ ) () Gowerm  — |
/ [ Z-pass2 X\
&« & ‘@ 192.168.85.104:3080,/vpn_save.php?do=2 T
@
©SENECA =+-=

General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Cenfigurafion
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Shared Memory Tag Conf.

Tag Setup

Tag View

Mobile Configuration
Makile Metwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Ethernet

Modbus Shared Memory Gateway: running

Router: running

VPN Box configuration changed.

Maobile Network Firewall has been enabled.
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Finally, there are 5 sections which let you define up to 5 “Port Mapping” rules (also known as “Virtual
Servers”); for each section, the available parameters are the following:

Field Meaning Default value

Protocol This parameter defines the transport | TCP/UDP
protocol (or kind of port) which is
affected by the rule: TCP, UDP or both

External Port TCP or UDP port which a packet was | Empty
originally sent to

Server IP Address IP address which the received packet is | Empty
forwarded to

Internal Port TCP or UDP port which the received | Empty
packet is forwarded to

If Router is left disabled (Router Enabled = OFF), you can still change parameters; changes will be saved
without actually applying them (except for the “Mobile Network Firewall” parameter, as told before); the
following message will be given, after clicking the “APPLY” button:
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/ ) () (EheEmn -
[ z-pass2 X
&« & ‘ @ 192.168.85.104:5080/mabile_router_save,php?do="1
i}
©SENECA 77
General Configuration Router Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metwork and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Serial Ports

Gateway Configuration Internet Accesa: Ethernet

Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: disabled
Router Configuration

Users Configuration

Router Configuration changed (router not active).
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Makile Metwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces
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If you try to enable the DHCP server functionality (DHCP Enable = ON), but the “DHCP First Address” and
“DHCP Last Address” parameters define an address range that is not congruent with the Ethernet
configuration (IP address and network mask), an error is given, as shown in the following figure:
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(SN Giovanni — O *
[ z-Pass2 x
& c ‘@ 192.168.85.104:5080/mobile_router_save.php?do=1 w :
i}
©SENECA 7+
General Configuration Router Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metweork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Serial Ports

' ) Internet Accesa: Ethernet
Gateway Configuration

Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: disabled
Router Configuration

Users Configuration

Invalid DHCP parameters ! Configuration not changed.
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Makile Metwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

As already told before, the Router configuration page lets you define up to 5 “Port Forwarding” rules or
“Virtual Servers”.
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An example is given in the following figure:

[ Z-pass2
«  C | @ 192.168.85.104:5080/mobile_router.php Q ¥
©SENECA zsse

General Configuration Router Configuration [user: admin] [logout]

R Firmware Version: SW003900_232 [Modem: UC20GQBR0OSA14E1G]

Matwark and Sarvicss

— MAC Address: C8F9811B0000 [IMEl: 861076026666172] [IMSI: 222101600237593]
= I A Ethernet

Raal Time Clock Sstup Gateway: running [Data Logger: running (no group enabled]]

AT T Router: running

Lo e S oummnT

Pt Usgrce oo

ot aragamars [ ek Banchict irtton Uit

e RS owsower

Tag Setup 1

T [ DN Ensblsl on

TGP Sorvere ~ DHOP ServerEnsbie OFF OFF v

et Cortprsion (L it Ao 0 0.1

et [ s o oo
. oHoPLessTme(min1s

Digital VO Configuration |} 2

Do iOCetame  UseLosalAdimesesthrough VN

et [t o

SME Configurstion ]

Phonsbook ~ Mobil Network Frswail

Digrosc T e

T v © FortHenping, Vinusi Server 1

Ethemnst Interfacas e

Data Logger (SDfounc) [ erstaai o

Geners Satings - edemaPoi

st [ ki 1

SE
T e oewe  [ToRUDRY
- exomaroioz A
T ks s
S emaPoro sz ]
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In this example, 2 rules have been set:
e the first rule tells Z-PASS that any TCP packet received on the 80 (HTTP) port has to be forwarded to
the 8080 port, leaving the original destination IP address unchanged; so, this rule lets you access

the Z-PASS configuration web site on the standard HTTP port;
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e the second rule tells Z-PASS that any TCP or UDP packet received on the 502 port (which is often
used for Modbus TCP protocol) shall be forwarded to the 192.168.85.103 IP address (which

corresponds to another device) on the same (502) destination port.

Another important aspect of “Port Mapping / Virtual Server” rules is that they let define which ports are
open in the “Mobile Network Firewall”; for example, if you want to connect to the web configuration site
and to the SSH console, through the public IP address assigned to the 3G interface, the 8080 and 22 TCP
ports shall be open; this can be done as shown in the following figure.

[ z-pass2

&

1 | @ 192.168.85.104:5080/mobile_router.php

©SENECA

General Configuration
Main View

Z-PASS2
Router Configuration [user: admin] [logout]

Firmware Version: SW003900_232 [Modem: UC20GQBROSA14E1G]

Network and Sarvices
= MAC Address: C8F3811B0000 [IMEI: 861076026666172] [IMS]: 222101600237893]
v G | A Ethernet

Faal Time Clock Sstup Gateway: running [Data Logger: running (no group enabled)]

ARl EET AT Router: running

e I B N

P e o reusree

o Veragorart | ElhenetBendvidt Limson Ui

e TR owsower

Tag Setup —

Tag View ~ DusEmbleon

TGP Borvers . DHOPServerEnsbis OFF

ot Cortprsion [ AR Pt A 21050201 (192 158031

s [ o e on iz s n2n

a0 Gomguaton  DHoPLesseTme(min) 15 s ]

Digital VO Configurstion

DpmioCovamer  UseLocal Adssases through VN

o rtormin [ o

BMS Configuration —

Phonsbook . Mobil Network Firswsil

Digrostcs 0

P e

Data Logger (SDfound) | Prtossl ToP

oo I i s

rosCutormin [ itk E—

oretean [
T e e L
S EdemdPatz 2 ]
S Pt 2 ]
S eemoewe  [ToPwORY
T mesioewe (ToPDRY
T mssioewe  (ToPORY

ADDI Y
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21.1.9 NAT 1:1 RULES

You can use this feature for access a device (for example) from WAN to the LAN (a PC in the WAN network
that must obtain data from a PLC in the LAN network):

FACTORY NETWORK Z-PASS NETWORK
(WAN) (LAN)

v

192.168.0.12
10.0.0.25

For to do this you must create a new address (10.0.0.26) that is in a compatible network with the PC
(10.0.0.25) so:

CURRENT UPDATED
NAT 1:1 Configuration
Interface WAN  ~
Device IP Address
Mapped IP Address
Description [WAN to LAN ACCESS1

Now the PLC 192.168.0.12 is accessible from the WAN using the 10.0.0.26 address.
WARNING!

In SWITCH mode this feature is not available (only in LAN/WAN mode)!

21.1.10 STATIC ROUTES
Use this function for route an address or a range of addresses to different gateways.

For example if you must reach 2 different addresses: 192.168.85.23 and 192.168.82.56 but you need to

pass from 2 different gateways.
1) For access to the 192.168.85.23 you must pass from the 192.168.80.1 Gateway

2) For access to the 192.168.82.56 you must pass from the 192.168.80.100 Gateway
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So you must configure:

192.168.85.23
255.255.255.255
192.168.80.1
LAN ~

Go to 85

APPLY

And then:

192.168.82.56
235.255.255.235

s 2
<8
g

~

21.1.11 OPC-UA Server Configuration

By clicking on the “OPC-UA Server Conf.” link, in the “Basic Configuration” menu, you come to the following

page:
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Z-PASS2

OPC-UA Server Conf. [user: admin] [logout]

Firmware Version: SW003900_280 [Modem: EC21EFAR02A03M4G]

MAC Address: C8F9811B0001 [IMEI: 861108030033046] [IMSI: 240422600279769]
Internet Access: Ethernet

Gateway: running [Data Logger: running (no group enabled)]

Router: disabled

CURRENT UPDATED

OPC-UA Server Conf.
Enable
NQTE: this parameter can be ON, only
if Modbus Shared Memory Gateway is
abled

ENEBEL oy ON v
NOTE: if ON, the server will be
available at the following URL
opc.tcp:/IP_Address:Port/

Port 4340 4840

Username seneca senaca

Password seneca seneca

Certificate Enable OFF OFF v

APPLY

OPC-UA Server Certificates

.crt,.cer,.key,.pem files must be in PEM (ASCH)
format.

.der files must be in DER (binary) format.

Server certificate | Scegli file | Nessun file selezionato
Server private key | Scegli file | Nessun file selezionato
Trusted certificate 1 | Scegli file | Nessun file selezionato
Trusted certificate 2 | Scegli file | Nessun file selezionato
Trusted certificate 3 | Scegli file | Nessun file selezionato
Trusted certificate 4 | Scegli file | Nessun file selezionato

Trusted certificate 5 | Scegli file | Nessun file selezionato
| UPLOAD || SHOW CERTIFICATE FILES || RESET CERTIFICATE FILES |

In this page, you can set the parameters related to the OPC Unified Architecture (OPC-UA) server, as listed
in the following table:

Field Meaning Default value
Enable Flag to enable/disable the OPC-UA OFF
server functionality
Port OPC-UA server TCP port 4840
Username Username that an OPC-UA Client shall empty
use to connect to the server
Password Password that an OPC-UA Client shall empty
use to connect to the server
Security Policy Select between “None” “None”
Or “None, Basic128Rsal5,
Basic2565ha256”

Note: A predefined couple of certifates
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are inlcuded in the Z-PASS.

You can add yours certificates with the buttons
Note that, to access the Z-PASS OPC-UA server, a client shall use the following URL:
opc.tcp://IP_ADDR:PORT/

where:
IP_ADDR is the Z-PASS IP address
PORT is the TCP port configured for the OPC-UA server

Z-PASS OPC-UA server “exports” the Modbus Shared Memory Gateway tags; so, using an OPC-UA Client
software, you can read/write the tags by means of the OPC-UA protocol.

The following figure shows the Z-PASS Modbus Shared Memory Gateway tags as seen by the Comm Server
OPC UA Viewer SW.

#A 0PC UA Viewer - O X

File  Server Help

Server |opciep://192.168.85.103:9680/ - [None:None:Binary] V|| Connect |§.‘
Pr¥Lee
------ 27 MySession 2 Browse server  Subscriptions

=l A
- Server
o ZPASS_DI
ol ZPASS_DO
o ZPASS_DI_1

[ _

[ _

[ _
- ZPASS_DI_2
- ZPASS_DI_3
- ZPASS_DI_4
- ZPASS_DO_1
- ZPASS_DO_2
- ZPASS_DO_3
- ZPASS_DO_4
=@ GPS_ERROR
- GPS_HOUR
- GPS_MINUTE
- GPS_SECOND
- GPS_DAY
- GPS_MONTH
- GPS_YEAR
- GPS_LATITUDE

- GPS_LONGITUDE

- GPS_HDOP

- GPS_ALTITUDE

- GPS_COG

- GPS_SPEED_KM

- GPS_SPEED_KN

-l GPS_FIX

- GPS_NUM_SAT

-0 TAG_S16

=0 TAG_U16

-0 TAG_S32

-0 TAG_U32

- TAG_S532_SWAP v

opc.tep://192.168.85.103:9680/ (Mone) UABinary Server Status: Running 2019-04-09 11:41:15 0/0
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Since the Z-PASS OPC-UA server is used to “export” the Modbus Shared Memory Gateway tags, when
Modbus Shared Memory Gateway is not active, also the OPC-UA server is disabled (the Enable flag is set to
OFF and can’t be changed to ON).

NOTE: For all Z-PASS OPC-UA Server variables the namespace-id is fixed to “1”.

21.1.11.1 UA Expert Client Configuration

This chapter will help you to configure the connection and the correct Security Policy with the UA Expert
Client

Click Select Server-> add

' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

Eile  View| Server | Document Settings Help

ZA=1% = D X 5 R O
Project 5 X Data Access View Q Attributes

v [3 Project # Server Mode Id Display Mame Value Dataty G w5 @
0 Servers Attribute Value

v [A Documents
[0 Data Access View

Go to Custom Discovery then enter the string to connect to the Z-PASS OPC-UA server:
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Configuration Name

Discovery Advanced

Endpaint Filter: | Mo Filter -

1 Local

hd 8 Local Network

Q_‘;? Microsoft Windows Network

Q_‘;? Microsoft Terminal Services

&2 Web Client Network
hd 8 Reverse Discovery

& < Double click to Add Reverse Discovery.. »
v Custom Discovery

# < Double click to Add Server... >
~ () Recently Used

\:] Seneca QDT LA Annlicatinn

B Enter URL

Enter the URL of a computer with discowv,
| apc.tepiif152,. 168,85, 10319890 | ~

service running:

Authentication Settings

(@) Anonymous

Username Store

Password

Certificate

Private Key

1 [ connect Automatically

oK Cancel

Then press OK.

Now the server capability are shown:
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' Add Server

Configuration Name
Discovery

Endpoint Filter:

Advanced

Mo Filter

A

|
v &9 Local Network

Local

& Microsoft Windows Network
¥ Microsoft Terminal Services
£ Web Client Network

v 8 Reverse Discovery

% < Double click to Add Reverse Discovery...

~ #% Custom Discovery

Double click to Add Server,

I, opctep://192.168.85.103:4840
hd g Seneca OPC UA Application (opc.tcp)
@ None - None (uatcp-uasc-uabinary)
4 Basic128Rsal5 - Sign (uatcp-uasc-uabinary)
|} Basic128Rsa15 - Sign & Encrypt (uatcp-uasc-uabinary)
# Basic2365ha256 - Sign (uatcp-uasc-uahinary)
("} Basic2365ha256 - Sign & Encrypt (uatcp-uasc-uabinary)

v 1) Recently Used

|} Seneca OPC UA Application

Authentication Settings

®

Anonymous

Username

Password

Store

Certificate

Private Key

[ connect Automatically

OK

Cancel

Set Security Policy that you want to use and then the Aythentication settings:
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B Add Server ? *

Configuration Name |Seneca OPC UA Application |

Discovery Advanced

Endpoint Filter: | Mo Filter -

3, Local
v % Local Network
& Microsoft Windows Network
¥ Microsoft Terminal Services
£ Web Client Network
v Eﬂ Reverse Discovery
4 < Double click to Add Reverse Discovery... »
v Eﬂ Custom Discovery
# < Double click to Add Server.. >
v O, opc.tep://192.168.85.102:4840
v _,J Seneca OPC UA Application (opc.tep)

@ Mone - Mone (uatcp-uasc-uabinary)

# Basic128Rsal5 - Sign (uatcp-uasc-uabinary)

|} Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)

# Basic2565ha256 - Sign (uatcp-uasc-uabinary)

|} Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)

~ 1) Recently Used y
() Seneca OPC UA Application /

Authentication Settings

Anonymous

Username |seneca | Store
Password | oy |
Certificate

Private Key

[ connect Automatically

Cancel

Then press OK:

Now we can connect to the server by using the plug icon:

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®
File View Server Document Settings Help

D BDBR # =o|xX% " R O
Project (=4 R.E)aia Access View

v [3 Project Server MNode Id Displ
v [1 Servers
[ Seneca OPC UA Application
~ [0 Documents
[3 Data Access View

Address Space 5 X

A new dialog window for validating the Server’s certificate will open. After examining the certificate,
choose Trust Server Certificate to permanently add the certificate to UaExpert’s trust list. It is also possible
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to check the box at Accept the server certificate temporarily for this session and choose Continue to not

save the certificate in the trust list, or to choose Cancel to reject the certificate.

B Certificate Validation ? b4

_ validating the certificate of server 'Seneca OPC UA Application’ returned an error:

0 | BadCertificateChainIncomplete

Certificate Chain

Name Trust Status
€3 621253264ba62064857470f51 763bbbeaf13a061 Trusted

Certificate Details

‘

Error SubjectAltName is missing - this extension is mandatory according to th...
Error unable to get local issuer certificate [BadCertificateChainincompletel
Error unable to get certificate CRL [BadCertificateRevocationUnknown]

Error unable to verify the first certificate [BadCertificateChainlncomplete]
Commen Name 621253a64bat2064857470f531763bbbeaf 132961

Organization SENECA

OrganizationUnit SENECA

Locality Padova

State Padova

Country IT

DomainComponent

Commen Name 621253a64baB2064837470f31763bbbeaf13a961
Organization SENECA

OrganizationUnit

Locality PD

State PD

Country IT

DemainComponent

Valid From ven 18. gen 16:08:20 2019
Valid To gio 13. gen 16:08:20 2039 e
Trust Server Certificate
Accept the server certificate temporarily for this session Cancel

Now the Certificate Error Window will shown:

. Connect Error

Error ‘BadCertificateHostMamelnvalid' was returned during CreateSession, press

'Ignore’ to suppress the error and continue connecting.

Click “lgnore” to continue.

Now the connection is done, you can read the tags from the left side:
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' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”

File View Server Document Settings Help

DB #=°2 X420 RO

Project (=4 Data Access View
v [A Project # Server Node Id Display I
v [0 Servers

Q Seneca OPC UA Application
v [A Documents
{1 Data Access View

Address Space 5 X
% |MNo Highlight -
[ Root ~
b= Objects

GP5_ALTITUDE

GPS_COG

GPS_DAY

GPS_ERROR

GP5_FIX

GP5_HDOP

GPS_HOUR

GPS_LATITUDE

GP5_LOMGITUDE

GPS_MINUTE

GP5S_MOMTH

GPS_MUM_SAT

GP5_SECOND

GPS_SPEED_KM

GPS_SPEED_KN

GPS_YEAR

Server

V100

V1000

V1001

V1002

V1003

V1004

N ERRENESRRNNRNRNNNRNRNORR Y

To update in real time the tags value drag and drop the Tags that you want to monitor:

[ Unified Automation UaBxpert - The OPC Unified Architecture Client - NewProject*
File View Sever Document Settings Help

DEBBR =0 X8 RO

Project B X Data Access View

v B Project B Server Node Id Display Neme Value Detatype source Timestamy. Server Timestamp Stotuscode
v [ sewers 1 SenecaOPCUA Application  NST[StringlV1024 V1024 Uint16 152313097 152313097 Good
12, Seneca OPC UA Application | |2 Sencca OPC UA Application  NS[StrinalV1025 V1025 Ulnti6 152323510 152323510 Good
v 8 Documents 3 SenecaOPC UA Application  NS1iStrinalVi026 V1025 Ulnti6 15:23255%  1523255%  Good

[ Data Access View

eoe

IAddress Space B x
5 |NoHighlight
@ vionn ~
@ vioz
@ viou
@ viots
@ viots
@ vior?
@ viote
@ viote
@ vie
@ vioo
@ vion
@ viz
a v
@ vios
@ vis
@ V06
@ iz
@ viozs
@ Vi
a v
@ Vi
@ vion
@ vioa
@ vios:
@ vioss

21.1.12 Users Configuration

By clicking on the “Users Configuration” link, in the “Basic Configuration” section, you come to the
following page:
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(DN Giciang - O *
[ Z-Passz x
& Cc |® 192.168.85.104:8080/users.php w :
®
©QSENECA -+»s
General Configuration Users Configuration [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

Metwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]

Serial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: running
Router Configuration
Users Configuration CURRENT UPDATED
FW Upgrads WEB ADMINISTRATOR
Conf. Management
Shared Memory Tag Conf. Username admin |Eldmir1 |
Tag Setup Password admin |Eldmir1 |
1E UET WEB GUEST
Mobile Configuration
Mebile Metwork Username guest |guest |
DDNS Configuration Password guest |gu est |
Digital VO
Digital IO Configuration FIP USER
Diagnostics

Username user |user |
FW Versicns

Password 123356 [123456 |

Ethernet Interfaces

In this page, you can change the “Web Administrator”, “Web Guest” and “FTP User” credentials, as
explained in the following table:

Field Meaning Default value

WEB ADMINISTRATOR/Username Username to access the web | admin
configuration site (full access)
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WEB ADMINISTRATOR/Password Password to access the web | admin
configuration site (full access)

WEB GUEST/Username Username to access the web | guest
configuration site, in “view-only mode”
(see paragraph 21.7.2)

WEB GUEST/Password Password to access the web | guest
configuration site, in “view-only mode”
(see paragraph 21.7.2)

FTP USER/Username Username to access the Device | user
FTP/SFTP site

FTP USER/Password Password to access the Device FTP/SFTP | 123456
site

For all the fields in this page, the following characters are allowed:
a-zA-720-9-_ [!1@S3 &*?2+{}<>;, 1.

each field can contain up to 100 characters.

The same rules apply to the other “Username” and “Password” fields of the web pages and to the “Tag
Name” field of the “VPN Configuration” page.

Please note that, after changing the Web Administrator credentials, a new login will be required to access
any page.

21.2 Mobile Configuration
21.2.1 Mobile Network

By clicking on the “Mobile Network” link, in the “Mobile Configuration” section, you come to the following
page:
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() (EheEmn - O *
_/ [ z-pass2 b \\
& [ @ 192.168.85.104:5080/mabile_network.php T :
(S) SENECA 2+
General Configuration Mobile Network [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Serial Ports
G Configuration Internet Accesa: Ethernet
Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: running

Router Configuration

Users Configuration
FW Upgrade
Conf. Management

Shared Memory Tag Conf. 8342 8342 |
Tag Setup
Tag View

Automatic | Automatic v |

Mobile Configuration

_ £2U22“TGSI;I'I'IM | Operator list not available ¥ |
DDNS Configuration
Digital YO
Digital IO Configuration
Diagnostics OFF
FW Versicns Automatic

Ethernet Interfaces

ibox.tim. it libox.tim.it

user |US€T |
pass |pass |

www.google.com |www.guogle.cum

&
e
o
(o
w
S
=
=
o
=
=
m
£
5
=
o
G
m
=
=}
T
m
:
o
A
-
o
=

The above figure shows the “Mobile Network” page for Z-PASS2.
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(SN Giovang]| - d s
_/ [ Z-Pass2 X \\
& [ @ 192.168.85.105:5080/mabile_network.php T :
@ SENECA  =+=:
General Configuration Mobile Network [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: 1231B02SIM5350E]
Network and Services
MAGC Address: C8FA81160002 [IMEI: 862264020406715] [IMSI: 222101600227889]
Serial Ports
G Configuration Internet Access: Ethernet
Real Time Clock Setup Modbus Ethernet to Serial Gateway: running
VPN Configuration Router: disabled

Router Configuration

Users Configuration

P Dpereae - sm
Conf. Management —
Mohile Configuration _ 8342 |3342 |
bt o cometon
DDNS Configuration I —————
i I
Ethsmnet Interfaces _ ibox.tim.it libox.tim.it |
D - |
O |

T
-
©
L
w
=
=
=
o
@
=
m
£
=
=
w

In this page, you can change the parameters related to the Mobile Network, as listed in the following table:
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Field Meaning Default value
SIM/PIN (if required by SIM) PIN needed to unlock the SIM card, if | 1234

PIN locking functionality is enabled on

it19
Operator Selection/Mode This parameter tells if the modem shall | Automatic
(only on Z-PASS2) select the Mobile Network Operator:

- automatically
(Mode=Automatic)

- as selected by the user
(Mode=Manual)

- reverting to “automatic” mode,

I”

if “manual” selection fails (Mode

= Manual/ Automatic)

Operator Selection/Operator This parameter contains the list of the | “[22201] I TIM (UMTS)”
(only on Z-PASS2) Mobile Network Operators currently

available, that is detected by the

modem.

The list items are strings with the

following format:

- the MCC+MNC? code in square
brackets (e.g.: “[22201]")

- the string identifying the
operator (e.g.: “I TIM”)

- the access technology, that is
“GSM” or “UMTS”, in brackets

This list is initially empty: it shall be filled

by clicking on the “GET OPERATOR LIST”

button.

Data Connection/Enable Flag to enable/disable the Mobile | OFF
Network connectivity

Data Connection/APN Mode This parameter tells if the APN and | Automatic

related parameters are automatically
retrieved (based on SIM IMSI)
(Mode=Automatic) or the values given
in this page are used (Mode=Manual).
When APN Mode = Automatic, APN,
Authentication Type, Username and
Password parameters are disabled.

Data Connection/APN Access Point Name, as given by the | ibox.tim.it

' please note that the procedure to enable/disable the PIN locking functionality on the SIM is not performed by the
Device.
2% MCC = Mobile Country Code, MNC = Mobile Network Code
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Mobile Network Operator

Data Connection/Authentication Type Type of authentication required; | None

possible values are: “None”,
“CHAP/PAP”, “CHAP only”, “PAP only”

Data Connection/Username Username needed for UMTS/GPRS | user

connectivity, as given by the Mobile
Network Operator; it may be empty, if
“Authentication Type” parameter is
“None”

Data Connection/Password Password needed for UMTS/GPRS | pass

connectivity, as given by the Mobile
Network Operator; it may be empty, if
“Authentication Type” parameter is
“None”

Data

Testing IP Address (if empty, testing is | check, by means of “ping” packets, if the
disabled) mobile connection is actually working; if

Connection/Ping  Connection | FQDN or IP address used to periodically | www.google.com

the field is lefty empty, the check is not
performed.

It is important to note that the FQDN or
IP address specified must be reachable
from the Z-PASS mobile network,
otherwise the Z-PASS will detect that
the mobile connection is not working

and will drop it.

In the “Mobile Network” page, when you click on the “SHOW MOBILE STATUS” button, a new section
appears, named “Mobile Status”, showing:

the SIM/PIN Status; if an error in PIN setting has occurred or PUK/PUK2 setting is needed, this
status is shown in red color

the number of remaining attempts for PIN setting; when this value is less than 3 (shown in red

color), it means that PIN setting has failed, that is the configured PIN value is wrong

the radio “Signal Level”, in the range [0..7]

the selected operator (only for Z-PASS2)

the GSM “Registration Status”

the Mobile Network “Connection Status” (i.e.: “Disconnected” or “Connected”)

the IP address assigned to the Mobile Network interface when connected, the “dummy” IP address
“0.0.0.0” when disconnected

the number of packets/bytes received from the Mobile Network interface, when connected; “0/0”
when disconnected

the number of packets/bytes sent to the Mobile Network interface, when connected; “0/0” when
disconnected

as shown in the following couple of figures:
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_/ [4 Z-Pass2

x \ W

(N Giovann

«  C [G) 192.168.85.104:3080/mobile_network.php?showinfo=1

a #| | o

SSENECA ==

General Configuration
Main View

Metwork and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration

Router: running

Mobile Network [user: admin] [logout]

Internet Access: Ethernet
Modbus Shared Memory Gateway: running

Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Users Configuration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Sefup

Tag View

Mobile Configuration

DDME Cenfiguration
Digital 110

Digital L'C Configuration
Diagnostics

FWW Versions

Ethernet Interfaces

I||‘|‘]“I“| ‘
B

:

:

matic

[22201] 1 TIM

(UMTS)

:

matic

P i
:

i

8342

| Operator list not available v |

OFF v
Automatic

ibox_tim.it |

|I.ISBI' |

lpass |

www.google.com |ww.gougle.mm |

APPLY || HIDE MQEILE STATUS | GET OPERATOR LIST |

PIN required

3

5

"wodafone IT" (UMTS)
Registered (home network)
Disconnected

0.0.0.0

o/

o/

45.37421,11.94562 [Mag]
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_/ [4 Z-Pass2

x \ W

(N Giovann

«  C [G) 192.168.85.104:3080/mobile_network.php?showinfo=1

a #| | o

SSENECA ==

General Configuration Mobile Network [user: admin] [logout]

[SETYET Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Network and Services

T MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Gateway Configuration Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Canfiguration Router: running

Router Configuration

Users Configuraton . oumewr | A

P Upgrace S ow

reres ooy © | e g a2 |

8hared Memory TagConfé, -~ 0~~~

Tag Setup . OperstorSelection

Tag View D o Avtomatie

Mobile Configuration [22201] 1 TIM - -

DDNS Goniiguration ~ DatsComnection

Digita 10  Enaleon

Dighal 10 Corguaton. [ AP ode Automati

e S mNeeumt pocimi |

FW Versions
[ Auwhentication Type None

Ethernet Interfaces
o teemmenee = |
L e = |
L e |

APPLY || HIDE MQEILE STATUS | GET OPERATOR LIST |

PIN required

3

5

"wodafone IT" (UMTS)
Registered (home network)
Connected

10.211.101.167

6/65

6/98

45.37421,11.94562 [Mag]
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As shown in the above figures, only for Z-PASS2, the last row of the “Mobile Status” gives the “GPS
Location” as Latitude, Longitude values; clicking on the Map link, the Google Maps™ on the current
position are shown.

f \ (S NGiovanni - O ®
/B 4572227.0°N 11°56'44.1 x
« > C | @ Sicuro | https)//www.google.com/maps/place/45722'27.0"N+11°56'44.1"E/@45.3741667,11.943394.., 1}| :
P —
v g 1z
45°22'27.0'N 11°56'44.1°E 4| é’ HH
= =
© unistara
Cogne Acciai
(o) Speciali SRL o

Etichettificio Antoniano

&
= Lighting Store
&
=) @ Sicom S.r.|
<
i
-y

padova Packaging Electronics Store o

o CAEL s.r.|

© Full Spot

45°22'27.0'N 11°56'44.1"E
ok Store
45374167, 11.945583 irecti a Libri S.R.L

g
o T
< ‘0
2 =) Eterno |
Ly by L <
* ® a < P, =~ @ Krupps SRL o
nfa = =
SAVE NEARBY SEND TO YOUR SHARE
PHONE Vig ”
“striy 5
. =
A I”*’é‘,qa T
°+ Add a missing place & Slrig &
g Valcom's S.p.4
(<]
& Lo
A .
/ ,
E? Officina 3 | Global o
& Apparel Branding =
Jofa
¥ O
o
A
o
]
$
&
o5
o
Ny
[ ]
+
2
Satellite ﬁ
Gooale
Map data ©2017 Google United States  Terms 200t e
www.geogle.it/maps  Send feedback
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If the GPS signal is not available, the “GPS Location” row contains the string “Not fixed” and the Map link is

not shown.

The following figure shows the situation when an error in PIN setting has occurred, due to a wrong value of

the PIN parameter.
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_/ [4 Z-Pass2

x \ W

() (EheEmn - O

«  C [G) 192.168.85.104:3080/mobile_network.php?showinfo=1

a #| | o

SSENECA ==

General Configuration
Main View

Metwork and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration

Router: running

Mobile Network [user: admin] [logout]

Internet Access: Ethernet
Modbus Shared Memory Gateway: running

Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Users Configuration

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Sefup

Tag View

Mobile Configuration

DDME Cenfiguration
Digital 110

Digital L'C Configuration
Diagnostics

FWW Versions

Ethernet Interfaces

I||‘|‘]“I“| ‘
B

:

£
1

[22201] 1 TIM

(UMTS)

£
|

ibox.tim.it

g
A

i

11234

| Operator list

not available v |

OFF v

Automatic

o _tim. it

|I.ISBI'

pass

www.google.com |ww.gougle.mm |

APPLY || HIDE MQEILE STATUS | GET OPERATOR LIST |

=

No operator
Searching for network
Disconnected

0.0.0.0

0/0

0/0

Mot fixed
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It should be noted that, when the PIN is set during procedures automatically performed by the Z-PASS
firmware, if the number of remaining attempts is 1, no more attempt is done to avoid blocking the SIM.

You can refresh the Mobile Network status, by clicking on the “REFRESH” button.
You can hide the “Mobile Status” section, by clicking on the “HIDE MOBILE STATUS” button.

As already told above, the “GET OPERATOR LIST” button lets you retrieve the list of the operators currently
available, that is detected by the modem (only on Z-PASS2).

When you click on the button, the following page is shown.
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General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Caonfiguration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mobile Nehwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Shared Memory Tag Conf.

() (EheEmn - |
[y Z-Pass2 X
&« & ‘ @ 192.168.85.104:5080/mabile_network_scan.php T
@
©SENECA =+-=

Mobile Network [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Ethernet

Modbus Shared Memory Gateway: running

Router: running

Start retrieving operator list, please wait...

(this will take some minutes)...

Tipically, it takes about 1 minute to get the list, so the page shows the number of seconds elapsed.
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General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Caonfiguration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mobile Nehwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Shared Memory Tag Conf.

Mobile Network [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Ethernet

Modbus Shared Memory Gateway: running

Router: running

Operator list retrieval in progress, please wait...

{15 seconds elapsed)

(SN Giovanni — O X
[ z-Pass2 x
& c ‘@ 192.168.85.104:5080/mobile_network_scan.php w :
i}
©SENECA 2+

When the procedure is completed, the following page is shown.
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(SN Giovanni — O *
[ z-Pass2 x
& c |® 192.168.85.104:3080/maobile_network_scan.php w :
i}
©SENECA 2+
General Configuration Mobile Network [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metweork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Serial Ports

' ) Internet Accesa: Ethernet
Gateway Configuration

Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: running

Router Configuration

Users Configuration

Operator list successfully retrieved [
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mobile Nehwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

After some seconds, the page automatically evolves to the “Mobile Network” page, with the operator list
filled, as shown in the following figure.
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General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Caonfiguration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View
Mobile Configuration

DDNS Configuration
Digital YO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Shared Memory Tag Conf.

Mobile Network [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Ethernet

Modbus Shared Memory Gateway: running

Router: running

() Goerd = — m| X
_/ [ Z-pass2 x\\
C [G) 192.168.85.104:8080/mobile_network.php 4 :
(S)SENECA

g
=]
L
=
3]

Automatic | Automatic v |

[22201]1 TIM [22210] vodafone IT (GSM)
[22210] vodafone IT (GSM)

(UMTS)

[22210] vodafone IT (UMTS)
[22201] I TIM {GSM)

OFF [22250] unknown (UMTS)
[22288] | WIND (UMTS)

Automatic [22288] | WIND (GSM)
ibox.tim.it [22299] 3 ITA (UMTS)
(22201]1 TIM (UMITS)
None TV
user |u5€r |
pass |pass |

www.google.com |www.guogle.cum |

&
e
o
(o
w
S
=
=
o
=
=
m
£
5
c
o
G
m
=
=}
T
m
:
o
A
-
o
=

You can choose an operator from the list, to perform “Manual” or “Manual/Automatic” selection.

MI00380-35

151




USER MANUAL - Z-PASS1/Z-PASS2

21.2.2 DDNS Configuration

By clicking on the “DDNS Configuration” link, in the “Mobile Configuration” section, you come to the
following page:
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(1) Ehowernd — a X

_/ [ Z-Pass2 b \\

<« C [ (@ 192.162.85.104:8080/ddns_conf.php w i

@

©SENECA  zos=

General Configuration DDNS Configuration [user: admin] [logout]

Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Network and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Serial Ports

Gat Configuration Internet Accesa: Ethernet

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Caonfiguration

Router Configuration

Users Configuration

FW Upgrade

Conf. Management

Shared Memory Tag Conf.
Tag Setup

Tag View
Mobile Configuration
Mobile Metwork

Digital YO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

In this page, you can set the parameters related to the Dynamic DNS service, as listed in the following table:
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Field Meaning Default value

Type Type of Dynamic DNS service; None
possible values are:
- None

- dyndns.it

- dyndns.org

- no-ip.com

Hostname The hostname provided with the service | empty
subscription

Username The username provided with the service | empty
subscription

Password The password provided with the service | empty

subscription

The parameters shall be set according to the DDNS service subscription; an example is given in the
following figure.
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[ Z-Pass2 x

& c | @ Non sicuro | 192.168.85.104:8080/ddns_conf.php

LB

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Uszers Configuration
FW Upgrade

Conf. Management

Tag Setup
Tag View
TCP Servers
Mobile Configuration
Meabile Network

Digital VO Configuration
Digital O Configuration
Logic Configuration
SMS Configuration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces
Data Logger (SD found)
General Settings

Group Configuration
5D File Manager

Shared Memory Tag Conf.

|zpass. ddns.net |

|zpass_usr |

|zpass _psw |

When an IP address assigned to the Mobile Network Interface has been bound with the hostname, the
“DDNS Update Status” section appears like in the following figure.
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Conf. Management
Shared Memory Tag Conf.
Tag Setup

dyndns.it dyndns.it ¥

zpasstesti.ns0.it |2passtest1.nsl]_il

Tag View
Mobile Configuration
Mobile Metwork

Digital YO
Digital IO Configuration
Diagnostics

FW Versi
‘ersions good

91.80.6.100

Ethernet Interfaces

(1) Ehowernd — a X

_/ [3 z-pass2 x \\

&« & [ @ 192.168.85.104:5080/ddns_conf.php T :

@

©SENECA  =+ss=:

General Configuration DDNS Configuration [user: admin] [logout]

Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metweork and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Serial Ports

G Configuration Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

e Cotuton [ RN 1 GABAES

FW Upgrade
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21.3 Shared Memory Tag Configuration

When the “Modbus Shared Memory/Enable” parameter, in the “Gateway Configuration” page, is set to
“ON”, in the left side menu, a new section named “Shared Memory Tag Configuration” is available,
containing three links, as shown in the following figure.

General Configuration
Main View

Metweork and Services
Serial Portz

Gateway Configuralion
Feal Time Clock Setup
VPM Caonfiguration
Router Configuration
Uszers Configuration

FW Upgrade

Caonf. Management

Shared Memory Tag Conf.
Tag Setup

Tag View

TCP Servers

Maobile Configuration
Mobile Metwork

DDOMNS Configuration
Digital VO Configuration
Digital 'O Configuration
Logic Configuration
SMS Configuration

Phonebook
Diagnostics
FW Versions

Ethermet Intedfacss

21.3.1 TCP Servers

By clicking on the “TCP Servers” link, in the “Shared Memory Tag Conf.” section, you come to the following
page:
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) @Ehpverni - O x
[ z-Pass2 x
&« c | @© 192.168.85.104:8080/mb_servers.php @ 1 ‘
c]
©SENECA 27+

General Configuration Modbus TCP Servers [user: admin] [logout]
Main View Firmware Version: SW003900 228 [Modem: UC20GQBR0O3A14E1G]
Network and Services MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237891]
Serial Ports

y . Internet Access: Mobile

Gateway Gonfiguration
Real Time Clock Setup Gateway: running
VPN Configuration Router: running
Router Configuration
U Gonfi il

=e1= Boriguistion ADD MODIFY DELETE
FW Upgrade
Conf. Management
W e o
Tag Setup
- ZPASS2_105 192.168.105.101 5000 100 0

oY 2 ZPASS?_106 192.168.106.101 1100 5000 100 0 16 16
TGP Servers

Mobile Configuration 3 ZKEY_83 192.168.85.83 502 500 100 0 16 16
T —— 4  ZPASS2S_103 192.168.107.101 502 5000 100 ] 16 16

DDNS Gonfiguration
Digital VO Configuration
Digital 'O Configuration
Logic Configuration
SMS Gonfiguration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

In this page, the list of the TCP Servers, used for Modbus Shared Memory Gateway functionality, is shown.

By clicking on the “ADD” button, a new TCP Server can be configured, as in the following figure.
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General Configuration
Main View

Network and Services
Serial Ports

Gateway Gonfiguration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Gonfiguration
FW Upgrade

Conf. Management

Tag Setup

Tag View

TGP Servers

Mobile Configuration
Mabile Network

DDNS Gonfiguration
Digital VO Configuration
Digital 'O Configuration
Logic Configuration
SMS CGonfiguration
Phonebook
Diagnostics

FW Versions

Ethernet Interfaces

Shared Memory Tag Conf.

Modbus TCP Servers [user: admin] [logout]

Firmware Version: SW003900_228 [Modem: UC20GQBR03A14E1G]
MAC Address: C8F29811B0000 [IMEI: 861075026666172] [IMSI: 222101600237891]

Internet Access: Mobile
Gateway: running

Router: running

[ORGiovann] -
[ z-Pass2 x
&« C | @ MNonsicure | 192.168.85.104; b_servers_maod.php?id=0 @ ¥
@
©SENECA ===

CURRENT UPDATED
Modbus TCP Server
Name NEW_SERVER
IP Address 192.168.85.101
TCP Port 502 502
Timeout (ms) [10-10000] 5000 5000
Delay between Polls (ms) [10-1000] 100 100
Read/Write Retries [0-10] 0 0
Multiple Read Max Number [1-32] 16 16
Multiple Write Max Number [1-32] 16 16

APPLY

The following table explains the meaning of the parameters related to a TCP Server.

Field Meaning Default value
Name Mnemonic name of the TCP Server empty
This name is used to identify the TCP
Server in the “Tag Setup” and “Tag
View” pages.
IP Address IP Address of the TCP Server empty
TCP Port Modbus TCP Server port 502
Timeout (ms) [10-10000] Connection/Response  timeout  for | 5000
Modbus TCP requests, in milliseconds
Delay between Polls (ms) [10-1000] Interval between Modbus TCP requests, | 100
in milliseconds
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Read/Write Retries [0-10] Maximum number of retries for Modbus | 0
TCP requests; this always applies to
write requests; for read requests, it
applies only to tags with “Gateway Tag

Mode”="BRIDGE" (see 21.3.2.1
paragraph)
Multiple Read Max Number [1-32] Maximum number of Modbus registers | 16

that can be read in a single Modbus TCP
request; this is used to reduce the
number of read requests sent over the
TCP  connection, thus performing
optimization

Multiple Write Max Number [1-32] Maximum number of Modbus registers | 16
that can be written in a single Modbus
TCP request; this is used to reduce the
number of write requests sent over the
TCP  connection, thus performing
optimization

A maximum of 25 TCP Servers can be configured; so, when trying to add the eleventh server, the following

error message is shown.
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General Configuration
Main View

Network and Services
Serial Ports

Gateway Gonfiguration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Gonfiguration

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

TGP Servers

Mobile Configuration
Mabile Network

DDNS Gonfiguration
Digital VO Configuration
Digital 'O Configuration
Logic Configuration
SMS Gonfiguration
Phonebook
Diagnostics

FW Versions

Ethernet Interfaces

Modbus TCP Servers [user: admin] [logout]

Firmware Version: SW003900_228 [Modem: UC20GQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237891]
Internet Access: Ethernet

Gateway: running

Router: disabled

Max number of servers reached ! Modbus TCP Server not added.

) e - O
[ z-Pass2 x
&« c |® 192.168.85.104:3080/mb_servers_save.php?act=savelid=0 @ fr‘
a®
©SENECA =ree=:

Selecting a TCP Server in the list and clicking on the “MODIFY” button, you can modify the TCP Server

parameters, as in the following figures.
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/[ z-pass2

c | @© 192.168.85.104:8080/mb_servers.php

@SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Gonfiguration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Gonfiguration
FW Upgrade

Conf. Management

Tag Setup

Tag View

TGP Servers

Mobile Configuration
Maobile Netwark

DDNS Gonfiguration
Digital VO Configuration
Digital 'O Gonfiguration
Logic Configuration
SMS Gonfiguration
Phonebook
Diagnostics

FW Versions

Ethernet Interfaces

Shared Memory Tag Conf.

Z-PASS2

Modbus TCP Servers [user: admin] [logout]

Firmware Version: SW003900_228 [Modem: UC20GQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237891]
Internet Access: Mobile

Gateway: running

Router: running

ADD

ZPASS2_105 192.168.105.101 5000 100
2 ZPASS2_106 192.168.106.101 1100 5000 100 0

4  ZPASS2S_103 192.168.107.101 502 5000
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) @Ehpverni - O x
_/ [ Z-pass2 x\\ A
&« (¢} IG) Non sicuro | 192.168.85.104:8080/mb_servers_mod.php?id=12 ¥
®
©SENECA =ree=:
General Configuration Modbus TCP Servers [user: admin] [logout]
Main View Firmware Version: SW003900 228 [Modem: UC20GQBRO3A14E1G]

Network and Services

MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237891]
Internet Access: Mobile

Serial Ports

Gateway Gonfiguration
Real Time Clock Setup
VPN Configuration

Digital VO Configuration
Digital Y0 Configuration
Logic Configuration
SMS Gonfiguration

Router Configuration
Users Gonfiguration S eummewr oA
FW Upgrade
Conf. Management
Shared Memory Tag Conf. |ZKEY—83 |
Tag Setup 192.168.85.83
T U
TGP Servers
400
Mobile Configuration
Mobile Network
DDNS Gonfiguration CHE

Phonebook
Diagnostics
FW Versions

Ethernet Interfaces

Finally, selecting a TCP Server in the list and clicking on the “DELETE” button, you can remove it from the
configuration.

21.3.2 Tag Setup

This page is used to configure the Modbus Shared Memory Gateway tags.
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Conf. Management

- O
[} Z-passz x  +
&« C @ Nonsicuro | 192.168.85.104:8080/mbgw tag_setup.php b e
®
Basic Configuration Gateway Tag Setup [user: admin] [logout]
ST Firmware Version: SW003900_240 [Modem: UG20GQBR0O3A14E1G]
Network and Ssrvices
MAG Address: C8F9811B0000 [IMEIL: 861075026666172] [IMSI: 222101600239291]
Serial Ports
Digital 10 Configuration Internet Access: None
Real Time Clock Setup Gateway: running [Data Logger: running]
Gatewsy Cenfiguration Router: disabled
VPN Cenfiguration
Router Configuration Scegli file | Nessun file selezionato | Import tag configuration | ‘ Export tag
Users Configuration
Mobile Configuration ADD MODIFY DELETE
Motile Netwark
DDNS Configuration Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |
Sharsd Memory Tag Cont.
TCP Servers .
Tag Set
ag Setup
Tag View ENABLI
Alarms
Alarm Configuration HOLDING  16BIT LAST
P 1 1 ZPASS DI CUSTOM 1 AEBloTER UNGlNED ©  EMBEDDED 1 EMBEDDED 1 © JMbe © Vo OFF
2m Summary
HOLDING  16BIT LAST

e 2 2 ZPASS DO CUSTOM 2 R UneoNgp ©  EMBEDDED 1 EMBEDDED 1 o ymuE Vi OFF
Loglc Configuration 3 1 ZPASSDI1  CUSTOM 1 DISCRETE pooL 0 EMBEDDED 1 EMBEDDED 1 o AT V2 OFF
Phonebook
SMS Configuration 4 2 ZPASS DL2Z  CUSTOM 2 DSCRETE oo 0  EMBEDDED 1 EMBEDDED 1 o s Vi  OFF
Email Configurati

mal benfiguratien 5 3 ZPASS DL CUSTOM s DECAETE ool 0  EMBEDDED 1 EMBEDDED 1 o s V4 OFF
HTTP Configuration
Msssags Configuration 6 4 ZPASS D4 CUSTOM 4 DISCRETE mooL 0  EMBEDDED 1 EMBEDDED 1 o e Vs  OFF
jiizciContolrafon 7 1 ZPASS DO_1  CUSTOM 1 colL BOOL o  EMBEDDED 1 EMBEDDED 1 0 LAST Ve  OFF
Data Logger (SD missing) VALUE
General Settings s 2 ZPASS DO 2 CUSTOM 2 colL BOOL 0  EMBEDDED 1 EMBEDDED 1 N v OFF
D Transfer Gonf. asT
TP Tranter Gonf. o 3 ZPASS DO  CUSTOM 3 coiL BOOL o  EMBEDDED 1 EMBEDDED 1 o yAmuE Vs  OFF
Group Configuration 10 4 ZPASS_DO_4  CUSTOM 4 coiL BOOL 0  EMBEDDED 1 EMBEDDED 1 0 st ve  OFF
Maintenance
Ethernet Interfaces 11 10 GPS_ERROR  CUSTOM 1 JOLDING - 98T, ¢ EBEDDED 1 EMBEDDED 1 o s vio  OFF
[t 12 11 GPS_HOUR  CUSTOM 1 F’;‘éﬁgﬁé UNWEGIE:JED 0  EMBEDDED 1 EMBEDDED 1 0 vﬂﬂe Vi1 OFF =
FW Upgrade . ,

In this page, the following buttons (i.e. functionalities) are available.

Import tag configuration |

This button allows the user to upload a binary file containing the tag configuration to the Z-PASS; this file

shall have been exported from the “Microsoft Excel™ Template” (see 21.3.2.4 paragraph).

When a configuration is loaded which does not contain valid VIDs, the message “NOTE: HTTP POST have

been automatically set.” is shown (as in the above figure).

Export tag configuration |

This button allows the user to download a binary file containing the tag configuration from the Z-PASS; this

file can be imported into the “Microsoft Excel™ Template” (see 21.3.2.4 paragraph).

ADD

This button allows the user to add a new tag (see paragraph below); up to 2000 tags can be configured.
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This button allows the user to modify an existing tag (see paragraph below); the tag shall have been
previously selected, by clicking on the corresponding table row, as shown in the following figure.

= (m] X
[ z-Pass2 x 4+
C @ Nonsicuro | 192.168.85.104:8080/mbgw tag_setup.php ¥ G :
Basic Configuration Gateway Tag Setup [user: admin] [logout]
Summary Firmware Version: SW003900_240 [Modem: UC20GQBRO2A14E1G]
Network and Services
MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600239291]
Serial Ports
Digital 140 Configuration Internet Access: None
Real Time Clock Setup Gateway: running [Data Logger: running]
Gateway Configuration Router: disabled
VPN Configuration
Router Configuration Nessun file selezionato | Import tag configuration | ‘ Export tag confi
Users Configuration
Mobile Configuration
Mobile Netwerk
DDNS Configuratien Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE
Shared Memory Tag Coni.
TCP Servers
Tag Setup
Tag View
Alarms
Alarm Configuration HOLDING
— 1 1 ZPASS_DI  CUSTOM e EMBEDDED EMBEDDED e
jarm Summary
HOLDING  16BIT LAST
[T 2 2 ZPASS_DO  CUSTOM 2 UNSIENED EMBEDDED 1 EMBEDDED 1 O yape © Vi oFF
Logic Configuration 3 1 ZPASS DI1  CUSTOM 1 D'%C;EE BOOL 0 EMBEDDED 1 EMBEDDED 1 0 vﬂﬂs 0 V2 OFF
Phoneboek
$MS Configuration 4 2 ZPASS_DI2  CUSTOM 2 D"ELCPFE?E BOOL 0  EMBEDDED 1 EMBEDDED 1 0 VL:;_?JTE o w3  OFF
Email Configurat
SRR 5 5 ZPASS DI.3  CUSTOM 3 D'ﬁJCPFEEE BOOL o  EMBEDDED 1 EMBEDDED 1 o VL;;_?JTE o va  OFF
HTTP Cenfiguration
ez Bz [ 4 ZPASS D4  CUSTOM DISCRETE BooL 0 EMBEDDED 1  EMBEDDED 1 o AL o vs  oFF
Ruls Configurati
vie bonfiguration 7 1 ZPASS_DO_1  CUSTOM 1 colL BOOL 0 EMBEDDED 1 EMBEDDED 1 o T o we  oFF
Data Logger (8D missing) VALUE
General Settings & 2 ZPASS_DO_2  CUSTOM 2 coiL BooL 0 EMBEDDED 1 EMBEDDED 1 o S0 v orF
SD Transfer Gonf. ST
TP Transfer Gonf. ZPASS_DO_3  CUSTOM coiL BOOL EMBEDDED EMBEDDED VALE
CE ------------.-----
Maintenance
Ethernet Intsraces 10 GPS_ERROR  CUSTOM e soMn  ©  EMBEDDED 1 EMBEDDED 1 ViU ©° v
FW Versions HOLDING  16BIT LAST
— 12 1 GPS HOUR  CUSTOM N R Uneongp O EMBEDDED 1 EMBEDDED 1 o ymupe O v OFF -
Ipgrade . R
Conf. Management

This button allows the user to delete a tag; the tag shall have been previously selected, by clicking on the
corresponding table row.

21.3.2.1 Tag Creation/Modification

By clicking on the “ADD” or “MODIFY” button, you come to the following page.
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Z-PASS2

Gateway Tag Setup [user: admin] [logout]

Firmware Version: SW003900_290 [Modem: EC21EFAR02ZA03IM4G]
MAC Address: CBF9811B0001 [IMEI: 861108030033046]

Internet Access: Ethernet

Gateway: running [Data Logger: running (no group enabled]]

Router: disabled

Modbus protocol

]
=

[ f=1
= o
o
=
m
I '.

NONE

This parameter can be changed
OFF OFF ~ in "Alarm Configuration” page

TAG 27
CURRENT UPDATED
Equivalent to the address in the
HOLDING
SHARED
. NMALVALUED |
26 Corresponding to HTTP POST
variable | V26
IT READ OMLY = ON, tag value
OFF OFF = cannot be changed by means of

The following table describes the available parameters.

Field Meaning Default value
Gateway Tag Name Mnemonic name to identify the tag TAG
Gateway Modbus Start Register | Start Register Address of the tag 1
Address
Target Modbus Device Type of Modbus device: “CUSTOM” or | CUSTOM

one of the following Seneca devices:

"Z-D-IN"

"Z-10-D-IN"

"Z-D-OUT"

"Z-10-D-OUT"

"Z-D-10"

"ZC-24-DI"

"ZC-24-DO"
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"ZC-16DI-8DO"
"Z-4-Al-1"
"Z-8-Al-1"
"Z-3-A0"
"Z-4-TC"
"Z-8-TC"

"Z-203"
"Z-4RTD-2"
"Z-SG"
"Z-DAQ-PID"
"S-203T"
"S-203TA"
"ZE-4DI-2Al-2DO"
"ZE-2Al"
"Z-4DI-2AI-2D0O"
"S203TA-D"
"S203RC-D"
“Z-PASS-10”
“Z-PASS-GPS”

Target Resource

This field identifies a particular resource
(tag) on one of Seneca devices; possibile
values depend on the selected device, in
“Target Modbus Device” field; if that
field “CUSTOM”,
Resource” field is empty; when “Target

is set to “Target
Resource” field is set, “Target Modbus
Start Register Address”, “Target Modbus
Request Type” and “Target Register

Data Type” fields are automatically set

Empty

Target Connected To

This field identifies the serial port the
target device is connected to; possible
values are: COM1, COM2, COM4 (only if
the ports are configured as master),
INTERNAL or the Modbus TCP-IP Server
name.

The first available serial port,
that is the first port with “Task”
other than “None”

Target Modbus Station Address

Modbus Address of the target device

Target Modbus Start Register Address

Start Register Address of the tag on the
Modbus device

Target Modbus Request Type

Possible Modbus data types:
ColL

DISCRETE INPUT

HOLDING REGISTER

INPUT REGISTER

HOLDING REGISTER

Target Register Data Type

Possible data types:
16BIT SIGNED

16 BIT SIGNED
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16BIT UNSIGNED

32BIT SIGNED MSW

32BIT UNSIGNED MSW
32BIT SIGNED LSW

32BIT UNSIGNED LSW
32BIT REAL MSW

32BIT REAL LSW

64BIT UNSIGNED MSW
64BIT UNSIGNED LSW
64BIT SIGNED MSW

64BIT SIGNED LSW

64BIT REAL LSW

BOOL

For more information about the above
data types, see table below

Target Bit Index This parameter defines the position, in
the [0..16] interval, of the bit to be
extracted from the tag value.

0 means no bit shall be extracted and
the tag value shall be taken as a whole.
This parameter is meaningful only when
the tag “Target Register Data Type” is
set to “16 BIT UNSIGNED”

Gateway Tag Mode This field defines how the tag will be
handled by the gateway processes;
possible values are:
GATEWAY, BRIDGE, SHARED MEMORY
or EMBEDDED.

The difference between Gateway and
Bridge is that the Bridge tags are
updated only when requested.

SHARED MEMORY are tags that can be
written from Modbus RTU/Modbus TCP-
IP or from the Logic Rules. These type of
tags can be used also for the Calculated
Tags.

EMBEDDED
for embedded Digital 1/Os and GPS Info
tags (see next paragraphs)

Gain This field corresponds to the m
coefficient value in the

m*val + q
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formula applied to the val value read
from the device

Offset This field corresponds to the g factor | O
value in the

m*val + q

formula applied to the val value read
from the device

Initial Value This filed is available only if “Gateway | 0
Tag mode” is configured in “Shared
Memory” and define the TAG staring
value.

Error Mode This field defines which value is given in | LAST VALUE
the response to a Modbus (read)
request, when the value from the target
device is not available.

Possible modes are:

LAST VALUE: the last available value is
given

ERROR VALUE: the value specified in the
“ERROR VALUE” field is given

Error Value This field defines which value is given in | Empty
the response to a Modbus (read)
request, when the value from the target
device is not available and the “ERROR
MODE” field is set to “ERROR VALUE”

HTTP POST VID This field is used to build the “Variable | “V” + tag index, e.g. “V0” for the
ID” (VID) which identifies the tag in | first tag, “V1” for the second
HTTP POST requests (useful only when | and so on

HTTP POST protocol is enabled).

The VID string is given by “V” character
plus the number contained in the field

Read Only If selected the tag can only be written | DISABLED
from an external protocol (for example
Modbus RTU or TCP-IP) and not from a
logic rule.

Retain If selected the tag is saved in a retain | OFF
memory (feRAM), when you reboot the
device the last value is loaded from the

memory.
This option is available only for SHARED
MEMORY Tags.

Calculated Function Active only if Gatway Tag mode is | NONE

“Shared Memory”. Can be used for
calculate the MIN/MAX/AVG value of a
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tag.

Note that the calculation is enabled only
if the datalogger is enabled. The
calculation time is the acquisition time.

Alarm Enabled

This field is a read-only flag telling if an | OFF
alarm is defined for the tag (see “Alarm
Configuration” paragraph)

Data Type

Meaning

16BIT SIGNED

1 register, from -32768 to +32767

16BIT UNSIGNED

1 register, from 0 to 65535

32BIT SIGNED MSW

2 registers with the lowest address register holding the Most
Significant Word, from -2147483648 to +2147483647

32BIT UNSIGNED MSW

2 registers with the lowest address register holding the Most
Significant Word, from 0 to 4294967295

32BIT SIGNED LSW

2 registers with the lowest address register holding the Least
Significant Word, from -2147483648 to +2147483647

32BIT UNSIGNED LSW

2 registers with the lowest address register holding the Least
Significant Word, from 0 to 4294967295

32BIT REAL MSW 2 registers with the lowest address register holding the Most
Significant Word, Floating Point single precision (IEEE 754-2008)
32BIT REAL LSW 2 registers with the lowest address register holding the Least

Significant Word, Floating Point single precision (IEEE 754-2008)

64 BIT REAL LSW

4 registers, Floating Point double precision (IEEE 754-2008)

64BIT UNSIGNED MSW

4 with the lowest address register holding the Most Significant
Word, from 0 to 18446744073709551616

64BIT UNSIGNED LSW

4 with the lowest address register holding the Least Significant
Word, from 0 to 18446744073709551616

64BIT SIGNED MSW

4 with the lowest address register holding the Most Significant
Word, from -9223372036854775808 to +9223372036854775807

64BIT SIGNED LSW

4 with the lowest address register holding the Least Significant
Word, from -9223372036854775808 to +9223372036854775807

BOOL

1 Boolean Coil or Discrete Input register

The following figure shows the case when no serial port is used for Modbus Shared Memory Gateway and a
TCP Server named “Z-PASS2_SRV” is configured; so the possible values for “GATEWAY TAG MODE”

parameter are “GATEWAY” and “BRIDGE".
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CURRENT UPDATED
TAG |
Equival
1 | seneca
| CUSTOM v |
(7]
|ZPASS_SRV v |
L |
|1 s

'HOLDING REGISTER ¥ |
| 16BIT SIGNED v |
GATEWAY v

ERIDGE
SHARED MEMORY
EMBEDDED

LA S VAL " |

0

—
>
o
—
=X
<)
2
>
o0q
-
0q
c
=
o
(%)
>
[®]
3
(%]
—
>
o
0
Q
%]
o
3
>
[0}
>

“TARGET CONNECT TO” parmeter is “Internal” so the possible
values for “GATEWAY TAG MODE” parameter are “SHARED MEMORY” and “BRIDGE".

CURRENT UPDATED

TAG |

|‘1 | Equivalent t
Seneca doc

| CUSTOM v

(7]
INTERNAL v |
L |

|‘1 | Equivalent t
Seneca doc

'HOLDING REGISTER ¥ |
| 16BIT SIGNED v

EMBEDDED d
GATEWAY

BRIDGE

SHARED MEMORY
EMBEDDED

Correspond

aemmimbn e - Wl
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Some more explanations are needed for “Gateway Tag Mode” parameter.

Tags with Mode=GATEWAY are handled in the “classic” Modbus Shared Memory Gateway way, that is tags
are read periodically, even if no Modbus read request is received for those tags.

Tags with Mode=BRIDGE are read only when a Modbus read request is received for those tags.

Instead, for write operations, tags with Mode=GATEWAY and tags with Mode=BRIDGE are handled in the
same way, that is tags are written only when a Modbus write request is received for those tags.

The Mode=BRIDGE option is particularly useful for Modbus RTU devices with the “Fail Safe” feature
available for output lines, as for many Seneca devices; normally, those devices are designed to put their
output lines to “fail safe” value, when the connection to the master (e.g. a SCADA system) goes down; since
the criterion to detect the “connection failure” is that no Modbus (write and read) request is received, the
“fail safe” mode can’t be entered with “classic” gateway behaviour.

Tags with Mode=SHARED MEMORY are stored only in CPU memory, not in any device, so their values are
written/read only when a Modbus write/read request is received for those tags.

Tags Embedded are used for embedded I/O and GPS.

NOTE: all considerations related to requests received on the Modbus TCP/IP side identically apply to
requests received on a serial port configured as Modbus RTU Slave.

By clicking on the “APPLY” button, the tag is added/modified and the following page is shown.
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[% zZ-Passi/z-pass2 x +

C @ Nonsicuro | 192.168.85.105:8080/cgi-bin/wtag.cqi b+ ¢ @ :

@SENECA

Basic Configuration

Burnzy Configuration successfully changed.
Metwork and Services

Serial Ports

Digital /O Configuration ‘i’
Real Time Clock Setup

Gateway Configuration

VPN Configuration

Router Configuration

Users Configuration
Shared Memory Tag Conf.
Tag Setup

TCP Servers

Tag View
Alarms

Alarm Cenfiguration
Alarm Summary

Alarm History
Logic Configuration
Phonebook

SMS Configuration
Email Configuration
HTTP Configuration
Mezzage Configuration

Rule Configuraticn
Data Logger

General Settings
SD Transfer Conf.
FTP Transfer Conf.

Group Cenfiguration
Maintenance
FW Verzions

Ethernet Interfaces
FW Upgrade

Conf. Management

To let the Data Logger functionality work properly, the tag names shall be distinct; so if you add/modify a

tag and its name is already assigned to another tag, the following error message is shown.
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[% zZ-Passi/z-pass2 x +

C @ Nonsicuro | 192.168.85.105:8080/cgi-bin/wtag.cgi

@SENECA

Basic Configuration

Burnzy Tag name or VID already exists: configuration not changed.
Metwork and Services

Serial Ports

Digital /O Configuration
Real Time Clock Setup

Gateway Configuration

VPN Configuration

Router Configuration

Users Configuration
Shared Memory Tag Conf.
Tag Setup

TCP Servers

Tag View

Alarms

Alarm Cenfiguration
Alarm Summary

Alarm History
Logic Configuration
Phonebook

SMS Configuration
Email Configuration
HTTP Cenfiguration
Mezzage Configuration

Rule Configuraticn
Data Logger

General Settings
SD Transfer Conf.
FTP Transfer Conf.

Group Cenfiguration
Maintenance
FW Versions

Ethernet Interfaces
FW Upgrade

Conf. Management

¥

©

By clicking on the “OK” button, you go back to the “Gateway Tag Setup” page.

21.3.2.2 Tags for Embedded 1/0

Tags corresponding to the Z-PASS embedded digital I/Os, as shown in the following figure:
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B
(]
R
=]

CURRENT

UPDATED

TAG
1

Z-PASS-10 v

DIGITAL INPUTS v

DIGITAL QUTPUTS
DIGITAL INPUT 1
DIGITAL INPUT 2
DIGITAL INPUT 3
DIGITAL INPUT 4
DIGITAL QUTPUT 1
DIGITAL QUTPUT 2
DIGITAL QUTPUT 3
DIGITAL QUTPUT 4

Equiva
Senect

Equiva
Senecs

Depending on the value of the “TARGET RESOURCE” parameter, the other parameters are set to the values
shown in the following table:

TARGET RESOURCE

TARGET MODBUS RTU
START REGISTER ADDRESS

TARGET
REQUEST TYPE

MODBUS

TARGET REGISTER DATA
TYPE

DIGITAL INPUTS 1 (40001) HOLDING REGISTER 16BIT UNSIGNED
DIGITAL OUTPUTS 2 (40002) HOLDING REGISTER 16BIT UNSIGNED
DIGITAL INPUT 1 1(10001) DISCRETE INPUT BOOL
DIGITAL INPUT 2 2 (10002) DISCRETE INPUT BOOL
DIGITAL INPUT 3 3 (10003) DISCRETE INPUT BOOL
DIGITAL INPUT 4 4 (10004) DISCRETE INPUT BOOL
DIGITAL OUTPUT 1 1(1) CcolL BOOL
DIGITAL OUTPUT 2 2(2) ColL BOOL
DIGITAL OUTPUT 3 3(3) CoIL BOOL
DIGITAL OUTPUT 4 4 (4) ColL BOOL

You can easily check that these tags correspond to Modbus Registers defined in paragraph 21.1.6.1.1.

For these tags, other parameter values are fixed:
- TARGET MODBUS SLAVE STATION ADDRESS
- TARGET CONNECTED TO SERIAL PORT
- GATEWAY TAG MODE

1
EMBEDDED
EMBEDDED

The default configuration for Z-PASS1 and Z-PASS2 already contain tags for embedded 1/Os, as shown in the

following figure.
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General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Uszers Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

TCP Servers

Mobile Configuration
Meabile Network

DDNS Configuraticn
Digital VO Configuration
Digital O Configuration
Logic Configuration
SMS Cenfiguration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

Data Logger (SD missing)
General Settings

Group Configuration

Shared Memory Tag Conf.

Gateway Tag Setup [user: admin] [logout]

Firmware Verasion: SW003900_230 [Modem: UC20GQBRO3A14E1G]
MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222012200438015]

Internet Accessa: Ethernet

Gateway: running [Data Logger: running (no group enabled)]

Router: running

[Giovanuil — *
/D Z-PASS2 x\i \
& c |® 192,168.85.104:3080/mbgw_tag_setup.php H
@
©SENECA 772+

Scegli file | Nessun file selezionato

| Import tag configuration | | Export tag configuration

ADD IFY

Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |

zeass DI CTRSS
2 2 ZPASS_DO z-Pl,gss-
3 1 zpass D1 LTRSS
4 2 zeass DIz LTRSS
5 3 ZPASS_DI_3 Z'Pl’gs s
6 4 zPass DlLa  CTRSS
7 1 ZPASS_DO_1 Z-Plgss-
8 2 zpass Doz CFAS
9 8 zeass Dos  ZFRSS
10 4 ZPASS_DO_4 z-Plgs 5
11 10 GPS_ERROR  “EASY
12 1 GPS_HOUR Z-gﬁgs-

DIGITAL INPUTS

DIGITAL
OUTPUTS

DIGITAL INPUT 1
DIGITAL INPUT 2
DIGITAL INPUT 3

DIGITAL INFUT 4

DIGITAL QUTPUT
1

DIGITAL QUTPUT
2

DIGITAL QUTPUT
3

DIGITAL QUTPUT
4

GPS_ERROR

GPS_UTC_HH

HOLDING
REGISTER

HOLDING
REGISTER

DISCRETE
INPUT

DISCRETE
INPUT

DISCRETE
INPUT

DISCRETE
INPUT

CoIlL

COoIL

COIL

CoIlL
HOLDING
REGISTER

HOLDING
REGISTER

16B8IT
UNSIGMED

16BIT
UNSIGNED

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL
16B8IT
SIGNED

16BIT
UNSIGNED

EMBEDDED

EMBEDDED

EMBEDDED

EMBEDDED

EMBEDDED

EMBEDDED

EMBEDDED

EMBEDDED

EMBEDDED

EMBEDDED

EMBEDDED

EMBEDDED

P

El

El

El

El

El

El

El

El

El

El

El +

21.3.2.3 Tags for GPS Info (Z-PASS2)

Tags corresponding to the Z-PASS2 GPS are shown in the following figure:
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TAG 127

CURRENT

UPDATED
TAG
1

Z-PASS-GPS v

GPS ERROR v

GPS_ERROR
GPS_UTC_HH
GPS_UTC_MM
GPS_UTC_SS
GPS_DATE_DD
GPS_DATE_MM
GPS_DATE_YY
GPS_LATITUDE
GPS_LONGITUDE
GPS_HDOP
GPS_ALTITUDE
GPS_COG
GPS_SPKM
GPS_SPKN
GPS_FIX
GPS_NSAT

Equivale
Seneca

Equivale
Seneca

Correspi
variahle

ITREAD

Depending on the value of the “TARGET RESOURCE” parameter, the other parameters are set to the values
shown in the following table:

TARGET RESOURCE TARGET MODBUS RTU | TARGET MODBUS | TARGET REGISTER DATA
START REGISTER ADDRESS | REQUEST TYPE TYPE
GPS_ERROR 10 (40010) HOLDING REGISTER 16BIT SIGNED
GPS_UTC_HH 11 (40011) HOLDING REGISTER 16BIT UNSIGNED
GPS_UTC_MM 12 (40012) HOLDING REGISTER 16BIT UNSIGNED
GPS_UTC_SS 13 (40013) HOLDING REGISTER 16BIT UNSIGNED
GPS_DATE_DD 14 (40014) HOLDING REGISTER 16BIT UNSIGNED
GPS_DATE_MM 15 (40015) HOLDING REGISTER 16BIT UNSIGNED
GPS_DATE_YY 16 (40016) HOLDING REGISTER 16BIT UNSIGNED
GPS_LATITUDE 17 —20 (40017 — 40020) HOLDING REGISTER 64BIT REAL
GPS_LONGITUDE 21-24 (40021 - 40024) HOLDING REGISTER 64BIT REAL
GPS_HDOP 25—128 (40025 —40028) HOLDING REGISTER 64BIT REAL
GPS_ALTITUDE 29 —32 (40029 - 40032) HOLDING REGISTER 64BIT REAL
GPS_COG 33 —36 (40033 —40036) HOLDING REGISTER 64BIT REAL
GPS_SPEED_KM 37 —40 (40037 — 40040) HOLDING REGISTER 64BIT REAL
GPS_SPEED_KN 41— 44 (40041 — 40044) HOLDING REGISTER 64BIT REAL
GPS_FIX 45 (40045) HOLDING REGISTER 16BIT UNSIGNED
GPS_NSAT 46 (40046) HOLDING REGISTER 16BIT UNSIGNED

For these tags, other parameter values are fixed:
- TARGET MODBUS STATION ADDRESS
- TARGET CONNECTED TO
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- GATEWAY TAG MODE EMBEDDED

The default configuration for Z-PASS2 already contain tags for GPS information, as shown in the following
figure.

[Giovann O X
/ [ Z-Pass? x \i \
& c | @ 192.168.85.104:3080/mbgw_tag_setup.php ¥ H
@
General Configuration Gateway Tag Setup [user: admin] [logout]
Main View Firmware Version: SW003900_230 [Modem: UC20GQBRO3A14E1G]
Metwerk and Services
MAC Addreas: CBF9811B0000 [IMEI: 861075026666172] [IMSI: 222013200438015]
Serial Ports
Ttz Gt Internet Accessa: Ethernet
Real Time Clock Setup Gateway: running [Data Logger: running (no group enabled)]
VPN Configuration Router: running
Router Configuration
Users Configuration Scegli file | Nessun file selezionato | Import tag configuration | | Export tag configuration
FW Upgrade
Conf. Management ADD FY DELETE
Shared Memory Tag Conf.
Tag Setup Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |
Tag View . .
TCP Servers Z-PASS- HOLDING 16BIT 1
Mobi ) i 11 10 GPS_ERROR GPS GPS_ERROR 10 REGISTER SIGNED EMEEDDED 1 El
lobile Configuration
. Z-PASS- HOLDING 16BIT
Meabile Network 12 11 GPS_HOUR GPS GPS_UTC_HH 11 REGISTER UNSIGNED EMBEDDED 1 El
DDNS Configuration Z-PASS- HOLDING  16BIT
Digital /O Configuration @ = GPS_MINUTE  “gpg~ GPSUTCMM 12 pegigTeR unsignep EMBEDDED 1 EI
Digital O Configuration Z-PASS- HOLDING 16BIT
Logio Configuration 14 13 GPS_SECOND GPS GPS_UTC_8S 13 REGISTER UNSIGNED EMBEDDED 1 El
3 ) Z-PASS- HOLDING 16BIT
SMS Configuration 15 14 GPS_DAY GPS GPS_DATE_DD 14 REGISTER UNSIGNED EMBEDDED 1 El
Phonebook
Z-PASS- HOLDING 16B8IT
Diagnostics 16 15 GPS_MONTH GPS GPS_DATE_MM 15 REGISTER UNSIGNED EMEEDDED 1 El
FW Versions Z-PASS- HOLDING 16BIT
17 16 GPS_YEAR GPS GPS_DATE_YY 16 REGISTER UNSIGNED EMBEDDED 1 El
Eihemet Interfaces Z-PASS HOLDING 64BIT
Data Logger (SD missing) 18 17 GPS_LATITUDE GPS GPS_LATITUDE 17 REGISTER REAL EMEEDDED 1 El
General Settings
Z-PASS- HOLDING 64BIT
19 21 GPS_LONGITUDE GPS_LONGITUDE 21 EMBEDDED 1 El
Group Configuration - GPS - REGISTER REAL
Z-PASS- HOLDING G4BIT
20 25 GPS_HDOP GPS GP3_HDOP 25 REGISTER REAL EMBEDDED 1 El
Z-PASS- HOLDING 64BIT
21 20 GPS_ALTITUDE GPS GPS_ALTITUDE 20 REGISTER REAL EMEEDDED 1 El
Z-PASS- HOLDING G4BIT
22 33 GP5_COG GPS GP5_COG 33 REGISTER REAL EMBEDDED 1 El
Z-PASS- HOLDING 64BIT
23 37 GPS_SPEED_KM GPS GPS_SPKM 37 REGISTER REAL EMEEDDED 1 El
Z-PASS- HOLDING G4BIT
24 41 GPS_SPEED_KMN GPS GPS_SPKN 41 REGISTER REAL EMBEDDED 1 El 4
] »
] »

21.3.2.4 Microsoft Excel™ Template for Tag Setup
Another way to create the tag configuration is by means of the “Microsoft Excel™ Template” provided by
Seneca, shown in the following figure.
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@E-~-s ZPASS_gatewsy file build_from_Excel_reviladsm - Microsolt Excel - =] x
I o | oesi  lpovtdipagine  Fomuie  Dall  Revsone  Visuslza  Camonentiaggiunini  Teom f@o@n

“j & Tagie cann Ay Smlm @ Sewaan Testo - ﬁ i Normale Neutrale Valore nonv..| Valorevalido | [Galcole | © e K (W] ;5"’""""“’”""" %r o
4a copia - = . - Riempimento -
o ace-m- & A nsc st cinns + @+ % w0 33 21 Coommasons oy | Colocotlegors AT [ ota Gt - | ek e rormse o one
21 copia tormato &-| B A- EEE e E B %o A [oput l I ]/<)| e cimea Fomets | et - - selesioas-
Appunt . Canttere s Aneamento 2| amen s sun cete Mogitica

3 & J« | EMBEDDED

file...

™ VALUE qVALUE ERRORMODE  ERRORVALUE  HTTP POSTVID Importcal
file...

SE,

1 ] LASTVALUE
1 [ LasTvALE "
1 [ LasTvAWE "
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The tag configuration in the Excel sheet can be exported by clicking on the “Export CGl file...” button; the
exported binary file can be uploaded to the Z-PASS, by means of the “Import tag configuration” button in
the “Tag Setup” page (see 21.3.1 paragraph).

Conversely, the tag configuration created by means of the web page can be imported into the Excel sheet
by clicking on the “Import CGl file...” button.

The sheet columns correspond to the parameters in the “Tag Setup” page; please, see 21.3.2.1 paragraph
for their meanings.

21.3.3 Tag View

The “Gateway Tag View” page shows the tag values in real-time, as shown in the following figure.
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[ z-pass2 x  + = ] X
& C @ Nonsicuro | 192.168.85.104:8080/mbgw_tag_view.php v o :
®
©SENECA 77+
Basic Configuration Gateway Tag View [user: admin] [logout]
Summary Firmware Version: SW003900_240 [Modem: UC20GQBRO3AT14E1G]

Network and Services

E— MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600239291]
erial Ports

Digital 'O Configuration Internet Accesa: None

Real Time Clock Setup Gateway: running [Data Logger: running]

Gateway Configuration Router: disabled
VPN Configuration

Router Configuration

Data Logger: | START || STOP || CLEAN CACHE |

Users Configuration
Mobile Configuration
Mobile Network

DDNS Configuration N
Shared Memory Tag Conf. ANALOG
TCP & ALARM DANGER
eners Hl nnl.
Tag Setup
1 -

Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |

HOLDING 16BIT 0612/2018
Tag View ZPASSDI ' REGISTER UNsiGNED  ° 140613 402381 NONE  NONE | CHANGE
Alarms HOLDING  16BIT 06/12/2018
Alarm Configuration 2 ZPASS_DO 2 REGISTER UNSIGNED ° " 140513403043 NONE  NONE | CHANGE
DISCRETE 068/12/2018
Al Si -
arm Summary 3 ZPASS_DI_1 1 INPUT BOOL (] 14:05-17 403202 NONE  NONE
Alarm History .
DISCRETE 06/12/2018
Logic Configuration 4 ZPASS DIz 2 INPUT S00L o R 14:05:13.403535 NONE — NONE
Phonebock DISCRETE 0612/2018
. . 5 ZPASS_DI_3 3 INPUT BOOL (] - 14:05:13 403781 NONE  NONE
SMS Configuration
DISCRETE 068/12/2018
Email Configuration [} ZPASS_DI_4 4 INPUT BOOL v} - 14:05:13 403817 NOMNE  NOMNE
HTTP Configuration 08/12/2018
. - 7 ZPASS_DO_1 1 COIL BOOL (] - 14:05:13 404061 NONE  NONE CHANGE
Meszage Configuration )
06/12/2018
RUSConhauanon 8 ZPASS_DO_2 2 COIL BOOL (] - 14:05-13.4042g17 MONE  NONE CHANGE
Data Logger (SD missing) 08/12/2018
] ZPASS_DO_3 3 COIL BOOL (] - NONE  NONE CHANGE
General Settings - = 14:05:13.404442
068/12/2018
SD Transfer Conf. 10 ZPASS_DO_4 4 COIL BOOL (] - 140513 a0a717 MONE  NONE CHANGE
FTP Transfer Conf. [y
HOLDING 16BIT 0612/2018
Group Configuration 1 GPS_ERROR 10 REGISTER SIGNED -1 - 14:05-13 404762 NONE  NONE CHANGE
Maintenance HOLDING 16BIT . -
12 GPS_HOUR 1 REGISTER UNSIGNED  ° NONE  NONE CHANGE
Ethernet Interfaces HOLDING 1eBIT
FW Versions 13 GPS_MINUTE 12 BERISTER MSIEMED o - - NONE ~ NONE CHANGE | ~

FW Upgrade

Conf. Management

The “Data Logger” buttons can be used to:
- start the Data Logger functionality, if it is stopped;
- stop the Data Logger functionality, if it is running;
- clean the internal Data Logger cache (this will also stop the Data Logger).

The view is automatically refreshed.

As shown in the following figures, the “ALARM” column reports the status of the alarm defined for the tag,
if any; the “ANALOG DANGER ALARM” column has a similar behavior, but it is meaningful only for analog
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tags when, in the alarm configuration, the “Alarm Low Low Value” and “Alarm High High Value” thresholds
are defined (see paragraph “Alarm Configuration” 21.4.1).

O Z-passt x 4+ - O ®
&« C @ Nonsicuro | 192.168.85.103:8080/mbgw_tag_view.php ¥r e
fc}
©SENECA 2o
Basic Configuration Gateway Tag View [user: admin] [logout]
S Firmware Version: SW002900_240

Metwork and Services
MAC Addreas: GBF9811B0001

Serial Portz

Digital O Configuration Internet Access: None

Real Time Clock Setup Gateway: running [Data Logger: running]

Gateway Configuration Router: running
VPN Configuration

Router Configuration

Data Logger: | START || STOP || CLEAN CACHE |

Users Configuration
Shared Memory Tag Conf.

Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |

TCP Servers
Tag Setup N
Tag View
Alarms
Alarm Configuration
HOLDING  16BIT 0711212018
Alarm Summary 1 ZPASS DI ! REGISTER UNSIGNED | B 10:45:30. 708541 MONE  NONE CHANGE
Alarm History HOLDING  10BIT 07/12/2018
: S 2 ZPASS DO 2 REGISTER UNSIGNED ° © 1g4sseromzes NONE  NONE | CHANGE
Logic Configuration
Phanebook 3 ZPASS_DI_1 1 D'%CPFL‘EE BOOL 1 . 10_‘;2’_‘3%'27%‘9254 ALARM NONE
Email Configuration .
DISCRETE 0711212018
TP Confiouration 4 ZPASS_DI_2 z e BOOL 0 S s NONE  NONE
Message Configuration 5 ZPASS_DI_3 3 D'ﬁfPFL‘EE BOOL 0 - 10‘12"‘32'27%38891 NONE  NONE
Rule Configuration DISCRETE 07/12/2018
Data Logger (8D found) @ ZPASS D4 4 INPUT  BOO- 0 © 1passo7osgss NONE  NONE
SerEEl R 7 ZPASS_DO_1 : coiL BOOL 0 - alats . NONE  NONE [ CHANGE
SD Transfer Conf. o
07122018
. &  ZPASSDO2 2 colL  BoOL o S0 S < NONE  NONE | CHANGE |
Group Configuration 9 ZPASS_DO_3 3 coiL BOOL 0 . w%’:‘é’iﬂ]}gs& NONE NONE | CHANGE
5D File Manager o
h @ 071122018
Maintenance 10 ZPASS_DO_4 4 colL BOOL 0 S amBe0lD o NONE  NONE | CHANGE
Ethernet Interfaces
HOLDING  16BIT
e 11 TAGBT 1 1o OO eNED O FAL NONE NONE [ CHANGE |
FW Upgrade 12 TAG_BIT_2 102 SI?GL\[:’:!I'INE% UN1S?E:\T1ED 0 FAIL NONE NONE | CHANGE
Conf. Management
18 TAGBIT 15 108 [OLDING - MeBIT FAIL NONE NONE |CHANGE | ~
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= O X
[y z-Passi x +
< C @ Nonsicuro | 192.168.85.103:8080/mbgw._tag_view.php r 0O :
@
©SENECA 2+ss=
Basic Configuration Gateway Tag View [user: admin] [logout]
Summary Firmware Version: SW003900_232
MNetwork and Services
MAC Addresa: C8F9811B0001
Serial Ports
Digital IO Configuration Internet Access: Ethernet
Real Time Clock Setup Gateway: running [Data Logger: running]
Gateway Configuration Router: running
VPN Configuration
Router Configuration
Data Logger: | START || STOP || CLEAN CACHE |
Users Cenfiguration
Shared Memory Tag Conf.
e s— Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |
Tag Setup
10112/2018
Tag View 8 ZPASS_DO_2 2 colL BOOL 0 - ysboisasmess NONE NONE | CHANGE
Alarms 10/12/2018
Alarm Configuration [ ZPASS_DO_3 3 COIL BOOL 0 - 16-50:56.430073 NONE  NONE CHANGE
Alarm Summary 10 ZPASS_DO_4 4 colL BOOL 0 - 15-1;3:-1525:.31%12235 NONE NONE | CHANGE
Stz ATy HOLDING  16BIT
Logic Configuration 11 TAG_BIT_1 101 GEGISTER UNSIGNED  ° FAIL NONE NONE | CHANGE
Phonebook HOLDIMNG 16BIT
- - - 12 TAG_BIT_2 102 REGISTER UNSIGNED o FAIL - NONE  NONE CHANGE
Email Configuration
_ HOLDING 16BIT
HTTP Configuration 13 TAG_BIT_15 108 EEGISTER UNSIGNED  © FAIL NONE NONE | CHANGE
Message Configuration HOLDING 16BIT .
: - 14 TAG_BIT_16 104 REGISTER UNSIGNED 0 FAIL NOMNE  NONE CHANGE
Rule Configuration
Data Logger (SD found) HOLDING  16BIT 10112/2016  ALARM
a 15 ANALOGS16 201 praigTeR giGNED 1O OK  4550:55 240550 HIGH CHANCE
eneral Settings
SO Transfer Conf. HOLDING 32BIT 10/12/2018
16 ANALOG_FPaz 202 REGISTER REAL MSW 0 OK 15.50.56.240502 NONE  NONE CHANGE
FTP Transfer Conf.
HOLDING 16B8IT
Fraus CerfEsEeT 7 TAGBITIS 301 peqisTER UNSIGNED  ° FAIL NONE NONE | CHANGE
SD File M HOLDING 16BIT .
- _nlte lanager 18 TAG_BIT2_S 302 REGISTER UNSIGNED 0 FAIL NONE  NONE CHANGE
laintenance
HOLDING 16BIT
Ethernet Interfaces 19 TAG_BIT16_5 303 REGISTER UNSIGNED 0 FAIL NONE  NONE CHANGE
[Fil Szt 20 TAGE 6 coiL BOOL 0 FAIL NONE NONE | CHANGE
Fw U d
parace 21 TAGT 7 coiL BOOL 0 FAIL NONE NONE [ CHANGE
Conf. Management
22 TAGS 8 COIL BOOL o FAIL - NONE  NONE CHANGE -

Some notes are worthy about the “TAG READING STATUS” and “LAST REFRESH TIME” columns.

The possible “TAG READING STATUS” values depend on the “GATEWAY TAG MODE” value, in the following
way:

OK / FAIL for tags with Mode=GATEWAY
OK (BRIDGE) / FAIL(BRIDGE)  for tags with Mode=BRIDGE
- for tags with Mode=SHARED MEMORY or EMBEDDED

The timestamp in the “LAST REFRESH TIME” column is updated:
- onasuccessful (Master) read/write operation, for tags with Mode=GATEWAY | BRIDGE | EMBEDDED
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- on Modbus Shared Memory Gateway start and on a successful TCP or RTU (Slave) write operation,
for tags with Mode=SHARED MEMORY

[ Z-PASS1 / Z-PASS2 *®

= € | [} 192.168.85.104:8080/mbgw_tag_view.php w|E
.SENEBA Z-PASS1/Z-PASS2
General Configuration Gateway Tag View
LT CTE Firmware Version: SW003900_110 [Modem: 1231B02SIM5350E]
Metwork and Services
MAC Address: C8F981020242
Serial Ports
Gateway Configuration Internet Access: Ethernet
Real Time Clock Setup Modbus Gateway: running
VPN Configuration Router: disabled
Router Configuration
Users Configuration
Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE
FW Upgrade
Tag Configuration .
Gateway Tag Setup B
Gateway Tag View
Mobile Configuration
Mobile Network HOLDING  16BIT 12/11/2015
TAG REGISTER UNSIGNED 2°% 17:12:16.124270
HOLDING  16BIT 12112015
2 TAG2 2 REGISTER UNSIGNED  © OK 17:13:16.124289
HOLDING  16BIT 121112015
3 TAG3 3 REGISTER UNSIGNED (020 OK 17:13:16.124303
HOLDING  16BIT
4 TAG4 4 REGISTER UNSIGNED 3332  FAIL(BRIDGE) —
HOLDING  16BIT
5 TAGS 5 REGISTER Unsionep O FAIL(BRIDGE) — L]
HOLDING  16BIT
6 TAGE 6 REGISTER UnSioneD O FAIL(BRIDGE) —
HOLDING  16BIT 12102015
7 TAGT 7 REGISTER UNSIGNED ° - 17:09:50.285640
HOLDING  16BIT 12102015
& TAGE 8 REGISTER UNSIGNED  © - 17:09:50.285660
HOLDING  16BIT 12112015
g TAGS ®  REGISTER UNSIGNED  ° - 17:09:50.285671
32BIT
HOLDING 12102015
10 TAGTO 0 recisTer UNSSHED O - 17:09:50.285680
32BIT
HOLDING 12102015
" TAGT 2 Recister UNSONED O - 17:09:50.285690
e e .. HoLDiNg ...32BM__ 1212015 7
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In the above figure®!, the first three tags (Mode=GATEWAY) have been successfully read, so the “TAG
READING STATUS” column shows “OK” and the “LAST REFRESH TIME” column contains a valid timestamp.

The next three tags (Mode=BRIDGE) have not been read nor written yet, so the “TAG READING STATUS”
column shows “FAIL(BRIDGE)” and the “LAST REFRESH TIME” column does not contain a timestamp.

Finally, for the last tags (Mode=SHARED MEMORY), the “TAG READING STATUS” column shows “-“ and the
“LAST REFRESH TIME” column contains a valid timestamp that, in this example, corresponds to the Modbus
Shared Memory Gateway start time.

Just as an example, the tag configuration corresponding to the above figure is show below.

*! This and the following figures refer to an old FW release.
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[ Z-PASS1 / Z-PASS2 *®

€ - C' [} 192.168.85.104:8080/mbgw_tag_setup.php < =
®
l sENEcA Z-PASS1/Z-PASS2
General Configuration Gateway Tag Setup
LTI U= Firmware Version: SW003900_110 [Modem: 1231B02SIM5350E]
Metwork and Services

MAC Address: C8F981020242
Serial Ports
Gateway Configuration Internet Access: Ethernet

Real Time Clock Setup Modbus Gateway: running

VPN Configuration Router: disabled
Router Configuration

Users Configuration Scegli file | Nessun file selezionato | Import tag configuration |

FW Upgrade | Export tag configuration || Save current tag configuration |

Tag Configuration

Gateway Tag Setup MODIFY DELETE
Gateway Tag View

Mobile Configuration

Page : 1/20 | PREVIOUS PAGE | [ NEXT PAGE |
Mobile Network

HOLDING 16BIT
REGISTER UNSIGNED

HOLDIMG 16BIT
2 2 TAGZ  CUSTOM 2 REGISTER UNSIGNED comz 2 GATEWAY

HOLDING 16BIT
3 3 TAG3  CUSTOM 3 REGISTER UNSIGNED comz 2 GATEWAY

HOLDING 16BIT
4 4 TAG4  CUSTOM 1 REGISTER UNSIGNED comz 3 BRIDGE

HOLDIMG 16BIT
& 5 TAG5S  CUSTOM 2 REGISTER UNSIGNED comz 3 BRIDGE

HOLDING 16BIT

TAG1  CUSTOM comz GATEWAY

6 6 TAGE  CUSTOM 3 REGISTER UNSIGNED com2 3 BRIDGE
7 7 TAGT . . . HOLDING 16BIT COM4 - . SHARED-
REGISTER UNSIGNED  SHARED MEMORY
g g TAGE - - - HOLDING 16BIT COM4 - - SHARED-
REGISTER UNSIGNED  SHARED MEMORY
g g TAGE - - - HOLDING 16BIT COM4 - - SHARED-
REGISTER. UNSIGNED SHARED MEMORY
32BIT
HOLDING COM4 - SHARED-
10 10 TAG10 - - - REGISTER UN?Q’EED SHARED - MEMORY
32BIT
HOLDING COM4 - SHARED-
" 12 TAGT - - - REGISTER UN??#ED SHARED - MEMORY
4| I »

In the “Tag View” page, for each “HOLDING REGISTER” or “COIL” tag, a “CHANGE” button is present that
lets you change the tag value; when clicking on this button, the following pop-up is shown:
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Da 192.168.85.104:8080

ZPASS DO

A
Ui

After changing the value in the text-box and clicking on the “OK” button, the following message is shown, if
the tag value has been successfully changed.

Da 192.168.85.104:8080

Tag succesfully changed.

If the given value does not fit the tag “Data Type”, the following message is shown:

4

Da 192.168.85.104:8080

Invalid value !

Finally, if the tag value could not be changed, the following message is shown:

Da 192.168.85.104:8080

Tag change failed !

21.4 Alarms
21.4.1 Alarm Configuration

By clicking on the “Alarm Configuration” link, in the “Alarms” section, you come to the following page:
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[ 7-Passz

@SENECA

Basic Configuration
Summary

Network and Services
Serial Ports

Digital /O Configuration
Real Time Clock Setup
Gateway Configuration
VPN Configuration
Router Configuration

Uzers Configuration
Mohile Configuration
Mobile Network

DDMNS Configuration

TCP Servers

Tag Setup

Tag View

Alarms

Alarm Configurafion
Alarm Summary

Alarm History
Logic Configuration
Phonebook

SMS Configuration
Email Configuration
HTTP Cenfiguration
IMezzage Configuration
Timer Configuration
Rule Management
Data Logger (SD found)
General Settings

5D Transfer Conf.

FTP Transfer Conf.
Group Coenfiguration

SD File Manager
Maintenance
Ethernet Interfaces

FW Versions
FW Upgrade

Conf. Management

Shared Memory Tag Conf.

x  +

C [ ® Nonsicuro | 192.168.85.103:8080/alarm_conf.php

Z-PASS2

Alarm Configuration [user: admin] [logout]

Firmware Version: 8W003900_251 [Modem: EG21EFAR02A03MAG]

MAC Address: C8F9811B0001 [IMEI: 861108030033046]

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: disabled

| IMPORT FROM CSV |

| Scegli file |Nessun file selezionato

ADD

MODIFY

EXPORT TO CSV

DELETE

D W N =

Digital ALR_DIG_1 ZPASS_DI_1
ON  Digital ALR_DIG_2 ZPASS_DI_2
ON  Digital ALR_DIG_3 ZPASS_DI_3
ON  Digital ALR_DIG_4 ZPASS DI_4
ON  Analog ALR_ANA_1
OMN  Analog ALR_ANA_2

RADIUSA
RADIUS2

3
3
5
5
0
0

OFF
ON
ON
OFF
OFF

ON
OFF
OFF

ON

ON

HIGH
HIGH
Low
LoOw

-50.0 50.0 -100.0 100.0 2.0
-50.0 50.0 5.0

In this page, the list of the configured alarms is shown.

By clicking on the “ADD” button, a new alarm can be configured, as in the following figure.
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[ z-Passt

©SENECA

Bazic Configuration

Summary

Network and Services
Serial Ports

Digital 'O Configuration
Real Time Clock Setup
Gateway Configuration
VPN Configuration
Router Configuration

Users Configuration

TCP Servers
Tag Setup

Tag View
Alarms

Alarm Configuration
Alarm Surmmary

Alarm History
Logic Configuration
Phonebook

Email Configuration
HTTP Configuration
Message Configuration
Rule Configuration

Data Logger (SD found)
General Settings

S0 Transfer Canf.

FTP Transfer Caonf.
Group Configuration

3D File Manager
Maintenance

Ethernet Interfaces
FW Verzions
FW Upgrade

Conf. Management

Shared Memory Tag Conf.

x +

C @ Nonsicuro | 192.168.85.103:8080/alarm_conf_mod.php?id=0

Z-PASS1

Alarm Gonfiguration [user: admin] [logout]
Firmware Version: SW003900_240

MAC Address: C8F9811B0001

Internet Accesa: None

Gateway: running [Data Legger: running]

Router: running

CURRENT

Alarm Configuration
Enabled OFF
Type Digital
Name
Tag
Activation Delay (=) 0
Ignore on Boot OFF
Auto Acknowledge ON
Boolean Alarm Value HIGH
Alarm Low Value
Alarm High Value
Alarm Low Low Value
Alarm High High Value
Deadband Value 0

APPLY

UPDATED

OFF v
Digital ¥

ZPASS DI 1 v
0

OFF v

ON v

HIGH v

The following table explains the meaning of all the parameters available for an alarm.

Field Meaning Default value
Enabled Flag to enable/disable the alarm OFF
Type This parameter tells if this is a Digital or | Digital
Analog alarm; when changing the type,
some parameters become enabled or
MI00380-35
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disabled

Name

The alarm name; since this parameter is
used as a key to identify the alarm, two
alarms cannot be configured with the

same name

Empty

Tag

The tag which the alarm is related to.
The tag list changes depending on the
alarm type (Digital or Analog).

Only one alarm can be associated to a

tag

First tag in the list

Activation Delays (s)

This parameter defines the time
interval, in seconds, during which the
alarm condition shall be kept true to
generate the alarm

Ignore on Boot

This is a flag used to avoid generating
the alarm, if the alarm condition is
temporarily detected during the system
boot

OFF

Auto Acknowledge

This is a flag used to avoid the need of
an acknowledgment by the user to let
the alarm be cancelled, after the alarm
condition has ceased

ON

Boolean Alarm Value

For a Digital alarm, this parameter tells
which is the tag value (LOW or HIGH)
which corresponds to the alarm
condition

HIGH

Alarm Low Value

For an Analog alarm, this parameter
defines the low alarm threshold that is,
when the tag value goes under this
value, the alarm condition is entered

Empty

Alarm High Value

For an Analog alarm, this parameter
defines the high alarm threshold that is,
when the tag value goes over this value,
the alarm condition is entered

Empty

Alarm Low Low Value

For an Analog alarm, this parameter
defines the low danger alarm threshold
that is, when the tag value goes under
this value, the danger alarm condition is
entered

Empty

Alarm High High Value

For an Analog alarm, this parameter
defines the high danger alarm threshold
that is, when the tag value goes over
this value, the danger alarm condition is
entered

Empty

Deadband Value

This parameter defines a non negative
value to be summed to the low
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threshold/subtracted from the high
threshold, such that the tag value shall
go over/under the resultant value to let
the alarm condition be exited

For an Analog alarm, at least one of the four threshold parameters (Alarm Low Value, Alarm High Value,
Alarm Low Low Value, Alarm High High Value) shall be defined.

Selecting an alarm in the list and clicking on the “MODIFY” button, you can modify the alarm parameters, as

in the following figures.

Rule Configuration
Data Logger (3D found)
General Settings
SD Transfer Cont.
FTP Transfer Conf.
Group Configuration
5D File Manager
Maintenance
Ethernet Interfaces
FW Versions

FW Upgrade

Caonf. Management

= O X
[ Z-Passt x  +
&« C  © Nonsicuro | 192.168.85.103:8080/alarm_conf.php T o
@
©SENECA =+~
Basic Configuration Alarm Configuration [user: admin] [logout]
Summary Firmware Veraion: SW003900_240
Metwork and Services
MAC Addreaa: CBF9811B0001
Serial Porte
Digital /O Configuration Internet Aocess: None
Real Time Clock Setup Gateway: running [Data Logger: running]
Gateway Configuration Router: running
VPM Configuration
Router Configuration
) ) MODIFY DELETE
Users Configuration
Shared Memory Tag Conf.
TCP Servers
Tag Setup
Tag View
Alarms 1 Digital  Alarm_RCD  ZPASS_DI_1 HIGH
Alarm Configuration 2 OFF Digital Alarm_Biti6 TAG_BIT_18 1 ON ON LOW
Alarm Summary 3 ON Analog Alarm_S16 ANALOG_S18 3 -50.0 50.0 -100.0 100.0 5.0
Al Hi
ey l--___-_-----_
P:“'“h °'; tgurstion 5 OFF Digital Alarm_Bitz2  TAG_BIT_2 1 LOW
10Neboo
6 OFF Digital Alarm_Bit1 TAG_BIT_1 1 ON ON LOW
Email Configuration B .
7  ON Digital Alarm_Bit1_§ TAG_BIT1_S 0 ON ON LOW
HTTP Cenfiguration
8 ON Digital Alarm_Bit2_S§ TAG_BIT2_S Q ON ON LOW
Message Configuration
9 ON Digital Alarm_Bit16_S TAG_BIT16_S [} ON ON LOW
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[ Z-Passi

< c
©SSENECA
Basic Configuration
Summary
MNetwork and Services
Serial Ports
Digital O Caonfiguration
Real Time Clock Setup
Gateway Configuration
VPN Configuration
Router Configuration

Users Configuration

TCP Servers

Tag Setup

Tag View

Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phonebock

Email Configuration
HTTP Configuration
Meszage Configuration
Rule Configuration

Data Logger (3D found)
General Settings

5D Transfer Conf.

FTP Transfer Cont.
Group Configuration

5D File Manager
Maintenance

Ethernet Interfaces
FW Versions
FW Upgrade

Caonf. Management

@® Men sicuro

Shared Memory Tag Conf.

®x  +

192.168.85.103:8

0/alarm_conf mod.php?id=8 W

o

Z-PASS1

Alarm Configuration [user: admin] [logout]
Firmware Version: SW003900_240
MAC Addresa: C8F9811B0001

Internet Accessa: None

Gateway: running [Data Logger: running]

Router: running

CURRENT UPDATED
Alarm Configuration
Enabled ON ON ~
Type Analog Analog ¥
Name Alarm_FP32 Alarm_FP32

Agtivation Delay (s) 1 1
Ignore on Boot OFF OFF r
Auto Acknowledge ON ON v
Boolean Alarm Value HIGH HIGH v
Alarm Low Value -2.6 -2.5
Alarm High Value 2.5 256
Alarm Low Low Value -5.0 -5.0
Alarm High High Value 5.0 5.0
Deadband Value 0.5 0.5

APPLY

Tag ANALOG_FP32 ANALOG_FP32 v

Selecting an alarm in the list and clicking on the “DELETE” button, you can delete an alarm.

The possible states of an alarm are explained in the following table.

State Level Meaning

None - The tag has never entered the alarm condition

Alarm Alarm The digital tag has got the value defined by “Boolean Alarm Level” parameter

Alarm Low Alarm The analog tag has got a value that is under the one defined by “Alarm Low Value”
parameter

Alarm High Alarm The analog tag has got a value that is over the one defined by “Alarm High Value”
parameter

Alarm Low Low Analog Danger | The analog tag has got a value that is under the one defined by “Alarm Low Low

Alarm Value” parameter
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Alarm High High

Analog Danger
Alarm

The analog tag has got a value that is over the one defined by “Alarm High High
Value” parameter

Acknowledge

The alarm has been aknowledged (see page “Alarm Summary”)

Return - The tag has exited the alarm condition, but the alarm has not been acknowledged
and the alarm has the parameter “Auto Acknowledge” set to OFF
End - The tag has exited the alarm condition and the alarm has been aknowledged or the

alarm has the parameter “Auto Acknowledge” set to ON

As already mentioned in the previous table, when exiting the alarm condition the alarm states can follow
two different paths, depending on the value of the “Auto Acknowledge” parameter :

- Alarm* - Return - <acknowledgement> - End if “Auto Acknowledge”=0FF
- Alarm* - End

if “Auto Acknowledge”=0ON

The “EXPORT TO CSV” and “IMPORT FROM CSV” buttons let you export/import the alarm configuration
to/from a “.csv” file (the separator character is “;”).

Please note that, when importing the alarm configuration from a .csv file, the previously existing alarms are
deleted; so, a fast way to “clean” the alarm configuration, if it contains many entries, is to import an empty

.csv file.

21.4.2 Alarm Summary

By clicking on the “Alarm Summary” link, in the “Alarms” section, you come to the following page:
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[ Z-Passi

@SENEBA

Basic Configuration
Summary

MNetwork and Services
Serial Ports

Digital O Caonfiguration
Real Time Clock Setup
Gateway Configuration
VPN Configuration
Router Configuration
Users Configuration
Shared Memory Tag Conf.
TCP Servers

Tag Setup

Tag View

Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phonebock

Email Configuration
HTTP Configuration
Meszage Configuration
Rule Configuration

Data Logger (3D found)
General Settings

5D Transfer Conf.

FTP Transfer Cont.
Group Configuration

5D File Manager
Maintenance

Ethernet Interfaces
FW Versions
FW Upgrade

Caonf. Management

®x  +

® Nonsicuro | 192.168.85.103:8080/alarm_summary.php w e

Z-PASS1

Alarm Summary [user: admin] [logout]
Firmware Version: SW003900_240

MAC Addresa: C8F9811B0001

Internet Acceas: None

Gateway: running [Data Logger: running]

Router: running

ACKNOWLEDGE

2018/12/07
1 Alarm_RCD  ZPASS_DI_1  Alarm  Alarm 10:46:34 Nane

This page shows the alarms currently active in the system.

The following table explains the meaning of all the information given for an alarm.

Field

Meaning

Name

The alarm name

Tag Name

The name of the tag which the alarm is related to

Level

Always “Alarm” for digital alarms
“Alarm” or “Analog Danger Alarm” for analog alarms

Status On

The alarm status when the alarm has been generated:
always “Alarm” for digital alarms
“Alarm Low” or “Alarm High” for analog alarms with Level = “Alarm”

Danger Alarm”

“Alarm Low Low” or “Alarm High High” for analog alarms with Level =

“Analog
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Timestamp On

The timestamp corresponding to the alarm generation

Status Action

“None” when the alarm is generated

It may evolve in:

“Acknowledged”, if the alarm has been acknowledged when in the alarm state
“Return”, if the alarm state has been exited for an alarm with “Auto
Acknowledge” = OFF

Timestamp Action The timestamp corresponding to the acknowledgement action or alarm state

evolution

You can acknowledge an alarm by selecting it and clicking on the “ACKNOWLEDGE” button.

The row corresponding to the alarm changes as in the following figure.

Basic Configuration
Summary

Network and Services
Serial Ports

Digital O Caonfiguration
Real Time Clock Setup
Gateway Configuration
VPM Configuration
Router Configuration

Users Configuration

TCP Servers

Tag Setup

Tag View

Alarms

Alarm Cenfiguration
Alarm Summary

Alarm Higtory

Logic Configuration
Phonebock

Email Configuration
HTTP Configuration
Message Configuration
Rule Configuration
Data Logger (3D found)
General Settings

8D Transfer Cont.

FTP Transfer Cont.
Group Cenfiguration

5D File Manager
Maintenance

Ethemet Interfaces
FW Versions
FW Upgrade

Conf. Management

In attesa di risposta da 192.1

= m} X
0 z-Passi x  +
& C @ Monsicuro | 192.168.85.103:8080/alarm_summary.php w e [+]
®
©SENECA -+~

Alarm Summary [user: admin] [logout]
Firmware Verasion: SW003900_240

MAC Addresa: C8F9811B0001

Internet Acceas: None

Gateway: running [Data Logger: running]

Router: running

Shared Memory Tag Conf.

85.103...

ACKNOWLEDGE

1 Alarm_RCD ZPASS_DI_1 2018/12/07 2018/12/07

Alarm - Alarm “ 0ol Acknowledge T e
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21.4.3 Alarm History

By clicking on the “Alarm History” link, in the “Alarms” section, you come to the following page:

m} X
[ Z-Passi x  +
&« C  ® Nonsicuro | 192.168.85.103:8080/alarm_history.php ¥r e (4]
®
©SENECA 7o+
Basic Configuration Alarm History [user: admin] [logout]
Summary Firmware Version: SW003900_240
Metwork and Services
MAC Address: CB8F9811B0001
Serial Ports
Digital VO Configuration Internet Access: None
Real Time Clock Setup Gateway: running [Data Logger: running]
Gateway Configuration Router: running
VPN Configuration
Router Configuration
Users Configuratian CLEAN HISTORY EXPORT TO C8V
Shared Memory Tag Conf.
TOF Senvers ~#  Name  TagName TagValue Status  Level Timestamp
jEoEst 2018/12/07
Tag View 1 Alarm_RCD ZPASS DI 0 End Alarm 11:54:20
Alarms 2018/12/07
Alarm Configuration 2 Alarm_RCD ZPASS_DI_A1 1 Acknowledge Alarm 11:44:38
Alarm S
arm Summary 3 Alaim_RCD  ZPASS DI 1 1 Alarm  Alarm 2018/12/07
Alarm Hisfory 10:48:34
Logio Configuration 4 Nam_Bit2_S TAG_BIT2_S 1 End  Alarm 2018/11/26
Phonebook 07:19:29
Emall Configuration 5 Alm_Biti6_S TAG_BIT16.S 1 End  Alam Z078/1/20
HTTP Cenfiguration o
Message Configuration 8 Aam_Bit2_S TAG_BIT2_S 0 Aam  Alarm  2018/71/26
Rule Configuration
Data Loager (8D found) 7 Alarm_Biti_S TAG_BIT1_S 1 End  Alarm 23;51” ;,‘Ofgﬁ
General Settings
2018/11/26
3D Transfer Conf. g8 Alarm_Bit16_S TAG_BIT16_5 0 Alarm Alarm 07:18:52
FTP Transfer Conf.
rensfer Gon 0 Alam_Biti_§ TAG_BIT1_S 0 Alarm  Alarm 2018/11/26
Group Configuration 07:18:45
SD File Manager 10 Alarm Bit2 S TAG BIT2 S 1 End Alarm 2016/11/26
Maintenance 07:18:40
Ethemet Interfaces 11 Alarm Bit1 S TAG BIT1 S 1 End Alarm Egﬁ ;,‘é’fﬁ
FW Versions o
FW Upgrads 12 Alaim_Bit16 S TAG_BIT16_S 1 End Alarm Egﬁ ;‘2’?’
Conf. Management
13 Alaim B2 S TAG BIT2 S 0 Alarm  Alarm Egﬁ ;‘2’53
14 Alarm_Biti_S  TAG_BIT1_S 0 Alam  Alarm 20181126
15 Alam_Biti6_S TAG_BIT16_S 0 Al Alarm 2018/11/26
16 Alarm_Biti_S TAG_BIT1_S 1 End  Alarm 23;51” ;,‘O’fﬁ

This page shows all alarm state transitions occurred in the system, up to a maximum of 1000; the alarm
state transitions are given in reverse time order.

For example, the first three rows in the list show the state transitions for the alarm named “Alarm_RCD”,
which is related to the tag named “ZPASS_DI_1"; this is a digital alarm, so its level can be only “Alarm”; the
alarm has passed through the following states:

- “Alarm” when the alarm condition has been entered
- “Acknowledge” when the alarm has been acknowledged, in the “Alarm Summary” page
- “End” when the alarm condition has been exited
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The “Tag Value” column gives the value of the tag corresponding to the alarm state transition.
By clicking on the “CLEAN HISTORY” button, it's possible to clean the whole alarm history.

By clicking on the “EXPORT TO CSV” button, it’s possible to export the alarm history to a “.csv” file (the
separator character is “;”).

21.5 Client Protocols

21.5.1 SD Transfer Configuration

By clicking on the “SD Transfer Configuration” link, in the “Client Protocols” section, you come to the
following page:
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[ Z-Pass2 x  + = @ =
& C @ Nonsicuro | 192.168.85.105:8080/datalog_transf_conf.php?prot=0 i @ (4]
®
©SENECA -+
Basic Configuration Transfer Configuration [user: admin] [logout]
SamEy Firmware Version: SW003900_240 [Modem: 1231B02SIM5350E]

MNetwork and Services
MAC Address: CBF981160043 [IMEI: 862264020406335]
Serial Portz

Real Time Clock Setup Internet Access: Ethernet

Gateway Configuration Gateway: running [Data Logger: running (no group enabled}]

VPN Configuration Router: disabled

Router Configuration

Users Configuration CURRENT UPDATED

Mobile Configuration

Mobile Network o i
DDMS Configuration Enable ON ON ¥
Shared Memory Tag Cont. Max Failure Counter 10 10
TCP Servers

Wait After Failure (minutes) 15 15
Tag Setup
Tag View 8D Clean Period (days) 30 30
Alarms APPLY

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phonebook

SMS Configuration

Email Configuration

HTTF Cenfiguration
Meszage Configuration
Rule Configuration

Data Logger (8D missing)
General Settings

5D Transfer Conf.

FTP Transfer Conf.

Group Configuration
Maintenance

Ethernet Interfaces
FW Verzions
FW Upgrade

Conf. Management

This page contains the parameters telling if log files are copied to the SD Card and how long they are kept,
as explained in the following table.

Field Meaning Default value
Enable Flag telling if log files are copied to the | OFF

SD Card or not
Max Failure Counter This parameter defines the maximum | 10

number of failed copy attempts before

entering the “Wait after failure” status
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(see next field)

Wait After Failure (minutes) This parameter defines the duration, in | 15
minutes, of the “Wait after failure”
status.

In this status, no further attempt to
copy a log file to the SD Card is
performed

SD Clean Period (days) This parameter defines for how many | 30
days the log files shall be kept on the SD
Card; that is, after the specified number
of days, the log files are deleted

On the SD card, log files are saved in directories with names having the following format:
yyyymmdd (yyyy=year, mm=month, dd=day)

e.g.

20180612

Each of these directories contains one more subdirectories:

logX X=[1..4], group number

which in turn contain the log files of the corresponding group.

Log file names have the following format:

Lmmmmmmm.csv

where mmmmmmm is the number of minutes starting from the date/hour [1/1/2000 00:00],
corresponding to the first line (sample) in the log file

e.g.
L9701690.csv

See also the “SD File Manager” [21.7.3] paragraph.

21.5.2 FTP Transfer Configuration

By clicking on the “FTP Transfer Configuration” link, in the “Client Protocols” section, you come to the
following page:
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[ Z-Passz x  +

C @ Nonsicuro | 192.168.85.105:8080/datalog_transf_conf.php?prot=1

* B OO0

Z-PASS2

©SENECA

Basic Configuration Transfer Configuration [user: admin] [logout]

Firmware Version: SW003900_240 [Modem: 1231B02SIM3350E]
MAC Address: C8F981160043 [IMEI: 862264020406335]

Summary

Metwork and Services
Serial Ports

Real Time Clock Setup Internet Accessa: Ethernet
Gateway Configuration Gateway: running [Data Logger: running (no group enabled}]

VPN Configuration Router: disabled

Router Configuration

Users Configuration CURRENT UPDATED
Mobile Configuration .
Mobile Network GlBConigmaton
DDMS Configuration Enable ON ON v
Shared Memory Tag Conf. Max Failure Counter 10 10
TCP Servers
Wait After Failure (minutes) 15 15
Tag Setup
T e Crypto Mode Mone MNone v
Alarms Host ftp.datalogger.it ftp.datalogger.it

Alarm Configuration Port 21 21
Alarm Summary

Username myuser myuser
Alarm History

Password mypass mypass

Logic Configuration
Phonebook

SMS Configuration

Path [ZPASS2/Datalogger/ [[ZPASS2/DatalLogger/

APPLY

Email Cenfiguration

HTTF Cenfiguration
IMeszage Configuration
Rule Configuration

Data Logger (8D missing)
General Settings

5D Transfer Conf.

FTP Transfer Conf.

Group Configuration
Maintenance

Ethernet Interfaces
FW Verzions
FW Upgrade

Conf. Management

This page contains the parameters related to the transfer of log files via FTP, as explained in the following

table.
Field Meaning Default value
Enable Flag telling if log files are transferred via | OFF
FTP or not
Max Failure Counter This parameter defines the maximum | 10

number of failed transfer attempts

before entering the “Wait after failure”
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status (see next field)

Wait After Failure (minutes) This parameter defines the duration, in | 15
minutes, of the “Wait after failure”
status.

In this status, no further attempt to
transfer a log file via FTP is performed

Crypto Mode This parameter defines the encryption | None
mode of the FTP connection.
Possible modes are:

- None

- TLS/SSL Implicit

- TLS/SSL Explicit

Host Hostname (FQDN) or IP address of the | empty
FTP server

Port FTP server (TCP) port 21

Username Username to access the FTP server empty

Password Password to access the FTP server empty

Path Path of the directory, on the FTP server, | empty

where the log files shall be saved

Log files transferred via FTP have names with the following format:
<RTU_Name>_X_log<date_time>.csv

where:

- <RTU_Name> is the value of “RTU Name” parameter in “General Settings” page

- X=[1..4] is the group number

- <date_time> has the format yyyymmdd (yyyy=year, mm=month, dd=day); this is the timestamp of the first
sample (line) in the log file

e.g.

Z-PASS 1 10g20180507101507.csv

21.5.3 Email Configuration

By clicking on the “Email Configuration” link, in the “Client Protocols” section, you come to the following
page:
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[ z-Passz x  + - O X
&« ¢ ® Nonsicuro | 192.168.85.105:8080/datalog_transf_conf.php?prot=2 T (c I+
@
©SENECA  #7»s=
Basic Configuration Transfer Configuration [user: admin] [logout]
Summary Firmware Version: SW003900_240 [Modem: 1231B02SIM5350E]

MNetwork and Services
MAGC Address: CBF981160043 [IMEI: 862264020406335]

Serial Ports
Real Time Clock Setup Internet Access: Ethernet
Gateway Configuration Gateway: running [Data Logger: running (no group enabled)]
VPN Configuration Router: disabled
Router Configuration
Users Configuration CURRENT UPDATED
Mobile Configuration
Mcbile Network :
Configuration
DDNS Configuration
Shared Memory Tag Conf. Enable
TCF Servers y for ON
I_I’JQQEI'
Tag Setup —
ure
Tag View Counter 1o
Alarms Wait After
Alarm Configuration Failure 16
(minutes)
Alarm Summary
) Crypto Mode STARTTLS STARTTLS v
Alarm History
Logic Configuration Hast posta.datalogger.it |p05ta.dalalagger.it |
Phonebock Port 5&7 587
5MS Configuration
Username myuser |m1,ruser |
Email Configuration
Password mypass |mypass |
HTTP Configuration
M Configurati From
essage Configuration ; .
& e email zpas=@datalogger.it |zpass@datalogger.ll |
Rule Configuration address
Data Logger (3D missing) T
General Settings one or more
SD Transfer Conf. email
FTP Transfer Conf. by myuser@seneca.it |myuser@seneca it
Group Configuration commas,
Maintenance only for Data
Ethernet Interdfaces Logger
FW Versions Subject
TTa— only for Data D™= -9 ™™ & pata Log from Z-PASS2
Logger
Conf. Management
Text
only for Data |
Logger

In Z-PASS, emails can be used to transfer data log files or to send alarms; some parameters in this page are
used only when transferring data log files, not when sending alarms; these parameters are marked with the
“only for Data Logger” caption.

All parameters are explained in the following table.
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Field Meaning Default value

Enable Flag telling if log files are transferred | OFF
via EMAIL or not

Conversely, alarms can be sent via
EMAIL even if this parameter is set
to OFF, provided that the other
parameters are correctly set

Max Failure Counter This  parameter  defines the | 10
maximum number of failed attempts
before entering the “Wait after
failure” status (see next field)

Wait After Failure (minutes) This parameter defines the duration, | 15
in minutes, of the “Wait after
failure” status.

In this status, no further attempt to
send a log file or an alarm via EMAIL
is performed

Crypto Mode This  parameter  defines  the | None
encryption mode of the EMAIL
connection.

Possible modes are:

- None
- TLS/SSL
- STARTTLS
Host Hostname (FQDN) or IP address of | empty
the EMAIL server
Port EMAIL server (TCP) port 25
Username Username to access the EMAIL | empty
server
Password Password to access the EMAIL server | empty
From Email sender address empty
To List of one or more email recipient | empty

addresses, separated by commas
This parameter is used only for log
files transfer

Subject Email subject empty
This parameter is used only for log
files transfer

Text Email text; if left empty, the text | empty
“This is a mail from Z-PASS2 [or Z-
PASS1]” is sent

This parameter is used only for log
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files transfer

Log files sent as EMAIL attachments have names with the following format:
<RTU_Name>_X_log<date_time>.csv

where:

- <RTU_Name> is the value of “RTU Name” parameter in “General Settings” page

- X=[1..4] is the group number

- <date_time> has the format yyyymmdd (yyyy=year, mm=month, dd=day); this is the timestamp of the first
sample (line) in the log file

e.g.
Z-PASS 1 10g20180507101507.csv
Emails carrying alarms have the following text format:

MESSAGE :<timestamp>
<rtu name> <message text>

with the following subject:

<rtu name>:ALARM

21.5.4 HTTP Configuration

By clicking on the “HTTP Configuration” link, in the “Client Protocols” section, you come to the following
page:
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[y z-Passz

< c

© SENECA
Basic Configuration
Summary
Network and Services
Serial Ports
Real Time Clock Setup
Gateway Configuration
VPN Caonfiguration
Router Configuration

Users Configuration
Mobile Configuration
Mcbile Network

DDNS Configuration

TCF Servers
Tag Setup

Tag View
Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phonebock

5MS Configuration

Email Configuration

HTTP Configuration
Mezssage Configuration
Rule Configuration

Data Logger (3D missing)
General Settings

5D Transfer Conf.

FTP Transfer Canf.

Group Configuration
Maintenance
Ethernet Interfaces

FW Versicns
FW Upgrade

Conf. Management

Shared Memory Tag Conf.

x  +

on SICUro . .85, = /datalog_transf_conf. prot=
@ N i | 192.168.85.105:8080/datalog f f.php?p 3

)

2 00

Z-PASS2

Transfer Configuration [user: admin] [logout]

Firmware Version: SW003900_240 [Modem: 1231B02SIM5350E]

MAC Address: C8F981160043 [IMEI: 862264020406335]

Internet Access: Ethernet

Gateway: running [Data Logger: running (no group enabled)]

Router: disabled

HTTP POST
Configuration
Enable

NOTE:
HTTP-POST can be sent

only if HTTP POST OFF

Enable = ON in Daia
Logger/General
Settings

Max Failure Counter 3

Wait After Failure
(minutes)

Crypto Mode ON
Host 192.168.90.1

Port 443

20

CURRENT

OFF v

MW
=]

UPDATED

192.168.50.1

=

43

Password AaBbCdDdEeFiGg0123466789 |AaBbCdDdEeFiGg0 123456789 |

In Z-PASS, HTTP POSTs can be used to send log samples or alarms (events).

All parameters are explained in the following table.

Field Meaning Default value
Enable Flag telling if log samples/events are | OFF
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sent via HTTP POST requests or not

Max Failure Counter This  parameter  defines the | 10
maximum number of failed attempts
before entering the “Wait after
failure” status (see next field)

Wait After Failure (minutes) This parameter defines the duration, | 15
in minutes, of the “Wait after
failure” status.

In this status, no further attempt to
send a log sample via HTTP POST
request is performed

Crypto Mode This  parameter  defines the | ON
encryption mode of the HTTP
connection.

Possible modes are:

- OFF (HTTP)
- ON (HTTPS)
Host Hostname (FQDN) or IP address of | 192.168.90.1
the HTTP server
Port HTTP server (TCP) port 443
Password Password to access the HTTP server | AaBbCdDdEeFfGg0123456789

21.5.5 MQTT Configuration

By clicking on the “MQTT Configuration” link, in the “Client Protocols” section, you come to the following
page:
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WPM Configuration

Router Configuraton . CuRRNT  UPDATED
OPC-UA Server Conf.

Users Configuration

Mobile Configuration

Mobile Metwork

DOME Configuration

Shared Memory Tag Conf.

Tog See e ]

rave B -

Alarms

ZPASS MQTT -

Alarm Configuration _ Client Z-PASS MQTT Client |
Alsrm Summary | BrokerHost 153 10.24525¢ 13510245254 |
A ke 0

Client Protocals

5D Transfer Conf. 20 E

TP o | clen Ssson On

EnsiConfgusion [ Mgssage et oF

Tt | o

L ogic Configuration  Authentication OFF

Phonebosk | Usemame user juser |
SMS Configuration I Password 123456 123458 |
Message Configuration _ OFF

Timer Configuration ~ Logon change ON

Rule Management - OFF

Diata Logger (5D found)

o P it )

. Ctype™: "data”,

Group Configuration “m dzs“sage*

5|:|_ File Manager i"dm..'f;jdl I8 rtypet: "data’. "message™ ["device™ Bjc, "date’: %d, name|
Maintenance “mame": %jn,

Ethamnat Intarfaces “value™: Wi}

) name™: %jn, g .
vwses  [ORNCI 5 G e )
FU¥ Upgrade _ senecaltheldata Isenet:m‘%ekhh |
Conf. Management [tmsT: %t
| Subscribe Topie seneca/Sieiinfo [senecateinfo |
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In Z-PASS, MQTT protocol can be used to send (and receive) data or events to a cloud (called broker).

All parameters are explained in the following table.

Field Meaning Default value
Enable Flag telling if data/events are | OFF
sent/receive via MQTT protocol or
not
Max Failure Counter This  parameter  defines the | 3

maximum number of failed attempts
before entering the “Wait after
failure” status (see next field)

Wait After Failure (minutes) This parameter defines the duration, | 15
in minutes, of the “Wait after
failure” status.

In this status, no further attempt to
send or receive MQTT data is

performed
Client ID This parameter defines the Client ID | Z-PASS MQTT Client
used in the MQTT protocol
Broker Host This parameter defines the Broker | 192.168.90.1
Host name or address
Broker Port This parameter defines the Broker | 1883
Port
Keep Alive Interval (seconds) This parameter defines the Keep | 20

alive: ensures that the connection
between the broker and client is still
open and that the broker and the
client are aware of being
connected. When the client
establishes a connection to the
broker, the client communicates a
time interval in seconds to the
broker. This interval defines the
maximum length of time that the
broker and client may not
communicate with each other

Clean Session This parameter defines the clean | ON
session.

When the clean session flag is set to
true, the client does not want a
persistent session. If the client

disconnects for any reason, all
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information and messages that are
queued from a previous persistent
session are lost.

Message Retain

This parameter defines the message
retain. Normally if a publisher
publishes a message to a topic, and
no one is subscribed to that topic
the message is simply discarded by
the broker. However the publisher
can tell the broker to keep the last
message on that topic by setting
theretained message flag.

OFF

Quality of service

This parameter defines the quality of
service for the MQTT protocol.

Can be selected from

QOS 0 (only once, without ack)

QOS 1 (At Least Once, with ack)

QOS 2 (Only Once, with ack and
resend)

Q0S1

Authentication

This parameter defines if must be
used the authentication with
user/password for access to the
broker

OFF

Username

Username for atuthentication (only
if authentication is ON)

Password

Password for atuthentication (only if
authentication is ON)

SSL/TLS

This parameter defines if the
communication is encrypted with
SSL/TLS

OFF

Log on Change

This parameter defines if topics must
be sent only on change (according to
minimum datalog time) or not.

ON

Publish with multiple tags

This parameter defines if the publish
contains multiple tags or if the
device must send a publish for each
tag.

ON

Publish Topic for Logs

Select the topic name for logs data
using the following legenda:

%cC Z-PASS Client ID
%m Z-PASS MAC Address
%e Z-PASS IMEI

seneca/%c/data
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%d |date—time
timestamp (number of
%t seconds since the
"epoch")
%ox text (only in "Publish
’ Payload for Alarms")
bulk (format specified
%b in "Publish Bulk
Format" parameter)
%n tag name (only in
"Publish Bulk Format")
Yoy tag value (only in
’ "Publish Bulk Format")
%i tag validity flag (only in
’ "Publish Bulk Format")
- rint [field] as a JSON
%j[field] gmng[ ]
%S$tag_name$ '\'/ta;;e ncg r;ae%
%ttag_namet# ,‘géd';yaﬁ‘g.c’f tag

Publish Payload for Logs

Select the format that must be used
for the publish payload
format using the following legenda:

in Json

|%c |Z-PASS Client ID
|9%6m |Z-PASS MAC Address
|%e |Z-PASS IMEI
‘%d ‘date-time
timestamp (number of
%t seconds since the
"epoch™)
%ox text (only in "Publish
° Payload for Alarms")
bulk (format specified
%b in "Publish Bulk
Format" parameter)
%n tag name (only in
"Publish Bulk Format")
%y tag value (only in
’ "Publish Bulk Format")
%i tag validity flag (only in
’ "Publish Bulk Format")
- rint [field] as a JSON
%j[field] Emng[ ]
%$tag_name$ -\'/»glgen(gr;i%

[04ttan nama# |validihg flan nf tan

{"type": "data",
{"device": %jc,

"name": %jn, "value": %v}}

"message":

"date":

%id,
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| "tag_name"

Publish Bulk Format

Select the format for the bulk mode
using the following legenda:

|%c |Z-PASS Client ID
|9%6m |Z-PASS MAC Address
|%e |Z-PASS IMEI
‘%d ‘date-time
timestamp (number of
%t seconds since the
"epoch")
%ox text (only in "Publish
° Payload for Alarms")
bulk (format specified
%b in "Publish Bulk
Format" parameter)
%n tag name (only in
"Publish Bulk Format")
%oy tag value (only in
"Publish Bulk Format")
%i tag validity flag (only in
’ "Publish Bulk Format")
- rint [field] as a JSON
%j[field] gmng[ ]
%$tag_name$ .\./g;en(gr;zg
%f#tag_name# ,Ygéd |tg/afrl;1':13|0f tag

{"name": %jn, "value": %v}

Publish Topic for Alarms

using the follo

Select the topic name for Alarms

wing legenda:

|%c |Z-PASS Client ID
|9%6m |Z-PASS MAC Address
|%e |Z-PASS IMEI
‘%d ‘date-time
timestamp (number of
%t seconds since the
"epoch")
Yox text (only in "Publish
° Payload for Alarms")
bulk (format specified
%b in "Publish Bulk
Format" parameter)
%n tag name (only in
"Publish Bulk Format")
Yoy tag value (only in
’ "Publish Bulk Format")

|0

|taf1 validity flan (anhs in

seneca/%c/data
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| |"Pub|ish Bulk Format")

%i[field] prl_nt [field] as a JISON
string
o value of tag
Y%$tag_name$ "tag_name"
U#tag,_namet '\'/a|ldlty flag"of tag
tag_name
Subscribe Topic Select the subscribe topic using the | seneca/%c/info

following legenda:

|%c |Z-PASS Client ID
|9%6m |Z-PASS MAC Address
|%e |Z-PASS IMEI
‘%d ‘date-time
timestamp (number of
%t seconds since the
"epoch")
%ox text (only in "Publish

Payload for Alarms")

bulk (format specified
%b in "Publish Bulk
Format" parameter)

%n tag name (only in
’ "Publish Bulk Format")

tag value (only in

0,

v "Publish Bulk Format")
%i tag validity flag (only in
’ "Publish Bulk Format")
- rint [field] as a JSON
%j[field] Emng[ ]

value of tag

0,
Y%$tag_name$ "tag_name"

Ytitag_namey | V2N flag of tag

"tag_name"
LWT Topic Select the Last Weel and Testament | -

topic using the following legenda:

|%c |Z-PASS Client ID

|9%6m |Z-PASS MAC Address

|%e |Z-PASS IMEI

‘%d ‘date-time
timestamp (number of

%t seconds since the
"epoch™)

%ox text (only in "Publlslrl1
Payload for Alarms")
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bulk (format specified
%b in "Publish Bulk
Format" parameter)

tag name (only in

0,
/on "Publish Bulk Format")

tag value (only in

0
/o "Publish Bulk Format")

tag validity flag (only in
"Publish Bulk Format")

print [field] as a JSON
string

%i

%jlfield]

value of tag

0,
Y%$tag_name$ "tag_name"

validity flag of tag

%f#ttag_name# |, "
tag_name

LWT Payload

Select the Last Weel and Testament
payload.

Save Configuration URL

The URL for the “Save
Configuration” command received
from MQTT

Load Configuration URL

The URL for the “Load
Configuration” command received
from MQTT

FW Update URL

The URL for the “FW Update”
command received from MQTT

Sleep Timeout

Wake-up time of the MQTT task, the
shorter it is, the more reactive MQTT
is (at the expense of a higher cpu
load)

MQTT Certificates

Used for load the certificates that
can be used with the SSL/TLS
encryption.

21.5.5.1 MQTT Example configuration for Databoom.com
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v
=
IE

-
en

i
I_;
I |

mqtt.databoom.com |mqtl databoom.com |

8883 883

[

=
Ii

(=]

=]
=

OFF OFF v / DATABOOM TOKEN

seneca/ (IR data |senec.a.|’_!data

E::tze“;f; tf;i;mf;:ﬂ[g,f;j}g.devim“: D-l’ |{"t)rpe": "data”, "message”: {'devica™ )6_", "data™ %jd, "

{"name™: %jn, "value": %v} |{“name": %ejn, "value™: %ov} / |

seneca/lgp5znftdgidata |senec.a.|’(lgp51nﬂ4q!data / |

{"tms™: %t, "msg": %jx} |{"tms": %et, "msg™ %jxy

senecal | info |seneca.|"-ﬁnfu

=]
=

Then you must add the Databoom certificates.

21.5.5.2 MQTT Example configuration for Amazon AWS
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s Iy
g & g
2 5 i
s 2 ¢
ERE
Er
S :
E:
e i
2
=]
g
2
=
E
£
S
=
2
£
£
&
3
=

| Enable on

= B ]

-

it o

 eroker ost [ B

s

== 5]

Clean Session ON

T

.

Authentication ON

- Usemame [N — |
 Password N [ |
| SSUTLS oN

g

nen

- Saws/things/ZUMT Sishadowlupdate Saws/things/ZUMT Sishadow/update |

["state™: ["reported”: {"ZPASS_DI":
%SZPASS NS, "ZPASS_DO"™:
WEFPASS OS], "clientToken™
"

$aws/things/ZUMT Sishadowlupdatelaccepted [Saws/things/ZUMTS/shadow/update/accepted |

{"tms": %t, "msg'": Yajx} |{“l'ns": %at, "msg": %o

I'stale” 'reporfed™ {'ZPASS_DI™ %EZPASS_DIS, "ZPAS

- $aws/things/ZUMT S/shadowl/update/accepted |5aws:ﬂ|ru_]afZUMTS.meupdﬂHmpted |

| LWT Topic senecaliclastwill senecalkcastwil |

Z-PASS has gone with the wind ! |Z-PASS has gone with the wind ! |

Then you must add the AWS certificates.
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21.5.6 Write a TAG(s) from MQTT
For write a single tag (for example ZPASS_DO_4 to value “1”) from MQTT use:
seneca/Z-PASS MQTT Client/info/ZPASS DO 4

{"val": 1}

21.5.7 Write multiple TAGs from MQTT
For write multiple tags from MQTT use:

seneca/Z-PASS MQTT Client/info

{"tags": [{"ZPASS DO 4": 1}1}

{"tags": [{"ZPASS DO 2": 1}, {"ZPASS DO 4": 0}]}
{"tags": [{"SHM S16": -113}, {"SHM FP": 0.7564}]}
{"tags": [{"SHM U16": 69}, {"SHM FP": -1.3291}]}

21.5.8 Send a command from MQTT

For send a command from MQTT use:
seneca/Z-PASS MQTT Client/info/act
{"act": 1}

This command will do a “RESET”

Other commands are:

RESET =1
CONF_SET =2
CONF_GET = 3
FWl_UPDATE =4
VPN_PPP ON =5
VPN_ON =6
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VPN_OFF =7
VPN _CUSTOM ON = 8
VPN_CUSTOM OFF = 9
DL _CLEAN LOGS = 10

21.6 Logic Configuration
The logic configuration can be used to create programs that run in the gateway.

If you need to send text messages by SMS, EMAIL or HTTP, you have first to setup the corresponding
configuration. After that the Rule configuration is used to write the program.

Up to 2000 rules can be written.
The rules are executed from top to down and from left to right.
21.6.1 Phonebook

By clicking on the “Phonebook” link, in the “Logic Configuration” section, you come to the following page:
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[ z-Passt

x  +

@ Non sicuro | 192.168.85.103:8080/phonebook.php

@SENECA

Basic Configuration

Summary

Network and Services
Serial Ports

Digital O Configuration
Real Time Clock Setup
Gateway Configuration
VPN Caonfiguration
Router Configuration

Users Configuration

Shared Memory Tag Conf.

TCF Servers

Tag Setup

Tag View

Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phenehoek

Email Configuration
HTTP Configuration
Message Configuration

Rule Configuration
Data Logger (SD found)

General Settings
SD Transfer Conf.
FTP Transfer Canf.
Group Configuration

5D File Manager
Maintenance
Ethernet Interfaces

FW Versicns
FW Upgrade

Conf. Management

* B 0O O

Z-PASS1

Phonebook [user: admin] [logout]
Firmware Version: SW003900_240

MAC Addresa: C8F95811B0001

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: running

| IMPORT FROM CSV |
ADD

| Scegli file | MNessun file selezionato

EXPORT TO CSV

admin +300123456789
2 user 2 +3911223344
3 manager 1-2-3 +398876543210

admin @seneca.it

In this page, the list of the Phonebook “users” is shown.

By clicking on the “ADD” button, a new user can be inserted into the Phonebook, as in the following figure.
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[ Z-Passi

©SENECA

Basic Configuration
Summary

MNetwork and Services
Serial Ports

Digital O Caonfiguration
Real Time Clock Setup
Gateway Configuration
VPN Configuration
Router Configuration

Users Configuration

TCP Servers

Tag Setup

Tag View

Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phonebook

Email Configuration
HTTP Configuration
Meszage Configuration
Rule Configuration

Data Logger (3D found)
General Settings

5D Transfer Conf.

FTP Transfer Cont.
Group Configuration

5D File Manager
Maintenance

Ethernet Interfaces
FW Versions
FW Upgrade

Caonf. Management

Shared Memory Tag Conf.

®x  +

C @ Non sicuro | 192.168.85.103:8080/phonebook_mod.php?id=0

%« B © 0

Z-PASS1

Phonebook [user: admin] [logout]

Firmware Version: SW003900_240

MAC Addresa: C8F9811B0001

Internet Accessa: None

Gateway: running [Data Logger: running]

Router: running

Phonebook User

User Type user

Message Group

NOTE: 0 means "all groups”
you can insert multiple group
numbers, separated by the -~
character

Phone Number

Email Address
APPLY

CURRENT UPDATED

user v

The following table explains the meaning of the parameters related to a Phonebook user.

Field

Meaning

Default value

User Type

Possible user types:

“admin”: this is the user which
the
unrecognized SMS commands, if
the “SMS Relay to Admin”
parameter is set to ON and the

receives all rejected or

“Startup SMS” messages, if the
“Startup SMS” parameter is set
to ON; this user can send SMS
commands to the device; it also

user
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receives all SMS/EMAIL alarms

- “manager”: this user can send
SMS commands to the device; it
receives SMS/EMAIL alarms sent
to one of the message groups it
belongs to

- “user”: this user receives
SMS/EMAIL alarms sent to one
of the message groups it belongs
to

Message Group

This parameter contains a list of one
or more numbers, separated by the
‘-* character, which identify the
Message Groups which the wuser
belongs to; Message Groups are
used as recipients for SMS or EMAIL
alarms.

The value 0 corresponds to “All

Message Groups”

Empty

Phone Number

Phone Number in “international
format”; the initial ‘+’ character shall
be present

Empty

Email Address

Email Address, used as a recipient
for alarms sent via Email

Empty

Two users with the same phone number cannot be present in the Phonebook; so, when trying to add a new

user with an already existing phone number, the following error is given.
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Z-PASST

©SENECA

Basic Configuration
Summary

Network and Services
Serial Ports

Digital 'O Configuration
Real Time Clock Setup
Gateway Configuration
VPN Configuration
Router Configuration

Users Configuration

TCP Servers

Tag Setup

Tag View

Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phonebook

Email Configuration
HTTP Configuration
Meszage Configuration
Rule Configuration

Data Logger (3D found)
General Settings

SD Transfer Conf.

FTP Transfer Conf.
Group Configuration

5D File Manager
Maintenance

Ethernet Interfaces
FW Versicns
FW Upgrade

Conf. Management

x  +

X @ Non sicuro | 192.168.85.103:8080/phonebook_save.php?act=savelid=0

w

B OO0

Shared Memory Tag Conf.

Z-PASS1

Phonebook [user: admin] [logout]
Firmware Version: SW003900_240

MAC Address: CBF9811B0001

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: running

Number already present ! Phonebook User not added.

It is possible to insert more than one “admin” user into the Phonebook; just note that only the most

recently inserted “admin” user will receive “relayed” SMS commands and “Startup SMS” messages.

Conversely, if no “admin” user is present in the Phonebook, rejected and unrecognized SMS commands

won’t be relayed and “Startup SMS” messages won’t be sent, even if the corresponding enable parameters

are set to ON.

Selecting a user in the list and clicking on the “MODIFY” button, you can modify the user’s parameters, as in

the following figures.
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Basic Configuration

Summary

Network and Services
Serial Ports

Digital O Configuration
Real Time Clock Setup
Gateway Configuration
VPN Configuration
Router Configuration

Users Configuration

TCF Servers

Tag Setup

Tag View

Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phenehoek

Email Configuration
HTTP Configuration
Message Configuration

Rule Configuration
Data Logger (SD found)
General Settings

SD Transfer Canf.
FTP Transfer Conf.
Group Configuration

5D File Manager
Maintenance
Ethernet Interfaces

FW Versicns
FW Upgrade

Conf. Management

Shared Memory Tag Conf.

Phonebook [user: admin] [logout]
Firmware Version: SW003900_240

MAC Addresa: C8F95811B0001

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: running

- o X
[ z-Passt X o+
< G ® Nonsicuro | 192.168.85.103:8080/phonebook.php e (c I+
L]
©SENECA 7+~

| IMPORT FROM CSV | | Sceglifile | Nessun file selezionate

user 2 +3911223344
manager 1-2-3 +398876543210
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[ z-Passt

x  +

@ Non sicuro | 192.168.85.103:8080/phonebook_mod.php?id=10

< c

© SENECA
Basic Configuration
Summary
Network and Services
Serial Ports
Digital O Configuration
Real Time Clock Setup
Gateway Configuration
VPN Caonfiguration
Router Configuration

Users Configuration
Shared Memory Tag Conf.
TCF Servers

Tag Setup

Tag View

Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phenehoek

Email Configuration
HTTP Configuration
Message Configuration

Rule Configuration
Data Logger (SD found)

General Settings
SD Transfer Conf.
FTP Transfer Canf.
Group Configuration

5D File Manager
Maintenance
Ethernet Interfaces

FW Versicns
FW Upgrade

Conf. Management

)

2 00

Z-PASS1

Phonebook [user: admin] [logout]
Firmware Version: SW003900_240

MAC Addresa: C8F95811B0001

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: running

CURRENT UPDATED
Phonebook User

User Type admin

Message Group
NOTE: 0 means "all groups”

you can insert multiple group 1-3 |1_3

numbers, separated by the "-"
character

Phone Number +320123456789 | +390123456789

Email Address admin@seneca.it |admin@seneca.it

Selecting a user in the list and clicking on the “DELETE” button, you can remove a user from the Phonebook.

Finally, the “EXPORT TO CSV” and “IMPORT FROM CSV” buttons let you export/import the Phonebook
to/from a “.csv” file (the separator character is “;”).
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Please note that, when importing the Phonebook from a .csv file, the previous Phonebook contents are

deleted; so, a fast way to “clean” the Phonebook, if it contains many users, is to import an empty .csv file.

21.6.2 SMS Configuration

By clicking on the “SMS Configuration” link, in the “Logic Configuration” section, you come to the following
page:
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Basic Configuration

Summary

Network and Services
Serial Ports

Real Time Clock Setup
Gateway Configuration
VPN Caonfiguration
Router Configuration

Users Configuration
Mobile Configuration
Mcbile Network

DDNS Configuration
Shared Memory Tag Conf.
TCF Servers

Tag Setup

Tag View
Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phonebock

SM3 Configuration

Email Configuration

HTTP Configuration
Mezssage Configuration
Rule Configuration

Data Logger (3D missing)
General Settings

5D Transfer Conf.

FTP Transfer Canf.

Group Configuration
Maintenance
Ethernet Interfaces

FW Versicns
FW Upgrade

Conf. Management

SMS Configuration [user: admin] [logout]

Firmware Version: SW003900_240 [Modem: 1231B02SIM5350E]
MAC Address: C8F981160043 [IMEI: 862264020406335]
Internet Access: Ethernet

Gateway: running [Data Logger: running (no group enabled)]

Router: disabled

I
[ zZ-Pass2 X +
¢« C  ® Nonsicuro | 192.168.85.105:8080/sms_conf.php ¥ (c N+
@
©SENECA =+»==

CURRENT UPDATED

SMS Configuration

8MS Commands Enable ON ON *

SMS Acknowledge ON ON v

SMS Relay to Admin ON ON ~

Startup SMS OFF OFF v
Additional Alarm Info

NOTE: when this parameter is ON, Alarm =

SMS will contain Timestamp and RTU ON ON
Name.
SMS Send Attempts 1 1
Send Delay Between Attempts (s) 10 10

Service Centre

In this page, you can set the parameters related to the “SMS Commands” functionality (see chapter 18), as
listed in the following table:

Field Meaning Default value

SMS Commands Enable Flag to enable/disable the SMS | ON

commands functionality
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SMS Acknowledge Flag to enable/disable the sending of a | ON

“ ”

response (“acknowledge”) to “set
get
always have a response) (see chapter

18)

“ ”

commands (while commands

SMS Relay To Admin Flag to enable/disable the relaying of | ON
rejected or unrecognized commands to
the “admin” user

Startup SMS Flag to enable/disable the sending of a | OFF
“startup” message to the “admin” user

SMS Send Attempts Number of attempts to send an SMS 1

Additional Alarm Info Flag telling if “additional info”, that is | ON

RTU Name and timestamp, shall be put
before the message text in alarm SMS

Send Delay Between Attempts (s) Delay, in seconds, between attempts to | 10
send an SMS
Service Centre SMS Service Centre (SMS-SC) number empty

Typically, this parameter can be left
empty, since SMS-SC number is already

configured on the SIM

The “Startup SMS”, controlled by the corresponding parameter, has the following format:

Z-PASS2<hwrev> '<vpnbox tag name>' (IMEI:<modem IMEI>) STARTED
as in the following example:
Z-PASS2-I0 'zpass' (IMEI:861108030033046) STARTED

Obviously, this page is not available for Z-PASS1 products.

21.6.3 Message Configuration

By clicking on the “Message Configuration” link, in the “Logic Configuration” section, you come to the
following page:
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[ z-Pass2 x 4+

C [ ® Nonsicuro | 192.168.85.103:3080/msg_conf.php

SSENECA

M ge Gonfiguration [user: admin] [logout]

Basic Confi

Summary Firmware Version: 8W003900_251 [Modem: EG21EFAR02A03MAG]

Network and Services

MAC Address: C8F9811B0001 [IMEI: 861108030033046]
Serial Ports
Digital VO Configuration Internet Access: Ethernet

Real Time Clock Setup Gateway: running [Data Logger: running]

Gateway Cenfiguration Router: disabled
VPN Configuration

Router Configuration

[ IMPORT FROM CSV | | Sceglifile | Nessun file selezionato EXPORT TO CSV
Uzers Configuration
Mobile Configuration ADD MODIFY DELETE

Mobile Network

DONS Coriguration e T

Shared Memory Tag Conf. Digital Input 2: [ZPASS_DI_2}

TCF Servers Analog Alarm: {RADIUS1}

Tag Setup Ecco l'allarme su 3 tag: [RADIUS1}-RADIUS2}-{ZPASS_DI_2}
Tag View Alarm on Digital Input 1 == ON ([ZPASS_DI_1})

Alarms

Alarm on Digital Input 1 -= OFF {{ZPASS_DI_1})
Alarm on Digital Input 2 -= ON ({ZPASS_DI_2})
Alarm on Digital Input 2 -= OFF ({[ZPASS_DI_2})

Alarm Cenfiguration

= B W
B o T & B e s B L

Alarm Summary

Alarm History
Logic Configuration
Phonebook

SMS Configuration
Email Configuration
HTTP Cenfiguration
Megzage Configuration
Timer Configuration
Rule Management
Data Logger (SD found)
General Settings

5D Transfer Conf.

FTP Transfer Conf.
Group Coenfiguration

SD File Manager
Maintenance
Ethernet Interfaces

FW Versions
FW Upgrade

Conf. Management

This page lets you configure text messages used for alarms sent via SMS, EMAIL, HTTP POST.

By clicking on the “ADD” button, a new message can be configured, as in the following figure.
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[ z-Passi

©SENECA

Basic Configuration

Summary

MNetwork and Services
Serial Portz

Digital KO Configuration
Real Time Clock Setup

Gateway Configuration

x +

C @ Nonsicuro | 192.168.85.103:8080/msg_conf_mod.php?id=0

* B OO0

Z-PASS1

Message Configuration [user: admin] [logout]
Firmware Version: SW003900_240

MAC Address: CBF9811B0001

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: running

VPN Configuration

Router Configuration CURRENT UPDATED
Users Cenfiguration M
Shared Memory Tag Conf. Configuration
TCP Servers
Tag Setup Id 0 0
Tag View Text
Alarms NOTE;ZO":"G"
t

Alarm Configuration use {T "/

Syniax, to insert
Alarm Summary the value of
Alarm History “TAG" tag in the
Logic Configuration text
Phonebeook APPLY
Email Configuration
HTTFP Configuration

Meszzage Configurafion

Rule Configuration
Data Logger (SD found)

General Settings
5D Transfer Conf.
FTP Transfer Conf.
Group Configuration

5D File Manager
Maintenance

Ethernet Interfaces
FW Versions
FW Upgrade

Conf. Management

Messages are identified by a numeric identifier.
The message text can currently contain only ASCII characters.

As highlighted by the note in the page, the syntax {TAG} will be replaced, in the text, with the current value

of the “TAG” tag. This syntax can be used more than once in a message text.

Selecting a message in the list and clicking on the “MODIFY” button, you can modify the message id and
text, as in the following figures.
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[ z-Passi

x +

C @ Nonsicuro | 192.168.85.103:8080/msg_conf.php

©SENECA

Basic Configuration

Summary

MNetwork and Services
Serial Portz

Digital KO Configuration
Real Time Clock Setup
Gateway Configuration
VPN Configuration
Router Configuration

Users Cenfiguration

Shared Memory Tag Conf.

TCP Servers

Tag Setup

Tag View

Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phonebook

Email Configuration
HTTP Configuration
Meszzage Configurafion

Rule Configuration
Data Logger (SD found)
General Settings

5D Transfer Conf.
FTP Transfer Conf.
Group Configuration

5D File Manager
Maintenance
Ethernet Interfaces

FW Versionz
FW Upgrade

Conf. Management

¢

2 00

Z-PASS1

Message Configuration [user: admin] [logout]
Firmware Version: SW003900_240

MAC Address: CBF9811B0001

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: running

e T

1 1 Allarme Remote Connection Disable -= ON

2 2 Allarme Remote Connection Disable -» OFF

3 3 Allarme Bit16={TAG_BIT_16}

4 4 Allarme Bit16={TAG_BIT_186}, val={ANALOG_FP32}
5 5

[} 3] Alarm on tag FP32 ON val=[ANALOG_FP32}

7 7 Alarm on tag FP32 OFF val=[ANALOG_FP32}

8 8 Danger on tag FP32 ON val=[ANALOG_FP32}

a 2] Danger on tag FP32 OFF val=[ANALOG_FP32}

10 10 Alarm BIT1_S=[TAG_BIT1_S}

11 1 Alarm BIT2_S={TAG_BIT2_S}

12 12 Alarm BIT16_S=[TAG_BIT16_S}

13 13 Alarm ACTIVE on tag S16={ANALOG_S16} !

14 14 Alarm INACTIVE on tag S16={ANALOG_S16} !
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[ z-Passi

C @® MNon sicuro | 192.168.85.103:8080/msg_conf_mod.php?id=7

©SENECA

Basic Configuration

Summary

MNetwork and Services
Serial Portz

Digital KO Configuration
Real Time Clock Setup
Gateway Configuration

VPN Configuration

x +

* B OO0

Z-PASS1

Message Configuration [user: admin] [logout]
Firmware Version: SW003900_240

MAC Address: CBF9811B0001

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: running

Router Configuration CURRENT UPDATED
Users Cenfiguration M

Shared Memory Tag Conf. Configuration

TCP Servers

Tag Setup Id & 5

Tag View Text

Alarms TSI

can use the Allarme Bit1=

Alarm Configuration TAG) [TAG_BIT 1},

Alarm Summary syntax, to ?T‘ffg BiT 2, /Allarme Biti={TAG_BIT_1}, Bit2={TAG_BIT_2), Bit16=(TAG_BIT_16}
Alarm History msertthe p. .=~ !
Logic Configuration value of TAG_BIT_16}
Phonebook “TAG" tag in
the text

Email Configuration
HTTFP Configuration APPLY
Meszzage Configurafion

Rule Configuration
Data Logger (SD found)

General Settings
5D Transfer Conf.
FTP Transfer Conf.
Group Configuration

5D File Manager
Maintenance

Ethernet Interfaces
FW Versions
FW Upgrade

Conf. Management

Selecting a message in the list and clicking on the “DELETE” button, you can delete a message.

Finally, the “EXPORT TO CSV” and “IMPORT FROM CSV” buttons let you export/import the message
configuration to/from a “.csv” file (the separator character is “;").

Please note that, when importing the message configuration from a .csv file, the previously existing
messages are deleted; so, a fast way to “clean” the message configuration, if it contains many entries, is to

import an empty .csv file.
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Also it is important to note that, to let the Z-PASS properly handle the messages, the imported text must
contain only ASCII characters.

21.6.4 Timer Configuration

The “Timer Configuration” page lets you define up to 100 timers to be used in the logic rules.

CURRENT UPDATED
Timer Configuration
Id 1 1
Enabled ON OM v
Duration (ms) 60000 BO000

APPLY

The ID represents the timer mnemonic that must be used in the rules.
Enabled selects if the timer is active or not.

Duration is the trigger value in [ms].

ADD MODIFY DELETE
ON

1 1 60000
2 2 OM 10000
3 3 OM 30000
4 100 ON 3600000

Note

The Timers by default are in stop mode, they need an action for start and an action for reset, see the
following diagram:
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STOP

START ACTION
—

21.6.5 Rule Management

21.6.5.1 Basic Information

START

COUNTING...

RESET ACTION

RESET ACTION

|

A Rule is composed by “If Condition(s)”, “Then Action(s)” and “Else Action(s)”.

IF CONDITION

TRUE

FALSE

If the “If condition” is true the “then action” is executed

If the “if condition” is false the “else action” is executed

The Rules are executed from top to down and from left to right (in figure 1->2->3->4):
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RULE GENERAL CONFIGURATION

CURRENT

Writing Mode After execution

APPLY

RULE STATUS

UPDATED

After execution ¥

Run Status RUNNING
Cycle Time (ms) 0
H Rule Management H ADD H MODIFY H CopPY ” MOVE ” DELETE DELETE ALL H
SET/RESET BREAKPOINT H P AY a OW TAGS H

H Rule Debugger

o= e |

I----\ '

If

2

Cm‘agg:fe‘m 1000 RRAEE\'LIJS;; OR . OR C_IRCUMFERENCE C_ID':l‘EZ‘LLJ}V:rLFERE{:JCE
mp RADILIST i=l= N REA — i=]=] yara ADCA —
BiggestArea || '~ - | RADIUS2 RADIUS1 AREA*3 14 RADIUS2 AREA * 314
When the rules are terminated then the execution returns to the first.
More in details the correct diagram is:
IF CONDITION 1 THEN ACTION 1 —P THEN ACTION 2 — THEN ACTION 3
TRUE
IF CONDITION 2 _’ OR/AND
FALSE
ELSE ACTION 1 —> ELSE ACTION 2 * ELSE ACTION 3
IF CONDITION 3

The “If conditions” can be combined together in “OR” or “AND” logic to obtain a unique boolean state:

IF CONDITION 1 IF CONDITION 2 IF CONDITION 3 “OR” RESULT “AND” RESULT
FALSE FALSE FALSE FALSE FALSE
FALSE FALSE TRUE TRUE FALSE
FALSE TRUE FALSE TRUE FALSE
FALSE TRUE TRUE TRUE FALSE
TRUE FALSE FALSE TRUE FALSE
TRUE FALSE TRUE TRUE FALSE
TRUE TRUE FALSE TRUE FALSE
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TRUE TRUE TRUE TRUE TRUE

Up to 3 different actions can be executed for each true/false result, the execution order is from 1 to 3.
Combining more than one rules, you can create a program, up to 2000 rules can be created.

A rule can be configured to execute actions:

-Only when there is a change in the “OR/AND” result

-At every loop

In the “Rule General Configuration” we can choose when the Tags are written to the external (Modbus)
memory image:

Z-PASS2

Rule Configuration [user: admin] [logout]
Firmware Version: SW003900_250

MAC Address: CBF9811B0001

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: disabled

CURRENT UPDATED
RULE GENERAL CONFIGURATION
Writing Mode After execution After execution ¥
B Aar exaosion

RULE STATUS

With “After Execution”, we obtain that the tag values are copied to the external image memory at the end
of all rules.

With “During Execution”, we obtain that the tag values are copied to the external image memory at the end
of each rule.

So, using the “After Execution” mode, the new tag values will be refreshed only at end of all rules (also tags
that must be written to Mobus RTU/TCP-IP).

The Rule Status will show the Run status (if the rules are in run or pause mode) and the Cycle time that is
the time spent to execute all the rules (note that if you need to write tags with modbus protocol the cycle
time will include also the time spent for this operation):
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21.6.5.2 Add a Rule

I SRS

1

By clicking on the “ADD” button, a new rule can be configured:

[}

. Enabled
e
 oeueroion
| peroainm
i Gondition 1
e
i Condition 2
e
i Condition3
e
I Condition Operator
[ Opertor or
 ThenAction1
o e
 ThenAction2
o e
 ThenAction3
T
 EseAction?
T
 EseAction2
T
. EseAction3
o Twe

To configure a rule, the parameters explained in the following table are available.

Field Meaning Default value
Enabled Flag telling if the rule is enabled or | OFF
disabled, that is if the rule will be
processed or not
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Index This parameter defines the rule | -
execution order (1 = first rule to be
executed)

Description Rule text description -

Period [ms] If the value is = 0 then the Actions are | O
executed only if there is a change in the
“OR/AND” result.

If the value is different from 0 the
Actions are executed every Period [ms].
Don’t use little Period values for
sending EMAIL/SMS Actions!

Note that the Period is in milliseconds
(seconds/1000).

NOTE:

If Period is >0 the Actions are always
executed in “repeat” mode

If Condition X Type This parameter defines the type of | None

X=[1..3] condition, for each of the three available
“if conditions”

Possible types are:
- None
- Alarm State
- Alarm Active
- Always
- Digital Tag
- Analog Tag
- Timer
- Scheduler
- Rule Status
- Bitmask
See paragraph 21.6.5.2.1

If Condition Operator The possible types are: OR/AND OR
IF Conditions can be combined in OR or
AND boolean operations.

Remember that using “OR” the result is
true if at least one condition is true.
Using “AND” the result is true if all the
conditions are true.

Then/Else This parameter defines the type of | None

Action X with X=[1..3]

action, for each of the three available
“then/else actions”
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Possible types are:
- None
- Send Alarm SMS*
- Send Alarm EMAIL
- Send Alarm HTTP POST
- Digital Tag
- Analog Tag
- Timer
- Scheduler
- Datalogger
- Network
- Set Bits
See paragraph 21.6.5.2.2

21.6.5.2.1 If Condition

Alarm State parameters

Field Meaning Default value

Alarm Name The name of the alarm can be selected | First alarm name in the list
from the list of all configured alarms

Alarm State The state of the alarm; possible states | None
are:

- None

- Alarm (digital only)

- Alarm Low Low (analog only)

- Alarm Low (analog only)

- Alarm High (analog only)

- Alarm High High (analog

only)

- Acknowledge

- Return

- End
Depending on the type (digital or
analog) of the selected alarm, some
states are disabled

Analog Danger Alarm Flag telling if alarm level shall be | OFF
“Analog Danger” or not, meaningful only
for analog alarms

22 This option is not available in Z-PASS1 product.
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Alarm Active parameters

Field Meaning Default value

Alarm Name The name of the alarm can be selected | First alarm name in the list
from the list of all configured alarms

Alarm Active Flag telling if alarm shall be “active” or | OFF
not

Alarm is “active” if it is in one of the
states:

Alarm (digital only)

Alarm Low Low (analog only)

Alarm Low (analog only)

Alarm High (analog only)

Alarm High High (analog
only)

- Acknowledge
Alarm is “not active” if it is in one of the

states:
- None
- Return
- End
Analog Danger Alarm Flag telling if alarm level shall be | OFF

“Analog Danger” or not, meaningful only
for analog alarms.

Always

The If condition is always true.

Note that the Rule is executed only one time if Period is = 0 ms or if the actions are in one time mode.
If you need to execute a rule at every cycle you must put the actions in “repeat mode”.

If you need to execute a rule every xx ms you need to put Period > Oms.

Digital Tag
Field Meaning Default value
Tag Select the Tag that must be used for the | -
condition
Operator Can be only “=” =
Tag / Constant value Select if the comparison is between a -
tag or a constant boolean value
Analog Tag
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Field

Meaning

Default value

Tag

Select the Tag that must be used for the
condition

Operator

Can be:
(l=II
Il>ll
(l<II
"

>=M

“__n
<=

Tag / Constant value

Select if the comparison is between a
tag or a constant value

Timer

Field Meaning Default value
ID Select the Timer ID to be used -

Expired Can be: OFF

“OFF” or “ON”

With “ON” the condition is true only
when the timer is expired (finish state).
With “OFF” the condition is true until
the timer is in STOP or COUNTING
STATE. When the timer is in FINISH state
the condition became false.

See chapter 21.6.4

The Timer functioning is represented in the following diagram:

START ACTION COUNTING...
—_—— »
STOP START FINISH
RESET ACTION
RESET ACTION
Schedule
Field Meaning Default value
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Type

Can be Daily, Weekly Monthly
Daily: the condition is true every day at
Hour:minute configured

Weekly: the condition is true the
selected day of the week at hour:minute

Monthly: : the condition is true the
selected day of the month at
hour:minute

Day

If type is Weekly:
0 = Sunday

1 = Monday

2 = Tuesday

3 = Wednesday
4 = Thursday

5 = Friday

6 = Saturday

If type is Monthly:
Select the day of the month from 1 to 31

Hour

Hours

Minute

Seconds

Rule Status

Field

Meaning

Default value

ID

Select which Rule ID

Enabled

Select between Enabled or Disabled.

If “Enabled” the condition is TRUE if the
selected Rule is enabled.

If “Disabled” the condition is TRUE if the
selected Rule is disabled.

Bitmask

Field

Meaning

Default value

Tag

Select which tag the bit mask shall be
applied to from a list containing all the
tags with data type “16Bit Unsigned”
and bit index 0

Mask

The bitmask represented as a string of 4
hexadecimal digits

0000
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The “Bitmask” condition is TRUE if the bitwise AND operation between the given Tag and Mask is different

from O; FALSE otherwise.

21.6.5.2.2 Then/Else Actions

None

No Action must be executed

Send Alarm SMS, Send Alarm EMAIL parameters

Field Meaning Default value

Message The message text to be inserted in the | First message in the list
SMS or EMAIL

Group The group of users the alarm will be | First group in the list
sent to

Send Alarm HTTP POST parameters

Field Meaning Default value

Message The message text to be inserted in the | First message in the list

HTTP POST

Please note that the currently available conditions (“Alarm State”, “Alarm Active”) act as “event triggered”,

that is the condition is true, and the action is executed, only when:

- the specified state is entered, for “Alarm State”

- one of the states of the “active” or “not active” sets is entered, for “Alarm Active”

Digital Tag
Field Meaning Default value
Action Mode Action mode, select from “One time” or | One time

“Repeat”.

With “One Time” the Actions are
executed only if there is a change in the
OR/AND Conditions Result.

With “Repeat” the Actions are executed
at every loop (if the rule is enabled and
if there is no period configured).

Destination Tag

It’s the Tag where the calculated result
is copied to

Operator

It’s the boolean operator to use, select
between =, NOT, OR etc...

Source Tag 1/ Constant value 1

Select the Tag to use in the boolen
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calculation.
You can also use a boolean constant

Source Tag 2 / Constant value 2

Select the second Tag if the operator
needs 2 inputs (For example “OR”
operator). You can also use a boolean

constant
Analog Tag
Field Meaning Default value
Action Mode Action mode, select from “One time” or | One time

“Repeat”.

With “One Time” the Actions are
executed only if there is a change in the
OR/AND Conditions Result.

With “Repeat” the Actions are executed
at every loop (if the rule is enabled and
if there is no period configured).

Destination Tag

It’s the Tag where the calculated result
is copied to

Operator

It's the mathematical operator to use,
select between:

copy the Source Tag 1/ Constant value 1
into the Destination Tag

Example:

Destination Tag = Source Tag 1

Or

Destination Tag = Constant value 1

II+=II

Sum to the Destination Tag the value of
Source Tagl / Constant value 1 and copy
the result to the Destination Tag.

Example:
Destination Tag = Destination Tag+Source
Tagl

“”

”

Subtract to the Destination Tag the
value of Source Tagl and copy the result
to the Destination Tag.

Example:

Destination Tag = Destination Tag -
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Source Tagl

“k_n

Multiply the Destination Tag with the
value of Source Tagl and copy the result
to the Destination Tag.

Example:

Destination Tag = Destination Tag *
Source Tagl

afn
Divide the Destination Tag with the
value of Source Tagl and copy the result
to the Destination Tag.

Example:

Destination Tag = Destination Tag /
Source Tagl

s
o=

Calculate the rest of the division From
the Destination Tag and the value of
Source Tagl and copy the result to the
Destination Tag.

(Note that 53%7 = 4)

Example:
Destination Tag = Destination Tag %
Source Tagl

“abs”

Calculate the absolute value of Source
Tag 1/ Constant value 1 and copy the
result to the Destination Tag

(Note that abs(-4) = 4)

Example:
Destination Tag = abs(Source Tag 1)

“sqrt”

Calculate the square root value of
Source Tag 1 / Constant value 1 and
copy the result to the Destination Tag.
(Note that sqrt(9) = v9 = 3)

Example:

Destination Tag = sqrt(Source Tag 1)
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«,

'sqr
Calculate the square value of Source Tag

J)

1 / Constant value 1 and copy the result
to the Destination Tag.

(Note that sqr(3) =3%2=9)

Example:

Destination Tag = sqr(Source Tag 1)

“log”
Calculate the decimal logarithm of
Source Tag 1 / Constant value 1 and
copy the result to the Destination Tag.
(Note that log(3) = 0.4771212)

Example:

Destination Tag = log (Source Tag 1)

“In”
Calculate the natural logarithm of
Source Tag 1 / Constant value 1 and
copy the result to the Destination Tag.
(Note that In(3) = 1.09861228867)
Example:

Destination Tag = In (Source Tag 1)

“exp
Calculate the Euler's number raised to

”

Source Tag 1 / Constant value 1 and
copy the result to the Destination Tag.
(Note that

exp(3) = e3 = 20.0855369232
In(exp(3)) =3

Example:

Destination Tag = exp(Source Tag 1)

uyn
Sum to Source Tag 1 / Constant value 1
With the value of Source Tag 2 /
Constant value 2 and copy the result to
the Destination Tag.

Example:

Destination Tag = Source Tag 1+ Source Tag 2

Subtract the Source Tag 1 / Constant

value 1 With the value of Source Tag 2 /
Constant value 2 and copy the result to
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the Destination Tag.
Example:
Destination Tag = Source Tag 1- Source Tag 2

“xn

Multiply the Source Tag 1 / Constant
value 1 With the value of Source Tag 2 /
Constant value 2 and copy the result to
the Destination Tag.

Example:

Destination Tag = Source Tag 1* Source Tag 2

apn
Divide the Source Tag 1 / Constant value
1 With the value of Source Tag 2 /
Constant value 2 and copy the result to
the Destination Tag.

Example:

Destination Tag = Source Tag 1 / Source Tag
2

wopn
Calculate the rest of the division between
the Source Tag 1 / Constant value 1 and
the value of Source Tag 2 / Constant
value 2 and copy the result to the
Destination Tag.

(Note that 53%7 = 4)

Example:

Destination Tag = Source Tag 1 % Source Tag
2
“pow
Calculate the Source Tagl /
Constant value 1 raised to the power
of the Sorce Tag2 / Constant value 2
and copy the result to the Destination

2

Tag.
Example:
DestinationTag
= Source Tag15°urceTag?

Source Tag 1/ Constant value 1 Select the Tag to use as input 1 for the
operator used. You can also use a
constant value.

Source Tag 2 / Constant value 2 Select the Tag to use as input 2 in the
calculation if the operator needs 2
inputs.
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You can also use a constant value.

Timer
Field Meaning Default value
ID Select the Timer ID to use. -
See chapter 21.6.4
Action Select the action to be done to the -
specified timer:
“Start” will start a timer to count
“Reset” will reset the timer to the stop
state (See chapter 21.6.4)
Rule Status
Field Meaning Default value
ID Select the Rule to Control -
Enable Select the action to be done to the -
specified rule:
“ON” will enable a disabled Rule
“OFF” will disable an enabled Rule
Data Logger
Field Meaning Default value
Group Select the Logger group to start/stop -
Select between ALL, 1, 2,3, 4
Enable Select the action to be done to the -
specified rule:
“ON” will start to log the selected
group(s)
“OFF” will stop to log the selected
group(s)
Network
Field Meaning Default value
Feature Select the action to be done to a | -
network feature, select between:
PPP* (Start or Stop the connection to
the data mobile connection)
VPN (Start or Stop the VPN /Let's
connection)
Firewall (Start or Stop the Firewall)
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* Only for Z-PASS2 model

Start

Select the action to be done to the
specified Feature:

“ON” will enable the feature
“OFF” will disabled the feature

Set Bits

Field

Meaning

Default value

Action Mode

Action mode, select from “One time” or
“Repeat”.

With “One Time”, the Actions are
executed only if there is a change in the
OR/AND Conditions Result.

With “Repeat”, the Actions are executed
at every loop (if the rule is enabled and
if there is no period configured).

One Time

Destination Tag

Select the destination tag from a list
containing all the tags with data type
“16Bit Unsigned” and bit index 0

Source Tag

Select the source tag from a list
containing all the tags with data type
“16Bit Unsigned” and bit index 0

Mask

The bitmask represented as a string of 4
hexadecimal digits

0000

Action

Reset: set the masked bitsto 0
Set: set the masked bitsto 1

Reset

21.6.5.3 Example Program

Now we want to create a program that calculate the maximum Circumference and the maximum Area from

2 radius.

21.6.5.3.1 Add the Tags

First of all we add the Tags that we need for the program:

We define Radiusl and Radius2 tags in integer type

Circumference and Area in Real 32 bits (floating point single precision) type:
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VPN Configuration

Router Configuration TAG 27
Users Configuration CURRENT UPDATED
.. cetEwavTAGNAME
RADIUSA RADIUS1T
Maobile Network
) 100 |1 o0 | Equivalent to the address in the
DDMNS Configuration Seneca documentation : 40100
sharea Wermory Tg Con. | RRGENGONNEGTEDN wcrnaL | INTERNAL v
TCP Servers HOLDING |HOLDING REGISTER v |
e G REGISTER
= INTARCERRECISTERIATANNGE ‘oo Sicven | 1557 SIGNED v
ag Wiew
SHARED

I .5, [ S
samcorsion N\, |NTALVALEE E |
e e e

. o . ITREAD QMNLY = ON, tag value
Logic Configuration cannot be changed by means of
Phonebook Modbus protocol
SMIS Configuration | CALCULATEDFUNCTION

. . This parameter can be changed
HTTP Configuration
Message Configuration

CURRENT UPDATED

RADIUS2

=
=
=1

[
9]
ma

INTERNAL

=
Q
e
2
H]
@

REGISTER

SHARED
MEMORY

a2
=

TAG 29
CURRENT

=
=
(=]

INTERNAL

HOLDING
REGISTER

[
=]
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16BIT SIGNED | 16BIT SIGNED

| Equivalent to the address in the
Sensca documentation : 40101

INTERNAL v
|HOLDING REGISTER v |
v
SHARED MEMORY v
o |
Corresponding fo HTTP POST
varable - V27
If READ OMLY = ON, tag valus
cannet be changed by means of
Modbug profocol
This parameter can be changed
in "Alarm Configuration" page
APPLY

UPDATED

CIRCUMFERENCE CIRCUMFERENCE

Equivalent to the address in

SHARED MEMORY |SHARED MEMORY v

|103 | the Seneca documentation
40103

INTERMAL

|HOLDING REGISTER v |

32BIT REAL MSW |32EIT REAL MSW v

0 |

Corresponding to HTTP POST
vanabls - V28
If READ ONLY = OM, tag value

cannot be changed by means
of Madbus protocol
This parameter can be

changed in "Alarm

Configuration” page
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AREA

Iy
=
o]

MsW

=]
L=

w0
]
o

NONE

—
@
[
<

21.6.5.3.2 Add the Rules

SHARED
MEMORY

INTERMAL

HOLDING
REGISTER

32BIT REAL

CURRENT

UPDATED
AREA

105

INTERNAL ¥
|HOLDING REGISTER v |

Equivalent to the address in the
Seneca documentation : 40105

[32BIT REAL MSW |

SHARED MEMORY v

Cormesponding to HTTP POST
variable - V29

If READ ONLY = ON, tag valus
cannot be changad by means of
Madbus protocol

OFF v

NONE v

This parameter can be changed

OFF ¥ in “Alarm Configuration” page

Now click on “Rule Mangement” and then ADD to add a new rule:

©
©SENECA ==
Basic C . Rule C [user: admin] [logout]
Simnany Firmware Version: SW003900_250
Network and Services
MAC Address: C8F9811B0001
Serial Porls

Digital 0 Configuration
Real Time Clock Setup
Galeway Configuration
VPN C

Internet Access: Ethernet
Gateway: running [Data Logger: running]

Router: disabled

/

Router Configuraticn
Users Configuration
Mobile Configuration
Mobile Netvork

CURRENT UPDATED

RULE GENERAL GONFIGURATION

Writing Mode| After execution

After execufion v

DDNS Cenfiguration APPLY
Shared Memory Tag Conf,
TCP Servers BUIESTATOS
Tag Setup Run Status RUNNING
Tag View Cycle Time (ms) 0
Alarms
Alarm Configuration | Rule Management ” H MODIFY ” COPY ” ” | DELETE | u [ DELETEALL | |
Alarm Summary
Alam History | Rule Debugger u SET/RESET BREAKPOINT H H SHOW TAGS |
Logic C: d
Phonebook
1 If condition 2 If

SMS Ganfiguration

Email Configuration — o
HTTP Configurafion - - o rule - — — — — .

Message Configuration

Timer Gonfiguration
Data Logger (SD fullN
General Settings.
5D Transfer Conf.
FTP Transfer Conf
Group Configuration
50 File Manager

Maintenance
Ethernet Interfaces

FW Versions
FW Upgrade

Conf. Management

We Create now the first Rule for calculate the circumference using the biggest Radius between Radius1 and
Radius2:
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We need that the Rule will be executed every 1000 ms:

Then the “if condition” with the biggest radius (we need only 1 if condition):

Analog Tag

RADIUST  [RADIUST T

-

RADIUSZ  |RADIUSZ T

:
il

So, if the condition is true the Radiusl > Radius2 so we must calculate the circumference with Radiusl
(Circumference = Radius 1 * 6.28):

Analog Tag | Analog Tag v

-D-netine Cine time ¥

CIRCUMFEREMCE |CIRCUMFEREMCE ¥ |

: __v]
- RADIUS1 [RADIUSA T
constant [ constant value T |

walue

628 828

[Mane ¥ |

[Mane ¥ |
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Else the Radius 1< Radius 2 so we need to calculate the circumference with Radius2 (Circumference =
Radius 2 * 6.28):

Analog Tag  [Anzlog Tag v

One time Cne time ¥

CIRCUMFERENCE |CIRCUMFEREMCE ¥ |
: C_v]

RADIUS2 |RADIUSZ v

constant
value

628  |523

| constant value T |

[Mone T |

[Mone T |

Now click on “APPLY” to save the first Rule:

If ition 1 If ition 2 If

w

RADIUST =
RADIUS2

=

Calculate
1 Biggest 1000
Circumference

o

R - OR —

CIRCUMFERENCE| CIRCUMFERENCE| —
=RADIUS1 =625 - - =RADIUS2*6.23 - -

In the same way we create the Second Rule for calculate the biggest Area:

Also this rule must be execute every 1000ms:

ON
2

Calculata
Biggeat  |[Calculste Siggest Ares
Arag

w0 [fo00 |

The “if condition” is the same of the first rule:
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i Condidon 1

Analog
Type Tag AnalogpTag ¥

Tag RaDiwg1 [RADIUET v
Oparator = B
Tag RaDiusz [RADIUSZ L
if Condldon 2
Typs Hane None v
if Condition 3
T8 Hone None v

If Conaiman Oparamor
Operator OR O ¥

Now we must calculate the AREA using the following calculation:
AREA = (RADIUS?) % 3.14
We need to brench the realtion in two step:
In the first step we calculate:
AREA = RADIUS1?
And in the second:

AREA = AREA * 3.14

So, in our rule if RADIUS1 > RADIUS2 we calculate AREA with RADIUS1 using the square function (sqr):
AREA = sqr(RADIUS1)
And then

AREA = AREA*3.14
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Ll
Ll
RaDILg1 [RADIDE T
o]
st G
AREA [AREA L
[opesior:  * v
\SauaTag Anca [RREA v
constant
vaiue [constant value T
314|314 |
e [Non v

Then if RADIUS1 < RADIUS2 we calculate AREA with RADIUS2:

4nslog  [Enalog T v
Tag [Analog Tap ]
on time [Cine fime ¥ |
AREA  [AREA v
oo (s V)
4nslog  [Enalop T v
e e .
o
st G
e e v
[hopemtse: [ v
NSoireaTag ares [ARER v
constant
vaiug | constant valus ¥ |
314 [3.14 |
e e v
APPLY

If conditi If conditi If
1 2 3
Caleulate RADIUST > | o or CIRCUMFERENCE CIRCUMFERENCE
 oigges RADIUS2 - - = RADIUS1 *6.28 = RADIUS2 * 6.28 - -
Circumference
Calculate 1000 || RADIUST > [l o . OR| . AREA sqr AREA = AREA sqr AREA = .
Biggest Area RADIUS2 RADIUS1 AREA™3.14 RADIUS2 AREA *3.14
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21.6.5.4 Testing the Example Program

When a rule is added the Rule start automatically (RUNNING):

CURRENT UPDATED
RULE GENERAL CONFIGURATION
‘Writing Mode After execution After execution ¥
RULE STATUS
A S RUNNING
Cycle Time (ms) 0
" Rule Management H ADD ” H H H | DELETE | H | DELETE ALL | H
I Rule Debugger | | | |
It It it
1 2 3
Caleuiate rapwst> | ol el |cRoumFERence|  |comrcumrerence|
99 RADIUSZ = RADIUS1 *6.28 = RADIUS2 *6.28
Circumference
Calculate | 000" RADIUST> [ o or AREA st AREA = AREA sqr AREA =
Biggest Area RADIUS2 RADIUST  ||AREA*314] RADIUS2 | AREA*3.14

For testing the program we can write the tags RADIUS1 and RADIUS2 from Modbus RTU/MODBUS TCP-IP
(registers 40100-40101 in our example) or using the page “Tag View”:

Vi LU aun

Router Configuration
Data Logger: | START || STOP |[ CLEAN CACHE |

Users Cenfiguration
Mobile Configuration
Mobile Network

Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |

DDNS Configuration - REUISIER UNSIGNED "
Shared Memory Tag Conf. HOLDING  16BIT

e 17 GPS_YEAR 15 NG D " - NONE  NONE

Tag Setup 18 GPS_LATITUDE 17 HOLDING = 64BIT 0 - NONE  NONE

REGISTER  REAL

Tag View
19 GPS_LONGITUDE 21 [IOLDING - G4BT 0 - NONE NONE
ration

Alarms REGISTER  REAL

HOLDING 64BIT
REGISTER  REAL

HOLDING 64BIT

Alarm Configu

20 GPS_HDOP 25 0 - NONE  NONE

Alarm Summary

i, 21 GPS_ALTITUDE 29 Hotome e 0 - NONE  NONE
Logic Configuration HOLDING  G4BIT
2 GPS_COG 3 0 - NONE  NONE
—— = REGISTER  REAL
SMS Configuration 23 ePssPEEDkM 3 pLbolNG BB 0 - NONE  NONE
Email Configuration
b 24  GPS_SPEED_KN 4 g&'—g%‘; gﬁ[ 0 - NONE  NONE
HTTP Configuration
HOLDING  16BIT
eeeeTe TR 25 GPS_FIX 45 HOLDING @ ebep O - NONE  NONE
Timer Configuration 5 GPS NUM_SAT 5 FEL-IEOGLI[;?E% UN;?E;EED 0 - NONE  NOME
Rule Management
FOIONG 1687 7032078 '
Data Logger (SD found) 27 RADIUS 100 ATEONG - R, 0 C o 7o NONE  NONE | CHANGE
General Settings
HOLDING  16BIT 070372019
SD Transfer Conf. 28 RADIUS2 1" Recister sighen  ° _ inor25e51519 MNONE  NONE | CHANGE
e —— HOLDING  32BIT . 0710312019
20 CIRCUMFERENCE 103 [fIOLOMG  BZBE o g NONE  NONE [ CHANGE
Group Configuration
HOLDING  32BIT 071032019
SD File Manager = AREA 15 Recister REALMsw  ° T 116130485 NONE NONE | CHANGE

Maintenance
Ethernet Interfaces

Now we change the RADIUS1=100 and RADIUS2=50 by clicking on “CHANGE” button:
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Jriving lition
[ 192.168.85.103:8080 dice

RADIUST

= \

Iiti
192.168.85.103:8080 dice i

RADIUS2

2 \

Now we can pass to “Rule Management” page for view the result:

CURRENT UPDATED
RULE GENERAL CONFIGURATION
Wiriting Mode After execution After execution ¥
RULE STATUS
Run saus RUNNING
Cycle Time (ms) o
H Rule Management H ADD H MODIFY " COPY H MOVE " DELETE H DELETEALL H
H Rule Debugger H SET/RESET BREAKPOINT " H SHOW TAGS H

If condifi If condifi If condifi
1 2 3
Calculate
! RADIUS1 > CIRCUMFERENCE CIRCUMFERENCE
1 1 Biggest || 1000 | ‘papsz (|OR OR = RADIUST * 6.28 = RADIUS2 * 6.28
Circumference

2 2 Calculate 1000 RADIUS1T = = . OR . AREA sqr AREA = - AREA sqr AREA = .
Biggest Area RADIUS2 RADIUS1 AREA*3.14 RADIUS2 AREA *3.14

(o]

o

Now the condition status of the 2 rules is true because the RADIUS1 > RADIUS2, so are executed the “Then
Actions”

In Tag view the calculation of CIRCUMFERENCE and AREA are updated:
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HOLLIMG Tobl1

27 RADIUS1 100 praisTER signep 190
HOLDING  16BIT

28 RADIUS?2 101 peaister sienep 20 )
HOLDING  32BIT

29 CIRCUMFERENCE 103 prniorer REALMsw 028 )

. i j05 HOLDING  32B8IT ... .

REGISTER REAL MSW

Now we change to 200 the RADIUS2 value in the tag view pages:

192.168.85.103:8080 dice

RADIUS2

D320y

11:15:56.934313 NONE
0710312019

11:3412 465220 NOMNE
0710312019

11:34'30 634835 VONE
07032019

11:34:39.634973

200

NONE

NONE

NONE

NONE

CHANGE

CHANGE

CHANGE

CHANGE

And now:
CURRENT UPDATED
RULE GENERAL CONFIGURATION
Wiiting Mode After execution
RULE STATUS
R st RUNNING
Cycle Time (ms) 0
H Rule Management = H H H H |
H Rule Debugger [ | [
If conditi If conditi If conditi
1 2 3
Calculate
RADIUS1 = CIRCUMFERENCE CIRCUMFERENCE
Biggest | 1000 | ‘gapiusz ||OR OR = RADIUS1 *6.28 = RADIUS2 *6.28
Circumference
Calculate 1000 RADIUS1 = OR - OR AREA sgr AREA = AREA sqr AREA = -
Biggest Area RADIUS2 RADIUS1 AREA *3.14 RADIUS2 AREA *3.14

Now the condition status of the 2 rules is false because the RADIUS1 < RADIUS2, so are executed the “Else

Actions”

In Tag view the calculation of CIRCUMFERENCE and AREA are updated:

HUOLUING 16HI1

27 RADIUS 100 pegisTER signep 190
HOLDING  16BIT

28 RADIUS2 101 ceGisTER signep 200
HOLDING  32BIT

29 CIRCUMFERENCE 103 prajeren mealmsw 1298
HOLDING  32BIT

30 AREA 105 REGISTER REAL Msw 122600 )
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Orai2oy
11:15:566.934313

07/03/2019
11:35:39.122325

07032019
11:35:43.55955

07032019
11:35:43 56111

NOMNE

NOMNE

NOMNE

NOME

NONE

NONE

NONE

NONE

CHANGE

CHANGE

CHANGE

CHANGE
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21.6.5.5 Debug the Example Program

A program can be debugged by using the internal Rule debugger.

With the internal debugger you can:

-Insert a Breakpoint before the execution of a rule

-View the tag values before/after the execution of a rule

CURRENT UPDATED

RULE GENERAL GONFIGURATION

Writing Mode After execution

APPLY
RULE STATUS
fan saus RUNNING
Cycle Time (ms) 0
” Rule Management ” ADD || MODIFY H COPY H MOVE ” DELETE || DELETE ALL H
| ” Rule Debugger H SET/RESET BREAKPOINT H PLAY H SHOW TAGS

v e v

Calculate 1000 RADIUS1 = AREA sgr AREA = AREA sqr AREA =
Biggest Area RADIUS2 RADIUS1 AREA* 314 RADIUSZ AREA* 314

For adding a breakpoint select the a rule and then press the “SET/RESET BREAKPOINT”:

CURRENT UPDATED

RULE GENERAL CONFIGURATION

Wiriting Mode After execution

APPLY
RULE STATUS
Run Status PAUSED
Cycle Time (ms) ]
" Rule Management H ADD " MODIFY ” COPY ” MOVE ” DELETE " DELETE ALL H
" Rule Debugger H SET/RESET BREAKPOINT H " SHOW TAGS H

If conditi If conditi If conditi
1 2 3
Calculate
1 RADIUS1 » GIRCUMFERENCE CIRGUMFERENCE
. 1 || Biggest 111000 | “papjsy (|OR - G - = RADIUSY *6.28 - = RADIUS2 *6.28 - - - ON
Circumference

5 Calculate 1000 || RADIUST > o OR AREA sqr AREA = . AREA sqr AREA =
Biggest Area RADIUS2 RADIUS1 AREA *3.14 RADIUS2 AREA *3.14

The rule became yellow and the rule status change in “paused”. Note that the breakpoint is before the
execution of the rule.

By clicking on “Show tags” the actual tags values are displayed:
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CURRENT
RULE GENERAL CONFIGURATION

‘Writing Mode After execution

UPDATED

After execution ¥

RULE STATUS
Run Status PAUSED
Cycle Time (ms) 0
” Rule Management ” ADD H H " ” | DELETE | H | DELETEALL | H
| FE— H I I ]
If i If If
1 2 3
Calculate
! RADIUS1 > CIRCUMFERENCE CIRCUMFERENCE
_ Biggest RraDIUs2 [OF |2 = RADIUST *6.28 - - = RADIUS? * 6.28 GN
Circumference
Calculate 1000 || RARIUST = || o OR . AREA sqr AREA = ~ AREA sqr AREA =
Biggest Area RADIUS2 RADIUS1 AREA * 3.14 RADIUS2 AREA*314
1 RADIUST 100
2 RADIUS2 200
3 CIRCUMFERENCE 1256
4 AREA 125600

Now you can move the breakpoint to the following rule, select the

BREAKPOINT” button:

CURRENT
RULE GENERAL CONFIGURATION

Wiriting Mode| After execution

UPDATED

After execution ¥

next rule and press the “SET/RESET

APPLY
RULE STATUS
Run Status PAUSED
Cycle Time (ms) 0
H Rule Management || ADD H MODIFY H COPY || MOVE H DELETE H DELETE ALL H
H Rule Debugger H SET/RESET BREAKPOINT H PLAY H SHOW TAGS H

If

CIRCUMFERENCE

CIRCUMFERENCE
- RADIUS1 *6.28 =RADIUS2 *6.28

RADIUS1

100

RADIUS2

200

1
2
3 CIRCUMFERENCE
4

1256

AREA

125600

Note that the execution is pause because you must press “PLAY” for advance to the next breakpoint, press

“PLAY”:
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CURRENT UPDATED

RULE GENERAL CONFIGURATION

Writing Mode After execution After execution v

RULE STATUS

Run Status. PAUSED
Cycle Time (ms) 0

[ g | (0] | [ \| [ \| H

H Rule Debugger ” SET/RESET BREAKPOINT ” PLAY

If itis If itis If it
1 2 3

; Calculate RADIUST = CIRCUMFERENCE CIRCUMFERENCE

o

Biggest 1000 | "maniUs? R OR = RADIUS1 * 6.28 = RADIUS2 *6.28

Circumference

Calculate RADIUST > AREA sqr AREA= AREA sqr AREA =
BiggestArea | 1% | ‘rapwsz |9F]  —  |9R] -~ RADIUST  |AREA®314| RADIUS2  |AREA®314| |-‘ e

1 RADIUS1 100
2 RADIUS2 200
3
2

GIRCUMFERENCE 1256
AREA 125600

The execution is stopped before the Rule nr 2.

21.7 Data Logger

21.7.1 General Settings

By clicking on the “General Settings” link, in the “Data Logger” section, you come to the following page:
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[ Z-Passz

©SENECA

Basic Configuration

Summary

MNetwork and Services
Serial Portz

Real Time Clock Setup
Gateway Configuration
VPN Configuration
Router Configuration

Users Configuration
Mobile Configuration
Mobile Network

DDNS Configuration

TCP Servers
Tag Setup

Tag View
Alarms

Alarm Configuration
Alarm Summary

Alarm History
Logic Configuration
Phonebook

SMS Configuration

Email Configuration

HTTF Cenfiguration
Meszage Configuration
Rule Configuration

Data Logger (8D missing)
General Selfings

5D Transfer Conf.

FTP Transfer Conf.

Group Configuration
Maintenance

Ethernet Interfaces
FW Verzions
FW Upgrade

Conf. Management

Shared Memory Tag Conf.

x +

C @ Nonsicuro | 192.168.85.105:8080/datalog_gen_conf.php

* B OO0

Z-PASS2

General Settings [user: admin] [logout]

Firmware Version: SW003900_240 [Modem: 1231B02SIM3350E]
MAC Address: CBF981160043 [IMEI: 862264020406335]
Internet Access: Ethernet

Gateway: running [Data Logger: running (no group enabled}]

Router: disabled

CURRENT UPDATED

General Settings

RTU Name Z-PASS Z-PASS

New files first ¥

Point(.) v

Transfer Priority Mew files first
Decimal Separator Point (.)

CSV Separator Semicolon (3) Semicolon (;) ¥

INDEX Column ON ON +
TYPE Column ON ON ¥
_ dd/mmiyyyy ; -
Timestamp Format HH:MM:SS dd/mm/yyyy HH:MM:SS  ~

HTTP POST Enable OFF OFF »
HTTP POST Tag Limitation
Needed with Seneca Cloud Box to

. OFF OFF v
limit the number of tags per HTTP
POST to 150

APPLY
Transfer Settings
SD Enable OFF

FIP Enable OFF
EMAIL Enable ON
HTTP POST Enable OFF

In the “General Settings” section, this page contains the general parameters related to the Data Logger

functionality, as listed in the following table.

Field

Meaning

Default value

RTU Name

Name identifying the Z-PASS device.

via FTP or sent as email attachments

It is used in log file names, transferred

Z-PASS

Transfer Priority

shall be transferred first.

This field tells if newer or older log files

New files first
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Possible values are:
- Oldfiles first
- New files first

Decimal separator Character used as decimal separator for | Point (.)
floating point values in log files.
Possible values are:

- Point(.)

- Comma (,)

CSV Separator Character used as field separator in csv | Semicolon (;)
log files.
Possible values are:
- Semicolon (;)
- Point(.)
- Blank()

INDEX Column Flag telling if the “INDEX” column, | ON
containing the line (sample) progressive
index, shall be present in the log files or
not

TYPE Column Flag telling if the “TYPE” column, | ON
containing the line (sample) type, shall
be present in the log files or not.

NOTE: currently, this column always
contains the “LOG” string

Timestamp Format Format of the timestamp value in the | dd/mm/yyyy HH:MM:SS
“TIMESTAMP” column.
Possible formats are:
dd/mm/yyyy HH:MM:SS
yyyy/mm/dd HH:MM:SS
dd/mm/yy HH:MM:SS
yy/mm/dd HH:MM:SS
seconds since the Epoch

HTTP POST Enable Flag to enable/disable the HTTP POST | OFF
protocol (see paragraph 10.1)
HTTP POST Tag Limitation When this parameter is set to ON, the | OFF

HTTP POST requests contain a maximum
of 150 tags, even if Group 1 contains a
larger number of tags; conversely, when
it is set to OFF, the HTTP POST requests
contain all the Group 1 tags.

This limitation is needed when using the
Z-PASS with the Seneca Cloud Box
product.

Please note that, when the “HTTP POST Enable” parameter is changed from OFF to ON, the following
changes are also automatically applied:
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- the “Enable” parameter in the “HTTP POST Configuration” page is set to ON;

- the “Sampling Mode” parameter for all the groups in the “Group Configuration” page is set to
Disabled; then, it can be changed only for Group 1;

- the “Sampling Period” parameter for Group 1 in the “Group Configuration” page shall be a multiple
of 30 (seconds).

In the “Transfer Settings” section, the “enable” (OFF/ON) status for all the transfer methods is shown.

Note that from release FW SW00390_297 it’s also possible to use the Datalogger on trigger feature. In this
mode the data acquisition it's made only when a rule command it's “TRIGGER LOG” (see Logic

Configuration).

21.7.2 Group Configuration

By clicking on the “Group Configuration” link, in the “Data Logger” section, you come to the following page:
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[ z-passi

x +

& > C @ Nonsicuro | 192.168.85.103:8080/datalog_group_conf.php

* B OO0

©SENECA

Basic Configuration
Summary

MNetwork and Services
Serial Ports

Digital KO Configuration
Real Time Clock Setup
Gateway Configuration

Z-PASS1

Group Configuration [user: admin] [logout]
Firmware Version: SW003900_240

MAC Address: CBF9811B0001

Internet Access: Ethernet

Gateway: running [Data Logger: running]

Router: running

VPN Configuration

Router Configuration

Users Cenfiguration

Shared Memory Tag Conf.

TCP Servers

Tag Setup

Tag View

Alarms

Alarm Configuration
Alarm Summary

Alarm History

Logic Configuration
Phonebook

Email Configuration
HTTP Configuration
Meszage Configuration
Rule Configuration
Data Logger (SD found)
General Settings

5D Transfer Conf.
FTP Transfer Conf.

5D File Manager
Maintenance
Ethernet Interfaces

FW Versionz
FW Upgrade
Conf. Management

TAG LIST

APPLY

Periodi
ao
en

833 hours, 20 min, 0 s
26 hours, 0 min, 0 =

Disabled v

(=3 e ey
(S R

Disabled v

5

1]

I

L]

3

4

The page contains four sections, one for each Data Logger group.

Each section contains the parameters described in the following table.

Field

Meaning

Default value

Sampling Mode

Since, currently, the only supported
sampling mode is “Periodic”, this
parameter is actually a flag used to
enable (“Periodic”) or disable
(“Disabled”) the group.

Disabled
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Sampling Period (s) This parameter defines the sampling | 15
period, in seconds.
Minimum: 1, Maximum: 7200

Transfer Period (min) This parameter defines the transfer | 15
period, in minutes; that is every time
interval defined by this parameter the
log file is closed and transferred.
Minimum: 1, Maximum: 43200

For any group with “Sampling Mode” set to “Periodic”, the “Time before overflow” information is given;

this is the time (given in hour, minutes, seconds) after which the oldest log files will be overwritten by the

new files; in other words, this value represents the time interval during which Z-PASS can store data

samples, before data loss occurs.

If “HTTP POST Enable” is set to ON, for Group 1 with “Sampling Mode” set to “Periodic”, also the “HTTP
POST Time before overflow” is given, which is the same concept of “Time before overflow” applied to data
samples sent via HTTP POST.

It should be noticed that the values of the “Sampling Period” and “Transfer Period” parameters determine

the maximum number of lines (samples) in a log file.

The “Transfer Period” (in seconds) shall be a multiple of the “Sampling Period”: if this condition is not
satisfied the following error message is shown:
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[Giovanni] — O X
/ [ Z-Pass? x \\ \
& (= | (@ 192.168.85.104:3080/datalog_conf_save.php?act=savelitype=grp ¥ :
@
©SENECA 2+
General Configuration Data Logger Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_230 [Modem: UC20GQBRO3A14E1G]
Metwerk and Services
Senal P MAC Addreas: CBF9811B0000 [IMEI: 861075026666172] [IMSI: 222013200438015]
erial Ports
Ttz Gt Internet Accessa: Ethernet
Real Time Clock Setup Gateway: running [Data Logger: running (no group enabled)]
VPN Configuration Router: running
Router Configuration
Uszers Configuration
FW Upgrade
Tl e Transfer Period (in seconds) must be a multiple of Sampling Period ! Group Configuration not
Shared Memory Tag Conf. changed
Tag Setup
Tag View
TCP Servers
Mobile Configuration
Meabile Network

DDNS Configuraticn
Digital VO Configuration
Digital O Configuration
Logic Configuration

SMS Cenfiguration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

Data Logger (SD missing)

General Settings

Group Configuration

To prevent creating log files that are too large to store and transfer, a maximum number of 10000 lines
(samples) per log file has been set; if the “Sampling Period” and “Transfer Period” values are such that this
limit is overcome, the following error message is shown.
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[Giovanuil — O *
/ [ z-pass2 X \§ A
& C | (@ 192.168.85.104:3080/datalog_conf_save.php?act=savelitype=grp ¥ H
@
©SENECA s
General Configuration Data Logger Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_230 [Modem: UC20GQBRO3A14E1G]
Network and Services
Senal P MAC Addresa: CBF9811B0000 [IMEI: 861075026666172] [IMSI]: 222013200438015]
erial Ports:
Ttz Gt Internet Accessa: Ethernet
Real Time Clock Setup Gateway: running [Data Logger: running (no group enabled)]
VPN Configuration Router: running
Router Configuration
Uszers Configuration
FW Upgrade
Tl e Log Files cannot contain more than 10000 samples ! Group Configuration not changed
Shared Memory Tag Conf.
Tag Setup
Tag View
TCP Servers
Mobile Configuration
Meabile Network
DDNS Configuraticn

Digital VO Configuration
Digital O Configuration
Logic Configuration

SMS Configuration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

Data Logger (SD missing)

General Settings

Group Configuration

When HTTP POST protocol is enabled and the Group 1 Sampling Mode parameter is set to a value that is
not a multiple of 30, the following error message is shown.
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[Giovanuil — O X
/ [ Z-Pass? x \\ \
& C | (@ 192.168.85.104:3080/datalog_conf_save.php?act=savelitype=grp ¥ H
@
©SENECA s
General Configuration Data Logger Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_232 [Modem: UC20GQBRO3A14E1G]
Network and Services
Senal P MAC Addresa: CBF9811B0000 [IMEI: 861075026666172] [IMSI]: 222101600237893]
erial Ports:
Ttz Gt Internet Accessa: Ethernet
Real Time Clock Setup Gateway: running [Data Logger: running (no group enabled)]
VPN Configuration Router: disabled
Router Configuration
Uszers Configuration
FW Upgrade
S e For HTTP POST, Sampling Period must be a muitiple of 30 seconds ! Group Configuration not
Shared Memory Tag Conf. changed
Tag Setup
Tag View
TCP Servers
Mobile Configuration
Meabile Network
DDNS Configuraticn

Digital VO Configuration
Digital O Configuration
Logic Configuration
SMS Configuration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

Data Logger (SD found)
General Settings

Group Configuration

5D File Manager

If the Data Logger is running but no group is enabled, the Data Logger status in the page headers is
reported as:

[Data Logger: running (no group enabled)]

Instead, if the Data Logger is running and at least one group is enabled, the Data Logger status in the page
headers is reported as:

[Data Logger: running]
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The Data Logger implementation is such that a log file is closed and transferred when the current date-time
in seconds is a multiple of the “Transfer Period” in seconds; so, for example, if the “Transfer Period” is set
to 60 (1 hour), the log files are closed and transferred at the beginning of each hour (00:00, 01:00, 02:00
etc.); obviously, if the Data Logger is started after the beginning of the current hour, the first log file will
contain less lines that the expected number.

For enabled groups, the log files are closed and transferred, regardless of the transfer period, also in the
following situations:

- if any change to Data Logger configuration parameters is applied;

- if Data Logger is stopped and restarted.

Each group section contains a button named “TAG LIST”; by clicking on this button, you come to a page like
the following:
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/ [y Z-PAss? x\\ \
& C |® 192.168.85.104:8080/datalog_tag_conf.php?id=0 Q 1'.‘(| H

©SENECA  =rs=:

General Configuration Tag Configuration [user: admin] [logout]

LB TS Firmware Version: SW003300_230 [Modem: UC20GQBRO3A14E1G]

Metwork and Services

R MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222013200438015]
Tl e]

Gateway Configuration Internet Access: Ethernet

Real Time Clock Setup
VPN Configuration

Gateway: running [Data Logger: running (no group enabled)]

Router: running
Router Configuration

Users Configurafion

FW Upgrade Group 1
Conf. Management Messun file selezionato
Shared Memory Tag Conf.
Tag Sefup
Tag View oo« Name
TCP Servers 1 ZPASS_DI
Mohbile Configuration 2 ZPASS_DO
Mobile Metweork 3 ZPASS DI 1
DDNS Configuration 4 ZPAS S:DI:2
Digital /O Configuration 5 ZPASS DI 3
Digital 'C Configuration 5 ZPASS DI 4
— T
Phonsboak 8 ZPASS_DO_2
B - ] ZPASS_DO_3
Diagnostics
FW Versions 10 ZPASS_DO_4
Ethernet Interfaces 1 GPS_ERRCR
Data Logger (SD missing) 12 GPS_HOUR
Gensral Settings 13 GPS_MINUTE
Group Configuration 14 GPS_SECOND
15 GPS_DAY
16 GPS_MONTH
17 GPS_YEAR
18 GPS_LATITUDE
19 GPS_LONGITUDE
20 GPS_HDOP
21 GPS_ALTITUDE
22 GPS_COG
23 GPS_SPEED_KM
24 GPS_SPEED_KN
25 GPS_FIX
26 GPS_NUM_SAT

In this page, the list of the Modbus Shared Memory Gateway tags associated to the group (Group 1, in the
above figure) is shown.

Please note that the order of the tags in the list corresponds to the order of the tag columns in the log files.

In this page, you can:
- select a tag and delete it (that is de-associate it from the group), by means of the “DELETE” button
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- export the tag list to a csv file (actually, containing a single column, that is the tag names), by
means of the “EXPORT TO CSV” button; by default, the name of the exported file is:
zpass_dl_tags_X.csv, where X=[1..4] is the group number)

- importing the tag list from a csv file, by means of the “IMPORT FROM CSV” button

- go to the next/previous group, by means of the “NEXT GROUP”/”PREV GROUP” button

Finally, by clicking on the “ADD” button, you come to a page like the following.

/ ; S@Eml — O X
__; [ Z-Pass2 x WO
C | ® 192.168.85.104:8080/datalog_tag_mod.php?id=08&grp=1 r E
@SENECA zesses
General Configuration Tag Configuration [user: admin] [logout]
LETONEE Firmware Version: $W003900_230 [Modem: UC20GQBRO3A14E1G]

Network and Services

Sl P MAC Address: CBF9811B0000 [IMEI: 861075026666172] [IMS]: 2220132004238013]
erial Ports

Gateway Configuration Internet Accesa: Ethernet

Real Time Clock Setup Gateway: running [Data Logger: running (no group enabled)]

VPN Configuration Router: running

Router Configuration

Users Configuration

Add Tag to Group 2
FW Upgrade v
Conf. Management
Select tag to be added Tag Name ZPASS_DI v
Shared Memory Tag Conf.
Tag Setup APPLY 7PASS DO
Tag View ZPASS_DI1
ZPASS_DI_2

TCP Servers ZPASS DI 3
Mobile Configuration 7PASS DI 4
Machile Network ZF’ASS:DC_)_1
DDNS Configuration ZPASS_DO_2
D.ig.itﬁl o CorTfigur.ation %Eﬁg:gg:ﬁ
Digital 'O Configuration GPS ERROR
Logic Configuration GPS HOUR
SMS Configuration GPS_MINUTE
Phonebook GPS_SECOND
Diagnostics GPS_DAY

anos GPS_MONTH
FW Versions GPS_YEAR
Ethernet Interfaces GPS_LATITUDE
Data Logger (SD missing) GPS_LONGITUDE
G ) GPS_HDOP -

eneral Settings

Group Configuration

In this page, the list of the tags not associated to the group is shown.
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By selecting a tag and clicking on the “APPLY” button, the tag is added to the group.

It is important to highlight some points about the association between tags and groups:

a tag can be associated to more than one group;

when a tag is added, in the “Tag Setup” page, it is automatically added to Group 1;

when a tag is deleted, in the “Tag Setup” page, it is automatically deleted from all the groups;

when a tag name is changed, in the “Tag Setup” page, it is automatically changed in all the groups
which contain it;

when the tag configuration is imported from a “cgi” file, in the “Tag Setup” page, the tag list is
cleaned for all the groups and all imported tags are associated to Group 1.

Finally, it is useful to note that a very fast and simple way to modify the tag list for the groups (e.g., to
change the tag order) is to export the list, modify it and then import it.

21.7.3 SD File Manager

If the SD Card is not inserted in the Z-PASS, the “Data Logger” section of the web pages menu is like the

following:

Data Logger (S0 missing)

General Settings
S0 Transfer Conf.
FTP Transfer Conf.

Group Configuration

When the SD Card is inserted in the Z-PASS, the “Data Logger” section of the web pages menu becomes:

Data Logger (8D found)

General Settings
S0 Transfer Conf.
FTP Transfer Conf.

Group Configuration

SD File Manager

By clicking on the “SD File Manager” link, you come to the following page:
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/ [ Z-Pass2

x\g

& c | @© 192.168.85.105:53080/filemgr.php#datalogs

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Uszers Configuration

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

TCP Servers

Mobile Configuration
Meabile Network

DDNS Configuraticn
Digital VO Configuration
Digital O Configuration
Logic Configuration
SMS Cenfiguration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

Data Logger (SD found)
General Settings

Group Configuration

8D File Manager

Z-PASS2

SD File Manager [user: admin] [logout]

Firmware Verasion: SW003900_230 [Modem: UC20GQBRO3A14E1G]

MAC Addresa: CBF9811B0036 [IMEI: 861075026651331] [IMSI: 222101600237891]
Internet Access: Mobile

Gateway: running [Data Logger: stopped]

Router: disabled

Create Mew Folder

|| Create || Clean SD |

Home » datalogs

Name Size Moedified Actions

5 20180611 - Jun 12, 2018 7:28 AM 3¢ delete
5 20180612 - Jun 12, 2018 7:50 AM 5 delete
55 20180613 - Jun 18, 2018 2:01 PM 3% delete
5 20180614 - Jun 14, 2018 6:00 AM 3 delete
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X
/D Z-PASS2 x\g
& C |® 192.168.85.105:8080/filemgr.php#datalogs/20180611 :
@
©SENECA -+~

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Uszers Configuration

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

TCP Servers

Mobile Configuration
Meabile Network

DDNS Configuraticn
Digital VO Configuration
Digital O Configuration
Logic Configuration
SMS Cenfiguration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

Data Logger (SD found)
General Settings

Group Configuration

8D File Manager

SD File Manager [user: admin] [logout]

Firmware Verasion: SW003900_230 [Modem: UC20GQBRO3A14E1G]

MAC Addresa: CBF9811B0036 [IMEI: 861075026651331] [IMSI: 222101600237891]
Internet Access: Mobile

Gateway: running [Data Logger: stopped]

Router: disabled

Create Mew Folder

|| Create || Clean SD |

Home » datalogs » 20180611

Name Size Modified Actions

ﬁ logi - Jun 12, 2018 2:00 AM 3 delete
ﬁ log2 -- Jun 12, 2018 7:20 AM i delete
ﬁ log3 - Jun 12, 2018 7:28 AM #delete
ﬁ log4 - Jun 12, 2018 7:28 AM 3 delste
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/[ z-Pass2
=

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Uszers Configuration

FW Upgrade

Conf. Management

Tag Setup

Tag View

TCP Servers

Mobile Configuration
Meabile Network

DDNS Configuraticn
Digital VO Configuration
Digital O Configuration
Logic Configuration
SMS Cenfiguration
Phonebook

Diagnostics

FW Versions

Ethernet Interfaces

Data Logger (SD found)
General Settings

Group Configuration

8D File Manager

x \\

C | ® 192.168.85.105:8080/filemgr.php#datalogs/20180611/log 1

Z-PASS2

SD File Manager [user: admin] [logout]

Firmware Verasion: SW003900_230 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0036 [IMEI: 861075026651331] [IMSI: 222101600237891]

Internet Access: Mobile
Gateway: running [Data Logger: stopped]

Router: disabled

Shared Memory Tag Conf.

Create Mew Folder

Create || Clean SD
Scegli file
Home » datalogs » 20180611 » log1
Name Size Medified
J L9700781 cav 0505 KB Jun 11, 2018 6:00 PM
L L9700860.cev 28MB Jun 11, 2018 10:00 PM
2.8 MB Jun 12, 2018 2:00 AM

L L9701100.cav

Actions

& download  § dslete
{L download  § delete

{L download & dslete

This page shows the contents of the SD card which, typically, is used to store the data log files.

The page lets you perform the following operations:

e browse the SD folder tree, clicking on the folder name links

e delete afolder, clicking on the “delete” link

e create a new folder, by means of the “Create New Folder” text-box and “Create” button; the new

folder is created in the folder currently shown

e download afile, clicking on the filename link or on the “download” link
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o delete a file, clicking on the “delete” link

e uploading a file, selecting it by means of the “Choose file” button or dragging it into the dashed
area; the file is created in the folder currently shown

e clean the SD, by means of the “Clean SD” button; please note that this is done by formatting the
SD, so all SD contents will be lost

Please note that the “guest” user (see 21.8.3 paragraph) cannot access the “SD File Manager” page.

21.8 Maintenance

21.8.1 Ethernet Interfaces

By clicking on the “Ethernet Interfaces” link, in the “Maintenance” section, you come to the following page:
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(DN Giciang - O *
[ Z-Passz x
& Cc | @ 192.168.85.104:8080/eth_stats.php w :
®
©QSENECA -»»s
General Configuration Ethernet Status [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]
Metwork and Services

Seral P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Configuration LAN ETHERNET
FW Upgrade Link Status Down
Conf. Management RX Packets / Bytes ofa
Shared M Tag Conf.
rec Memory fag Lo TX Packets / Bytes olo
Tag Setup
Tag View WAN ETHERNET
Mobile Configuration Link Status Up
Mebile Metwork RX Packets / Bytes 196612 / 16.6M
DDMS Configuration TX Packets / Bytes 14664 [ 2.6M

Digital VO

Digital IO Configuration
Diagnostics
FW Versions

Ethernet Interfaces

The above figure applies to a Z-PASS2, when the “Ethernet Mode” is “LAN/WAN.

In this page, for each of the two available Ethernet interfaces (LAN and WAN), the following information is
shown:
e the Ethernet link status (i.e. “Down” or “Up”)
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e the number of packets/bytes received from the Ethernet interface, when the link is up; “0/0” when
the link is down

e the number of packets/bytes sent to the Ethernet interface, when the link is up; “0/0” when the
link is down

For Z-PASS1, Z-PASS2 when the “Ethernet Mode” is “Switch”, the “Ethernet Interfaces” page is similar to
the one shown in the following figure.
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[ Z-Pass2

(SR Giovangi - O
X

< C |® 192.168.85.104:3080/eth_stats.php T

General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital 0 Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

S SENECA <+

Ethernet Status [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Shared Memory Tag Conf.

ETHERNET
RX Packets / Bytes 50470 / 4.6M
TX Packets / Bytes 1086 / 227.2K

In this page, for the one available Ethernet interface, the following information is shown:

e the number of packets/bytes received from the Ethernet interface

e the number of packets/bytes sent to the Ethernet interface

You can refresh the Ethernet status, by clicking on the “REFRESH” button.
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21.8.2 Modbus Serial Trace

This is a serial sniffer useful for analyzing serial traffic. It is also possible to export the traffic to analyze it
later.

21.8.3 FW Versions

By clicking on the “FW Versions” link, in the “Diagnostics” section, you come to the following page:
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(DN Giciang

/ [ Z-Pass2

X \\_

C l (@ 192.168.85.104:8080/fwver_full.php

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mohbile Network

DDMS Configuration

Digital V'O

Digital 0 Configuration
Diagnostics

Ethernet Interfaces

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Z-PASS2-10

2.6.28 4137 PREEMPT Tue Jun 20
10:46:10 CEST 2017

Jun 1 13:66:29 2017
227 201712
SWo03900_224
SW003900_224

In this page, the following information are shown:

- the product name along with its HW revision (in the above figure: “Z-PASS2-R01”)
- the version strings of all the FW components, which are:

o Linux Kernel (kernel)
o Initial RAM Disk (initrd)
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o Root File System (rootfs)
o Default Disk File System (diskdfl)
o Disk File System (disk)

21.8.4 FW Upgrade
When clicking on the “FW Upgrade” link, in the “Maintenance” section, the following pop-up is shown:
. x |
192.168.85.104:8080 dice:

Do you want to stop gateway services during upload ?

(Once services are stopped, you can restart them by clicking on the

'‘RESTART GATEWAY SERVICES' button.)

If you click on the “OK” button, Modbus Ethernet to Serial/Transparent/Modbus Shared Memory Gateway
Services are stopped and you come to the “FW Upgrade” page, shown in the following figure.
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() Eimwenmd - O *
[Y z-Pass? %
C | ® 192.168.85.104:5080/fw_files_bin.php?stop=1 i :
@SENECA zonss?
General Configuration FW Upgrade [user: admin] [logout]
L Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

MNetwork and Services

Sl P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: stopped

VPN Configuration Router: running

Router Configuration

Users Configuration

FW Upgrade

FW Upgrade

Conf. M t 2 ,
e ST FW file (SW003900_"bin) | Scegli file | Nessun file selezionato

Shared Memory Tag Conf.
Tag Setup UPLOAD || RESTART GATEWAY SERVICES |

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Now, if you want to leave this page without performing the FW upgrade, the “RESTART GATEWAY
SERVICES” button lets you restart the gateway services which, otherwise, would remain in the “stopped”
state.

Otherwise, if you click on the “Cancel” button of the pop-up, Gateway Services are not stopped and you
come to the same page where the “RESTART TWS SERVICES” button is disabled.
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(DN Giciang - O *
[ Z-Passz X
& c |® 192.168.85.104:8080/fw_files_bin.php?stop=0 i :
®
©QSENECA -»s
General Configuration FW Upgrade [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]

Serial Ports
' ) Internet Access: Mobile
Gateway Configuration

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Configuration

FW Upgrade

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup UPLOAD || RESTART GATEWAY SERVICES |

FW file (SW003900_"bin) | Scegli file | Nessun file selezionato

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

So, it is up to the user to choose if Gateway Services shall be stopped or not, during FW Upload; on one
side, stopping them is more safe and let the upload be completed in a shorter time; on the other side, there
are situations in which gateway services stop time shall be as short as possible.
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Since an erroneous use of the FW Upgrade functionality might compromise the proper Z-PASS operation,
use this page only to apply upgrades provided by Seneca, with the support of Seneca personnel.

This page lets you browse your PC to select the file containing the FW, which shall have a name of the
following type:

SW003900_xxx.bin*?

If you select a file with a different name, an error will be shown at the end of the upload, as in the following
figure.

2 The FW file can be downloaded from Seneca web site (see chapter “Upgrading the firmware by USB pen”).
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General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital 0 Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Shared Memory Tag Conf.

[ W invanil
[y Z-Pass2 x
< C |® 192.168.85.104:8080/fw_upgrade_bin.php
ci]
©SENECA =+»

FW Upgrade [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Invalid file 'disk.tar.gz"' !

A 'SW003300_*.bin’ file is needed.

Once a file is selected, you can start the upload, by pressing the “UPLOAD” button.
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[ Z-Pass2

(SR Giovangi - O
X

< C |® 192.168.85.104:8080/fw_files_bin.php?stop=1 r

General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital 0 Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

©SENECA -+

FW Upgrade [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: stopped

Router: running

Shared Memory Tag Conf.

FW Upgrade

FW file (SW003900_".bin) | Scegli file | SW003900_224.bin
UPLOAD || RESTART GATEWAY SERVICES |

Once the upload is successfully completed, the following page is shown:
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[ Z-Pass2

(SR Giovangi - O
X

< C |® 192.168.85.104:8080/fw_upgrade_bin.php r

©SENECA -+

General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Shared Memory Tag Conf.

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital 0 Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

FW Upgrade [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: stopped

Router: running

File 'SW003900_224.bin' successfully uploaded !

Upgrade and Reboot || Cancel and Reboot

In this page, you can:
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e press the “Upgrade and Reboot” button: this will start the upgrade procedure, which takes some
minutes to be completed; during this time, the Z-PASS MUST NOT be switched off; during the
procedure, the Z-PASS will be rebooted several times; also, during the procedure, several LEDS will
blink simultaneously?*; the upgrade procedure is ended when only the LED “RUN” is blinking®;

** This applies only to products with HW revisions 10 and RO1; in details: for I0 HW revision, all LEDs will blink
simultaneously, except for Power, LAN/WAN, COM and modem LEDs; for RO1 HW revision, RUN, VPN and SERV LEDs
will blink.

%> Also SERV and VPN LEDs might blink, depending on the Device configuration and status.
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(DN Giciang - O X
[ Z-Passz X
& c |® 192.168.85.104:8080/fw_upgrade_start.php?do=3 i :
®
©QSENECA -»s
General Configuration FW Upgrade [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]

Serial Ports
' ) Internet Access: Mobile
Gateway Configuration

Real Time Clock Setup Modbus Shared Memory Gateway: stopped
VPN Configuration Router: running

Router Configuration

Users Configuration

Upgrading firmware, this will take some time...
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital 0 Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

e press the “Cancel and Reboot” button: this will delete the uploaded file on the Z-PASS and perform
the reboot.
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(DN Giciang - O
[ Z-Passz X
< C |® 192.168.85.104:3080/fw_upgrade_start.php?do=0 r
®
©QSENECA -»s
General Configuration FW Upgrade [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services

Sl P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: stopped
VPN Configuration Router: running

Router Configuration

Users Configuration

Upgrade cancelled, rebooting...
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital 0 Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Please note that the “guest” user (see 21.8.3 paragraph) cannot access the “FW Upgrade” page.

21.8.5 Configuration Management

By clicking on the “Conf. Management” link, in the “Maintenance” section, you come to the following page:
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[ z-pass2 x  + - 0o X
&« C | @ Nonsicuro | 192.168.85.103:8080/conf_mgr.php ) O
@
©SENECA 7o
Basic Configuration Configuration Management [user: admin] [logout]
) Firmware Version: 8W003900_251 [Modem: EG21EFAR02A03MAG]

Network and Services

MAC Address: C8F9811B0001 [IMEI: 861108030033046]
Serial Ports
Digital VO Configuration Internet Access: Ethernet

Real Time Clock Setup Gateway: running [Data Logger: running]

Gateway Configuration Router: disabled

VPN Configuration
Router Cenfiguration Load Configuration

Uzers Configuration

Conf file
Mohile Configuration (SW003900_conf.tar.gz
Iobile Metwork or SW003900_conf.zip)
DDMS Configuration | LOAD | | Scegli file | Nessun file selezionato
Shared Memory Tag Conf. g CAERE 22
REP S a system reboot will be performed
Tag Setup
Tig Wiz Save Configuration
Alarms Confit ion will be

o + ic) ¥

Alarm Cenfiguration as file SW002900_conf.tar.gz SAVE All (Conf_ + Logic)

All (Conf. + Logic)

Rtz EATmED; Save Debug Logs Configuration
Alarm History Logic
Logic Configuration Debug Logs will be downloaded

Phonebook as file SW003900_logs.tar.gz | SAVE
(this will take some minutes}

SMS Configuration
Email Configuration
HTTP Cenfiguration
IMezzage Configuration
Timer Configuration
Rule Management
Data Logger (SD found)
General Settings

5D Transfer Conf.

FTP Transfer Conf.
Group Coenfiguration

SD File Manager
Maintenance

Ethernet Interfaces
FW Versions
FW Upgrade

Conf. Management

This page lets you save and load the whole Z-PASS configuration; this is very useful, for example, when you
have to apply the same configuration to many devices.

The configuration archive file is named SW003900 conf.tar.gz; its contents depend on the selected option,
as shown in the following table:

Option Files

All (Conf. + Logic) - configuration parameters

- OpenVPN configuration (if present)

- Modbus Shared Memory Gateway tags
- Logic configuration

- web user pages (if present)

Configuration - configuration parameters
- OpenVPN configuration (if present)
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Logic - Modbus Shared Memory Gateway tags
- Logic configuration
- web user pages (if present)

The configuration archive, once created and downloaded by means of the “SAVE” button can be uploaded
to the same or another device, in two ways:

e by means of the “LOAD” button, in this page

e by means of a USB pen

The procedure to load the configuration into the Z-PASS by means of a USB pen is the following:
e copy the SW003900 conf.tar.gz file into the root folder of the USB pen;
e switch off the Device;
e insert the USB pen into the USB#1 port of the Z-PASS;
e switch on the Z-PASS; the procedure will take some minutes to be completed; during this time, the
Z-PASS MUST NOT be switched off; during the procedure, the Z-PASS will be rebooted;
e after the reboot, wait until you see the “RUN” LED blinking;
e remove the USB pen;
e the configuration has been applied to the Z-PASS.

The only care when you carry the configuration archive from a device to another one is that the two

devices should be the same product model; for example, it’s not safe to load the configuration archive
saved on a Z-PASS1 into a Z-PASS2.

This page lets you also load the configuration archive as a zip file (SW003900_conf.zip).

Another useful feature available in this page is the one provided by the “Save Debug Logs / SAVE” button:
when you click on it, a file named SW003900_logs.tar.gz is downloaded, which contains the debug logs
stored by the CPU during its operation.
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= ] x
[ z-Pass2 x +
&« C | @ Nonsicuro | 192.168.85.103:8 conf_mgr.php ) O
@
Basic Configuration Configuration Management [user: admin] [logout]
Sy Firmware Version: SW003900_251 [Modem: EC21EFAR02A03M4G]
Network and Services
MAC Address: C8F9811B0001 [IMEI: 861108030033046]

Serial Ports
Digital VO Configuration Internet Access: Ethernet
Real Time Clock Setup Gateway: running [Data Logger: running]
Gateway Configuration Router: disabled
VPN Configuration
Router Cenfiguration Load Configuration
User? Cnnfigljlrat\on. Conf file
Mohile Configuration (SW003900_conf.tar.gz
Iobile Metwork or SW003900_conf.zip)
DDMS Configuration | LOAD | | Scegli file | Nessun file selezionato
Shared Memory Tag Conf. g CAERE 22
TEP Seners a system reboot will be performed
Tag Setup
T Wi Save Configuration
Alarms Config ion will be —
Alarm Configuration as file SW003900_conf.tar.gz SAVE All (Conf + Logic) ¥
Alarm Summary 5 Debug Logs
Alarm History
Logic Configuration Debug Logs will be downloaded
Phonebook as file SW003900_logs.tar.gz | SAVE

(this will take some minutes}
SMS Configuration
Email Configuration
HTTP Cenfiguration
IMezzage Configuration
Timer Configuration
Rule Management
Data Logger (SD found)
General Settings
5D Transfer Conf.
FTP Transfer Conf.
Group Coenfiguration
SD File Manager
Maintenance
Ethernet Interfaces
FW Versions

B8 cvoozooo_conftargz A~ Mostra tutto X

Please note that,

to get detailed debug logs, the “DEBUG LOGS / Enable” parameter, in “Network and

Services” page, shall be set to ON.

Also note that the “guest” user (see 21.8.3 paragraph) cannot access the “Configuration Management

page.

”

21.8.5.1 Factory reset by USB pen

A USB pen can be used also to reset the Z-PASS to its factory state; the procedure is the following:

e create an empty file named SW003900_reset_cmd into the root of the USB pen;

e switch off the Z-PASS;

e insert the USB pen into the USB#1 port of the Z-PASS;

e switch on the Z-PASS; the procedure will take some minutes to be completed; during this time,
the Z-PASS MUST NOT be switched off; during the procedure, the Z-PASS will be rebooted;

MI00380-35

292



USER MANUAL - Z-PASS1/Z-PASS2

e after the reboot, wait until you see the “RUN” LED blinking;
e remove the USB pen;
e the factory reset has been performed.

21.9 Guest pages

It is also possible to access the Z-PASS configuration site as a “guest” user; this user is allowed to access all
the pages except for “FW Upgrade”, “Configuration Management” and “SD File Manager” pages, viewing all
configuration parameters and status information, without changing any parameter; so, in all the pages, the
“APPLY” buttons (and any other button used to perform changes) are disabled.

To login as “guest” user, connect the browser to the Device IP address on port 8080, e.g.:

http://192.168.90.101:8080

and, when asked, provide the following credentials (default values):

Username: guest
Password: guest

You come to the “Summary” page, shown in the following figure.
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Note that, as told above, the “FACTORY DEFAULT” and “RESTART” buttons are disabled.
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Another example of a page accessed by the “guest” user is given in the following figure.

DN Giovanil - O X
/ [ Z-PAsS2 x \\
< C l@ 192.168.85.104:8080/mobile_network.php?showinfo=1 Q :
®
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General Configuration Mobile Network [user: guest] [logout]
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sers comngueaton [ [ eURRENT [ eDATED

Bhared Memory Tag Conf.
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Mobile Configuration

DDNE Configuration [22210] vodafone IT - p

Digital 110 (@sm) | Operator list not available v |

Digital L'C Configuration

Diagnostics "4 Em

— =0N

Ethernet Interfaces
_mzmbis.vodafone.il |m2mhis_v0dafune.'rl
© ubenication Type Nore Nore 7]
T v e
e oass

www.google.com |Mvw.gougle.mm

APPLY || HIDE MOBILE STATUS | GET OPERATOR LIST |

PIN required

3

6

"vodafone IT" (UMTS)
Registered (home network)
Connected

91.80.15.232

738 / 579K

698/ 511K
45.37421,11.94561 [Mag]

. SWPINSiatus
. PINRemaining Attempis
S signallevel[0.7]
. selecied Operator
. Registration Siatus
. Connection Status
S IPAddress
.~ PXPackeis/Byles
. TXPackets/Byles
. GPSlocation
REFRESH

In the “Mobile Network” page, the “APPLY” and “GET OPERATOR LIST” buttons are disabled, whereas the
“SHOW MOBILE STATUS”/”HIDE MOBILE STATUS” and “REFRESH” buttons are enabled, letting the “guest”
user view the Mobile Status.
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21.10User Pages

It is also possible to access the Z-PASS configuration site as a “user” user; this user is allowed to access only
to the “Summary” and the “tag view” pages.

To login as “user” user, connect the browser to the Device IP address on port 8080, e.g.:

http://192.168.90.101:8080

and, when asked, provide the following credentials (default values):

Username: user
Password: user

You come to the “Summary” page.

22 FTP/SFTP access

To easily access the Z-PASS by means of FTP/SFTP, you can use the WINSCP™ program; you can free
download WINSCP™ from:

http://winscp.net/eng/download.php

You must set the connection as in the following figure (the screenshot shows a connection to the
192.168.85.103 IP address):
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The credentials (username and password) are those (“user”, “123456”) set for the “FTP USER” (see “Users
Configuration” web page in paragraph 21.1.9).

After clicking the “Access” button, you will get a new window, as in the following screenshot; on the right,
you can copy and delete files directly to/from the Device.
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The WinSCP program can be used both as an FTP or SFTP client to transfer files to/from the Z-PASS; just
select “FTP” or “SFTP” protocol in the “WinSCP Login” window; normally, it's better to use SFTP, since it
provides a secure (i.e. encrypted) service.

23 Glossary

Bridge: a device that translates from one communications protocol into another.

Gateway: a device that acts as a portal between two programs allowing them to share information by
communicating between different protocols.

Serial Device Server: a device that enables devices with an RS-232, RS-422 or RS-485 serial interface to
connect to a local area network (LAN) or, more generally, an IP network.

Router: a networking device that forwards data packets between computer networks, e.g. between a LAN
and a WAN (the Internet).

Switch: a networking device that connects devices together on a computer network, by using a form of
packet switching to forward data to the destination device.

VPN: a Virtual Private Network extends a private network across a public network, such as the Internet. It
enables a device to send and receive data across the public network as if it were directly connected to the
private network. A VPN is created by establishing a virtual point-to-point connection through the use of
tunnelling protocols, with traffic encryption.

Tunnel: an IP tunnel is an Internet Protocol (IP) network communications channel between two networks. It
is used to transport another network protocol by encapsulation of its packets.
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Tunnel Point-to-Point: an IP tunnel between a single Master device and a single Slave device.

Tunnel Point-to-Multipoint: an IP tunnel between a single Master device and multiple Slave devices.
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