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Introduction

The content of this documentation refers to products and technologies described in it.

All technical data contained in the document may be changed without notice.

The content of this documentation is subject to periodic review.

To use the product safely and effectively, read the following instructions carefully before use.

The product must be used only for the use for which it was designed and manufactured: any other use is under
the full responsibility of the user.

Installation, programming and set-up are allowed only to authorized, physically and intellectually suitable
operators.

Set-up must be performed only after correct installation and the user must follow all the operations described in
the installation manual carefully.

Seneca is not responsible for failures, breakages and accidents caused by ignorance or failure to apply the
stated requirements.

Seneca is not responsible for any unauthorized modifications.

Seneca reserves the right to modify the device, for any commercial or construction requirement, without the
obligation to promptly update the reference manuals.

No liability for the contents of this document can be accepted.

Use the concepts, examples and other content at your own risk.

There may be errors and inaccuracies in this document that could damage your system, so proceed with caution,
the author(s) will not take responsibility for it.

Technical specifications are subject to change without notice.

Technical support supporto@seneca.it

ORIGINAL INSTRUCTIONS
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31/08/2020 First revision
Aggiunta la nuova funzione “Serial Trace” MM
Aggiunta la nuova funzione “Reset di fabbrica”
23/09/2020 ! Aggiunta la nuova funzione “Copia Log su USB” da display e da webserver
Spostato capitolo REGISTRI MODBUS /O EMBEDDED
23/09/2020 2 Aggiunto nuovo parametro “Sleep Timeout” in MQTT CONFIGURATION MM
Aligned with firmware 104 revision
26/11/2020 MI00557-3 Eliminated “optional” in the WI-FI characteristics A. Zambolin
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25/08/2021 MI00557-5 Aggiunto prodotto R-PASS
Eliminato parametro Bandwidth Limitation nel capitolo 21.11
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1. INTRODUCTION

A\ ATTENTION!

This user manual extends the information from the installation manual to the configuration of the
device. Use the installation manual for more information.

/A\ ATTENTION!

In any case, SENECA s.r.l. or its suppliers will not be responsible for the loss of data/revenue or
consequential or incidental damages due to negligence or bad/improper management of the device,
even if SENECA is well aware of these possible damages.

SENECA, its subsidiaries, affiliates, group companies, suppliers and distributors do not guarantee that
the functions fully meet the customer's expectations or that the device, firmware and software should
have no errors or operate continuously.

1.1. FIRMWARE WITH OPEN SOURCE LPG

Firmwares can contain Open Source software under GPL contract. According to Section 3b of the GPL, it is
possible to have the source code for these parts. The source code with the Open Source software license terms
can be obtained upon request from Seneca.

Send your request to supporto@seneca.it with the subject "Open Source".

2. MODELS

The Edge IIOT Gateway series consists of the following models:

DIGITAL | ANALOG PLC MODEM | INTEGRATED | SERIAL | ETHERNET | CAN
MODEL 1o wputs | DISPLAY | srraton 4G UPS PORTS PORTS PORT WIFI
-

SSD 2DIDO NO TOUCH NO NO NO 2 2 NO YES
R-PASS | 4DI14DO 2 NO NO OPTIONAL OPTIONAL 2 20r4 YES | OPTIONAL
R-PASS-

S 4D 4DO 2 NO YES OPTIONAL OPTIONAL 2 20r4 YES | OPTIONAL
Z'P/F:i“' 6 DIDO 2 NO NO NO NO 3 2 YES NO
Z'P/Fﬁsz' 6 DIDO 2 NO NO YES NO 3 2 YES NO
Z-TWS4- 6 DIDO 2 NO YES NO NO 3 2 YES NO

RT-S
z-z_xfgz- 6 DIDO 2 NO YES YES NO 3 2 YES NO

N.B. Depending on the model, the CAN port may be available but not managed by the firmware revision.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : MLONEET.
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it Doc: MI-00557-13 EN Page 10
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2.1. MODEL DESCRIPTION

2.1.1.88D

Surprise Smart Display is a 7-inch HMI touch-sensitive colour display (capacitive touch panel), with 800 x 480
resolution and LED backlight.

It is also an operator panel designed to control and monitor the device operation,

systems or production lines.

Smart Display also offers extended connectivity thanks to the functionalities of Industrial Gateway, Serial
Device Server, Bridge and WI-FI, it is also equipped with an ever increasing number of industrial protocols.

A novelty introduced in the industrial automation world is the possibility to display variables of the Modbus RTU
protocol in a completely passive mode (serial sniffer).

The preloaded software application allows you to view parameters, send commands and configure

tags, communication, individual video pages and alarm management.

Includes support for the latest version of LET'S VPN for the maintenance and monitoring of remote devices.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : v
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2.1.2.R-PASS

R-PASS is a device designed for the control and monitoring of the operation of devices, systems or production
lines, it also offers extensive connectivity thanks to the Industrial Gateway, Serial Device Server, Bridge and WI-
FI functions, it is also equipped with a continuously increasing number of industrial protocols especially in the
|OT sector.

A novelty introduced in the industrial automation world is the possibility to display variables of the Modbus RTU
protocol in a completely passive mode (serial sniffer).

It is also equipped with a virtual display accessible from any device via a web browser.

Includes support for the latest version of LET'S VPN for the maintenance and monitoring of remote devices.
The -S version is also available which includes the PLC Straton IEC 61131.

It is possible to connect the R-COMM option which includes a 4G modem and a UPS (optional).

The model with 2 and 4 Ethernet ports is available, with and without WIFI.

For more information on the Straton PLC refer to the website: https:/straton-plc.com/en/

In addition to including the Straton PLC, the —S-E version has licenses for energy management protocols.

2.1.3.Z-PASS1-RT | Z-TWS4-RT

Z-PASS1-RT is a device designed for the control and monitoring of the operation of devices, systems or
production lines, it also offers extensive connectivity thanks to the Industrial Gateway, Serial Device Server and
Bridge functions, it is also equipped with a number of continuously increasing industrial protocols especially in
the 10T sector.

A novelty introduced in the industrial automation world is the possibility to display variables of the Modbus RTU
protocol in a completely passive mode (serial sniffer).

It is also equipped with a virtual display accessible from any device via a web browser.

Includes support for the latest version of LET'S VPN for the maintenance and monitoring of remote devices.
The Z-TWS4-RT version is also available which includes the PLC Straton IEC 61131.

For more information on the Straton PLC refer to the website: https:/straton-plc.com/en/

In addition to including the Straton PLC, the-E version has licenses for energy management protocols.

2.1.4.Z-PASS2-RT

Z- PASS2-RT is a device designed for the control and monitoring of the operation of devices, systems or
production lines, it also offers extensive connectivity thanks to the Industrial Gateway, Serial Device Server and
Bridge functions, it is also equipped with a number of continuously increasing industrial protocols especially in
the 10T sector.

A novelty introduced in the industrial automation world is the possibility to display variables of the Modbus RTU
protocol in a completely passive mode (serial sniffer).

It is also equipped with a virtual display accessible from any device via a web browser.

Includes support for the latest version of LET'S VPN for the maintenance and monitoring of remote devices.

It integrates a latest generation universal 4G modem.

The =S version is also available which includes the PLC Straton IEC 61131.

For more information on the Straton PLC refer to the website: https:/straton-plc.com/en/

In addition to including the Straton PLC, the -E version has licenses for energy management protocols.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : MLONEET.
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2.2. HARDWARE AND SOFTWARE OPTIONS

2.2.1.SSD

Smart Display has the following hardware options:

HARDWARE DESCRIPTION
OPTIONS
SMART DISPLAY SMART DISPLAY
NR 2 INGRESSO DIGITALE
NR 2 USCITE DIGITALI
NR 2 ETHERNET

WI-FI/ ROUTER WI-FI

And the following software options (you can also activate more than one package at the same time).

SOFTWARE OPTIONS

DESCRIPTION

BASIC" PACKAGE

Graphic Display with widgets
Remote display
Climbing
Datalogger max 2000tag
Alarms
Gateway
Serial Sniffer
Modbus TCP Client/Server protocol
Modbus RTU master/Slave protocol

OPC-UA server protocol
|IOT" PACKAGE HTTP and MQTT protocol for cloud
connection
LOGIC" PACKAGE Programmable logics through programming
"IF THEN ELSE"

Remote Alarming

SENECA LET'S" VPN
PACKAGE

Simplified VPN connection via "Seneca
LET's VPN" environment
Or
Open VPN Standard

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY
BE REPRODUCED WITHOUT PRIOR PERMISSION.
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3. THE DISPLAY / REMOTE DISPLAY (ONLY SMART DISPLAY, R-PASS, Z-PASS1-RT,

Z-PASS2-RT)

In the Smart Display product the display is integrated into the device, in the R-PASS device the display can be
accessed via a web browser connection (e.g. Chrome).

The display consists of 3 sections:

SMART_DISP_DI

0

( )

SMART_DISP_DO_1

SURPRISE swormsniay (1)

SMART_DISP_DI_1 B

TX1RX1 TX2 RX2

PAGE 1 11
SMART_DISP_DO

0

e

SMART_DISP_DI_2

- SMART_DISP_DO_2

(o)
® -8

16/06/2020 11:05

"A" Represents the bar with the device information
"B" Represents the Smart Display menu
"C" Represents the Widget page

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY
BE REPRODUCED WITHOUT PRIOR PERMISSION.
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3.1. INFORMATION BAR
Represents the information related to the device status , in particular:

SIHI'IIIS!s-mms-m '\i\' TX1RX1 TX2 RX2 @ = @ 16/06/2020 11:10

A B C D EFG H

Icon "A" provides information about the device (such as firmware revision) and manufacturer
Icon "B" provides user account information; in case you are not logged in, the icon is replaced by a padlock.
The icon on the left, if pressed, allows to logout, the icon on the right indicates the type of user account (A

stands for administrator). In the case of guest accounts the icon is shown as follows &

C" icon shows the status of the serial port COM1

Icon "D" shows the status of the serial port COM2

Icon "E" shows the status of the VPN connection: "Seneca Let's VPN" or "OpenVPN standard".
Icon “F” Provides the strength of the WI-FI signal (if present, depending on the model)

“G" icon shows the status of the datalogger

"H" shows the date/time of the device

3.2. MENU

Shows the menu:

HOME leads to the main page

SETUP leads to device configuration of the device

ALARMS leads to the alarms section

CHART leads to the section related to the graphic analysis of the datalogger data
It is also possible to hide the menu pressing the side bar:

I

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : VLS
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3.2.1.SETUP
3.2.1.1. NETWORK

PAGES | TAGs |DISPLAY] USERS | SERIAL >

IP address 192.168.90.103
Mask 255.255.255.0

DHCP OFF
IP address 192.168.85.103
Mask 255.255.252.0

Mode OFF

Gateway 192.168.85.1
DNS AUTO OFF

DNS1 192.168.84.113
DNS2 0.0.0.0

SURPRISE smartpisptay (i) 15/04/2021 17:07

In this section it is possible to configure the settings for the LAN and WAN Ethernet ports and WI- FI network port.
The WI- WIFI port section allows to you choose WI-FI Station or Access Point mode.

The Station mode allows the device to connect to an existing Wi-Fi network, instead, the Access Point mode
allows the device to create a new Wi-Fi network to which other devices can connect.

3.2.1.2. PAGES

NETWORK| PAGES | TAGs | DISPLAY | USERS | SNIFFER|

ALARMS

SURPRISE smartpispiay i) @ T 16/06/2020 14:22

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : VLS
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On the first screen it is possible to add as many pages as user desires and once pages are created, he is able
to edit configuration of each one.

PAGE NAME: PAGE 1 MODIFY

Please set the number of widgets to display

SMART_DISP_DI SMART_DISP_DO

SMART_DISP_DI_1 SMART_DISP_DI_2

SMART DISP_DO_1 SMART DISP_| DO 2

D (o)
To set or edit a widget tap a box
To move or duplicate a widget, hold it for 2 seconds

SURPRISE smartnispiay (3 Ao 16/06/2020 14:21
It is possible to change the page name and the number of widgets to show.
In the central part there is a preview of the page visualization.
Pressing on a widget icon it is possible to modify the widget parameters: type, colour, efc...

In addition to a widget page it is possible to add a Synoptic page. In a synoptic page it is possible to freely
position the widgets and upload graphics from a PC or from a graphics library inside the device to create
synoptic pages without the aid of external software.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY ; o (VIR
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3.2.1.3. TAGS

Name SMART_DISP_DI SMART_DISP_DI
Gateway ModBUS address 1 SMART_DISP_DO

Device ModBUS address 1 SMART_DISP_DI_1

Device ModBUS ID 1 SMART_DISP_DI_2

@ Device Type SMART-DISPLAY SMART_DISP_DO_1

ALARMS | Device Resource DIGITAL INPUTS SMART_DISP_DO_2
Request Type Holding R

Data Type 16 Bit Unsigned

SURPRISISmmlnrsllay { i‘ @ wgw 16/06/2020 14:35

In this section the configured tags are visualized.

The device tags are located on the right side (A), it is possible browse the list.

The parameters of each tag appear in the central part (B), you can also scroll through the list.
From firmware version 109 it is possible to add, edit and delete tags also from the display.

3.2.1.4. DISPLAY

e oy | e

xXimity

6 o .B

NONE SCREENSAVER SLIDER
5 e s
@

ENGLISH

SURPRISE smartnisptay (i) A 16/06/2020 14:42

This section allows to configure the screen brightness, language and screen refresh time.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY ; o (VIR
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In order to safeguard the consumption and the duration of the screen, it is possible to activate the screensaver
(the backlighting of the screen is lowered after the set idle time).

If the screensaver mode is enabled it is possible to exit by pressing anywhere on the screen (or making a
movement in front of the screen if the proximity sensor is activated).

Slider mode, instead, allows to cycle the widget pages automatically after a preset time.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : v
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3.2.1.5. USERS

Tj. SAVE

Enable Login

Enter your new password

.2 CHANGE PASSWORD

ALARMS

CHANGE PASSWORD

SURPRISE smartpispiay ) ® X 16/06/2020 15:47

This section allows to configure the users who can access to the display.
It is possible to disable the login to access the display (free access) or activate an administrator account and/or

guest account.

According to the following table

ACCOUNT | CHANGING THE SETUP MENU SETUP
TYPE VALUE OF A DISPLAY MODIFICATION
TAG
ADMIN Yes FULL Yes
GUEST Yes ONLY "NETWORK" NO
AND "TAGS"
NO No NO NO
ACCOUNT

If the screen saver is switched off and none touch the screen for 2 minutes the system will automatically logout.
If the screen saver is activated and none touch the screen for a time equal to the screen saver time, the system

will automatically logout.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY
BE REPRODUCED WITHOUT PRIOR PERMISSION.
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3.2.1.6. SERIAL

Permette di configurare i parametri delle seriali e definire se il protocollo Modbus deve essere Master o
slave.

DISPLAY | USERS
Defined port

Mode
Baud rate
Data bits

Parity

ALARMS | Stop bits

Task

SURPRISE smartpispiay G 15/04/2021 17:10

3.2.1.7. SNIFFER

The serial sniffer function allows to insert one or more Smart Displays in an existing RS485 line with Modbus
RTU protocol .

For Modbus RTU protocol there is always a single master and a series of slave devices. The master requires
registers to read/write to each slave, who answers sending requested data.

In order to insert a device that displays data without changing the existing configuration, it is necessary to insert
one or more smart displays in passive mode (sniffer).

At this point Smart Display will receive all the serial packets transmitted between the master and the slaves and
it is necessary associate these packets to tags that will be valued.

ATTENTION!

As the SNIFFER mode is purely passive all defined tags will be read-only

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : VLS
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3.21.71.  SNIFFER MODE CONFIGURATION STEPS

I 4 PAGES | TAGs |DispLAY] USERS | SERAL
A

SCAN TAG CREATION

DEVICES DB

Z-4Al 1
ALARMS =~
Z-10-D-IN

Z-10-D-OUT

15/04/2021 17:12

The sniffer mode is configured through the following steps (the three buttons at the top of the page):

1) BUS COMMUNICATION SCAN

In this learning mode Smart Display will start to scan the flow of information passing through the bus.
Typically, a Master interrogates all the devices in a continuous cycle, so when you are sure that the cycle
has ended you can stop the scan. Attention: the operation to stop the scan is always manual.BUS
COMMUNICATION SCAN

2) TAG CREATION

In this phase SMART DISPLAY has identified the registers that the devices are exchanging, now it is
necessary to associate the name of the tag and the type of data it contains. In the case of a system with
Seneca products, it will be necessary to introduce the type of Seneca device and the system will
automatically associate the correct tags, in the case of third party devices, the information relating to each
register identified will be requested.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : VLS
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3.2.2.ALARMS

ALARMS HISTORICAL ALARMS
— L emE

MNone

MNone

ALARMS

BURPRISE smartnispiay (1) 16/06/2020 16:56

This section shows the active alarms and alarm history.
If the alarm requires manual acknowledgement, it is possible to use the appropriate button:

ALARMS HISTORICAL ALARMS

MNone

ALARMS

SURPRISE smartnispiay (3 16/06/2020 17:01
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In the Historical section are represented all the alarms that have occurred so far:

ALARMS HISTORICAL ALARMS

" AURMS _ HSTORIALALARMS
e | e

SMART D
ALR DO 1 ISP_DO_1 Alarm

P SMART D . -
ALR DO 1 ISP_DO_1 Alarm

ALR DO 2 ;PSAE L—E,: | Alarm Alarm

ALR_DO_1 R i Alarm Alarm

ALARMS

SURPRISE swarntnispiay  (7) 16/06/2020 17:04

ATTENTION!
ALARMS ARE CONFIGURED IN THE APPROPRIATE SECTION OF THE WEBSERVER

3.2.3.BUS
This section allows external devices to be added via serial and/or Ethernet and their tags to be inserted:

@ [oispLav] users | sRaL [swieer ISR wan.

HOME DEVICE TYPE FILTER

I:I ALL ADD DEVICE

SETUP

ALARMS

SURPRISE smartpispiay (3 15/04/2021 17:13
The device uses a database that includes records of all Seneca devices.
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Adding a device can be done in manual mode (by entering the device among those in the database or from a
manufacturer other than Seneca) or by automatically searching for the device on serial or Ethernet.
The automatic search also automatically creates tags but only works with Seneca devices.

3.2.4 MAINTENANCE

The Maintenance menu allows maintenance operations to be carried out on the device:

n 4|DISPLAY | USERS | SERIAL |SNIFFER

Export datalog files to USB Ok

ALARMS
Reset pages to default

SURPRISE smartpispiay (1) 15/04/2021 17:21
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3.2.5.CHART

There are 3 types of graph available: Real Time, Historical and Histogram.

In the Chart Real Time section the tag values are displayed in real time (maximum 10 tags):

HISTORICAL HISTOGRAM

1.0

ALARMS

0.0
e

15:59:04 15:59:10 15:59:16 15:59:22 15:59:28 15:59:34

SURPRISE smartnispiay (3 26/08/2021 15:59

The configuration of the real time graph will be recalled also from the relative widget.
In the Historical section, on the other hand, you can load data in the desired range and move back and forth in
the graph, using the touch screen.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : VLS
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it Deg Sl EN Page 26




e EDGE IIOT GATEWAY
@ SENECA User Manual SERIES
HISTORICAL
ALE

LOAD DATA

EXP AT

ALARMS

16:43:45 16:46:15 16:48:45 16:51:15 16:54:0 16:56:30 16:59:0 17:1:30

MIN )
0000 N° of TAGS

SURPRISE smantnispiay (70 ik 16/06/2020 17:21

SMART_DISP_DO_2

In case a USB disk is connected, it is possible to export to a file the chart values displayed, by pressing the
"EXP" button.
If user is connected via web to the remote display, pressing the "EXP" button the browser will download the file

directly to the PC.

The Hystogram chart is essentially the same as the Historical chart but with a histogram representation.
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3.3. TYPE OF WIDGETS

Widgets are graphic elements that can be linked to one or more TAGs.
These can be used in both widget pages and synoptic pages.
There are various widgets available, here are some examples:

Text widget

The TAG value will be displayed
as text

Gauge widget

The TAG value will be displayed with
a gauge indicator

LED widget

OFF/ON statuses will be displayed
with colors

LED BIT widget

OFF/ON bit-mask statuses will be displayed
with colors

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : VLS
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Button command widget

When the button is pressed,
the TAG will be set to the preset value

Graphic Widget

The TAG value will be displayed
on a dynamic graph

Vertical Bar widget

The TAG value will be displayed
on a dynamic vertical bar

Horizontal Bar widget

The TAG value will be displayed
on a dynamic horizontal bar

IMAGE widget

Static image

MULTIIMAGE widget

Tag values will be displayed
with different images

Label widget
Static label

Multi Label widget

Tag values will be displayed
with different labels

www.seneca.it Doc: MI-00557-13 |




® EDGE IIOT GATEWAY
@ SENECA User Manual SERIES

Grafico macro widget (display virtuale):

= SENECA

V23

V31

Etot 000000000 Kwh

VOLTAGE 1/5

This is a virtual display, scroll through the pages of the virtual display by pressing the ">" arrow at the bottom
right.
It is possible to place up to 2 virtual displays for each widget page.

3.3.1.PAGE CHANGE

To scroll from a page to the next, simply slide the finger to the left (this operation is called "swipe") as along the
pages of a book;

similarly, to return to the previous page, simply slide the finger to the right.

To change the page it is also possible to press a "forward" arrow and a "back" arrow:

RPASS_DI_3 RPASS_DI_4

3.4. TYPE OF WIDGET PAGE

It represents the widgets page, in this section the widgets linked to the configured tags will appear. You can
choose from the various grids available, the widgets will be automatically positioned within the grid.

Each widget graphically represents the value of one or more TAGs.
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3.5. SYNOPTIC PAGE TYPE

In a synoptic type page it is possible to freely move the widgets by adding graphics and also create animated
synoptic ones.

Synoptic type pages can be freely mixed with widget type pages.

To create a synoptic page Select Pages and press the "Add Synoptic Page" button.
At this point a new page will open with tools on the left:

DISPLAY | USERS | SERIAL [P

ALARMS

Here is the meaning of the tool icons:

-I UNDO

Cancels the last operation performed

4

Repeats the last operation cancelled by the UNDO

e
M sackerounD
Allows you to choose a graphic file to use as the background of the page

| ADD WIDGET

Adds a widget to the page
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Ij ADD VIRTUAL DISPLAY WIDGET

Adds a virtual display widget

| WIDGET CONFIGURATOR

Allows the widget configuration

[
= SAVE PAGE

Saves the page changes

EXIT

Exits the page

3.5.1.“ADD WIDGET” TOOL

1
The "ADD WIDGET” button allows the addition of a widget on the page, once the widget has been
inserted it is possible to move it by touching the widget in the central cross. To change the size of the widget,
move the sides of the rectangle containing the widget:
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When a widget is selected, a new series of tools appears on the right, the meaning of which is as follows:

.

A grid is activated, moving the widgets they will follow the set grid.

o
u[m
ujm] ALIGN

The widget is aligned

© .

Modification of the configuration parameters of the selected widget is allowed and viewed

w DELETE

The Widget is removed from the page

3 EXIT

You return to the initial page of the synoptic

3.5.2.DATABASE OF SYMBOLS FOR THE SYNOPTIC PAGES

Inside the device is a database of graphic symbols that can be used in widgets.
The symbols are divided into categories. To access the symbols, select, for example, the "Image" widget:

DISPLAY | USEI

Widget image SELECT

Press to select image

Rotation 0]

Doc: MI-00557-13 EN Page 33
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For example, selecting the "Motors" category displays the graphic files relating to engines:

Machines

Material handling

Motors (2).png

Plant facilities

3.6. ALARMS

When an alarm occurs on at least one TAG, the title of the page is outlined in red and the faulty tags display the
alarmicon, see the figure:

PAGE 1 17
SMART_DISP_DI SMART_DISP_DO

0 3
<

SMART_DISP_DI_1 SMART_DISP_DI_2

( ) ( )

SMART_DISP_DO_1 SMART_DISP_DO_2

SURPRISE swartnispiay (0 1 TXTRX1  TX2 RX2 = @ 16/06/2020 16:53

ALARMS

3.7. REMOTE DISPLAY

All the operations that can be done on the local display can also be done remotely by connecting to the device
web page via a web browser via port 80 (default).
To connect to the remote display, enter the device's IP address into a browser on a PC or smart device:
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x +

168
C @ Nonsicuro | 192.168.85.103
*

PAGE 1 17
SMART_DISP_DI SMART_DISP_DO

0 3

o

SMART_DISP_DI_1 SMART_DISP_DI_2

-, e

SMART_DISP_DO_1 /A SMART_DISP_DO_2

SURPRISE smartnispiay G 1 TXIRX1 X2 RX2 = B 16/06/2020 17:36

3.8. DOWNLOADING LOG FILES TO USB FLASH DRIVE

By inserting a USB stick in the HOST port it is possible to carry out a complete download of the files acquired
by the datalogger.

To carry out this operation it is necessary to reach the "Maintenance" menu by tapping "SETUP" and then the
arrow that extends the menu:

DISPLAY | USERS SNIFFER!

IP address 192.168.90.103

Mask 255.255.255.0

Now select "MAINT." and then press the relevant button to perform the operation:
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DISPLAY | USERS |SNIFFER| MAINT.

! Export datalog files to USB

ALARMS

SURPRISE smartvispiay (1) i 23/09/2020 10:17

At this point the system will download all the files acquired by the datalogger.

In the root of the USB stick there will then be many folders (one per day of recording) with the files related to
that day (divided in turn into folders representing the active log groups). This functionality is also active via
Webserver in the "TAG VIEW" section.

4. FIRMWARE UPDATE

The firmware can be updated from the web page (FW UPDATE section) or with a USB stick formatted with the
FAT32 file system.

4.1. FW UPDATE FROM USB FLASH DRIVE

For updating fw from USB port, the procedure is as follows:

Download the FW file from the Seneca website

the downloaded file is a .zip file; extract the .bin file; the FW file must be of the following type:

SWO00xxxx_xxx.bin

1
2
3
4

Copy this file to the root of the USB pen
Turn off the device

Insert the USB pen into the USB port
Turn on the device

—_— — ~— ~—

the update procedure will take a few minutes to complete; during this time, the device MUST NOT be turned off
and will be restarted several times automatically.
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5. IP ADDRESSES

5.1. FACTORY IP ADDRESSES

The devices leave the factory with the following configuration:
ETHERNET LAN PORT static IP: 192.168.90.101
ETHERNET WAN PORT DHCP active

WI-FI inactive

5.2. IP ADDRESS SEARCH

The devices leave the factory with the default IP address 192.168.90.101, on Ethernet (LAN).
If this address is changed or forgotten, it can be recovered using the "Seneca Device Discovery" software.

) Seneca Device Discovery - rev. 2.1.3.0 - a X

File

Devices found

# P Mode MAC Ping Name Hostname Firmware CRC  Commands
@ 192.168.90.225  STATIC C8:FA:81:16:00:03 Different Subnet  Z-TWS4 19216890225 2940310 OK
@ 192.168.85.83 STATIC C8:F9:81:0C.01:9E Tms Z-KEY 192.168.8583 1133 oK
@ 192.168.85.8 STATIC C8F9:81:0C01:90 2ms Z-KEY 192.168.858 1100 OK
@ 192.168.85200  STATIC C8:F9:81:02:01:8D 2ms Z-Tws4 ZTws4 2940.220 oK
@ 192.168.84.192  STATIC C8:F9:81:02:03:5F Tms Z-TWs4 ZTWs4 2940210 oK
@ 192.168.85.7 STATIC C8:F9:81:02:02:85 1ms Z-PASS 192.168.85.7 3900.122 OK
@ 192.168.85.6 STATIC C8:F9:81:11:00:02 2ms Z-PASS2-S  192.168.85.6 2940221 oK
@ 192.168.84.155  STATIC 00:22:4D:86:D4:06  1ms Cloud BOX  cloud-devsseneci 7800.106 OK
@ 192.168.85.102  STATIC C8:F9:81:02:01:58 Tms Z-TwWs4 ZTWs4 2940222 oK
@ 192.168.85.103  STATIC C8:FA:81:16:00:02 8ms [ | 192.168.85.103  3900.205 oK Assign|
@ 192.168.8560  STATIC 08:00:27:5B:CB:12 2ms Cloud BOX  192.168.85.69 7800.106 OK

Found 11 devices

Search

This application shows the IP address, MAC address, FW version and some other useful information, for each
SENECA device connected to PC.
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Moreover, by clicking on the "Assign" button, it is possible modify the device network parameters, as shown in
the following figure:

Assign P n

P
[ ] Static IP 192.168.95.101

Metmask Gateway

FILE TEE TIES N 10

Y 1/RE O5 I
T i N - it e B = e s B Y

For security reasons, this function can be disabled, in this case, after clicking on the "Assign" button the following
error message will be visualized

SEMECA Discovery X

- — .

| ) Error changing [P {maybe this option has been disabled from
‘S configuration]!

0K

The SDD software can be easily installed by running the installation program available at the following link:
http://www.seneca.it/products/sdd

NOTE:

The IP address shown by the SDD is the IP address of the LAN port when the PC is connected to the LAN port,
the WAN IP address when the PC is connected to the WAN port and the WI- Fl if it is connected to the latter;
moreover, all the changes of device network parameters are applied to the relative port.

6. GATEWAY MODBUS ETHERNET TO SERIAL (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-
RT MODELS ONLY)

The device can be configured to operate as a Gateway Modbus from Ethernet to Serial.

In this working mode, Modbus TCP Requests received from Ethermet interfaces are converted into Modbus
RTU requests and sent to the serial interface; in the same way, Modbus RTU replies received from the serial
interface are converted into Modbus TCP replies and sent back to the source network interface.
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A Modbus Ethernet to Serial Gateway request can be activated for each of the three available serial ports:
each can receive Modbus TCP requests.

Another possible configuration is to perform the Gateway Modbus Ethernet to Serial conversion on multiple
serials at the same time.

In this mode Modbus Gateway can support up to 32 simultaneous Modbus TCP connections. These connections
can also be established through a VPN tunnel.

7. GATEWAY ETHERNET TO TRANSPARENT SERIAL (R-PASS, Z-PASS1-RT, Z-PASS2-
RT MODELS ONLY)

As an alternative to Modbus Ethernet to Serial Gateway, the device can be configured to operate as a
"Transparent Gateway". The big difference between these two working modes is that while Ethernet to Serial
works only with the Modbus protocol, Transparent Gateway can be applied to extend (transport) any serial
communication (regardless of RS232/RS85 protocol) through the TCP/IP stack.

= Virtual COM (with RFC 2217 support)

= Point-to-point serial tunnel on TCP

= Point-to-point serial tunnel on UDP

= Point-to-multipoint serial tunnel on UDP

Each mode will be fully described in the following paragraphs.

7.1. VIRTUAL COM PORT WITH RFC 2217

The Virtual COM functionality allows a PC application, which transmits data only on a serial line, to communicate
with a remote serial device, using Ethernet/Internet; in other words, through the Seneca device, a PC and a
serial device, located in distant sites, can communicate as they are directly connected.
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In this mode, data sent over the LAN or WAN are received by the Seneca device and sent to the serial port; the
response packets follow the reverse path.

RFC 2217 defines some features that allow to PC to set the properties (baud rate, data bits, stop bits and parity)
of the serial port of the Seneca device remotely; so, when Virtual COM operating mode is selected for a port,
the port is reconfigured independently from the previous settings and the values configured in the Seneca device
are overwritten.

For the Virtual COM to work, a utility called "Seneca Ethernet to Serial Connection" must be installed on the PC.
The TCP connection can be established through a VPN tunnel, as shown above.

Once the connection is established, a program using the virtual COM port will transmit the data to the serial port
of the device; for example, Modbus RTU requests sent by a Modbus Master program will reach the Modbus
slave devices connected to the RS485 bus of COM2.

Particular attention must be paid to the "Data Packing Interval" parameter, which can be set when the Virtual
COM operating mode is selected: this parameter allows you to define the time interval, in milliseconds, used by
the Seneca device as a criterion for packing the bytes of data received from the serial port before sending them
to the network; in other words, when the Seneca device does not receive any more bytes from the serial port for
the given time interval, it packs the received bytes and sends them over the established TCP connection; the
optimal value to set for this parameter depends on the protocol that is transparently routed from the TCP/IP
network to the serial line and vice versa.

ATTENTION!

In Virtual COM operating mode only one serial port can be used
7.2. SENECA ETHERNET TO SERIAL CONNECT

The following guide refers to version 1 of Seneca Ethernet to Serial Connection, subsequent versions
are similar.
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7.2.1.INSTALLING THE SENECA SERIAL TO ETHERNET DRIVER
Seneca Ethernet to Serial Connect is compatible with 32 and 64 bit Windows systems.
Double-click on the installer

Lu#] Setup - Seneca ES Connect = =

Welcome to the Seneca ES
Connect Setup Wizard

This will install Seneca ES Connect ver. 1.0.1.0 on your
computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel

Then the comOcom driver will be installed:
(o Mull-modem emulator (comOcom) Setup -~ =

Welcome to the Null-modem
emulator (comOcom) Setup Wizard

This wizard will guide you through the installation of
MNull-modem emulator (comOcom).

It is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Cancel

Select the virtual port names CNCAQ0<->CNCBO0 and COM#<->COM#:
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5, MNull-modem emulator (comOcom) Setup = =
Choose Components e
Choose which features of Null-modem emulator {comQcom) you want to install, r\ 9 7

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue,

Select components to install: -m Description

Start Menu Shartcuts
CNCAQ <-> CNCEO
COM# =-> COM#

Space required: 344.0KB

Now click on "Start Setup":

', MNull-modem emulator (comOcom) Setup =

Completing the Null-modem
emulator (comOcom) Setup Wizard

MNull-modem emulator (comOcom) has been installed on your
computer,

Click Finish to dose this wizard.

[]show Readme

Visit comOcom homepage
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Press Finish, the comOcom setup will open:

o) Setup for comOcom - =
=y Vitual Port Pair 0 CNCAD CNCED
"CNCAD use Ports class [ | [ | use Ports class
: [ CNCED emulate baud rate [ | [ | emulate baud rate
BE- \‘r!"t'-'a| Port Pair 1 enable buffer overrun || [ | enable buffer ovemun
- COMM enable plugin mede [_] [ enable plug-in mode
F-COM12 enable exclusive mode || [ | enable exclusive mode

enable hidden mode [ ] [ | enable hidden mode

X = » RX
T = .}{ - Tx
DTR = w DTR
DSR & ’/K\ ® DSk
OCD = ®DCD
RTS @ & RTS
CTS & x ®CTS
Rl & [® R
ouT1-@ ®OUTH
ouTZ-@ ®BOUT2
OPEN ‘@ ] ®OPEN
ON

Add Pair Remove Reset Apply

During installation two pairs of virtual COM are created:
CNCAO, CNCBO
and also:

COM11, COM12 (note that com# may be different in your system).

The first pair can be used in software that supports CNCA names, the other in software that only supports Port
Classes.

If you need to add more virtual ports, press the "Add Pair" button, then select whether or not you need a Class
port.

Confirm the driver installation with "Apply".

The pair of serial port emulators COM11-COM12 will be available in Device Manger

» }3 Mouse e altri dispositivi di puntarmento
4 "% Porte (COM e LPT)
"? combcom - serial port emulator (COMIT)
"'? comlcom - serial port emulator (COM12)
5 Processzori
» EF Schede di rete
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7.2.2.COM PORT SELECTION FOR SENECA ETHERNET TO SERIAL TO CONNECT
The driver installation will use the first 2 serial ports that are free (in our case the driver has created the pair
COM4 and COM5):

s |1¥ Dispositivi di sicurezza

- (M Dispositivi di sisterma

= || Dispositivi software

' E‘g“—‘t‘. Human Interface Device (HIDY

> & Input e output audio

s ﬂ Mouse e altri dispositivi di puntamento

a 5 Porte (COM e LPT)

f? com{com - serial port emulator (COM4)
f? combcom - serial port emulator (COM3)
s Processor

- ¥ Schede di rete

The SESC interface visualize only comOcom ports and it will only use one port

Select COM5 in the Seneca ES connector:

] Seneca Ethernet to Serial Connection - O

Seneca Ethemet to Serial Connection rev. 1.04

© SENECA

Select PC Vitual Com Port | COMS W

Select Z-PASS / ZKEY IPaddress (132 | (162 | (30 | |11

Select Z-PASS / Z-KEY PORT | 3000

CONNECT DISCONNECT
PORT ALL PORTS

[ Open Debug Window

Local port connected to remote ip 192.168.90.101

DEVICE
MAMNAGER
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Now use the same COM port on application to use (e.g. in the terminal software)

= 2
Connetti a b

Test

Immettere | dettagli per il numero telefonico da compome:
Paese: ttalia (39)
Indicativo localita:

Numero di telefono:

Connetti: COoms b

pre

COMS5 is now connected to the Seneca device by a TCP connection to port 8000.

7.2.3. SENECA SERIAL TO ETHERNET CONFIGURATION

%] Seneca Ethernet to Serial Connection = =

Seneca Bthemet to Serial Connection rev. 1.01

© SENECA

Select PC Virtual Com Port Y]

Select ZPASS / ZKEY P address (182 | 168 | |30 | |11

Select Z-PASS / Z-KEY PORT | 8000

CONMNECT DISCONNECT
FORT ALL PORTS

[C] Open Debug Window

= Select the virtual COM port

= Select the IP address of the Seneca device
= Select TCP-IP port

Click on "CONNECT PORT".
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If it is necessary to connect another serial com to another Seneca device, configure the new com port and the
new IP address, then press the "CONNECT PORT" button.

To disconnect all ports, click on "DISCONNECT ALL PORTS".

7.2.4.DEBUGGING THE CONNECTION
Before clicking on "CONNECT PORT", you can choose to open a debug window to check the connection

CONNECT DISCONNECT
FORT ALL PORTS

Open Debug Window

Then click on "CONNECT PORT".

If you see "Connect Error" as in the following image:

o CAWINDOWS\system32\cmd.exe = =

onnect (98> TCP(1> ERROR 18868 — <(null)
CP(1>: Close<98> — OK

- .98.181:8888> ...
onnect{c4> TCP{1> ERROR 18868 - <null>
CP{1)>: Close{c4> — OK

Bocket<B.B.8.8:8> = 17c
CP{1>: Connect{l7c. 192.168.90.181:8688> ...
onnect{17c> TCP<1> ERROR 188668 - <(null>
CP{1>: Close{l7c> — OK
Focket{B.B.0.8:8> = 17c
CP(1>: Connect{l?c. 192.168.90.181:8688> ...
onnect{17c> TCP<1> ERROR 188668 - <(null>
CP{1>: Close<l7c> — OK
Bocket(@.8.8.8:8> = c4
CP{1>: Connect{c4, 192.168.90.161:8088> ...
onnect{c4> TCP{1> ERROR 1AB6@ - <(null>

Bocket(B.8.8.8:8> = 98
CP<1>: Connect(?8. 192.168.7@.101:8808> ...

check the configuration (IP address and TCP port).

7.2.5.CHANGING THE PORT NUMBER
Older software applications can only use a small range of COM ports, so you may need to change the virtual
COM port number.

In our case the COM pair created is COM4/COMS5, let's see the procedure to change it to COM2/COM3
Click on the "DEVICE MANAGER" button:

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : .
Doc: MI- 7-1
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it oc: MI-00557-13 EN Page 46



®
L] Seneca Ethernet to Serial Connection = =
Seneca Ethemet to Serial Connection rev. 1.04
© SENECA
Select PC Virtual Com Port | COM4 v
Select Z-PASS / Z-KEY IP address 192 | [163 | [s0 | [101
Select Z-PASS / Z-KEY PORT |2000
COMNMECT DISCONNECT
PORT ALL PORTS
[] Open Debug Window
DEVICE
MANAGER
The comOcom configuration window appears:
B Setup for comOcom = =
= Virtwal Port Pair O ComM4
use Ports class use Ports class
emulate baud rate [ | [ ] emulate baud rate
enable buffer ovemun [ [ enable buffer ovemun
enable plugin mode [ ][] enable plugin mode
enable exclusive mode [ ] [ enable exclusive mode
enable hidden mode [ ][] enable hidden mode
RX = L
T = L
DTR = = DTR
D5R = ®D5R
DCD = @ DCD
RTS = & RTS
CTS = ®CTS
Rl ] [>® R
ouT1 @ ®0OUT1
ouTZ - BOUTZ2
OPEN -® L ] & OPEN
CN
Add Pair Remove Reset Apply
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Now change COM5 to COM3 and COM4 to COM2, then click on "Apply":

B Setup for comOcom = =
(- Virtual Port Pair COM3 coma
[-COM5 use Ports class use Ports class
- COM4 emulate baud rate [ ] [ ] emulate baud rate

enable buffer overun ] [ enable buffer ovemun
enable plugin mode [] [] enable plugin mode
enable exclusive mode [ [ | enable exclusive mode
enable hidden mode [ | [ | enable hidden mode

RX & ®RX
T & B TX
DTR = & DTR
DSR ®DSR
DCD - ®DCD
RTS ‘& & RTS
CTS ®CTS
RI ] @RI
ouT1 = ®0UT1
ouTZ =™ ®0UT2
OPEN ‘@ . ®0OFEN
ON

Add Pair Remove Reset Apply

Sometimes the COM may be marked "in use":

Setup for comOcom (CHANGE) “

The port name COM3 is already logged as "in use"
in the COM port database.

Riprova Continua

If you need to use this COM number, click "Continue", then go to device configuration.

Since the port is not connected, click on "Show hidden devices":

= Gestione dispositivi

File Azione | Visualizza | 7

& = | | lz‘ Dispositivi per tipo

Dispositivi per connessione

> 3 Batt Risorse per tipo

4 @ Blug Risorse per connessione

> = Cod -

y f? co | Mostra dispositivi nascosti

> (M Corrl .

o Personalizza...
> % Con -

B SR | PR S N S
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Now all unused ports are displayed in transparency (even our COM3):

4 '3 Porte (COM e LPT)

‘.? combcem - serial port emulator (COM3)

‘-? comcem - serial port emulater CNCBOD (COM2)
Seneca Virtual Com Port (COM13)
Seneca Virtual Com Port (COM135)
Seneca Virtual Com Port (COM16)
Seneca Virtual Com Port (COM1T)
Seneca Virtual Com Port (COM1E)
Seneca Virtual Com Port (COMTS)
Seneca Virtual Com Port (COM3)
USB Serial Port (COM10)

USB Serial Port (COM14)
[

Now select the COM3 port and click on "Uninstall":

Seneca Virtual Coem Port (COM19]
' ' Seneca Virtual Corn Port (COM31|
USB Serial Port (COM10) Aggicrnamento software driver...

USE Serial Port (COM14) Disinstalla |

3 Processori

L Schede direte Rileva medifiche hardware
B Schede video Propriets
Bl Srhermi

Now COM3 is free, and we can use it on the comOcom setup:

o) Setup for comOcom - =
[=)- Virtual Port Pair 0 CoM3 Com2
" com3 use Pors class use Ports class
[1- COM2 emulate baud rate [ ][] emulate baud rate
enable buffer overun [_] [ enable buffer ovemun
enable plugin mode [] [] enable plugin mode
enable exclusive mode [ | [ ] enable exclusive mode
enable hidden mode [ | [ | enable hidden mode
RX = ® RX
> = . TX
DTR = & DTR
D5R & ®DSR
DCD = @ DCD
RTS & & RTS
CTS & ®CTS
Rl =] @RI
ouT @ ®0UT1
ouTz @ ®0UT2
OPEN @ L & OPEN
oH
Add Pair Remove Resst Apply

Finally click on "Apply", now the pair COM3/COM?2 is created:

4 " Porte (COM e LPT)
‘-? cemOcom - serial port emulater CMNCAD (COM3)
‘-? cem{com - serial port emulater CMCBO (COMZ)
. [ Processori
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ATTENTION!

The Seneca Ethernet to Serial Connect Software always uses the correct port of the pair created in the
comOcom configuration (in our case COM2).

iio) Setup for comOcom = =

COM3) COoM2
use Ports class [¥] useFons olass

=8 \u"!rtual Port Pair 0
--COM3

PLC
MASTER

SENECA

DEVICE

INVERTER
I %

The point-to-point serial tunnel allows to extend a serial connection between two serial devices (that support the
same protocol) via a TCP/UDP connection.

In TCP operating mode, one of the two Seneca devices is defined as "Master" and the other is the "Slave"; the
first is a Tunnel Client, which receives data from the serial line and sends them to an outgoing TCP connection,
while the second is a Tunnel Server, which receives data from an incoming TCP connection and sends them to
the serial line; in this mode a "tunnel" is established between the two serial ports.

During configuration, on the Master, you must set the destination IP address and the destination Port that defines
the outgoing TCP connection; on the Slave, you must set the Listening Port on which the incoming TCP
connection is accepted.

The tunnel can also be established through a VPN connection..

ATTENTION!

In Serial Tunnel Point-to-Point the operating mode on TCP, only one connection is accepted for a given
serial port.
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7.4. POINT-TO-POINT SERIAL TUNNEL ON UDP
The Serial Tunnel Point-to-Point operating mode on UDP is very similar to that of TCP.

The only difference is that none TCP connection is established and the serial data is carried by a UDP packet.
The configuration parameters are the same as for the serial tunnel over TCP.
Again, The UDP packet can also passes through a VPN connection

CAUTION

In Serial Tunnel Point-to-Point operating mode on UDP, only one connection is accepted for a given
serial port.

7.5. SERIAL TUNNEL FROM POINT TO MULTIPOINT

..... INVERTER
' PLC SLAVE PRINTER
PLC | DeAn = —
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i DEVICE : {1 s
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TUNNEL e .
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v v e aaE =1
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The Serial Tunnel Point-to-Multipoint allows you to create a tunnel with a master and more than one slave; on
the master side, the data received from the serial line are sent to all the slaves, via the multicast transmission
mode, in UDP packets.

For multicast to work, the master and slaves must be part of the same multicast group, so there is a "Multicast
Group" parameter that must be set accordingly; moreover, for the configuration of the master the "Destination
Port" and "Multicast Interface" parameters must be defined, the latter must be set to select the network interface
which allows packets to be sent; "Listen Port" and "Multicast Interface" are required for slave configuration; the
latter must be set to select the network interface that allows you to receive packets.

ATTENTION!

In Serial Tunnel Point-to-Multipoint operating mode, only one connection is accepted for a given serial
port.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : v
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it Doc: MI-00557-13 EN Page 51




® EDGE IIOT GATEWAY
@ SENECA User Manual SERIES

8. MODBUS GATEWAY WITH SHARED MEMORY (R-PASS, Z-PASS1-RT, Z-PASS2-RT
MODELS ONLY)

The device can be configured to operate as a Modbus Gateway with Shared Memory: in this mode, a series of
configured tags are periodically and continuously read by Modbus RTU Slave or Modbus TCP Server devices;
these values are always available in a shared memory, readable via Modbus TCP/RTU.

This modality supports up to 2000 tags and up to 32 Modbus TCP Client simultaneously, one Modbus TCP/IP
Server (or slave) is always running on a configured TCP port.

For each of the available serial ports you can define the type of "Task": a serial port can be configured as Modbus
RTU Master or Modbus RTU Slave or disabled.

In this way different combinations are possible.

In addition, tags can be read to/from up to 25 Modbus TCP Server.
Finally, you can define some tags that are related to the "embedded" digital I/O present in the device.
The following pictures show some typical scenarios.

Modbus
TCP-IP

Modbus RTU
SENECA Slave
DEVICE

Modbus RTU

Slaves

In the figure above, two serial ports are configured as Modbus RTU Master.
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senecall
DEVICE

In this case, one serial port is configured as Modbus Slave and another is configured as Modbus Master.

When some registers acquired by the Modbus Slaves must be available for a PLC, which only supports the
Modbus Master protocol, the device can be configured with one serial port defined as Modbus Slave (connected
to the PLC) and another in Modbus Master (connected to the Modbus Slaves). The PLC Modbus RTU Master
and the Modbus TCP client(s) will write/read the shared memory registers of the Seneca device, while the
Modbus Gateway keeps the shared memory aligned with the Modbus Slaves registers.

>iave
Modbus senecal] PO
CPAY DEVICE

In the figure above, two serial ports are configured as Modbus Slave and connected to a Modbus Master PLC
port; in this way, the two PLCs and the Modbus TCP Client can write/read the shared memory to share data.

The Modbus Gateway Shared Memory mode provides some interesting features, as explained below.

In addition to the "classic" behaviour of the gateway, the tags can be configured to operate in "Bridge" mode;
this mode allows you to "refresh" the tag values from the serial side only when the gateway receives Modbus
TCP/RTU requests for those tags; this can be very useful when using RTU devices with "Fail safe" outputs,
where it is necessary to cyclically write the outputs otherwise a fail would occur.

Modbus Gateway Shared Memory also performs request optimization, placing as many registers as possible in
a single read/write request; it is possible to set the maximum number of registers in a request independently for
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each serial port/TCP Server and for read and write operations; this option can be useful for connecting RTU
devices that support a maximum number of different registers on different serial ports.
Tag configuration can be created using a Microsoft Excel™ Template provided by Seneca (see paragraph

24.3.2.4); this template can considerably reduce configuration time, particularly when a large number of tags
need to be configured.
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9. DATALOGGER (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

When the Modbus Gateway functionality with Shared Memory is enabled in the device you can also activate the
"Data Logger" mode:
Tag values are periodically stored in files (called "log files"), which can then be transferred.

Tags can be associated with up to four groups of Data Loggers, which can have different sampling and transfer
periods.

The following "transfer" methods are currently supported;

= copied to USB stick

= transferred to an FTP server;

= sent to one or more e-mail addresses, as an attachment.
= Sentto a server via http post

= Senttoan MQTT broker

More than one of the above methods can also be enabled at the same time.

Log files are stored in flash memory, so if one of the transfer methods temporarily fails, it can be successfully
transferred later.

For each group of data loggers, the "cache" is filled if at least one of the following cases is reached:

= 1000 log files
" 500000/(number of groups enabled) samples (i.e. number of lines of a single log file)

When the limit is reached, the "rotation" of the log file occurs, i.e. the oldest files are overwritten by the new one.
Log files of the standard "csv" type can then be processed by Excel™ or PC software.

Here is a portion of a log file:

INDEX;TYPE; TIMESTAMP;ZPASS_DI;ZPASS_DO;ZPASS_DI_1;ZPASS_DI_2;ZPASS_DI_3;ZPASS_DI_4;ZPASS_DO_1;ZPASS_
DO_2;ZPASS_DO_3;ZPASS_DO_4;GPS_ERROR;GPS_HOUR;GPS_MINUTE;GPS_SECOND;GPS_DAY;GPS_MONTH;GPS_YEAR;GPS_L
ATITUDE;GPS_LONGITUDE;GPS_HDOP;GPS_ALTITUDE;GPS_COG;GPS_SPEED_KM;GPS_SPEED_KN;GPS_FIX;GPS_NUM_SAT;SH
M_TAG1;ZPASS2_105_TAG1;ZPASS2_106_TAG1;ZPASS2_106_TAG2

1:LOG;29/05/2018 09:49:45;0:0;0:0;0;0;0:0;0;0;0;7;49;31;29:5;18:45.37417;11.94554:1.5:12.7;249.56;0;0;2;4:0;32767;14;11.5
2;L0G;29/05/2018 09:49:50;0;0;0;0;0;0;0;0;0;0;0;7:49;31;29;5;18;45.37417;11.94554;1.5;12.7;249.56,0;0;2:4;0;32767;14;11.5
3:L0G;29/05/2018 09:49:55:0;0;0;0;0;0;0;0;0;0;0;7;49;31;29:5;18;45.37417;11.94554;1.5;12.7;249.56;0;0;2;4,0;32767;14;11.5
4:L.0G;29/05/2018 09:50:00;0;0;0;0;0;0;0;0;0;0;0;7;49;31;29:5;18:45.37417;11.94554:1.5:12.7;249.56;0;0;2;4:0;32767;14;11.5

If for a tag the actual value is not available (for example, if the tag corresponds to a log that does not respond to
Modbus requests), the value written in the corresponding field of the log file can be set to "ERR!
The "ERROR MODE" parameter can also be set to LAST VALUE or to a user-defined FAIL value.
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Please note that each time a configuration change is made that affects the functionality of the Data Logger (from
a page in the "Datalogger" section) the following procedure is performed:

= Data Logger processes are interrupted

= The internal log file cache is cleared
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10.LOGIC REGULATIONS (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

The device can be configured with a maximum of 2000 logical rules
A logical rule is based on the following concept

“IF -> THEN -> ELSE”
[t means:

IF THE CONDITION HAS OCCURRED -> THEN PERFORM THESE ACTIONS -> OTHERWISE PERFORM THESE
OTHER ACTIONS

In each rule can also be configured:
- Combinations of up to three logical conditions (based on alarm states) in AND/OR logical expression;
- up to three actions can be performed

11. ALARMS (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

Regarding the alarms A complete set of parameters are available to define the behaviour of the alarms, as
indicated in the "Alarm configuration” page; the entire alarm status can be viewed in the "Alarm Summary" page
and the alarm log can be retrieved in the "Alarm Log" page.

Moreover, in the "Tag View" page, the columns "ALARM" and "ANALOG DANGER ALARM" show the current
alarm status for each tag.
The actions can be used to send an SMS, EMAIL or HTTP POST, MQTT ...;

12.VPN

The device supports VPN connection using two different servers: Seneca VPN BOX2 and a standard OpenVPN
Server.
The main advantages of using a VPN are:

= secure connections so the transmitted data are encrypted;

= the ability to establish connections without interfering with the corporate LAN;
= no need to have a static/public IP address

= on the WAN side; remote configurability via Web Server

Two "VPN modes" are available, respectively named "OpenVPN" and "VPN BOX".

The "OpenVPN" mode can be used when the device is to be installed in an existing VPN. In this case, an
OpenVPN server must be available and configuration, certificates and key files for the Seneca Client must be
provided by the VPN administrator.

Files can be uploaded to the device using the dedicated web page.
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If the VPN infrastructure is not available, the recommended choice is to adopt the "VPN Box2” solution developed
by Seneca.

"VPN Box2" is a hardware device (or virtual machine) that allows the user to easily configure two alternative
types of VPN:

"VPN " Single LAN (Always on connection )

VPN "Point-to-Point" (On demand)

In "Single LAN" VPN, all devices and PCs (and associated local sub-networks) configured in VPN are always
connected in the same network. In this scenario any VPN Client (PC or Seneca device) can communicate each
other but also with the machines/devices connected to any Seneca device LAN, for this reason, all VPN Clients
must have different network configuration.

In the "Point-to-Point" VPN, a client PC, at a given moment, can perform a single connection, upon request, to
only one device at a time (and to the machines that are connected to the LAN port of the Seneca device).
Furthermore, the devices cannot communicate with each other even if they belong to the same VPN.

The advantage of this architecture is that the same subnetwork can be used at all sites. The point-to-point mode
is the most used in case of remote maintenance of the systems.

There are two types of point-to-point VPN connection:
= layer3VPN
= layer2 VPN

In "Layer 3 VPN", only IP packets (Layer 3) are transported through the VPN tunnel.
On the other side, in "Bridging Layer 2 VPN", all Ethernet frames are transported through the VPN tunnel

Each mode has advantages and disadvantages:

Layer 2

= can carry any network protocol (e.g. profinet protocol)
= causes more traffic on the VPN tunnel than layer3

Layer 3
= can carry only IP traffic

= layer2 traffic (e.g.: DHCP) is not transported
= reduces traffic management costs, transports only traffic destined for clients

The "VPN Box2" comes with two Windows applications: "VPN Client Communicator” allows the user to connect the
PC to the network (in the "Single LAN" case) or to a specific device (in the "Point-to-Point” case)

A detailed description of the "VPN Box2" can be found in the "VPN Box 2 User Manual.

A detailed description of the configuration parameters of a VPN is given in the following two sub-paragraphs.
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12.1. VPN "SINGLE LAN" ALWAYS ON
R
192.168.1.X ModBUS »

=

192.168,2.X

c““’:\ i<;

The figure above provides an example of VPN
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The client PC (with IP address 192.168.1.X) can connect, as an example, to the first Seneca device using its

local IP address.

Also, two devices that are in two different LANs of the same VPN network (e.g.: 192.168.10.101 and
192.168.20.102) can connect to each other, again using their local IP addresses.

In order for this scenario to work properly, one essential rule must always be followed: the LANs of the Seneca
device and the LAN of the PC must have different subnets and not in collision; therefore, in the figure above, the

following is shown

PC LAN 192.168.1.0/24

SCADA LAN 192.168.2.0/24

SENECA DEVICE LAN  [192.168.10.0/2
4

SENECA DEVICE LAN  [192.168.20.0/2
4

SENECA DEVICE LAN  [192.168.30.0/2
4
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If conflicts cannot be avoided, it is still possible to use a "Single LAN" VPN because devices can be reached via
their VPN IP addresses and machines beyond them can be reached by configuring "port forwarding” rules.

12.2. VPN "POINT TO POINT" ON DEMAND

@ L))
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192.168.90.34

192.168.1.32

i DS . ’} 1
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192.168.90.33
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The figure above provides an example of "Point-to-Point” VPN.

In this scenario a PC (acting as a VPN client) can connect, on demand, to a Seneca device and its subnet using
local IP addresses via the VPN Client Communicator application . The software guarantees group management
of users to allow only those who belong to a group to access the systems that are part of it

13.ROUTER

As mentioned above, the "Router" mode allows to route packets between the LAN (Ethernet) and the WAN
(Mobile Network) / WI- Wl interface or mobile connection.

More specifically, an important feature of the Router is the so-called "IP forwarding"; this means that when the
device receives a packet not intended for it, it does not discard the packet but forwards it to its actual destination;
when a packet is routed from the LAN to the WAN, the device also performs the so-called "IP masquerading”,
i.e. the replacement of the source IP address with the IP address of the WAN interface.

Another important feature is the availability of a DNS server/forwarder, which can resolve names with or without
external DNS.

In addition, a DHCP server is available that assigns IP addresses to clients connected on the LAN port (or on
the WI-FI when set in Access Point mode); here, the user can configure the range of addresses used by the
server and the time of location.

There is also the possibility to define "Port Forwarding" or "Virtual Server" rules; using these

for example, packets received from a TCP or UDP port can be redirected to another port or IP address.
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As an alternative to the use of "Port Forwarding" rules, the Router + VPN functions allow the use of local
addresses as shown in the previous chapter; there is a flag in the router configuration to enable these features.

14. NETWORK REDUNDANCY

®

)

W= O="t

=

“Network redundancy” is a feature that can be enabled on devices where a mobile or WI-FI modem is available.

This feature is intended to switch the network interface used to access the Internet from Ethernet

("primary" interface) to the secondary interface (Cellular modem or WI-FI), when access to the Internet through
the primary interface becomes unavailable, the system draws on the Internet through the configured secondary
channel. When the Internet service becomes available again from the primary interface the access returns to
the latter.

15. DISABLING THE REMOTE CONNECTION

The products provide an integrated digital input and digital output dedicated to control and monitor the remote
connection to the device.

In this way it is possible to block access (via digital input) remotely to a particular machine/plant (e.g. if local
maintenance operations are being carried out) and be informed of a remote access in progress (via digital
output).

When the "Remote Connection Disable" digital input is set to HIGH, the remote connection to the device is
disabled; conversely, when the "Remote Connection Disable" digital input is set to LOW, the remote connection
to the device is enabled.

The "Remote Connection Active" digital output is set to the HIGH state when the device is connected.

Four security levels can be configured to disable the remote VPN connection:
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Level 1: VPN connections are disabled in any VPN mode but the "VPN Box Service" service is still running, so
the device can still be monitored on VPN Box Manager;

Level 2: The "VPN Box Service" is disabled, but the device can still access the Internet and send/receive SMS
on a possible cellular interface;

Level 3: any Internet access is disabled, but the device can still send/receive SMS on a possible cellular
interface;

Level 4: As level 3 but also the cellular interface is switched off

16. AUTO APN

The Auto-APN function allows the device with a cellular modem to establish mobile data connections without
the user having to configure the APN data for the SIM in use.

This is obtained using the IMSI code contained in the SIM and, possibly, some other data available on the SIM.
In some special cases, however, when using a "custom APN", the Auto-APN function can be disabled by setting
the "APN Mode" parameter to "Manual".

17.HTPP REST CLIENT PROTOCOL (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS
ONLY)

Communication between SSD and Cloud is possible via HTTP protocol with a POST call.

The architecture is REST (REpresentational State Transfer), where the data are configured as classic web
FORM but through JSON (JavaScript Object Notation). For further information on the HTTP POST
communication protocol, refer to "Seneca HTTP POST Communication Protocol" (the document can be
requested at supporto@seneca.it).

The device is compatible with the Seneca Cloud Box product and also with a generic server that supports HTTP
POST communication protocol.

This protocol is equipped with a set of HTTP POST APIs (RESTFUL); the relative documentation can be
provided by Seneca to customers who wish to develop their own server-side software; for information, contact
Seneca Service & Support at supporto@seneca.it.
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The HTTP POST protocol can be enabled together with the other transfer methods (MEMORY, FTP, EMAIL,
...); however, when the HTTP POST protocol is enabled, the following changes apply to the behaviour of the
Data Logger:

" only one recording group can be enabled;

" the sampling period is a multiple of 30 seconds;
= each sample is sent to the http server in a LOG message, carried by an HTTP POST
The Seneca HTTP POST protocol also allows the server to perform the following actions on the device:

= setting the values of one or more tags

= restarting the device

= save the device configuration on the FTP site of the server

= upload the device configuration from the FTP site of the server
= starting the FW update;

There is also an internal cache for LOG messages sent via HTTP POST requests, used to store log messages
while unable to send them to the server; this cache can hold up to 3000 messages:

18.OPC UNIFIED ARCHITECTURE SERVER PROTOCOL (OPC-UA)

OPC Unified Architecture (OPC-UA) is a standardized machine-to-machine communication protocol for industry
4.0 developed by the OPC Foundation.

OPC-UA is a vendor-independent communication protocol and is based on the client-server principle.
Seneca devices support the OPC-UA server protocol also with security policy.

In particular, the OPC-UA server "exports" the Shared Memory tags, then, using an OPC-UA client it will be
possible to read and write directly to all tags.

19.MQTT CLIENT PROTOCOL

MQTT is the most widely used protocol for IOT applications.

"MQTT" stands for MQ Telemetry Transport. It is an extremely simple and lightweight
public/subscription messaging protocol designed for devices with low bandwidth, high latency or
unreliable networks. The design principles are to minimize network bandwidth and device
resource requirements while trying to ensure reliability and a certain degree of delivery
guarantee. These principles prove ideal for the emerging machine-to-machine (M2M) or Internet
of Things world.
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For more information on the MQTT protocol see

The MQTT version supported is 3.1.1

19.1.  MQTT CHARACTERISTICS (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

The MQTT protocol can be enabled together with the other transfer methods (USB, FTP, EMAIL, ...); however,
when the MQTT protocol is enabled, the following changes apply to the behaviour of the Data Logger

The MQTT protocol also allows you to perform the following actions on the device:

= setting the values of one or more tags

= restarting the device

= save the device configuration on the FTP site of the server

= upload the device configuration from the FTP site of the server
= starting the FW update;

There is also an internal cache for LOG messages sent via MQTT requests, used to store log messages while
it is not possible to send them to the broker; this cache can hold up to 3000 messages

20. STRATON PLC (R-PASS-S, Z-TWS4-RT-S, Z-PASS2-RT-S MODELS ONLY)

The Straton PLC provides full support for the IEC 61131-3 PLC standard; an integrated development
environment (IDE) is available for Windows™ PCs.

The Straton IDE includes several tools such as: a fieldbus configuration tool, an analog signal editor and program
editors compliant with the five languages of the IEC 61131-3 standard: Sequential Function Chart (SFC),
Function Block Diagram (FBD), Ladder Diagram (LD), Structured Text (ST), Instruction List (IL).

With Straton IDE, it's easy to write, download and debug the IEC 61131-3 code.

20.1.  WRITE, DOWNLOAD AND RUN YOUR FIRST PROGRAM

To allow the PLC developer to easily create Straton applications for Seneca CPUs, the following libraries are
available:

+ a Function Block (FB) and Functions library, which provides some frequently used functions, in particular
related to communication and data transfer activities, compiled in the CPU firmware; the direct use of these FBs
and functions is aimed at expert PLC developers (a detailed description of the FBs and functions is given in the
relevant chapter of this manual);

+ a "Profile" library, which allows access to CPU 1/OS via "profile" variables
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+ a "User Defined Function Block" (UDFB) library, in ST language, which simplifies the use of the aforementioned
FBs, providing simpler and "higher level" access to their functions.

An installation program called "Seneca Straton Package" is available which automatically installs the Seneca
libraries and templates. The installation program also includes Straton IDE and other tools.

The installation program is available at the following link:
http://www.seneca.it/products/seneca-straton-package

If, for some reason, you are unable to run the installation program, the above libraries and templates can be
installed manually as described in the next subparagraph:

20.1.1. MANUAL INSTALLATION OF LIBRARIES AND TEMPLATES IN STRATON

The following steps are required to integrate Seneca libraries and profiles into the Straton IDE.
First, we need to add the Seneca FB library (SenecaStratonLibrary.XL5 file) to the IDE, using the "Library
Manager" tool:

Eile Tools Wizard Help

Function and FBs | |/0s | Profiles | A5 Types

Hew. ..

Bename. ..

Delete

Parameters | Description

Stare

Reszet Changes

Select the "File / Open Library" option and enter the name "Seneca" to create the new Seneca library.
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Seneca | | ] |
PrafDP Cancel
FRP
GBF
Reqisters
Regzters [typed)
Selectors
Standard
Stringz
TCRIP
Text buffers
Tirners
oP
zer v
Select a library in the lizt ar enter a
name for creating a new library.
H H (43 i .
Then, import the Library (“Tools / Import” menu):
BiED- =
File Home  Condividi  Visualizza ~ 0
= ,x Taglia “ x @ l ' @Nuovo elemento * _Eﬁpri - E Seleziona tutto
| |
Copia percorso g - —;__j Accesso facilitato = @ Maodifica o5 Deseleziona tutto
Copia Incolla _ Sposta Copia  Elimina Rinomina  MNuova Proprieta &
[2] Incolla collegamento in= in~ - cartella - 45 Cronologia DE,' Inverti selezione
Appunti Organizza Nuova Seleziona
@ ~ 4 | « Progetti_in_corso » Z-TWS4 » FW » LIBRERIE_STRATON v G Cerca in LIBERERIE_STRATON »
_1-:? Preferiti ~ Mome Ultima modifica Tipo Dimensione
B Desktop 3 linux_shell. XL3 13/07/2011 11.34 File XL5 1KB
4 Download | README_Seneca.txt 10/01/2014 15.01 Documento di testo TKB
%% Dropbox E Seneca_revl.XL3 18/11/2013 08.04 File XL5 TKB
%ﬂ Rizorse recenti j Seneca_rev2.XL3 10/01/2014 14.35 File XL5 2KB
L TwWs4 E Seneca_rev3.XL3 31/01/2014 17.41 File XL5 12KB
b Work E Seneca_revba.XL5 24/06/2014 14.22 File XL5 17 KB
E Seneca_revBc XL 09,/09/2014 11.30 File XL5 17KE
18 Questo PC E Seneca_TW54_TW511.XL5 21/05/2014 17.29 File XL5 14 KB
i Desktop 3 SenecaStratonLibrary_sw2960_000.XL5 10/01/2014 14,35 File XL5 2KB
| Documenti E SenecaStratonLibrary_sw2960_001.XL3 31/01/201417.41 File XL5 12 KB
& Download E SenecaStratonLibrary_sw2%60_002.XL5 24/06/2014 14.22 File XL5 17KB
=| Immagini | E SenecaStratonLibrary_sw2960_003.XL5 09/09/2014 11.30 File XL5 17KB
W Musica
B Video
&, 05(C)
e Disco rimovibile v
12 elementi 1 elemento selezionato 16,2 KB =i}
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E¥ Library Manager - Seneca
File Tools Wizard Help
Function and FBs  |/0s  Profiles 454 Types

FAIN CEG [ Corfigurs Araiog Inputs (- MINIETU, 2-TWS11) 5

BECNT_SET (" Set counter (Z-MINIRTU, Z-TWS11} %)

BCREATE_DIR (" Create a directory (Z-MINIRTU, Z-TW511)7)

BEDATETIME_CHG (" Corfigure dateAime (Z-MINIRTU, Z-TW511)7)

EDATETIME_GET (" Get cument dateAime (Z-MINIRTU, Z-TWS511} %)

EDATETIME_SET (" Set cument date/time (Z-MINIRTU, Z-TWS11) %)

EDIN_DOUT_CFG " Corfigure Digital Inputs/COutputs (Z-MINIRTU, Z-TWS11)7)

EFM_WRITE_NCRLF {* Write a string to a file without adding CR/LF ™)

BEFTP_GET (" File download by means of FTF protocel (Z-TWS4, Z-PAS52-5, Z-MINIRTU, Z-TWS511, S6001-RTU} %)
BEFTP_PUT (" File upload by means of FTP protocol (Z-TWS4, Z-PASS2-5, Z-MINIRTU, Z-TWS511, S6001-RTU) %)
BEFTPSRV_CHG (" Corfigure FTF server (Z-MINIRTU, Z-TW511} %)

BFTPSRV_CHG_READ * Get the FTP server configuration (Z-MINIRTU, Z-TWS511)7)

BIGET_ALARMS (" Retrieve alamms with the specified status from the DB. *)

FEGET_MIN_SINCE2K " Get the number of minutes since year 2000 *)

BGET_SMS " Get a received SMS (Z-TWS54, Z-PASS2-5, Z-MINIRTU, S6001-RTU) %)

BHTTP_POST (" Send an HTTP POST request (Z-MINIRTU, Z-TWS11) %)

BEIP_CHG (" Configure IP parameters (Z-MINIRTU, Z-TW511)7)

BEIP_CHG_READ " Read cument IF corfiguration (Z-MIMIRTU, Z-TW511) )

BLINUX_SH_ASYNC (" Exzcute a command in @ Linwx shell, in asynchronous mode (Z-TWS4, Z-PASS2-5, SE001-RTU) %)
BELINUX_SHELL (" Execute a command in & Linwe shell (Z-TWS4, Z-PASS2-5, S6001-RTU) )
BEMODEM_CTRL (" Execute a generic AT command (Z-TWS4, Z-PASS52-5, S6001-RTU) )
EMODEM_ONOFF (* Fower on/off the Modem (Z-MINIRTL) %)

EMODEM_RESET (" Execute a modem reset (Z-TW5S4, Z-PASS2-5, Z-MINIRTU) %)

BNTP_CRG (" Configure NTP (Z-MINIRTU, Z-TWS11) %)

BNTP_CHG_READ (" Get the NTP configuration (Z-MINIRTU, Z-TW511) %)

EPLAY_WAVE " Execute an audio PCM file (Z-MINIRTU, Z-TWS511) %)

EPPP_CONNECT (" PPF connection setup./felease (Z-TWS4, Z-PAS52-5, Z-MINIRTU, S6001-RTU} )
EPPP_STATUS (" PPF connection status (Z-TWS4, Z-PASS2-5, Z-MINIRTU, Z-TWS11, 56001-RTU) )
BPUT_ALARM (" Store an alam into the DB. 7)

BRESET (" Reset the device (Z-MINIRTU, Z-TW511) %)

ESEND_MAIL * Send an e-mail (Z-TWS4, Z-PAS52-5, Z-MINIRTU, Z-TWS511, S6001-RTU) %)

BSEND_SMS {* Send an SMS (Z-TWS4, Z-PAS52-5, Z-MINIRTU, S6001-RTU) %)

BSET_ALARMS_STAT (" Set the status of the specified alams in the DB. *)

B TIME_SYNC (" Time synchronization by means of NTP protocel (Z-TWS4, Z-PASS2-5, Z-MINIRTU, Z-TWS11, S6001-RTU) )
BTOT_SET (" Set totalizer value (Z-MINIRTU, Z-TW511) ")

ETXBAPPENDFILE (" Append a Text Bufferto afile *)

BWEBSRV_CFG (" Configure the web server (Z-MINIRTU, Z-TWS11) %)

BWEBSRY_CFG_READ (* Get the web server corfiguration (Z-MINIRTU, Z-TWS11) %)

P Mew...

Rename...

Delets

Parameters  Description

Stare

Fezet Changes

Save the library (“File / Save Library” menu).

The procedure for adding the Profiles library to the IDE is identical to the one just explained; the only difference
is that the SenecaStratonProfiles.XL5 file must be selected (instead of the SenecaStratonLibrary.XL5 file).
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Now that the "low level" FBs are available, we need to install the UDFB library.

The UDFB library is provided as a zip file.

The TWS_MISC folder, contained in the zip file, must be copied to the following directory:
C:\Users\Public\Documents\Copalp\STRATON\LIBS:

Home Condividi Visualizza
= ¥ Taglia
L W Copia percorso <A
Copia Incolla _
B [3 Incolla collegamento | iy pud
Appunti
® = -
C Preferiti Mome
B Desktop
i Download 1 IntCounters
% Dropbox J samA
] Risorse recenti ) TWS_MISC
) Work
) Tws

8 Questo PC
1 Deskiop
£l Documenti
8 Download
£ Immagini
1 Musica
B Video
()
e Disco rimovibile ()
£ Archivio_Tecnica (WWIN-KTTNTI

€ Rete

4 elementi

Organizza

|/ FBD_with_ENENQ

[ Nuova elemento -
<] Accesso facilitato ~

X =

Sposta Copia  Elimina Rinomina ~ Nuova

cartella
MNuovo

1. <« Utenti » Pubblica » Documenti pubblici » Copalp » STRATON_3 » LIES

Ultima medifica

0141214
0141214
9/ 0141214
25/11/201509.11

~ @
*3 3 Apri HH seleziona tutto
# Modifica Deseleziona tutto
Proprieta

~ [ cronologia g2 Inverti selezione

Apri Seleziona

v & | CercainliBs P
Tipo Dimensione
Cartella di file
Cartella di file
Cartella di file
Cartella di file

The template folders must be copied to the following directory:
C:\Users\Public\Documents\Copalp\STRATON\Template
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Home Condividi Visualizza

'l . - — . .
D 4 Taglia ?< Eﬁ I LE [ Nuovo elemento = g Apri EH seleziona tutto
Cz 4 - o A —‘aAccesso facilitato = Br.-l-:difica

\--| Copia percorso 55 Deseleziona tutto
Copia Incolla Sposta Copia  Elimina Rinomina = Nueova Proprieta . & . X
[2] Incolla collegamento in in - cartella - ' Cronologia n'g Inverti selezione

Appunti Organizza Muovo Apri Seleziona

@ ~ . <« Utenti » Pubblica » Documenti pubblici » Copalp » STRATOMN_3 » Template » v G Cerca in Template

-

r Preferiti MNome Ultima modifica Tipo Dimensione

B Desktop

& Download

%2 Dropbox

\E‘?".l Risorse recenti
1 Work

L TWS

1 EmptyLibrary 19/09/2014 12.14 Cartella di file
. EmptyProject 19/08/201412.14 Cartella di file
| Exceptions 15/09/2014 1214 Cartella di file
. FBDProject 19/09/201412.14 Cartella difile
. ILProject 19/09/201412.14 Cartella difile
| LDProject 19/09/2014 12.14 Cartella di file
1. PO_IMPORT 19/09/2014 12.14 Cartella di file

1M Questo PC i

i Desktop J

1

1

1

}

. S6001_Template 19/02/2016 08.59 Cartella di file
. SAMAProject 19/09/2014 12.14 Cartella di file
. SFCProject 19/09/2014 12.14 Cartella di file
. SFCStructure 19/08/201412.14 Cartella di file
. 5TProject 19/09/201412.14 Cartella difile
. ZPAS52 Template 19/02/2016 08.59 Cartella difile

| Documenti

& Download

=| Immagini

W' Musica

B Video

& 05(C)

e Disco rimovibile ()
2 Archivio_Tecnico (\WWI

€ Rete

13 elementi

20.2. ENERGY MANAGEMENT PROTOCOLS

The Straton PLC supports the following “Energy Management” protocols (optional):

* |[EC 60870-5-101 (Master/Slave)

* |[EC 60870-5-104 (Master/Slave)

* |[EC 61850 (Master/Slave)

The activation of these protocols is based on a license.

Please contact Seneca for more information on licensing Energy Management Protocols.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY

BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it Deg Sl EN Page 69




®
EDGE IIOT GATEWAY
@ SENECA User Manual SERIES

20.3. SNMP VvV2C PROTOCOL

Straton PLC supports theV2C version SNMP protocol. For more information, refer to the Straton manual.
21.R-COMM OPTION (R-PASS MODEL ONLY)

For the R-PASS models it is possible to purchase the R-COMM hardware which allows (depending on the model)
to add a 4G modem with GNSS positioning and a UPS which allows the R-PASS to operate up to 1 hour without
external power supply.

For the installation of R-COMM refer to the R-COMM installation manual, for the available models refer to the
Seneca website.

22. CONFIGURATION VUA WEB SERVER (SSD, R-PASS, Z-PASS1-
RT, Z-PASS2-RT MODELS ONLY)

The devices can be fully configured via a series of web configuration pages.

To access the configuration site, you need to connect your browser to the IP address on port 8080, e.g.:
http://192.168.90.101:8080

and, when required, provide the following credentials (default values):

Username: admin

Password: admin

Once authentication is successfully checked, the "Summary" page is visualized, following all the configuration
sections will be described.

221. SUMMARY
This page shows the main information about the status of the device and the user currently logged in.

22.2. NETWORK AND SERVICES

The following table lists all the configuration parameters available on this page, with a brief explanation and the
default value of each parameter.

Field Meaning

NETWORK Section dedicated to the network parameters configuration of the Ethernet
LAN/WAN ports.
WEB SERVER Section dedicated to web server configuration.

FILE TRANSFER | section dedicated to FTP protocol configuration
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NETWORK Allows you to enable network redundancy by setting the WAN port as
REDUNDANCY Enable | primary network and the WI-FI port as secondary.
For SSD there must be a Wi-Fi.
NETWORK Address that the system uses to check connectivity.
REDUNDANCY Ping | This address must be different from the one set for the "DNS Server"
Address parameter, otherwise an error will be displayed.
WATCHDOG Enable | Enable or disable the Watchdog in the device
WATCHDOG Timeout | Watchdog timeout, in seconds; when the watchdog is enabled, if it is not
(s) updated for this interval of seconds, the system will restart.

Possible values are in the range [30..3600 s].

R-COMMM Available

Configure whether or not operation with the R-COMM option is active

R-COMM UPS Mode

Configures the UPS type of operation.

set to "OFF".
OFF, Shutdown immediately, Shutdown on low power.

and performs a clean shutdown of R-PASS

to work as long as the battery is charged, when it is discharging it closes the

Important: Check that the R-COMM model purchased has the "UPS" function
before configuring these parameters.
If the R-COMM purchased does not include the UPS, this parameter must be

“OFF” does not use R-COMM UPS to power R-PASS
“Shutdown immediatly” in case of mains power failure closes the log files
“Shutdown on low power” in case of a mains power failure R-PASS continues

log files and performs a clean shutdown of R-PASS

DEBUG LOGS Enable

Flag to enable/disable the debug
logs

22.3.

PLC (R-PASS-S, Z-TWS4-RT-S, Z-PASS2-RT-S MODELS ONLY)

On this page it is possible to set the connection parameters with the Straton workbench, activate an optional
license (for example for energy management protocols) and set the operation of the COM1 serial port between

Rs232/RS485/Z-MBUS.

Z-MBUS is an optional device that allows you to connect the device to a METERBUS

22.4.

WI-FI CONFIGURATION (R-PASS MODEL ONLY)

Allows you to configure the WI-FI port parameters.
Below is an extract of the main parameters:

Field

Meaning

Mode

You can select from:
OFF: The WI-FI port is off
Station: The WI-Fl is connected to an existing network

Access Point: The device creates a new WI-FI network to which devices can
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connect

SSID If Mode is "Access Point" you can define the name of the new WI-FI network
that the device will create.

If Mode is valid "Station" displays the SSID of the network you are
connected to.

KEY MODE Represents the encryption protocol to be used.
SCAN/APPLY Allows, in Station mode, to select the WI-FI to connect to

22.5. SERIAL PORTS (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)
This page allows you to configure the serial ports (baud rate, stop bits, RS232/RS485 configurations etc...).

22.6. 1/0 CONFIGURATION

Field Meaning

IO CONFIGURATION

INPUT/OUTPUT1| Remote connection disable
MODE Allows you to use the pin as input. If high blocks remote VPN access

General Input
Allows you to use the pin as a digital input

General Output
Allows you to use the pin as Digital Output

INPUT/OUTPUTZ| Remote connection active

MODE Allows you to use the pin as an output, if active it indicates the presence of remote VPN
access.

Local Alarm: is an input that is connected to a control PLC, when it is high it indicates a general
error that is visible remotely via the Seneca VPN box status interface.

Remote Toggle is an output controllable from the Seneca VPN box status interface.

General Input
Allows you to use the pin as a digital input

General Output

Allows you to use the pin as Digital Output

SECURITY LEVEL
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Service Disable

This parameter defines which access services are disabled when the "Remote Connection
Disable" digital input is HIGH.

The possible values are:

Blocking VPN Connection (VPN Service and Internet active)
VPN Service blocking (Internet active)

Blocking of internet access (both internet and VPN are blocked in the device)
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22.7. REAL TIME CLOCK SETUP

Field Meaning

NTP

Enable Flag to enable/disable date/time synchronization with a
Network Time Protocol server

Server primary IP address or FQDN20 of the NTP primary
server

Secondary server IP address or FQDN20 of the NTP secondary
server

Timezone Time zone

22.8. GATEWAY CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page allows to configure the type of Ethernet-Serial Gateway you want to use.
It is possible to choose between:

Modbus Ethernet to Serial (Real time conversion)
Modbus with Memory

Transparent

22.8.1. GATEWAY ETHERNET TO SERIAL

Field Meaning
Enable Flag to enable / disable Modbus gateway functionality from Ethernet to serial on the port
Port TCP port to access Modbus from Ethernet to Serial Gateway

If three distinct values are set, several instances of the Gateway are executed, each of
which manages a single serial port.

If the same port value is set for more than one serial port, the same Gateway instance will
manage two or more serial ports (depending on the device), i.e. Modbus RTU requests
will be sent simultaneously to the serial ports.

Response Wait
Time

Timeout when receiving Modbus RTU responses
The value is in milliseconds; possible values are in the range [10 - 10000] ms.

Slave ID for
Embedded 1/0

Slave ID used to access the Modbus registers corresponding to the digital I/Os of the
device (if any) this ID can also be used to access the Modbus registers containing GNSS
positioning information.

Possible values: [1..255] in devices that are equipped with them.

Only valid for Serial to Ethernet mode.
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22.8.2. TRANSPARENT GATEWAY

For each serial port with "Gateway Mode" = "Transparent", the available configuration parameters depend on
the value of the "Operating Mode" parameter selected for the port.
The possible values for the "Operating Mode" parameter are:

o None (default value)

e Virtual COM

e Serial Tunnel Point-to-Point on TCP
e Point-to-Point Serial Tunnel on UDP
e Serial Tunnel Point-to-Multipoint

Moreover, for the "Serial Tunnel" operating modes, the available parameters depend on the "Tunnel Role"
(Master or Slave).
The following tables describe the relevant parameters for the various operating modes.

22.8.2.1.VIRTUAL COM

Field Meaning
Listen Port TCP port to access the transparent gateway
Data Packing | Time interval used as a criterion for packing the data bytes received from the serial port,
Interval before sending them to the network; that is, if no packet is received for this time, the
available bytes are sent to the network.
The value is in milliseconds; possible values are in the range [0 - 1000].

22.8.2.2.POINT-TO-POINT SERIAL TUNNEL ON TCP/UDP (MASTER)

Field Meaning
Destination The IP address to which the transparent gateway will connect
address
Destination port | The TCP / UDP port to which the transparent gateway will connect

22.8.2.3. POINT-TO-MULTIPOINT SERIAL TUNNEL (MASTER)

Field Meaning

Destination Port The UDP port to which the packets will be sent

Multicast Group IP address that identifies the Multicast group

Multicast Interface | Network interface to which UDP packets are sent; possible values: Ethernet | VPN; The
"VPN" option is only available when VPN is active

22.8.2.1. POINT-TO-MULTIPOINT SERIAL TUNNEL (SLAVE)
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Field Meaning
Listen Port The UDP port from which the packets will be received
Multicast Group | IP address that identifies the Multicast group
Multicast Network interface from which UDP packets are received; possible values: Ethernet |
Interface VPN; The "VPN" option is only available when VPN is active

22.8.3. MODBUS GATEWAY WITH SHARED MEMORY (TO BE USED FOR DATALOGGERS AND

LOGICS)
Field Meaning
Enable This parameter enables/disables the Modbus Shared Memory Gateway service.
It is important to note that when this parameter is set to OFF, the service is not running
even if some serial ports are assigned to it.
TCP Port Listening port for the Modbus TCP server

TCP  Connections
Max Number [1-50]

Maximum number of TCP connections that can be accepted by the Modbus TCP
server

Response  Mode
when Resource in
Fail

This parameter defines how the response to a Modbus request (read) is constructed
for a tag corresponding to an unresponsive Modbus station; when mode is “Tag error
value”, the value in the Modbus response is given according to the "Error Mode" / "Error
Value" parameters in the tag definition; when the mode is "Exception", the response
contains an exception with value 11 ("The gateway target device failed to respond").

Diagnostic ~ Area | Select whether diagnostics can be accessed via Holding or Input Modbus Registers.
Type

Diagnostic ~ Area | The diagnostic area reserves one bit for each tag (125 registers):

Address Bit value on 0 -> means Tag reading error (or tag not configured)

The bit value on 1 -> means Reading tag OK

Therefore, if you need to check the error status of the first 10 tags using the default
area (9001 Holding Registers), you must read the 49001 registry.
For example if the value of the regsiter is:

0x3DB = 987 = 0000 0011 1101 1011

Tag1=0K

Tag2=0K

Tag 3 = FAIL

Tag4=0K

Tag5=0K

Tag 6 = FAIL

Note that one register before and one register after the diagnostic area will be reserved
(by default registers 49000 and 49126).

Therefore, for each serial port with "Gateway Mode" = "Modbus Shared Memory", the parameters described in
the following table are available.
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Field Meaning
Task This parameter defines which type of Modbus Shared Memory Gateway
task is running on the serial port; the possible values are: None, Master,
Slave
Slave Address Interval between Modbus RTU requests, in milliseconds (available only

when Task = Master)

Timeout (ms) [10 — 10000] | Response timeout for Modbus RTU requests, in milliseconds (available

only when Task = Master)

Delay between Polls (ms) | Interval between Modbus RTU requests, in milliseconds (available only

[10-1000] when Task = Master)

Read/Write Retries [0 — 10] | Maximum number of retries for Modbus RTU requests; this always applies

to write requests; for read requests, it only applies to tags with "Gateway

Tag Mode" = "BRIDGE"

Multiple Read Max Number | Maximum number of Modbus registers that can be read in a single Modbus
[1-32] RTU request; it is used to reduce the number of read requests sent on the

serial bus, thus performing optimization

Multiple Write Max Number | Maximum number of Modbus registers that can be written in a single
[1-32] Modbus RTU request; it is used to reduce the number of write requests

sent on the serial bus, thus performing optimization

22.9. VPN CONFIGURATION
The VPN connection can be configured as SENECA VPN BOX or OPEN VPN.
22.9.1. OPEN VPN

22.9.1.1.CONFIGURATION FILE

This file must contain all the information needed to configure the Open VPN functioning, the main configuration
options are:

- whether the device will function as a client or server (generally, it will be a client)

- the transport protocol (UDP or TCP)

- the IP address of the server / host name and port

- the files needed to perform authentication procedures

- efc...

This file has the extension ovpn (on Windows systems) or the extension .conf (on Linux systems); regardless
of its original name, it will be renamed as ovpn.conf on the device.

This is the only mandatory file, i.e. if this file has not been uploaded to the device the VPN cannot be enabled.
As mentioned in the Web page, in the options that require a file argument, only the file name, without path,
must be provided, as in the following example:
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ca ca.crt OK

ca /home/config/vpn/ca.crt FAIL

Two other important rules that must be followed are:
- the "dev" option must be: "dev tun0" or "dev tap0".
- the "log" option must be omitted (so that logs are written to syslog)

22.9.1.2.CA CERTIFICATE

This file must contain the certificate of the certification authority (CA) and has the extension .crt.
This is required when the configuration file contains the "ca" option.

22.9.1.3.CLIENT CERTIFICATE

This file must contain the client certificate and has the extension .crt.
This is required when the configuration file contains the "cert" option.

22.9.1.4.CLIENT KEY

This file must contain the client key and has the extension .key.
This is required when the configuration file contains the "key" option.

22.9.1.5.ADDITIONAL FILE
This file can be of any type and may be required for configuration options other than "ca", "cert" and "key".
Note that you can upload more than one additional file.
You can browse your PC to select the files above and send them to the device by pressing the "UPLOAD"
button.
When loading is complete, a results page is displayed
You can check which VPN files are stored on your device by clicking the "SHOW VPN STATUS" button,

As the web page recalls, VPN files can be downloaded from the device, if necessary, via FTP / SFTP; they can
be found in the /home/config/vpn directory.

You can clear all VPN files by clicking the “RESET” button; a pop-up will appear, asking for confirmation.

When you click the "SHOW VPN STATUS" button, a third section, called "VPN Status", is displayed:

- The "Connection Status" of the VPN (i.e. "Stopped" or "Running")

- the IP address assigned to the VPN interface when "Connected”, the "dummy" IP address "0.0.0.0" when
"Disconnected".

- the "OpenVPN Status” (i.e.: "Stopped” or "Running")
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- the number of packets / bytes received by the VPN interface when connected; "0/0" when disconnected
- the number of packets / bytes sent to the VPN interface when connected; "0/0" when disconnected
- VPN files stored on the device

Important status information is given by the "OpenVPN Status" field; if the VPN is enabled ("ON"), but this status
is "Stopped", this means that the Open VPN process cannot be started correctly: probably, the configuration file
contains some errors or, perhaps, some options not supported by the OpenVpn implementation of the device.
You can update the VPN status by clicking the "REFRESH" button.

Finally, you can hide the "VPN Status" section by clicking the "HIDE VPN STATUS" button.

22.9.1.6.CONFIGURATION FILE FOR USE AS OPENVPN SERVER

This paragraph provides an example of OpenVPN server configuration.
port 1194

proto udp

dev tun

ca ca.crt

cert server.crt

key server.key

dh dhl1024.pem

server 10.9.7.0 255.255.255.0
ifconfig-pool-persist ipp.txt
client-config-dir ccd
client-to-client

keepalive 10 120

comp-1z0

persist-key

persist-tun

status openvpn-status.log
verb 3

22.9.1.7.CONFIGURATION FILE FOR USE AS OPENVPN CLIENT

This paragraph provides an example of OpenVPN server configuration.

client

dev tun

port 1194

proto udp

remote 2.192.5.105 1194
nobind

ca ca.crt

cert twsd.crt

key tws4d.key

comp-1zo

persist-key

persist-tun
script-security 3 system
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verb 3
22.9.2. VPN BOX
Field Meaning
VPN BOX/Enable Flag to enable / disable the "VPN
Box" feature, i.e. the procedure /
protocol that allows the device to
configure the VPN, interacting with
the "VPN Box" server (see "VPN Box
User Manual")
VPN BOX/Server IP or FQDN address of the "VPN Box"

server

VPN BOX/Password

Password to access the "VPN Box"
server

VPN BOX/Tag Name

Mnemonic name used to uniquely
identify the device

When you click the "SHOW VPN STATUS" button, a new section called "VPN Status" is displayed:

- VPN connection status

- the VPN IP address assigned to the device this line is not displayed for the VPN "Point-to-Point (L2)" box, as

no IP address is assigned to the VPN interface
- the status of OpenVPN

- the number of packets / bytes received by the VPN interface
- the number of packets / bytes sent to the VPN interface
« the Type of VPN BOX, which can be "Point-to-Point", "Point-to-Point (L2)" or "Single LAN"

+ the status of the VPN BOX,; if the VPN box is enabled

- the user name of the connected user, if any

The following table gives a brief explanation of the possible "Result" and "Status" strings:

Result Status

Meaning

Error (Unexpected response)

A response code has been received that is not
managed by the device (should never occur)

Error (No response from VPN Box)

No response received from VPN Box
(response timeout)

Error (Invalid response from VPN
Box)

A response was received whose content is not
valid for the device (should never occur)

Error (Wrong password)

The password set on the device is incorrect

Error (License Limit Reached)

The maximum number of devices allowed by
the license is already registered on VPN Box

Error (VPN Box not configured)

The VPN Box has not yet been configured

Error (Generic error)

A generic error has occurred on VPN Box
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OK The device has just been registered on VPN
Box

OK New The device is registered on VPN Box, but not
yet configured (only "single LAN")

OK Configuration updated The device configuration has just been
updated

OK Configured The device is correctly configured and
available for VPN connection

OK Ban The device has been "banned

OK Not found The device is not known to VPN Box; this
happens when the device registration is
deleted on VPN Box

OK Unknown The device has an unknown status in VPN Box
(should never occur)

OK Not bound The "tunnel" between device and VPN Box is
not active; this may occur when the tunnel port
is blocked (not open) in the ADSL router on the
VPN Box side (only "Point-to-Point")

OK Unexpected status A status code has been received that is not
managed by the device (should never occur)
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22.10. OPC-UA SERVER CONFIGURATION

In this page, you can set the parameters related to the OPC Unified Architecture (OPC-UA) server, as listed in
the following table:

Field Meaning
Enable Enable/Disable OPC-UA server
Port Server port
Username Username for server access
Password Password for server access
Security Policy “None”
“‘Basic128Rsa15”
“Basic256Sha256”
Note:
a predefined pair of certificates is
already included in the product.

You can add your certificates with the appropriate buttons

Note that a client must use the following URL to access the OPC-UA server:
opc.tcp://IP_ADDR:PORT/

Where

IP_ADDR is the IP address of the OPC-UA server (the device itself).

PORT is the TCP port configured for the OPC-UA server

The device's OPC-UA server "exports" the Modbus Shared Memory Gateway tags; therefore, using an OPC-UA
client software, it is possible to read / write tags using the OPC-UA protocol.

NOTE: for all variables on the OPC-UA server the namespace-id is set to "1".
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22.10.1.UA EXPERT CLIENT CONFIGURATION

This chapter will help you to configure the connection and the correct security policy with the UA Expert Client
software

Click on Select server-> Add

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

Eile View| Server | Document Settings Help

N = T ~
DB B &= O X Y K Ch
Project & X | Data Access View o Attributes
v [3 Project & Server MNode Id Display Mame Value Dataty] || @
2 Servers

Attribute Value
v [A Documents
[0 Data Access View

In "Custom Discovery" enter the url for the OPC-UA server:
. Add Server ? *

Configuration Name

Discovery Advanced

Endpaint Filter: | Mo Filter -

1 Local
v @ Local Network
k;? Microsoft Windows Network
k;? Microsoft Terminal Services

k;? Web Client Metwork
v @ Reverse Discovery

@ < Double click to Add Reverse Discovery.. =
v ? Custom Discovery

4 < Double click to Add Server... > |
~ [ J Recently Used
[} Seneca QP A Annlicating
B Enter URL

Enter the URL of a computer with discoverf service running:

| epc.tepi/f192.165.85. 103:9840 | .

Authentication Settings

@ Anonymous

Username Store
Password
Certificate
| Private Key
1 [ connect Automatically
oK Cancel

Press OK.
Supported security policies are now displayed:
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' Add Server

Configuration Mame

Discovery Advanced

Endpoint Filter: | Mo Filter

2, Local
v 8 Local Metwork

> &2 Microsoft Windows Network

> @ Microsoft Terminal Services

> &2 Web Client Network
v 8 Reverse Discovery

% < Double click to Add Reverse Discovery... >
v &% Custom Discovery
Double click to Add Server,

v O, opctep://192.168.85.103:4840
v Q Seneca OPC UA Application (opc.tep)
i None - None (uatcp-uzsc-uabinary)
# Basic128Rsal5 - Sign (uatcp-uasc-uabinary)
|} Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
& Basic2565ha256 - Sign (uatcp-uasc-uabinary)

("} Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)

v () Recently Used
) Seneca OPC UA Application

Authentication Settings

@ Anonymous

Username

Password

Store

Certificate

Private Key

[ connect Automatically
QK

Cancel
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Select the one to use. Then go to Authentication settings and enter the user name and password configured in
the OPC-UA server:

B 2dd Server ? x

Configuration Name |Seneca OPC UA Application

Discovery Advanced

Endpoint Filter: | Mo Filter b

1 Local
v 8 Local Metwork
#?_ Microsoft Windows Network
#?_ Microsoft Terminal Services
&3 Web Client Network
v 8 Reverse Discovery
@ < Double click to Add Reverse Discovery... »
~ ## Custom Discovery
4 < Double click to Add Server... >
v O ope.tep://192.168.85.103:4840
v [ Seneca OPC UA Application (opc.tep)
@ Mone- Mone (uatcp-uasc-uabinary)
# Basic128Rsal5 - Sign (uatcp-uasc-uabinary)
|} Basic128Rsal3 - Sign & Encrypt (uatcp-uasc-uabinary)
& Basic2565hal56 - Sign (uatcp-uasc-uahinary)
|} Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
v 1) Recently Used /
() Seneca OPC UA Application /

Authentication Settings

Anonymous

Username |seneca | Store
Password | Ty |
Certificate

Private Key

[ connect Automatically

Cance

Press OK:

Now it is possible to connect to the server using the appropriate icon:

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®
File View Server Document Settings Help

D PP # =|o|x4 5 B RO
Project (=4 R{)aiﬁ Access View

v [0 Project Server MNode Id Displ
v [ Servers
[ Seneca OPC UA Application
~ [0 Documents
[0 Data Access View

A
Address Space 5 X
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A new server certificate validation dialog will open. After reviewing the certificate, select Trust Server
Certificate to permanently add the certificate to UaExpert's trust list. It is also possible to check the
appropriate box to temporarily accept the server certificate for this session and choose Continue to not save
the certificate to the trusted list or select Cancel to reject the certificate.

B Certificate Validation 7 X

___ Validating the certificate of server 'Seneca OPC UA Application' returned an error:

0 | BadCertificateChainIncomplete

Certificate Chain

Name Trust Status
€ 621253a64ha62064857470F51763bbbeaf13a961 Trusted

Certificate Details

‘

Error SubjectAltMarme is missing - this extension is mandatory accerding to th...
Errar unable to get local issuer certificate [Bad CertificateChainincomplete]
Error unable to get certificate CRL [BadCertificateRevocationUnknown]

Error unable to verify the first certificate [BadCertificateChainincomplete]

]

Commen Name 621253a64ba62064857470f31763bbbeaf132961
Organization SEMECA

OrganizationUnit SEMECA

Locality Padova

State Padova

Country IT

DomainComponent

Common Name 621253a64bab2064857470F51763bbbeaf13a961

Organization SENECA

OrganizationUnit

Lecality PD

State PD

Country IT

DomainComponent

Valid From ven 18, gen 16:08:20 2019

Valid To gio 13. gen 16:08:20 2039 o
Trust Server Certificate

Accept the server certificate temporarily for this session Cancel

The Certificate Error window will now appear:

. Connect Error >

Error ‘BadCertificateHostMNamelnvalid' was returned durning CreateSession, press
/ l % 'lgnore’ to suppress the error and continue connecting.

Click on "lgnore" to continue.

Now the connection is established, you can read/write the value of the tags
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- Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

File View Server Document Settings Help
DgBPBPR =0 X428 B RO
Project [ Data Access View
v [@ Project 2 Server Mode Id Display I
v [A Servers
Q} Seneca OPC UA Application
v [1 Documents
[ Data Access View
Address Space F X
£ | No Highlight -
) Root ~
v |3 Objects
» @@ GPS_ALTITUDE
» @ GPS_COG
» ¢ GPS_DAY
» 3 GPS_ERROR
s @ GPS_FIX
» 4@ GPS_HDOP
> €@ GPS_HOUR
» @@ GPS_LATITUDE
» @@ GPS_LONGITUDE
» 4@ GPS_MINUTE
> €@ GPS_MONTH
5 @ GPS_NUM_SAT
» @@ GPS_SECOND
» 4@ GPS_SPEED_KM
> €3 GPS_SPEED_KM
> @ GPS_YEAR
> % Server
» €@ V100
> & V1000
> @ y1001
» @ V1002
» €@ V1003
» ? V1004 ©
To update the tags in real time, drag and drop with the tags you want to display.
[ Unified Automation UaExpert - The GPC Unified Architecture Client - NewProject™
File View Server Document Settings Help
DPBER =0 XK 8 0D
Project 8 X Data Access View
~ [ Project z Server Nodeld Display Name Value Datatype iource Timestamy Server Timestamp Statuscode
v [ Servers Seneca OPC UA Application NS1IString|V1024 V1024 0 Ulnt16 15:23:13.097 15:23:13.097 Good
@ Sencca OPC UA Application 2 Seneca OPC UA Application NSTIStringlV1025 V1025 0 Ulnt16 15:23:23510 15:23:23.510 Good
v {3 Documents 3 Seneca OPC UA Application NS1IString|V1026 V1026 o Ulnt16 15:23:25.556 15:23:25.556 Good
3 Data Access View
Address Space & x
7 |No Highlight -
> @ v “
> @vion
> @ Vo4
> @ V1015
> @ V1016
> @ 7
> @ viote
> @ vt
> @vie
> @ V1020
> @ vl
> @ vior
> @ vi0z3
> @ viou
8oz
> @ Viige
> @ V27
> @ V028
> @ V1029
> @ vi3
> @ Vi
> @ viost
> @ viz
> @ V1033
> @ Vi34 v
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22.11. OPC-UA CLIENT CONFIGURATION (SSD, R-PASS-S, Z-PASS2-S-RT, Z-TWS4-RT MODELS
ONLY)

In this section you can upload the server connection certificates for the OPC-UA client.

QPC-UA Client Certificates

.Gri,.cer.key,.pem files must be in PEM (ASCII)
format.

.der files must be in DER (binary) format.

Client certificate Messun file selezionato
Client private key MNessun file selezionato
Trusted certificate 1 Messun file selezionato
Trusted certificate 2 Messun file selezionato
Trusted certificate 3 Messun file selezionato
Trusted certificate 4 Messun file selezionato
Trusted certificate b Messun file selezionato
Trusted certificate & Messun file selezionato
Trusted certificate 7 Messun file selezionato
Trusted certificate 8 Messun file selezionato
Trusted certificate 9 Messun file selezionato
Trusted certificate 10 Messun file selezionato

| UPLOAD || SHOW CERTIFICATE FILES || RESTORE DEFAULT CERTIFICATE FILES |

The "Choose File" button selects the certificate. These are only uploaded to the device after pressing the
"Upload" button.

The "Show Certificate Files" button allows you to view the uploaded certificate files.

The "Restore Default Certificate Files" button allows you to restore the default certificate files.
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22.12. SNMP CONFIGURATION (R-PASS-S, Z-PASS2-RT-S, Z-TWS4-RT-S MODELS ONLY)

This section describes the configuration of the SNMP Agent.
The SNMP V2C version is supported.

OFF

161

SNMPv1 TRAP

SNMPv1 TRAP  +|

Y
al =
zZ |8
<

=]
=

Field Meaning
Enable Enables or disables the protocol
Port Port used by the SNMP protocol
Trap Type Selects the type of Trap to use
Trap Port Port used by Traps
Allow access from any Allows any host to access
host
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Communities: Name Community identifier
Communities: Read Provides Read properties to the
selected Community
Communities: Write Provides Write properties to the
selected Community
Hosts: IP Address Allows you to define the Host IP
Hosts: Community Allows you to define which community
the Host is associated with
Hosts: Access If Flagged, it allows the host to access
the SNMP Agent
Hosts: Trap If Flagged, it allows the host to receive
Traps from the SNMP Agent

22.13. USERS CONFIGURATIONS

This section shows the configuration (user/password) of all the accounts available for access to the Webserver
and the Display:

ADMINISTRATOR
It is the account that allows each operation

GUEST

It is the account that allows you to access all the pages except for the "FW Upgrade" and "Configuration
Management" pages, displaying all the configuration parameters and status information, without being able to
modify any parameter; therefore, in all pages, the "APPLY" buttons (and any other button used to make changes)
are disabled.

USER
It is the account that allows access only to the "Summary" and "tag view" pages (and web pages only, it has no
access to the display).

FTP USER
This is the account for accessing the FTP server of the device.

22.14. ROUTER CONFIGURATION

On this page you can change the parameters related to the functionality of the router.

Field Meaning

Router Enable Enable/Disable router functionality

DNS Enable Flag to enable/disable the DNS
forwarding service
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DHCP Server Enable Flag to enable / disable DHCP
service (DHCP server)

DHCP First Address These parameters define the range of

DHCP Last Address IP addresses assigned by the DHCP
server to requesting clients

DHCP Lease Time (min) Validity time interval for IP address

assignment, in minutes.
Possible values are in the range

[1..60].
Use Local Addresses Through | Flag to enable/disable access to the
VPN/Enable device and others that are connected
to the LAN, using their local IP (LAN)
addresses

Finally, there are the port mapping rules (also known as "virtual servers"), the parameters of each are:

Field Meaning

Protocol This parameter defines the transport
protocol (or port type) affected by the
rule: TCP, UDP or both

External Port TCP or UDP port to which a packet
was originally sent

Server IP Address IP address to which the received
packet is forwarded

Internal Port TCP or UDP port to which the

received packet is forwarded
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In this example 2 rules have been set:
Enable ON ON ¥
Port Mapping / Virtual Server 1
Protocol TCP TCP v
External Port 30 80
Server IP Address
Internal Port 8080 8080
Port Mapping / Virtual Server 2
Protogol TCP/UDP TCPUDP v
External Port 502 502
Server IP Address 102.168.85.103 192 165.85.103
Internal Port 502 502

« the first rule tells the device that any TCP packet received on port 80 (HTTP) must be forwarded to port 8080,
leaving the original destination IP address unchanged; therefore, this rule allows access to the configuration

website on the standard HTTP port (80);

- The second rule means that any TCP or UDP packets received on port 502 (which is often used for Modbus
TCP) must be forwarded to LAN IP address 192.168.85.103 (which corresponds to another device) on the same

destination port (502).

22.15. NAT 1:1 RULES

This function allows to access to a device connected to the LAN Port (for example) from the WAN (a PC in the

WAN that needs to obtain data from a PLC in the LAN):
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FACTORY NETWORK NETWORK
(WAN) (LAN)

SENECA DEVICE

WAN ||LA

10.0.0.25

192.168.0.12

It is necessary to create a new address (10.0.0.26) which is located on a PC-compatible network (10.0.0.25).

CURRENT UPDATED
NAT 1:1 Configuration
Interface
Device IP Address
Mapped IP Address
Description [wAn to Lan AccesSL

PLC 192.168.0.12 is now accessible from the WAN using address 10.0.0.26.
22.16. STATIC ROUTES

Use this function to route an address or range of addresses to different gateways.
For example, if you need to reach 2 different addresses: 192.168.85.23 and 192.168.82.56 but you need to go
through 2 different gateways.

For example, you have:

1) To access 192.168.85.23 it is necessary to pass through gateway 192.168.80.1

2) To access 192.168.82.56 it is necessary to pass through gateway 192.168.80.100
You will have to use the configuration:
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Destination Address
Subnet Mask
Gatoway
Interface
Descripton
And also:
Destination Address
Subnet Mask
Gatevay
Interface
pescroton
22.17. TCP SERVER (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)
This page shows the list of TCP servers used for Modbus Shared Memory Gateway functionality.
By clicking on the "ADD" button you can configure a new TCP server, as in the figure below:
ADD MODIFY DELETE
! ZPASS2_105 192.168.105.101 502 5000 100 0 16 16
2 ZPASS2_106 192.168.106.101 1100 5000 100 0 16 16
3 ZKEY_83 192.168.85.83 502 500 100 0 16 16
4  ZPASS2S_103 192.168.107.101 502 5000 100 0 16 16
The following table explains the meaning of the parameters related to a TCP server.
Field Meaning
Name Mnemonic name of the TCP server
This name is used to identify the TCP
server on the "Tag Setup" and "Tag
View" pages.
IP Address Server IP address
TCP Port Server TCP port
Timeout (ms) [10-10000] Connection timeout / response for
Modbus  TCP  requests, in
milliseconds
www.seneca.it en
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Delay between Polls (ms) [10-1000]

Interval between two consecutive
Modbus  TCP  requests, in
milliseconds

Read/Write Retries [0-10]

Maximum number of attempts for
Modbus TCP requests; this always
applies to write requests; for read
requests, only applies to tags with
"Gateway Tag Mode" = "BRIDGE".

Multiple Read Max Number [1-32]

Maximum number of Modbus
registers that can be read in a single
Modbus TCP request; it is used to
reduce the number of read requests
sent via the TCP connection, thus
optimising performance

Multiple Write Max Number [1-32]

Maximum number of Modbus
registers that can be written in a
single Modbus TCP request; it is used
to reduce the number of write
requests sent via the TCP
connection, thus optimising
performance.

The maximum number of TCP-IP Modbus Servers that can be configured is 25.

22.18. TAG SETUP (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page is used to configure tags in Modbus Shared Memory Gateway mode.
It is possible to import the inserted tags through an excel template (downloadable from the Seneca website) or
export the current one.

It is also possible to insert new tags directly from the web page, all Seneca devices are available through an
internal database, you can also define your own database.

The addition of a tag has the following fields (most of them pre-compiled as defined in the database included

in the product)
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=
i~
g
3

CURRENT UPDATED

|TAG

Equivalent to the address in the

| 1 Seneca documeantation - 10001

[Z-10-D-IN

INPUT 1 v

cCoM2  ~
[

v]

v]

Equivalent to the address in the

| 1 Seneca documeantation - 10001

[ DISCRETE INPUT

[BOOL v
[ GATEWAY v
[LASTVALUE ~|
Corresponding to HTTP POST
variable : V26
If ON, tag value cannot be
changed by means of Modbus
protocol
If ON, this tag will be shown in
ON v SMART-DISPLAY GUI
OFF « :I'his parameter can Ibe _changed
in "Alarm Configuration” page
The main parameters:
Field Meaning
Gateway Tag Name | Tag mnemonic name
Gateway Modbus Start address of the tag on the Shared Memory Gateway
Start Register Address
Target Modbus Device | Device from which to read the tag (if it is present in the database) or custom.

Target Resource

Represents the device resource to which the TAG is associated (e.g. Input1,
Output2 etc...) only in the case other than Custom Device not present in the
database.

Target Connected To

The serial port or Ethernet resource to which the external device is connected.

Gateway Tag Mode

This field defines how the tag will be handled by the gateway processes; possible
values are:
GATEWAY, BRIDGE, SHARED MEMORY or EMBEDDED.

The difference between Gateway and Bridge is that Bridge tags are updated only
when required, in Gateway mode the tags are updated cyclically even if they are
not required.
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SHARED MEMORY are tags that can be written by Modbus RTU / Modbus TCP-
IP or by Logical Rules and are TAGs representing local variables. This type of tag
can also be used for calculated tags.

EMBEDDED
for integrated digital 1/Os on board the device

Gain

This field corresponds to the value of the coefficient m in the formula
m*val+q
applied to the value "val" read by the device

Offset

This field corresponds to the value of the coefficient q in the formula
m*val+q
applied to the value "val" read by the device

Initial Value

Start value of the tag

Error Mode

This field defines which value is provided in the answer to a Modbus (read) request,
when the value from the destination device is not available.
The possible ways are:

LAST VALUE: the last available value is given.
ERROR VALUE: the value specified in the field " ERROR VALUE " is provided.

Error Value

This field defines which value is given in the reply to a Modbus request (reading),
when the value from the destination device is not available and the " ERROR
MODE " field is set to " ERROR VALUE".

HTTP POST VID

This field is used to create the "Variable ID" (VID) that identifies the tag in HTTP
POST requests (useful only when HTTP POST protocol is enabled).
The VID string is given by the "V" character plus the number contained in the field

Read Only

If selected, the tag can only be written by an external protocol (e.g. Modbus RTU
or TCP-IP) and not by a logical rule.

Retain

If selected, the tag is saved in a writable retention memory (feRAM), when you
restart the device the last value is loaded from the memory.
This option is only available for SHARED MEMORY tags.

Calculated Function

Only active if Tag mode is "Shared Memory". Can be used to calculate the MIN /
MAX / AVG value of a tag.

Note that the calculation is only enabled if the datalogger is enabled. The averaging
calculation time is given by the acquisition time.

Export to Display

If active it allows you to display the tag on the display or virtual display (depending
on the device)

Alarm Enabled

This field is a read-only flag that indicates whether an alarm has been defined for
the tag.
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22.19. TAG VIEW (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page displays the real time values of the configured tags.

The "Data Logger" buttons can be used for:

- start the Data Logger functionality, if it has been stopped (START);

- interrupt the Data Logger functionality, if running (STOP);

- clean the Data Logger's internal cache (this will also stop the Data Logger) (CLEAN CACHE).

The display is automatically updated.

As shown in the following figures, the "ALARM" column shows the status of the alarm defined for the tag, if
present; the DANGER ANALOG ALARM” column has a similar behaviour, but is only meaningful for analog
tags when the “Alarm Low Low Value” and “Alarm High High Value” thresholds are defined in the alarm
configuration.

It is also possible to export the datalogger files to a USB stick by pressing the "COPY TO USB" button.

22.20. DB DEVICE (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

On this page you can manage the database of registers of external devices to connect to.

22.21. ALARM CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page displays the list of configured alarms.
By clicking on the "ADD" button, you can configure a new alarm.
The following table explains the meaning of all the parameters available for an alarm.

Field Meaning
Enabled Flag to enable / disable an alarm
Type This parameter indicates whether it is a digital or analog alarm; when changing

the type, some parameters are enabled or disabled

Name The name of the alarm; since this parameter is used as a key to identify the
alarm, it is not possible to configure two alarms with the same name

Tag The tag to which the alarm is connected.
The list of tags changes according to the type of alarm (digital or analog).
You can only associate one alarm to one tag

Activation Delays (s) | This parameter defines the time interval, in seconds, during which the alarm
condition must be kept true to generate the alarm

Ignore on Boot This is a flag used to avoid generating the alarm, if the alarm condition is
detected during system startup

Auto Acknowledge This is a flag used to avoid the need for an acknowledgement (ACK) by the user
to allow the alarm to be cleared when it ceases.

Boolean Alarm Value | For a digital alarm, this parameter indicates the value of the tag (LOW or HIGH)
that corresponds to the alarm condition.
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Alarm Low Value

For an analog alarm, this parameter defines the low alarm threshold i.e. if the
tag value falls below this threshold, the alarm condition is activated

Alarm High Value

For an analog alarm, this parameter defines the high alarm threshold i.e. if the
tag value exceeds this threshold, the alarm condition is activated

Alarm Low Low Value

For an analog alarm, this parameter defines the low dangerous alarm
threshold, i.e. if the tag value falls below this threshold, the alarm condition is

activated
Alarm High High Value | For an analogical alarm, this parameter defines the high dangerous alarm
threshold, i.e. if the tag value exceeds this threshold, the alarm condition is

activated.
Deadband Value This parameter defines a range within which the alarm does not fall

(hysteresis).

The possible alarm states are explained in the following table:

EDGE IIOT GATEWAY
SERIES

Status Level Meaning

None - The tag has never entered the alarm condition

Alarm Alarm The value of the digital has reached the value defined by the
parameter "Boolean Alarm Level".

Alarm Low Alarm The analog tag has fallen below the value defined by the "Alarm Low
Value" parameter

Alarm High Alarm The analog tag has exceeded the value defined by the "Alarm High
Value" parameter

Alarm Low Low | Analog The analog tag has fallen below the value defined by the "Alarm Low

Danger Value" parameter
Alarm
Alarm High High | Analog The analog tag has exceeded the value defined by the "Alarm High
Danger Value" parameter
Alarm

Acknowledge - The alarm received ACK from the user (or was configured with Auto
Acknowledge)

Return - The tag has exited the alarm condition, but the alarm has not been
acknowledged and the alarm has the "Auto Acknowledge" parameter
set to OFF

End - The tag has exited the alarm condition and the alarm has been
acknowledged or the alarm has the "Auto Acknowledge" parameter
set to ON

As already mentioned in the previous table, when exiting the alarm condition the alarm states can follow two
different paths, depending on the value of the " Auto Acknowledge" parameter:

- Alarm* = Return > <ACK> - End

if “Auto Acknowledge”=0FF
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- Alarm* - End if “Auto Acknowledge”=0ON

22.22. ALARM SUMMARY (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page shows the alarms currently active in the system.
The following table explains the meaning of all the information provided for an alarm.

Field Meaning

Name Alarm name

Tag Name Tag connected to the alarm
Level Hazard" level of the alarm:

Alarm" value for digital alarms
Alarm" or "Analog Danger Alarm" may apply for analog alarms

Status On Alarm status when triggered
Timestamp On Date Time of when the alarm was triggered
Status Action "None" when the alarm goes off

It can evolve into:

"Acknowledged", If the alarm has been acknowledged

"Return",if the alarm has returned but the "Auto Acknowledge" setting is
OFF

Timestamp Action Date Time of action (previous field)

22.23. ALARM HISTORY (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page shows all alarm status transitions that have occurred in the system, up to a maximum of 1000;
alarm status transitions are shown from the most recent to the oldest.

22.24. USB TRANSFER CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page contains the parameters that indicate whether log files are copied to a connected USB stick and how
long they are stored, as explained in the table below.

Field Meaning Default value
Enable Enable or disable copying of logs to USB OFF

Max Failure Counter | This parameter defines the maximum number of failed copy 10
attempts before entering the "Wait after failure" state (see next
field)

Wait After Failure This parameter defines the duration, in minutes, of the "Wait 15
(minutes) after failure" status.

In this state, no further attempt is made to copy a log file to the
USB

Clean Period (days) | This parameter defines for how many days the log files must 30
be kept on the USB; that is, after the specified number of days,
the log files are deleted.

In the USB the files are saved in folders according to the following convention:
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yyyymmdd (yyyy=year, mm=month, dd=day)

example:

20180612

Each of these folders includes a subfolder:

logX X=[1..4], number of the group

The log file name has the following convention:

Lmmmmmmm.csv

where mmmmmmm is the number of minutes from [1/1/2000 00:00], corresponds to the date of the first log line

example:

L9701690.csv

22.25. FTP CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page contains the parameters related to the transfer of log files via FTP, as explained in the following table.

Field Meaning
Enable Enable or not the transfer of logs via FTP
Max Failure Counter This parameter defines the maximum number of failed copy attempts
before entering the "Wait after failure" state (see next field)
Wait After Failure | This parameter defines the duration, in minutes, of the "Wait after
(minutes) failure" status.
In this state, no further attempt is made to copy a log file to the USB
Crypto Mode Defines which encryption to use for the FTP connection between:
- None
- TLS/SSL Implicit
- TLS/SSL Explicit
Host Hostname (FQDN) or FTP server IP address
Port TCP port of the FTP server
Username Server Username
Password Server password
Path Directory path, on the FTP server, where the log files will be saved

Log files transferred via FTP will have the following format:

<RTU_Name>_X_log<date_time>.csv

Where:

- <RTU_Name> is the value of the “RTU Name” field in the “General Settings” page
- X=[1..4] is the number of the group
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- <date_time> has the format yyyymmdd (yyyy=year, mm=month, dd=day); corresponds to the log first line date
Example:

SENECA 1 10g20180507101507.csv
22.26. EMAIL CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

E-mails can be used to transfer log files or to send alarms; some parameters on this page are used only when
transferring log files, not when sending alarms; these parameters are marked with the caption "Data Logger
Only".

All the parameters are explained in the following table.

Field Meaning
Enable Flag indicating whether log files are transferred via EMAIL or not
Note that it is possible to send alarms via EMAIL even if this parameter is set to
OFF.
Max Failure This parameter defines the maximum number of failures before entering the "Wait
Counter after failure" state (see next field).
Wait After Failure | This parameter defines the duration, in minutes, of the "Wait after failure" status.
(minutes) In this state, no further attempt is made to send a log file or alarm via EMAIL

Crypto Mode This parameter defines the encryption type of the EMAIL connection.
The possible ways are:

None
TLS/SSL
STARTTLS
Host Hostname (FQDN) or IP address of the MAIL server
Port EMAIL server port (TCP)
Username EMAIL server username
Password EMAIL server password
From Sender's email address
To List of one or more e-mail recipient addresses, separated by commas.
This parameter is only used for the transfer of log files
Subject Subject of the email.
This parameter is only used for the transfer of log files
Text Email text: If left blank a standard text is added.

This parameter is only used for the transfer of log files

Log files sent as EMAIL attachments have names with the following format:
<RTU_Name> _X_log <date_time> .csv

where:

- <RTU_Name> is the value of the “RTU Name" parameter in the "General Settings" page
- X'=[1..4] is the number of the group

- <date_time> has the format yyyymmdd (yyyy = year, mm = month, dd = day); this is the timestamp of the first
sample (line) in the log file
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for example..:

SENECA_1_log20180507101507.csv

Emails containing alerts have the following text format:
MESSAGE: <timestamp>
<nome rtu> <testo messaggio>

with the following object:

<nome rtu>: ALARM

22.27. HTTP CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

The http post protocol can be used to send log samples or alarms (events).
All the parameters are explained in the following table.

Field

Meaning

Enable

Enable or not the sending of logs via http

Max Failure Counter

This parameter defines the maximum number of failures before entering the "Wait
after failure" state (see next field).

Wait After Failure
(minutes)

This parameter defines the duration, in minutes, of the "Wait after failure" status.
In this state, no further attempt is made to send a log file or alarm via http POST.

Crypto Mode

This parameter defines the encryption type of the http connection.
The possible ways are:

OFF (HTTP)
ON (HTTPS)
Host Hostname (FQDN) or HTTP server IP address
Port TCP port of the HTTP server
Password HTTP server password

22.28. MQTT CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

The MQTT protocol can be used to send (and receive) data or events to a cloud (called a broker).
All the parameters are explained in the following table:

Field

Meaning

Enable

Enable or not the MQTT protocol.

Max Failure Counter This parameter defines the maximum number of failures before entering the

"Wait after failure" state (see next field).

Wait After Failure

This parameter defines the duration, in minutes, of the "Wait after failure"

(minutes) status.
In this state, no further attempts are made to send or receive data via MQTT.
Client ID Defines the Client ID used in the MQTT protocol
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Broker Host

Defines the host name of the MQTT broker

Broker Port Defines the MQTT broker port

Use WebSockets Allows you to activate MQTT communication via Websockets

Keep Alive Interval This parameter defines Keep alive which ensures that the connection between
(seconds) the broker and client is still open and that the broker and client are aware that they

are connected. When the client establishes a connection to the broker, it tells the
broker a time interval in seconds. This interval defines the maximum period of
time during which the broker and client may not communicate with each other.

Clean Session

This parameter defines the "clean session".

When the clean session flag is set to true, the client does not want a persistent
session. If the client disconnects for any reason, all information and messages
queued from a previous session are lost.

Message Retain

Usually if a publisher publishes a message on a topic to which no one is
subscribed, the message is simply discarded by the broker. However, the
publisher can tell the broker to keep the last message of that topic.

Quality of service

This parameter defines the QOS of the MQTT protocol.
Can be selected from

QOS 0 (once only, without ack)

QOS 1 (at least once, with ack)

QOS 2 (once only, with ack and resend)

Authentication This parameter defines whether user/password authentication should be used to
access the broker
Username Broker Username
Password Broker password
SSL/TLS Defines if the crypto is SSL/TLS
Log on Change This parameter defines whether topics should only be sent in case of change

(based on minimum time) or not.

Publish with multiple
tags

This parameter defines whether the publish contains multiple tags or whether the
device should send a publish for each tag

Publish Topic for Logs

Select the topic name for the logs using the following table:

%c Device Client ID

%m Device MAC Address

%e Device IMEI

%d Date/Time

%Yot timestamp (number of seconds from 01/01/1970)
%X text (only for "Publish Payload for Alarms")

%b bulk (format specified in "Publish Bulk Format")
%n Tag name (only for "Publish Bulk Format")

%V Tag value (only in "Publish Bulk Format")
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%l

%[field]

Tag validity flag (only in "Publish Bulk Format")

Adds double quotes " to [field]. The double quotes represent a
string in JSON

%$tag_name$ |Value of the "tag_name" tag

%#tag_name# Validity of the "tag_name" tag

Publish Payload for Logs

Select the format to be used for the payload in Json format using the following

table:

%c
%m
%e
%d
%ot

%ox
%b
%n
%V

%i

%i[field]

Device Client ID

Device MAC Address

Device IMEI

date-time

timestamp (number of seconds from 01/01/1970)
text (only for "Publish Payload for Alarms")

bulk (format specified in "Publish Bulk Format")
Tag name (only for "Publish Bulk Format")

Tag value (only in "Publish Bulk Format")

Tag validity flag (only in "Publish Bulk Format")

Adds double quotes " to [field]. The double quotes represent a
string in JSON

%3$tag_name$ Value of the "tag_name" tag

%#tag_name# Validity of the "tag_name" tag

Publish Bulk Format

Select the format for "bulk mode" according to the following table:

%c
%m
%e
%d
%ot

%x
%b
%n
%V

%i

Device Client ID

Device MAC Address

Device IMEI

Date/Time

timestamp (number of seconds from 01/01/1970)
text (only for "Publish Payload for Alarms")

bulk (format specified in "Publish Bulk Format")
Tag name (only for "Publish Bulk Format")

Tag value (only in "Publish Bulk Format")

Tag validity flag (only in "Publish Bulk Format")
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%i[field]

Adds double quotes " to [field]. The double quotes represent a
string in JSON

%$tag_name$ |Value of the "tag_name" tag

%#tag_name# Validity of the "tag_name" tag

Publish Topic for Alarms

Select the format for topic names in alarms according to the following table:

%c
%m
%e
%d
%ot

%X
%b
%n
%V

%l

%i[field]

Device Client ID

Device MAC Address

Device IMEI

Date/Time

timestamp (number of seconds from 01/01/1970)
text (only for "Publish Payload for Alarms")

bulk (format specified in "Publish Bulk Format")
Tag name (only for "Publish Bulk Format")

Tag value (only in "Publish Bulk Format")

Tag validity flag (only in "Publish Bulk Format")

Adds double quotes " to [field]. The double quotes represent a
string in JSON

%$tag_name$ Value of the "tag_name" tag

%#tag_name# Validity of the "tag_name" tag

Subscribe Topic

Select the Topic Subscribe according to the following table:

%c
%m
%e
%d
%ot

%x
%b
%n
%v

%i

%i[field]

Device Client ID

Device MAC Address

Device IMEI

Date/Time

timestamp (number of seconds from 01/01/1970)
text (only for "Publish Payload for Alarms")

bulk (format specified in "Publish Bulk Format")
Tag name (only for "Publish Bulk Format")

Tag value (only in "Publish Bulk Format")

Tag validity flag (only in "Publish Bulk Format")

Adds double quotes " to [field]. The double quotes represent a
string in JSON

%$tag_name$ Value of the "tag_name" tag

%#tag_name# |Validity of the "tag_name" tag
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LWT Topic Select the "Last Weel and Testament" topic according to the following table:
%c Device Client ID
%m Device MAC Address
%e Device IMEI
%d Date/Time
%ot timestamp (number of seconds from 01/01/1970)
%X text (only for "Publish Payload for Alarms")
%b bulk (format specified in "Publish Bulk Format")
%n Tag name (only for "Publish Bulk Format")
%V Tag value (only in "Publish Bulk Format")
%i Tag validity flag (only in "Publish Bulk Format")

Adds double quotes " to [field]. The double quotes represent a
string in JSON

%$tag_name$ Value of the "tag_name" tag

%i[field]

%#tag_name# Validity of the "tag_name" tag

LWT Payload Select the Payload text of "Last Weel and Testament"

Save Configuration URL | This is the URL for the "Save Configuration" command received from mqtt

Load Configuration URL | This is the URL for the "Load Configuration" command received from mqtt

FW Update URL This is the URL for the "FW Update" command received from mqtt

Sleep Timeout MQTT task wake-up time, the shorter it is, the more responsive MQTT is (at the
expense of higher CPU load).
MQTT Certificates It is used to manage the certificates necessary for the TLS connection.

22.29. PHONEBOOK (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page is used to configure the address book for sending text messages by the device via email and/or (on
models equipped with a modem) SMS.

It is possible to define three different account profiles:

Admin

This account receives alarms via SMS or EMAIL from any group.

This account can send SMS commands to the device.

It also receives all rejected or unrecognised SMS commands if the "SMS Relay to Admin" parameter is set to
ON and all "Startup SMS" messages if the "Startup SMS" parameter is set to ON;

Manager
This account receives alarms via SMS or EMAIL from the group to which it belongs.
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This account can send SMS commands to the device.

User
This account receives alarms via SMS or EMAIL from the group to which it belongs.

At the time of compilation, the group(s) to which the account belongs is required, so you can divide the text
alerts between the various accounts.
Note how "Admin" accounts receive alarms from any group.

22.30. MESSAGE CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

In this section it is possible define the text messages related to the alarms that the device must manage.

The message text can only contain ASCII characters.

It is possible to use the {TAG_NAME} syntax to include the current value of a tag in your text.

The syntax allows you to add the current value of the tag whose name is the one defined within the curly brackets.
This syntax can be used more than once in a message text.

Each message has an ID field which is used to associate the message to the alarm.

22.31. TIMER CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This section allows you to define up to 100 timers to be used in logic rules.
The ID represents the mnemonic of the timer that must be used in the rules.
"Enable" selects whether the timer is active or not.

"Duration" is the activation value in [ms].

Note
The timers are in stop mode by default, they need an action to start and an action to restore, according
to the following scheme:

START ACTION COUNTING...
—ep >
START

L

STOP FINISH

RESET ACTION

RESET ACTION

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : v
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it Doc: MI-00557-13 EN Page 108




® EDGE IIOT GATEWAY
@ SENECA User Manual SERIES

22.32. RULE MANAGEMENT (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

In this section you can define a set of logical rules that will implement a program.
For example it is possible to run programs that use internal or external 1O, send text messages and/or writes
via MODBUS / EMAIL / SMS / http / MQTT etc... even using complex mathematical operations.

Rules can also be debugged through step-by-step execution and the use of breakpoints that block program
execution on a specific line (rule).

A rule consists of one or more "If Condition", one or more "Then Action" and one or more "Else Action".

Schematically a rule performs the following flow:

THEM ACTION
TRUE

IF CONDITION
FALSE

ELSE ACTION

If the "IF" condition is true, the "THEN" action is executed, otherwise the "ELSE" action is executed.

The rules are executed from top to bottom and from left to right (in figure 1-> 2-> 3-> 4):

CURRENT UPDATED
RULE GENERAL CONFIGURATION

Writing Mode After execution After execution ¥
APPLY

RULE STATUS

Cycle Time (ms) 0

H Rule Management H ADD H MODIFY H COPY ” MOVE ” DELETE ” DELETE ALL H

H Rule Debugger H SET/RESET BREAKPOINT H PLAY H SHOW TAGS H

If iti If iti If iti
1 2 3
1 1

RADIUST > CIRCUMFERENCE CIRCUMFERENCE!
Biggest 1000 RADIUS2 OR - OR = RADIIST A2 - »

RADIOSZ " &
Circumference

2 aloulate, BADILIS] =]=3 REA S =] P-T Y =] =1,
Biggest Area | RADIUS2 [T i RADIUS1 AREA*3.14 RADIUS2 AREA * 3.14

When all the rules are executed, the execution starts again from the first one.
More in detail the correct diagram is:
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IF CONDITION 1 \ THEN ACTION 1 —-’ THEN ACTION 2 —* THEN ACTION 3

TRUE

IF CONDITION 2 _> OR/AND

FALSE

ELSE ACTION 1 —> ELSE ACTION 2 —’ ELSE ACTION 3

IF CONDITION 3

It is in fact possible to define up to 3 if conditions and up to 3 actions for both the THEN and ELSE state.

The "IF conditions" can be combined together in "OR" or "AND" logic, in practice:

The "IF conditions" linked together by "OR" go to the THEN state if at least one of the conditions is true.
The "IF conditions" linked together by "AND" only go to the THEN state if all of them are true.

More details are given in the following table:

IF CONDITION 1 IF CONDITION 2 IF CONDITION 3 “OR” RESULT “AND” RESULT

It is possible to create up to 2000 different rules.

You can configure a rule to perform actions:

-Only when there is a change in the "OR / AND" result
-At each loop

In the "Rule General Configuration" you can choose when Tags are written to shared memory, you can choose
between "After Execution” or "During Execution”.

With "After Execution", you get tag values written to shared memory only when you've executed all the rules.
With "During Execution", you get tag values written to shared memory at the end of each rule.

Therefore, using the "After Execution" mode, the new tag values will only be updated at the end of all rules
(even tags that must be written on MODBUS RTU / TCP-IP).

The rule status will show the execution status (if the rules are in execution or pause mode) and the loop time
which represents the time taken to execute all the rules (note that if you need to write tags with modbus
protocol, the loop time will also include the time taken for this operation):
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To configure a rule, the parameters explained in the following table are available:

Where X=[1..3]

Field Meaning
Enabled Indicates whether the rule is enabled or should be excluded from execution
Index Rule execution order (1 = First rule to be executed)
Description Mnemonic textual description of the rule
Period [ms] If the value is = 0, actions are executed only if there is a change in the result of the
"OR / AND" (i.e. on change of state).
If the value is different from 0 ms the actions are performed trying to respect the
inserted timing.
Do not use small period values for sending EMAIL / SMS / HTTP / MQTT actions!
NOTE:
If Period is > 0 the actions are always performed in "repeat" mode
If Condition X Type | This parameter defines the type of condition, for each of the three "if conditions"

available (1..3)

The possible types are:
None

No conditions to be assessed

Alarm State
See 22.32.1

Alarm Active
See 22.32.2

Always

The If condition is always true.

Note that the rule is only executed once if Period is = 0 ms or if the actions are in one
time mode.

If you need to execute a rule at each cycle, you need to put the actions in "repeat
mode".

If you need to run a rule every xx ms, you must set Period> Oms.

Digital Tag
See 22.32.3

Analog Tag
See 22324
Timer
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See 22.325
Scheduler
See 22.32.6
Rule Status
See 22.32.7
Bitmask
See 22.32.8

If Condition
Operator

The possible types are: OR/ AND
The IF conditions can be combined in Boolean OR or AND operations.

Then/Else
Action X
where X=[1..3]

This parameter defines the type of action, for each of the three "actions then/other"
available
The possible types of action are divided by type:

None
No action

Send Alarm SMS

Send Alarm EMAIL
Send Alarm HTTP POST
Send Alarm MQTT

Allow to send a text message (defined in the messages section) of alarm through the
available protocols

Digital Tag
See 22.32.9
Analog Tag
See 22.32.10
Timer

It is possible to select the action to be performed in the timer between
"Start" will start a timer to count
"Reset" will reset the timer to the stop state.

Scheduler
See 22.32.6

Datalogger
Allows you to start or stop the datalogger.

Network
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or the modem.

Set Bits

These are actions that allow you to act on the status of the VPN (enable or disable it)

Allows you to bring a configurable number of bits of a given tag to the value 1 or 0.
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22.32.1.“ALARM STATE” PARAMETERS
Field Meaning
Alarm Name The alarm name can be selected from the list of all configured alarms
Alarm State Alarm status.
Possible states are:
- None
- Alarm (digital only)
- Alarm Low Low (analog only)
- Alarm Low (analog only)
- Alarm High (analog only)
- Alarm High High (analog only)
- Acknowledge
- Return
- End
Depending on the type (digital or analog) of the selected alarm, some states
are disabled
Analog Danger | Flag indicating whether the alarm level must be "Analog Danger" or not,
Alarm applies only to alarms on analog tags

22.32.2.“ALARM ACTIVE" PARAMETERS

The alarm is active if it is in one of these states:

Alarm (only for digital tags)

Alarm Low Low (only for analog tags)

Alarm Low (only for analog tags)

Alarm High (only for analog tags)

Alarm High High (only for analog tags)

Acknowledge

None
Return
End

Field Meaning
Alarm Name The alarm name can be selected from the list of all configured alarms
Alarm Active Indicates whether or not the alarm should be active.

The alarm is not active if it is in one of the following states:

Analog Danger Alarm | Flag indicating whether the alarm level should be "Analog Danger" or
not, significant only for analog alarms.

22.32.3."DIGITAL TAG" PARAMETERS
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BE REPRODUCED WITHOUT PRIOR PERMISSION.

www.seneca.it

Doc: MI-00557-13

EN

Page 114




EDGE IIOT GATEWAY

SERIES

®
@ SENECA User Manual
Field Meaning
Tag Select the tag to be used for the
condition
Operator Only "=" may apply

Tag / Constant value

Select whether the comparison
is between a tag or a constant
Boolean value

22.32.4.“ANALOG TAG" PARAMETERS

Field

Meaning

Tag

Select the tag to be used for the
condition

Operator

It may apply :
II>II

“_n
<

o

>=II

o

<=II

Tag / Constant value

Select whether the comparison
is between a tag or a constant
value

22.32.5.“TIMER" PARAMETERS

Field Meaning
ID Select the timer ID to use
Expired It can be:
"OFF" or "ON"

With "ON" the condition is only
true when the timer expires
(FINISH status).

With "OFF" the condition is true
until the timer is in STOP or
COUNTING STATE. When the
timer is in FINISH state the
condition becomes false.
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The operation of the Timer is shown in the following diagram:

START ACTION COUNTING...
_——— »
STOP START FINISH
RESET ACTIOM
RESET ACTION
S IS S www.senecalt Cre M7 | e




© SENECA

EDGE IIOT GATEWAY

User Manual SERIES

22.32.6.“SCHEDULER" PARAMETERS

Field

Meaning

Type

It may be:
Daily, Weekly Monthly
Daily: the condition is true every day at the configured hour and minute

Weekly: the condition is true on the selected day of the week at the selected hour
and minute

Monthly: the condition is true on the selected day of the month at the selected
hour and minute

Day

If the type is Weekly sets the day of the week:

0 = Sunday

1 = Monday

2 =Tuesday

3 = Wednesday
4 = Thursday

5 = Friday

6 = Saturday

If the type is Monthly:
Select the day of the month from 1 to 31

Hour

Hours

Minute

Minutes

22.32.7.“"RULE STATUS" PARAMETERS

Field Meaning
ID Select the rule ID
Enabled | Select between "enabled" or "disabled

If "Enabled" the condition is REAL if the selected rule is enabled.
If "Disabled" the condition is REAL if the selected Rule is disabled.

22.32.8.“BIT MASK" PARAMETERS

Field Meaning

Tag Select the tag to apply the bit mask to from a list containing all tags with "16Bit
Unsigned" data type and bit index 0

Mask The bit mask represented as a string of 4 hexadecimal digits

The "Bit mask" condition is TRUE if the AND operation bit by bit between the Tag and the Data Mask is

different from 0; FALSE otherwise.
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22.32.9.“DIGITAL TAG" PARAMETERS
Field Meaning
Action Mode select from "One Time" or "Repeat".

With "One Time" actions are only performed if there is a change in the
result of the OR / AND conditions.

With "Repeat" Actions are performed at each loop (if the rule is enabled
and there is no configured period).

Destination Tag

This is the tag where the calculated result is copied to

Operator

This is the Boolean operator to use, selected from =, NOT, OR etc ...

Source Tag 1/
Constant value 1

Select the tag to use in the boolano calculation.
It is also possible to use a boolean constant

Source Tag 2 /
Constant value 2

Select the second Tag if the operator needs 2 inputs (For example
operator "OR"). It is also possible to use a boolean constant

22.32.10. “ANALOG

TAG" PARAMETERS

Field

Meaning

Action Mode

select from "One Time" or "Repeat".

With "One Time" actions are only performed if there is a change in the
result of the OR / AND conditions.

With "Repeat" Actions are performed at each loop (if the rule is enabled
and there is no configured period).

Destination Tag

This is the tag where the calculated result is copied to

Operator

It is the mathematical operator to use, you can select from:

copies the source tag 1 or the constant value 1 to the destination tag

Example:

Destination tag = Origin tag 1
Or

Target tag = constant value 1

ll+ =lI
Add the value of the source tagl or the constant value 1 to the target tag
and copy the result to the target tag.
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Example:
Destination tag = Destination tag + Origin tag 1

Subtracts the value of the source tagl from the target tag and copies the
result to the target tag.

Example:

Destination tag = Destination tag - Origin tag 1

ng _n

Multiply the target tag by the value of source tag 1 and copy the result
to the target tag.

Example:

Destination tag = Destination tag * Origin tag 1

nyon
Splits the target tag with the source tag value 1 and copies the result to
the target tag.

Example:

Destination tag = Destination tag / Origin tag 1

II% =II

Calculates the rest of the division from the target tag and the value of
the source tagl and copies the result to the target tag.

(Note that 53% 7 = 4)

Example:
Destination tag = Destination tag% Source tagl

n n

abs
Calculates the absolute value of Source Tag 1 / Constant value 1 and
copies the result to the Destination Tag

(Note that abs (-4) = 4)

Example:
Target tag = abs (Source tag 1)

Ilsqrtll
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Calculates the square root value of source tag 1 / constant value 1 and
copies the result to the target tag.

(Note that sqrt (9) =v9 = 3)

Example:

Destination tag = sqrt (origin tag 1)

"Sqr"
Calculates the square value of the source tag 1 / constant value 1 and
copies the result to the target tag.

(Note that sqgr (3) =3%2=9)

Example:

Destination tag = sqr (origin tag 1)

"Log"
Calculates the decimal logarithm of source tag 1 / constant value 1 and
copies the result to the target tag.

(Note that log (3) =0.4771212)

Example:

Destination tag = log (origin tag 1)

"L
Calculates the natural logarithm of the source tag 1 / constant value 1
and copies the result to the target tag.

(Note that In (3) = 1.09861228867)

Example:

Target tag = In (Source tag 1)

IIEXpII

Calculate the number of Euler elevated to Source Tag 1 / Constant value
1 and copy the result to the Destination Tag.

(Note that

In (exp (3)) =3

Example:

Destination tag = expiration (origin tag 1)

II+II

Sum to Source Tag 1 / Constant value 1 With the value of Source Tag 2 /
Constant value 2 and copies the result to the Destination Tag.
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Example:
Target tag = Source tag 1+ Source tag 2

Subtract the source tag 1 / constant value 1 with the value of source tag
2 / constant value 2 and copy the result to the target tag.

Example:

Destination tag = Origin tag 1- Origin tag 2

nkn

Multiply the source tag 1 / constant value 1 with the source tag 2 /
constant value 2 and copy the result to the target tag.

Example:

Target tag = Source tag 1 * Source tag 2

"y
Split the source tag 1 / constant value 1 with the source tag 2 / constant
value 2 and copy the result to the target tag.

Example:

Target Tag = Source Tag 1 / Source Tag 2

nogn
Calculates the rest of the division between source tag 1 / constant value
1 and source tag 2 / constant value 2 and copies the result to the target
tag.

(Note that 53% 7 = 4)

Example:
Target tag = Source tag 1% Source tag 2

"Pow"

Calculates the Source Tagl / Constant value 1 elevated to the power of
the Sorce Tag2 / Constant value 2

and copies the result to the destination tag.

Example:

DestinationTag = [Source Tagl] * (Source Tag2)
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Source Tag 1/ Select the tag to be used as input 1 for the operator used. You can also

Constant value 1 use a constant value.

Source Tag 2/ Select the Tag to use as input 2 in the calculation if the operator needs 2

Constant value 2 inputs.

You can also use a constant value.

22.32.11. EXAMPLE OF THE IMPLEMENTATION OF A PROGRAM WITH LOGICAL RULES

We will create an example program that calculates the Maximum Circumference and Maximum Area from 2
different radii.

First of all we add the Tags we need for the program:

We define the Radius1 and Radius2 tags as integer type

Circumference e Area in Real 32 bits (floating point single precision) type:

VPN Configuraticn
Router Configuration

Users Configuraticn

Mobile Configuration
Mobile Metwork

DDMSE Configuration
Shared Memory Tag Conf.
TCP Servers

Tag Setup

CURRENT UPDATED
RADIUS1 RADIUS
100 100 Equivalent to the address in the

Seneca documentation : 40100

INTERNAL INTERNAL v
HOLDING HOLDING REGISTER v

REGISTER
16BIT SIGNED |16BIT SIGNED v

= H
= i
] 1
] i
- i
i
1
i
1

Tag View
SHARED
Alarms MEMORY | |SHARED MEMORY v |
Alarm Summary Correspending to HTTP POST
Alarm Histo 26 variable - V26
= & = IFREAD ONLY = ON, fag value
Logic Configuration cannot be changed by means of
Phonebook Modbus protocol
SMS Configuration
~ i . This parameier can be changed
Email Configuration in "Alarm Configuration” page
HTTP Configuraticn
Message Configuration
CURRENT UPDATED
Equivalent to the address in the
| smraiTERADORESS i eyl g
IRTARGERGONNESTEONG N crvsL  INTERNAL v
HOLDING
MEMORY
. wmaLvawes o |
Corresponding to HTTP POST
If READ OMLY = ON, tag valus
OFF cannot be changed by means of
Modbus protocol
This parameter can be changed
APFLY
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TAG 29
CURRENT UPDATED

CIRCUMFERENCE |CIRCUMFEREMNCE
Equivalent to the address in

|1 03 | the Sensca documantation :

40103
INTERNAL INTERNAL v

HOLDING
HEGISTER [HOLDING REGISTER v |

32BIT REAL MSW |32BIT REAL MSW v

SHARED MEMORY |SHARED MEMORY v
0 |

Corresponding fo HTTP POST
variable - V28
If READ OMLY = ON, fag value

cannot be changed by means

of Modbus protocol

=
=
(=l

a
e

=
[=}
=
m

Thig parameter can be

changed in "Alarm

Configuration” page

=
=
[}
=
=]

CURRENT UPDATED
AREA

Equivalent to the address in the
Seneca documentation : 40105
INTERNAL
HOLDING

REGISTER

32BIT REAL
Msw [32BIT REAL MSW v

a
g
b

|HOLDING REGISTER ¥ |

MEMORY
MEMORY SHARED MEMORY v
o o |
Corresponding fo HTTP POST
e variable - V29
If READ OMNLY = ON, tag value
cannot be changed by means of
Modbus protocol
NONE v
This parameter can be changed
in “Alarm Configuration” page

Now click on "Rules Management" and then on ADD to add a new rule:

Mablle Nedwork Wiiting Mode After execution After executon v

sTATUs
Tog Sewp Run Status RUNNING
0
MODIFY

?
:

Tag View Cycie Time (ma)

Aaem Contiguration | Rule Management | [ao] | | [copy wove] | DELETE | DELETEALL |

Aaem Histoey I Rule Debugger l | SET/RESET BREAKPOINT [ PLAY l SHO!

=
-

L 2 L

Times Coefiguration

[Eetimagenent Jw

= 1 s FE1Y foeainstt

Let us now create the first rule to calculate the circumference using the largest radius between Radius1 and
Radius2:
We need the rule to be performed every 1000 ms:
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=
|

I

1

Calculate
Biggest [Talculste Biggest Circumfarance
Circumfierence

1000

ﬁ

Then we add the "if condition" to determine which is the largest radius (we only need 1 if condition):

Anaiog Tag

[ TR ——

 perar

D g o2 [RADUS2 )
0 T e
0 T e
o owawan

So, if the condition is true then Radius1> Radius2 we must then calculate the circumference with Radius1:
Circumference = Radius1 * 6.28:

Analog Tag | Analog Tag v

3

One Cine time ¥

CIRCUMFEREMCE |CIRCUMFEREMCE ¥ |

. __v]
RADIUS1 [RADIUSA T
constant
I s )
Consntvaied s 2 |

[Mone ¥ |

[Mone ¥ |

Otherwise Radius 1 < Radius 2 then we must calculate the circumference with Radius 2 (Circumference =
Radius2 * 6.28):
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Analog Tag | Anzlog Tag L

One time Cne time ¥

CIRCUMFERENCE |CIRCUMFEREMCE ¥ |
: C_v]

RADIUS2 |RADIUSZ v

constant
value

628  |523

| constant value T |

|Mone T

|Mone T

Now click "APPLY" to save the first rule:

If ition 1 If ition 2 If

w

RADIUST =
RADIUS2

=]

Calculate
1 Biggest 1000
Circumference

In the same way we create the Second Rule to calculate the Area with the largest radius:
This rule must also be performed every 1000ms:

ON
2

Calculata
E-Iggant [Calculste Biggest Ares

o [

The "if condition" is the same as the first rule:

ansiog
s T
[ TR ——

»
D v —

DO —

L —

[CRov]

a - or _ CIRCUMFERENCE - = CIRCUMFERENCE - -
=RADIUS1*6.25 = RADIUS2 * 6.25
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Now we have to calculate the AREA using the following calculation:
AREA = ([RADIUS] * 2) * 3.14

We have to break the formula in two phases:

In the first phase we calculate:

AREA = (RADIUST) * 2

And in the second:

AREA = AREA * 3.14

So in our rule if RADIUS1> RADIUS2 we calculate AREA with RADIUS1 using the square function (sqr):
AREA = sqr (RADIUST)

And then

AREA = AREA * 3.14

Then Acoon 1
Typa “MEI°0  [Eralop Tag b
Tag
acton -
Moge e time Cne time ¥
D“‘“""’.;E sRE:  [BREA v
Operator sqr El
SOUIES S8 rapius1 (RADIDST v
Then Acton 2
Type #;;l':'g Analog Tag L
Action Moda t:'f; One fime ¥
”“'"“.I;'; aREA [AREA v
Operator * - T
Source Tag 1 ~REA |AREA
Sourca constant e e
Tag 2 vaius constant value v
Conatant =
yalpga =14 314
Then Acoon 3
Type fone L

So if RADIUS1 <RADIUS2 we calculate AREA with RADIUS2:
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Eise Action 7
Type Lnaiog
Tag
A!wl ':'I" ona tima [Tne fime ¥
""‘"““’.;E sREA  [AFEA v
Operator sqr E
SOUFESTRE r oz [RADIUSE v
Eise Action 2
Type Snaiog
Tag
Action Moda ?I'II-'I': One time ¥
““""““1:; AREL [AFEA v
Operator * - v

Source Tag 1| AREA [AREA
Source constant

Tag 2 valus constant valus v
Cometant =
yaez ~ 14 314
Eise Action J
Type
| AFFLY |

Fnalog Tag v
Analog Tag i
ons v

Now click on "APPLY" to save the second rule as well:

If iti If
1

Calculate
RADIUS1 > CIRCUMFERENGE GIRCUMFERENGE
criggest | 100 || Rapusz |OF OR = RADIUST *6.28 = RADIUS2 *6.28
ircumference
Calculate RADIUST = AREA sqr AREA= AREA sqr AREA =
Biggest Area || 1°% | ‘rabiUs2 |°F OR RADIUST  ||AREA=3.14 RADIUS2 || AREA*314 ‘
Now we can test how our programme works:
When a rule is added, the rule starts automatically (RUNNING):
CURRENT UPDATED
RULE GENERAL CONFIGURATION
‘Writing Mode After execution After execution ¥
APPLY
RULE STATUS
Run Status RUNNING
Cycle Time (ms) 0
|| Rule Management H ADD ” MODIFY H COPY H MOVE H ‘ DELETE ‘ H ‘ DELETE ALL ‘ H
|| Rule Debugger H SET/RESET BREAKPOINT H PLAY H SHOW TAGS H

If iti; If
1

2

Calculate
RADIUS1 > CIRCUMFERENCE CIRCUMFERENGE
Biggest || 1000 | ‘gapiysy |OR OR = RADIUST " 628 = RADIUS2 " 628
Circumference
Calcuiate || 1000 | RADIUST> [ o or AREA sar AREA= AREA sar AREA =
Biggest Area RADIUS2 RADIUS1 AREA*314 RADIUS?  ||AREA™3 14

To test the program we can write the tags RADIUS1 and RADIUS2 from Modbus RTU / MODBUS TCP-IP

(registers 40100-40101 in our example) or using the "Tag View" page:
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Vi LU aun

Router Configuration
Data Logger: | START || STOP || CLEAN CACHE |

Users Configuration
Mobile Configuration
Mobile Network

Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |

DDNS Configuration - REGISIER UNSIGNED "
Shared Memory Tag Conf. HOLDING 16BIT

i 17 GPS_YEAR 15 RO D D - NONE  NONE

Tag Setup 18 GPS_LATITUDE 17 HOLDING = 64BIT 0 - NONE  NONE

REGISTER  REAL

Teo View
19 GPS_LONGITUDE 21  [IOLDING - G4BT 0 - NONE NONE
ration

Alarms REGISTER  REAL

Alarm Configu HOLDING 64BIT
REGISTER  REAL

HOLDING 64BIT

20 GPS_HDOP 25 0 - NONE  MNONE

Alarm Summary

T 21 GPS_ALTITUDE g hoLome LT 0 - NONE  NONE
Logic Configuration HOLDING 64BIT
2 GPS_COG 3 0 - NONE  NONE
—— = REGISTER  REAL
SMS Configuration 23 ePssPEEDkM 3 pLbolNG BB 0 - NONE  NONE
Email Configuration
b 24  GPS_SPEED_KN 4 g&'—g#‘g gﬁ[ 0 - NONE  NONE
HTTP Configuration
HOLDING  16BIT
T G 25 GPS_FIX a5 HOLDING e, 0 - NONE  NONE
Timer Configuration 5 ePs NN SAT 4  HOLDING  1eeiT 0 . NONE  NONE

Rule Management REGISTER UNSIGNED

HOLDING 16BIT 07/03/2019 '
Data Logger {SD found) 27 RADIUS1 100 REGISTER SIGNED 0 - 10-07-25 651279 NONE  NONE CHANGE
General Settings

HOLDING  16BIT 070372019
SD Transfer Conf. 28 RADIUS2 101 RecisTER sighep  ° _ inor25e51519 MNONE  NONE | CHANGE
e —— HOLDING  32BIT . 0710312019
20 CIRCUMFERENCE 103 [fIOLOMG  BZBE o g NONE  NONE [ CHANGE
Group Configuration
HOLDING  32BIT 0710312019
SD File Manager 0 AREA 195 RecisTer ReaLMsw  ° © 11111613043 NONE NONE | CHANGE

N -
Maintenance

Ethernet Interfaces

Now change RADIUS1 = 100 and RADIUS2 = 50 by clicking the "CHANGE" button:

Iriviry Iition

192.168.85.103:8080 dice

RADIUST

Annulla
] liti
| 192.168.85.103:8080 dice L

RADIUSZ
50
Annulla
In the Tag view the CIRCONFERENCE and AREA calculations are updated:
www.seneca.it en
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HULLIMNG Ta6BI

Dusrzony

27 RADIUS1 00 ccoisTer sienen 100 11-15-58 934313 MONE  NONE | CHANGE
HOLDING  16BIT 07/03/2019
28 RADIUS2 101 cecisTer sieneD 50 - 113412 485000 NONE NONE | CHANGE
HOLDING  32BIT 07/03/2019
20 CIRCUMFERENCE 103 cocrrh oo msw 628 - 113439534835 NONE NONE | CHANGE
HOLDING  32BIT 07/03/2019
20 AREA 105 ReGISTER REALMSW 21490 - 413439534973 NONE  NONE | CHANGE
Now we can go to the "Rules Mamagement" page to view the result:
CURRENT UPDATED
RULE GENERAL CONFIGURATION
Wiriting Mode After execution After execution ¥
RULE STATUS
Run Status RUNNING
Cycle Time (ms) 0
l Rule Management [ [l | [ [ [ [ |
l Rule Debugger I [ [ |

If conditi If conditi If conditi
1 2 3
1 1

Calculate
- RADIUST > CIRCUMFERENCE CIRCUMFERENCE
Biggest || 1000 | ‘papiysz |OR OR = RADIUST " 6.28 = RADIUS2 " 6.28
Circumference
2 2 Calculate 1000 RADIUS1T = OR OR AREA sqr AREA = AREA sqr AREA = . -
Biggest Area RADIUS2 RADIUS1 AREA*3.14 RADIUS2 AREA *3.14

So both conditions if they are TRUE (penultimate column) and then "Then actions" are executed.

Now we change the RADIUS2 value in the tag display pages to 200:

192.168.85.103:8080 dice

RADILS2

200

So:

CURRENT UPDATED
RULE GENERAL CONFIGURATION

Wiriting Mode After execution After execution ¥

RULE STATUS
Fun sous RUNNING
Cycle Time (ms) 0
| Rule Management ==l | | | | |
H Rute Depugger H \| H
If conditi If conditi If conditi
1 2 3
Caleulate RADIUST > | 1o or CIRCUMFERENCE CIRCUMFERENCE
c 'gges RADIUS2 = RADIUS1 *6.28 = RADIUS2 *6.28
ircumference
Calculate 1000 RADIUS1 > OR OR AREA sgr AREA = AREA sqr AREA =
Biggest Area RADIUS2 RADIUS1 AREA*314 RADIUS2 AREA*3 14
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Now the condition status of the 2 rules is false because RADIUS1 <RADIUS2, so the "Else Actions" are
executed

It is also possible to debug the program using the internal rule debugger.
With the internal debugger it is possible:

-Insert a breakpoint before the execution of a rule

-View the tag values before / after the execution of a rule

To add a breakpoint and stop the program flow select the rule and then press "SET / RESET BREAKPOINT":

CURRENT UPDATED

RULE GENERAL GONFIGURATION

Writing Mode After execution After execution 7
APPLY
RULE STATUS
Cycle Time (ms) 0
” Rule Management ” ADD || MODIFY H COPY H MOVE ” DELETE || DELETE ALL H
| ” Rule Debugger H SET/RESET BREAKPOINT H PLAY H SHOW TAGS H ‘

If conditi If conditi If conditi
1 2 3
Calouiale RADIUST> | - CIRCUMFERENGCE CIRCUMFERENCE .
_ DI0ge: RADIUS2 = = =RADIUS1 *6.28 - = = RADIUS2 *6.28 = -
Circumference

Calculate [ 4000 | RADIUST> |42 oRr AREA sqr AREA = AREA sqr AREA =
Biggest Area RADIUS?2 RADIUS1 AREA*3.14 RADIUS2 AREA*3.14

CURRENT UPDATED
RULE GENERAL GONFIGURATION
Witing Mode After execution After execution ¥
APPLY
RULE STATUS
Run Status PAUSED
Cycle Time (ms) 0
" Rule Management H ADD " MODIFY “ COPY ” MOVE ” DELETE " DELETE ALL H
" Rule Debugger H SET/RESET BREAKPOINT H PLAY " SHOW TAGS H
If diti If diti If diti
1 2 3
Calculate
RADIUST = CIRCUMFERENCE CIRCUMFERENCE
U i Biggest || 1000 | ‘papyysy |OR o = RADIUSH * 6.28 = RADIUSZ *6.28 ON
Circumference
2 5 Calculate 1000 RADIUST = OR OR AREA sqr AREA = . AREA sqr AREA =
Biggest Area RADIUS2 RADIUS1 AREA * 3.14 RADIUS2 AREA*3.14

The rule turns yellow and the rule status changes to "Paused". Note that the breakpoint is before the rule

execution.
Clicking "Show tags" displays the tag values before the selected rule is executed.
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CURRENT UPDATED
RULE GENERAL CONFIGURATION
Writing Mode After execution After execution ¥
APPLY
RULE STATUS
Run Status PAUSED
Cycle Time (ms) 0
” Rule Management ” ADD H MODIFY H COPY " MOVE ” | DELETE | H | DELETEALL | H
” Rule Debugger H SET/RESET BREAKPOINT " PLAY " SHOW TAGS H
If iti If iti If iti
1 2 3
Calculate
5 RADIUST = CIRCUMFERENCE CIRCUMFERENCE
1|, Biggest 111000 || ‘papiysy (OR) —  JOR) - — = RADIUST *6.28 = RADIUS2 * 6.28 el
Circumference
5 Calculate [ 100, || RADIUST > [0 or AREA sqr AREA = AREA sqr AREA =
Biggest Area RADIUS2 RADIUS1 AREA * 3.14 RADIUS2 AREA*3.14
1 RADIUS 100
2 RADIUSZ 200
CIRCUMFERENCE 1256
4 AREA 125600

Now you can move the breakpoint to the next rule, then select the next rule and press the "SET / RESET
BREAKPOINT" button:
Pressing the "PLAY" button will stop the execution before the next rule is executed:

CURRENT UPDATED
RULE GENERAL GONFIGURATION
Writing Mode After execution After execution v
APPLY
RULE STATUS
Run Status PAUSED
Cycle Time (ms) 0
H Rule Management || ADD H MODIFY H COPY ” MOVE ” DELETE ” DELETE ALL H
H Rule Debugger ” SET/RESET BREAKPOINT ” PLAY H SHOW TAGS H
If conditi If conditi It
1 2 3
Calculate RADIUST = | o or CIRCUMFERENCE CIRCUMFERENCE
99 RADIUS2 = RADIUS1 *6.28 = RADIUS2 *6.28

Circumference

Calculate [ 4500 [ RADIUST > [[ ] - AREA sqr AREA = AREA sqr AREA =
Biggest Area RADIUS2 RADIUS1 AREA*3.14 RADIUS2  |AREA*3.14

o

RADIUS1 100
2 RADIUS2 200
CGIRCUMFERENCE 1256

4 AREA 125600

22.33. DATALOGGER: GENERAL SETTINGS (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS
ONLY)

This section allows to define ithe general parameters of the datalogger, in particular to edit how the content of
the logs will look like.

The datalogger works with the following protocols:

-Copy to USB,

-EMAIL sending

-FTP sending

-Post http (if active only for group 1)

-Send MQTT (will only send from group 1, the other groups are also available for the other protocols)
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In this section there is a special enable for sending logs on http because it is possible to use the http channel
even only for sending notifications.

-Sending order: The most recent or oldest files are sent first (in case of failure to communicate with the server,
the device will buffer the data and send it as soon as the server becomes available according to this logic).
-And you can also configure: the format of the date and time of the sample, the type of separator, the number of
decimal places, the presence or absence of further columns, etc.

22.34. GROUP CONFIGURATION (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

Here it is possible to select which of the 4 log groups should be activated and the type of log to be made.
| is possible to set a group "disabled".
It is possible to activate the following datalogger modes for each of the 4 groups:

Field Meaning
Sampling Mode Disabled: the group is disabled.
-Periodic: All configured tags are acquired with the set time
-Periodic and trigger: All configured tags are acquired with the set time and on
trigger action. The trigger action can be configured in the logic section see 22.32
(when a certain series of conditions are fulfilled, the trigger action is executed and
the tags are forced to be acquired).

Sampling Period (s) This parameter defines the sampling period, in seconds.
Minimum: 1 s, Maximum: 7200 s
Transfer Period (min) This parameter defines the transfer period, in minutes; i.e. each time interval

defined by this parameter the log file is closed and transferred.
Minimum: 1 min, Maximum: 43200 min

22.35. USB FILE MANAGER (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This page allows you to download the log files to your PC.
It is also possible to send files to the device.

22.36. DATA LOGGER (R-PASS-S, Z-PASS2-RT-S, Z-TWS4-RT-S ONLY)

Allows you to access the files saved on the connected USB stick.

22.37. ETHERNET INTERFACES

The addresses and statistics of the device's Ethernet ports are shown here.

22.38. MODBUS SERIAL TRACE (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT MODELS ONLY)

This is a serial sniffer useful for analyzing serial traffic. It is also possible to export the traffic for later analysis.
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22.39. METER-BUS PROTOCOL (M-BUS) (R-PASS-S, Z-PASS2-RT-S, Z-TWS4-RT-S ONLY)

To connect to an M-Bus fieldbus it is necessary to carry out the following steps:
1) connect the optional RS232-MBUS Seneca “Z-MBUS” adapter to the COM1 serial port;
2) setting the COM1 mode to M-BUS.

The following resources are available to manage M-Bus devices:
- the web pages of the "M-Bus" section.

- the MBUS_READ_CTL function

- the MBUS_WRITE_RAW function block

The M-BUS web pages allow you to scan the bus, search for devices, detect their primary or secondary
addresses; it also allows you to read data records and slave information from a device and create configuration
files for import into the Straton PLC.

The MBUS_READ_CTL FB allows you to start/stop the M-BUS acquisition;

the MBUS_WRITE_RAW FB allows you to build and send a generic M-Bus frame, thus providing a flexible way
to send configuration commands to M-Bus devices.

22.39.1.M-BUS SCAN

The “SECONDARY SCAN” button lets you scan the bus, detecting M-Bus secondary addresses; select the
correct baud-rate for the COM1 serial port or select “All" to repeat the scan for any possible baud-rate?; then
click on the button; a confirmation pop-up will be shown.

The "SECONDARY SCAN" button allows you to scan the bus, detecting the M-Bus secondary addresses; select
the correct baud-rate for the COM1 serial port or select “ALL” to repeat the scan for each possible baud-rate;
then click the button; a confirmation pop-up will appear.

192.168.85.106:8080 dice

Run secondary scan for M-Bus devices with baud rate 2400

and address mask FFFFFFFFFFFFFFFF 7

The scanning procedure may take several minutes to complete, so the page shows the number of seconds that
have elapsed; devices are displayed in terms of secondary address and baud rate as soon as they are detected.
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M-Bus scan in progress with baud rate 2400, please wait...

(55 seconds elapsed)

STOP SCAN
# Baud Rate (2400) Address (Mask=FFFFFFFFFFFFFFFF )
1 2400 00008431614C0402
2 2400 00008432614C0402
3 2400 00008434614C0402
4 2400 00008435614C0402
5 2400 00008436614C0402
6 2400 00008441614C0402
7 2400 00008444614C0402
8 2400 00008446614C0402
9 2400 00008449614C0402
10 2400 00008453614C0402
" 2400 00008454614C0402

The "STOP SCAN" button allows you to cancel the procedure; however the partial results are kept. At the end
of the procedure, the webserver indicates the end of the scan and then the following page is displayed:

M-Bus Scan Parameters
NOTE: only on serial port COM1 with mode set to Z-MBUS

Baud Rate (bits)

NOTE: "All" means all bauid rates except for 38400 "'

Address Mask
Or SRt s scan) [ FFrTFFFFFEFEFFF

PRIMARY SCAN || SECONDARY SCAN || CREATE CONFIGURATION

READ DATA
# Baud Rate (2400) Address (Mask=FFFFFFFFFFFFFFFF)
1 2400 00008431614C0402
2 2400 00008432614C0402
3 2400 00008434614C0402
4 2400 00008435614C0402
5 2400 00008436614C0402
6 2400 00008441614C0402
7 2400 00008444614C0402
8 2400 00008446614C0402
9 2400 00008449614C0402
10 2400 00008453614C0402
1 2400 00008454614C0402
12 2400 00008458614C0402
13 2400 00008461614C0402
14 2400 00008464614C0402
15 2400 00008466614C0402
16 2400 00008470614C0402
17 2400 00008471614C0402
18 2400 20884031C514010D
19 2400 20884034C514010D

The baud rate value shown in the table header reminds you of the parameter choice for the last scan procedure.
The table with the detected M-Bus devices is stored permanently, so after switching the CPU off and on again
the results of the last scan are still available; they will be overwritten by the next scan or deleted by a factory
reset.

Similarly, the "PRIMARY SCAN" button allows you to scan the bus, detecting the primary M-Bus addresses;
select the correct baud-rate for the COM1 serial port or select “All” to repeat the scan for every possible baud-
rate.

Itis possible to read the data from one of the devices, selecting the corresponding row and clicking on the "READ
DATA" button, for example:
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BACK || REFRESH

1 Manufacturer Version Product Name Medium Access swtus Signature
43 SCA 1 E it 0
# Value Device  Tariff Function
0 1 0 0 0
1 1 0 0 0 0
2 1 0 0 0 0
3 1 0 0 0 0
4 0 0 ] 0 0
5 1 0 0 0 0
6 894292975616 0 0 0 0
7 0 0 1 0 0
8 0 0 1 0 0
9 0 0 2 0 0
10 0 0 2 0 0
1" 0 0 0 0
12 0 0 0 0
13 0 0 0 0
14 0 0 0
15 0 0 0
0 0
0 0
0 0 0

In this page:
- the first table contains only one line, which provides the "slave information";
- the second table contains a variable number of rows, each of which supplies a "data record".

By clicking on the "REFRESH" button it is possible to update the data; by clicking on the "BACK" button you
return to the page with the device table.

22.39.2.“CREATE CONFIGURATION” BUTTON

Now you can go back to the previous pages and press the "CREATE CONFIGURATION" button.

M-Bus Scan Parameters
NOTE: only on serial port COM1 with mode set to Z-MBUS

Baud Rate (biUs) Al v
NOTE: "All" means ail baud rates except for 38400 /

Address Mask
({for secondary scan) FFFFFFFFFFFFFFFF

PRIMARY SCAN | SECONDARY SCAN || CREATE CONFIGURATION

READ DATA
# Baud Rate (2400) Address (Mask=FFFFFFFFFFFFFFFF)
2400 00008431614C0402
2 2400 00008432614C0402

This saves the current M-BUS configuration. The web server automatically moves to the next page of "M-Bus
Configuration".

22.39.3.M-Bus Configuration
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After pressing the "Create configuration" button in the M-Bus Scan page you get the following page in the M-
Bus configuration:

ADD DELETE CREATE TAGS

NOTE: for each device, tags will have the prefix "MBUSx_", where “x* is the value in the "Tag Prefix"

column.

Tag Prefix Baud Rate Address Scan Rate (s)
MBUS 1 2400 00008431614C0402 &0
MBUS2 2400 00008432614C0402 &0
MBUS3 2400 00008434614C0402 B0
MBUS4 2400 00008435614C0402 B0
MBUSS 2400 00008436614C0402 B0
MBUSE 2400 00006441614C0402 &0
MBUST 2400 00008444614C0402 &0
MBUSSE 2400 00006446614C0402 &0
MBUSS 2400 00008445614C0402 B0
MBUS 10 2400 00008453614C0402 &0
MBUS 11 2400 000084545614C0402 &0
MBUS 12 2400 00008458614C0402 &0
MBUS13 2400 00008461614C0402 &0
MBUS 14 2400 00008464614C0402 &0
MBUS 15 2400 00008466614C0402 &0
MBUS 16 2400 00008470614C0402 &0
MBUS 17 2400 00008471614C0402 &0
MBUS 18 2400 20884031C514010D &0
MBUS 19 2400 20834034C5140100 G0
MBUS 20 2400 20884073C514010D &0

The scan result can now be edited.

The first column represents the Tag Prefix name in Straton

The second column represents the Baud Rate to use.

The third column represents the device address.

The fourth column represents the scan time in seconds for this device.

22.39.4.IMPORTING THE CONFIGURATION INTO STRATON

First of all we need to export the current configuration.

Energy Protocols: none

PLC Status: running (app: mbus_vars)
Router: disabled /

g
ADD DELETE CREATE TAGS
NOTE: for each device, tags will have the prefix "MBUSx_", where "x" is the value in the "Tag Prefix"
column.
Tag Prefix Baud Rate Address Scan Rate (s)
MBUS1 2400 00006431614C0402 60
Now the automatic acquisition of tags starts:
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LU JLaus. Ty [app. myus_vais)

Router: disabled

M-Bus tags creation in progress, please wait...

getting tags from device 3 with address 00008434614C0402 at baud rate 2400 (3/21)

(10 seconds elapsed)

STOP TAGS CREATION

At the end of the process a .zip file (mbus_tags.zip) will be downloaded by the browser:

L mbus_tagszip #
The .zip file contains 4 files:
i1 & = sStrumenti cartelle compresse ~ mbus_tags.zip

Home Condividi Visualizza Estrai

]

Estrai

tutto
Estrai in
4 [ » QuestoPC » Download » mbus_tagszip
Nome - Tipo Dimensione compr...  Prot
7 Accesso rapido
£:] mbus_devices.csv Microsoft Excel Comma S... 1KB Mo
&# Dropbox £ mbus_shm.csv Microsoft Excel Comma S... 4KB Mo
G OneDrive [ mbus_tags.csv Microsoft Excel Comma S... 3IKB No
£ mbus_vars.csv Microsoft Excel Comma S... 2KB No
Two of these files are to be used in Straton:
mbus_shm.csv (the shared memory configuration)
mbus_vars.csv (the M-Bus vars)
At this point, perform the following steps:
1) Extract the zip file to a directory.
2) Start Straton workbench
3) Select main and then Global variables:
www.seneca.it en
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N STRATON - MBUS test - o X
File Edit View Inset Project Tools Window Help

=AM N AN TR EERE N, s = I

Workspace
£ G MBUS_test
3 Exeeption progiams
13 Programs L
R
[ Watch (for debugging]
‘@8 Soft Scope
= Inital values
"%} Binding Canfiguration
g Global defines
(3 Vaiatles
LB Types

PﬂlmiéY&

HETE LY

Click the right mouse button and select “Edit Variables as Text”:

A | Name: | Type | Dim.| At

| Sub.

Main

/ Glnha\ variables

= RETAIN variables

<

e
3 (Project)
[ Advanced

| LS
~ |[F Name | Type | Dim. | Attrib. | Syb.
_1 Main
fa] Global variab
= RETAIM variz
% | C
53
I
X
Cancel Sorting
@ Enable Changes Space
< Swap Globa
A 3 Add Variable Ins

3 (Project)

Add Multi Variables...

[ Corversions

g i‘?‘:m?d | Edit Varizbles as Text...
rithmetic

£ Amays Select Variables...
[ AS-interf, Rename Variables...
BAC

- Expand

[ Befleans

3 CaNbus Lollapse

[ CANopen =

& Clack Structures...

3 Comparisons Ogen 1/0s

il Op

Open the “mbus_vars.csv” file with a text editor, copy and paste the list of variables into the "Global variables"
module in Straton then save the configuration with the "disk" icon:
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B Global variables O hd

EHEB &S B4 B X9 .0

smoype":"len”; "dim";

MALLE";"ROM;"init"; "tag”: "desc"; "profile";" A

TH =N e I« AW e NN e WA« AW 2T FYE

FUINT UM MW N AW W e e FRE]S Wenm,

ME FUMEENNOU e ZMBUS "yt

ll\_[:! oo FETF o FETE o FEFE o WF \_]crl « FTET o FUFE o PP _IQ' -
ME BT NON T ZME ;
nLE S TEI o FUTE o FUTE o WRJ T o OOTT o TUW 0 T FRIE .
MBI . . . - IR & . . TTTe . . .

— SR W MmO N ZMEUS mpnwpnmy AR

"MB1 pEMoME o mE o moR . RE LA FME]]S MomEomwnoww

"B P I e L LA L LA i
MB H H H s "HO™; H H ZME

Mmomw.mw Ty
; ; v

nMR1 MWW MO AW N . FYEI]S M. AW mn.w

"MB1 1ML T ;"0 Om AN N A
", W TR+ M e TR Wy WO e W . WO
MB FULIII My WOy H
s P e s Ll LT LT
"ME WLINT M R un AN NEON AN T
"ME T L AR P LY
"B FULINTMmmnmenm nyon s

"MBE BT 000 2 N a I W p WT WO W

I<|<|>|>II IEC] XMLJ S5V~

NOTE: The first line
“name”;”type”;”Ien”;."
must occur only once and only on the first line.

Now the variables are imported:

AT Mame | Type | Dim. | Attt | syb. | Init
1 Main
O {a} Global variables
MB1_MANUFACTURER _SPECIFIC 0 SINT
MB1_MANUFACTURER_SPECIFIC 1 INT
MB1_A 2 SINT
MB1_MANUFACTURER_SPECIFIC_3 SINT
MB1_MANUFACTURER_SPECIFIC_4  SINT
MB1_MANUFACTURER_SPECIFIC_& SINT
MB1_MAMNUFACTURER_SPECIFIC_B  LINT

MB1_ENERGY _7 LINT
MB1_ENERGY_8 LINT
MB1_ENERGY_9 LINT
MB1_ENERGY_10 LINT

MB1_MAMNUFACTURER_SPECIFIC_11  LINT
MB1_MANUFACTURER_SPECIFIC_12  LINT
MB1_MANUFACTURER_SPECIFIC_13  LINT
MB1_MANUFACTURER_SPECIFIC_14  LINT
MB1_MANUFACTURER_SPECIFIC_15  LINT
MB1_MANUFACTURER_SPECIFIC_16  LINT
MB1 MANMUFACTURER SPECIFIC 17 LINT
<

Ooo0OoOoooooooooooonofd

P A

Now we need to create the shared memory used to share data from M-BUS:
Click on the fieldbus icon:
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EN 5 IEAIUM - MBUS test
File Edit WYiew Insert Project Tools Window Help

_J|Hl§"|ff‘| TAREE R
Workspace

—

Right-click and select “Insert Configuration”:

EN STRATOM - MBUS test
File Edit View |Insert Project Tools Window Help
S N AR e e et I I AL T S LW A=
Workspace 10 Drivers
= MBUS_test
[ Exception programs
£ £ Programs
LS Main
[~ 23 Watch (for debugging)
8 Soft Scope
E Iniial values
% Binding Configuration
§g Global defines
ﬂﬁ Wariables
L BB Types

AFECIEEIET T

g5 Disable Configuration

x| Clea

E.]
#  Find...
#, Find Next

Insert Configuration...

Ctrl+G

Now create the Shared Memory:

Add Cenfiguration *

Chooge a configuration

- [al)
- Arwbus
CaM

LMP3

- Ethernet/IP
|EC B0370

IEC §1850
MODEBUS

- Profinet 10

- Shared Memory

0-8-8-8-8-8-8-8-8-8

B | Shared memarny [embedd

L Tindows Shared MEmory
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Enter a Master port:

10 Drivers *

Ed
- View Informations...
E &5 Disable Configuration
E % | Clear
= # | Cut
22
S 53
£ ket
= #  Find..
#, Find Next
[E Insert Configuration...
|ﬁ; Ingert Master/Port...
L
B+ Sortsymbols

The shared memory configuration must be as shown in the figure (do not change the setting):

Shared memory *
Identification
Name: | MBUS_SHM |
|
o=
Open mode

(O Create (allocate memory)
(O Link to existing memory
(®) Create if memory does not exist

Access mode

Exdlusive access (synchronized with a mutex)

Now insert the data block:

STRATON - MBUS_test
File Edit View Insett Project Tool Window Help

A g X o9 B EWE AR B A

Workspace
- G MBUS_test EE (P Shared memory (embedded spstems]
(3 Exception programs &
£ [ Programs -8 Brope
31 Main Vie
1 0 watch for debugaing) | =
| L SoitScope g @b Disable Configuration
= Irital values
%% Binding Configuration E X Clear
o Global defines o % | cut
- fa} Vaiiables —
B Types B ...
3 i
4  Find
#, Find Next /
[ | Inset Configuration...
& Insert Master/Port.
("8 Insert Slave/DataBlock... | J
B¢ | Sortsymbols
[ Gria Ctrl+G
Renumber offsets.
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Create a Group and enter a name:

Group X
Description: | MBUS_SENECA |
Cancel

Now import the shared memory file:

B STRATON - MBUS test
File Edit View Insert Project Tools Window Help

ClES S X [0 o] &N e | 65 e Al

Workspace
1) MBUS_test |8 ) @ Shaed memow fembecded sytems)
L3 Exception programs g EHTLMBUS SHM[16384
5] Main 8
5[ Watth (for debuaging) = \
.8 Solt Scope g
S Iritial vahas g
%4 Binding Configuration =
g Global defines @
£ Variables -
B Types L
Symbel [fset [Sie [ Fomal [ Mode
CLICK THE
RIGHT MOUSE BUTTON HERE
K Clear
Ga
&
[<[2] van] 10 Drvers. M Eind..
Build ¥, Find Next P
B¢ Sort symbols
1 Grid CtrleG
Export...
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Select the “mbus_shm.csv” file:

e — s A s e i e — s s e
1B O & Shared memory (embedded systems)
ams g 13 MBUS_SHM [16384]
L =i ] MEUS_SENECA
8 @ 0[1]- MB1_MANUFACTURER_SPECIFIC_0
agging) - @ 112]- MB1_MANUFACTURER_SPECIFIC_1
g @ 3[1]-MB1_4_2
@ 4[1]- MB1_MANUFACTURER_SPECIFIC_3
ration g @ 5[1]-MB1_MANUFACTURER_SPECIFIC_4
@5 @ E[1]-MB1_MANUFACTURER_SPECIFIC_S
@ 7[8]- MB1_MANUFACTURER_SPECIFIC_E
B @ 15[8]- MB1_ENERGY_7
-3 Z3[8]- MB1_ENERGY_8
@ 31[8]- MB1_ENERGY_9
@ 39[8]- MB1_ENERGY_10
@ 47 [8]- MB1_MANUFACTURER_SPECIFIC_11
-3 55[8] - MB1_MANUFACTURER_SPECIFIC_12
@ B3[8]- MB1_MANUFACTURER_SPECIFIC_13
@ 71[8]- MB1_MANUFACTURER_SPECIFIC_14
@ 79[8]- MB1_MANUFACTURER_SPECIFIC_15
- 87 [8]- MB1_MANUFACTURER_SPECIFIC_16
@ 35[8]- MB1_MANUFACTURER_SPECIFIC_17
Q@ 103 (8] MB1_MANUFACTURER_SPECIFIC_13
@ 111 [1]- MB1_ERROR_REPORT
@ 112 [1]- MB2Z_MANUFACTURER_SPECIFIC_D
@ 113 [2]- MBZ_MANUFACTURER_SPECIFIC_1
@ 15 [1]-MB2_4_2
@ 116 [1]- MBZ_MANUFACTURER_SPECIFIC_2
@ 17 [1]- MB2Z_MANUFACTURER_SPECIFIC_4
@ 118 [1]- MBZ_MANUFACTURER_SPECIFIC_S
Symbol | Offset | Size | Format | Made
HB1_MANUFAL... 0 1 Signedinteger Input
HB1_MANUFAC... 1 2 Signedinteger  Input
HE1_A_2 3 1 Signedinteger  Input
HB1_MANUFAL... 4 1 Signedinteger  Input
MB1_MANUFAC.. § 1 Signed integer Input
MB1_MANUFAC.. B 1 Signed integer Input
MB1_MANUFAC.. 7 8 Signed integer Input
MB1_EMERGY_7 15 8 Signed integer Input
MB1_EMERGY_8 23 8 Signed integer Input
MB1_EMERGY_9 31 8 Signed integer Input
MB1_EMERGY_.. 33 8 Signed integer Input
MB1_MANUFAC. . 47 8 Signed integer Input

<[] Main| 10 Drivers
Build

22.39.5.DELETING UNUSED MBUS VARIABLES

To delete one or more variables delete the variables and the corresponding shared memory entry:

Tools Window Help

=y | %5 & % € O B 5o 5 & Al

B Shared memory (embedded systems] Mame | Value T Name | Type
& ) MBUS_SHM [16384] Description MBUS_SENECA = 1} Global variables

p =] MBUS_SENECA MB1_MANUFACTU. SINT
8 @ 0[1]- MB1_MANUFACTURER_SPECIFIC_D MB1 MANUFACTU. INT
= | @ 1[2]- MB1_MANUFACTURER_SPECIFIC_1

&  3[1]-MB1_A2 MB1_MANUFACTU.

E @ 4[1]- MB1_MANUFACTURER_SPECIFIC_3

MB1_MANUFACTU... SINT
MB1_MANUFACTU... SINT
MB1_MANUFACTU... LINT
MB1_ENERGY_7 LINT
MB1_ENERGY_8 LINT
MB1_ENERGY_9 LINT
MB1_ENERGY_ 10 LINT
MB1_MANUFACTU... LINT
MB1_MANUFACTU... LINT
MB1_MANUFACTU... LINT
MB1_MANUFACTU... LINT
MB1_MANUFACTU... LINT
MB1_MANUFACTU... LINT
MB1_MANUFACTU... LINT
<

Name | Vale:

@ 5[1]- MET_MANUFACTURER_SPECIFIC_4
@ 6[1]- MET_MANUFACTURER_SPECIFIC_S
@ 7[8]- MB1_MANUFACTURER_SPECIFIC_6
B @ 15[8]-MB1_ENERGY_7

@ 23(8]-MB1_ENERGY_S

@ 31(8]-MB1_ENERGY_9

@ (8] MB1_ENERGY_1D

@ 47[8]-MB1_MANUFACTURER_SPECIFIC_11
@ 55(8]-MB1_MANUFACTURER_SPECIFIC_12
Q@ 63[8]-MB1_MANUFACTURER_SPECIFIC_13
@ 71(8]-MB1_MANUFACTURER_SPECIFIC_14
Q@ 74[8]-MB1_MANUFACTURER_SFECIFIC_15
Q@ &7[8]-MB1_MANUFACTURER_SFECIFIC_16
Q@ 95[8] - MB1_MANUFACTURER_SPECIFIC_17
@ 103 8] MB1_MANUFACTURER _SPECIFIC_18
@ 11101]- MB1_ERROR_REFORT

@ 112011 MB2_MANUFACTURER_SPECIFIC_D
Q@ 11312]- MB2_MANUFACTURER _SPECIFIC_T
Q T501]-MB2_A 2

@ 116011 MB2_MANUFACTURER_SPECIFIC_3
@ 117011 MB2_MANUFACTURER_SPECIFIC_4
@ 118[1]- MB2_MANUFACTURER_SPECIFIC_S

@
)

Symbol | Dffset | Siz= | Fomat | Mode |

MET_MANUFAC.. O 1 Signedinteger  Input s
MET MANUFAC., 1 2 Sianed ilecer _Inpul

MBT_A 2 3 1 Signedintegs ot |

WETWANDFAT T ReTEse Tl \

MBT_MANUFAC... 5 1 Sionedinteger  Input

MBT_MANUFAC... & 1 Sionedinteger  Input

Note that in the shared memory the offsets of other variables are not changed:
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@ 111[1]-MB1_ERROR_REFORT

@ 112[1]- MB2_MANUFACTURER_SPECIFIC_O
@ 113 [2]- MBZ_MANUFACTURER_SPECIFIC_1
@ 15[1]-MB2_A_2

@ 116 [1]-MBZ_MANUFACTURER_SPECIFIC_3
@ 117[1]- MB2_MANUFACTURER_SPECIFIC_4
@ 118[1]-MBZ_MANUFACTURER_SPECIFIC_S

= 1149 [8] - MBZ_MaNUFACTURER_SPECIFIC_E v

Symbaol | Offset | Size | Format | Mode |
MB1_MAMUFAC.. 0 1 Signed integer Input
MEB1_MaMUFaAC.. 1 2 Signed integer Input
MB1_MAMUFAC.. 4 1 Signed integer Input
MB1_MaMUFAC.. 5 1 Signed integer Input
MB1_MAMUFAC.. B 1 Sighed integer Input
MB1_MaMUFaC.. 7 g Signed integer Input
MB1_EMERGY_7 15 g Sighed integer Input
MB1_EMERGY_8 23 g Signed integer Input
MB1_EMERGY_9 31 g Sighed integer Input
MB1_EMERGY_... 39 g Signed integer Input
MB1_MAMUFALC... 47 g Sighed integer Input
MB1_MaMUFAC.. 55 g Signed integer Input

22.39.6. REPLACING AN M-BUS DEVICE

To replace an existing M-BUS device (e.g. in case of replacement due to failure)

1. Go to M-BUS Scan and do a Secondary or Primary Scan

2. Make a note of the new address

3. Go to M-BUS Configuration and manually change the address from the old to the new device
4. Press the "Create Tag" button.

5. There is no need to make any modifications to the Straton

22.39.7.ADDING AN M-BUS DEVICE

1. Go to “M-BUS Scan” and run a secondary or primary scan

2. Note the new address and baud rate

3. Go to "M-BUS Configuration" and manually add the address and baud rate of the new device with the "ADD"
button

4. Press the "Create Tag" button.

5. Import the shared memory file

6. Import the variable file without deleting your local variable (use copy-paste)

22.39.8.DELETING AN MBUS DEVICE
1. Go to M-BUS Scan and do a Secondary or Primary Scan

2. Note the address of the device to be deleted
3. Go to "M-BUS Configuration" and manually delete the device with the "Delete" button.

4. Press the "Create Tag" button.

ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION MAY : v
BE REPRODUCED WITHOUT PRIOR PERMISSION. www.seneca.it Doc: MI-00557-13 EN Page 144




®
EDGE IIOT GATEWAY
@ SENECA User Manual SERIES

5. Import the shared memory file
6. Delete the variables from the deleted device

22.39.9.“TAG ERROR REPORT” SPECIAL TAG

When variable tags are imported into Straton, a special "Tag error report" tag is created.
Use this tag to monitor device communication errors:

VALUE OF THE MEANING
“ERORR REPORT”
TAG
0 READING OK
-2 READING IN TIMEOUT,
NO ANSWER FROM
THE DEVICE

22.40. FIRMWARE VERSION

Returns the current firmware revision and the firmware on the emergency partition.
22.41. FIRMWARE UPGRADE

Allows you to update the firmware of the device.

22.42. MANAGEMENT CONF.

Allows you to export or import the configuration of the device (useful if you need to copy the configuration to
another device).
It is also possible to save the system log files (debug log) to be sent to Seneca support.

22.43. LICENCE MANAGEMENT (SSD ONLY)

Here you can check which optional features are enabled under "Optional Features".
It is also possible to enter the activation keys provided by Seneca to add optional features to the device.
For more information please refer to Seneca support.

2244, WEBSERVER WITH "GUEST" ACCOUNT

It is possible to access the device configuration site with a “guest” account; this account is allowed to access all
pages except for the "FW Upgrade", "Configuration Management" and "USB File Manager", displaying all the
configuration parameters and status information, without changing any parameters; therefore, in all pages, the
"APPLY" buttons (and any other button used to make changes) are disabled.
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To log in with a "guest" account, connect your browser to the IP address of the device on port 8080, for example:
http://192.168.90.101:8080

and, when required, provide the following credentials (default values):

Username: guest

Password: guest

22.45. WEBSERVER WITH "USER" ACCOUNT

It is possible to access to the device configuration site with a "user" account; this account can only access the
"Summary" and "Tag View" pages.

To log in with a "user" account, connect your browser to the IP address of the device on port 8080, for example:
http://192.168.90.101:8080

and, when required, provide the following credentials (default values):

Username: user

Password: user

22.46. FTP/SFTP ACCESS
To easily access the device via FTP / SFTP, you can for example use the WINSCP program; you can download

WINSCP for free from:
http://winscp.net/eng/download.php

Set the connection as in the following figure (the screen shows a connection to IP address 192.168.85.103):

The credentials (username and password) are those ("user", "123456") set for "FTP USER".

After clicking on the "Login" button, a new window will appear, as in the following screen; on the right you can
copy and delete files directly on / from the device.

& Login _ %

d‘r Nuovo sito Sessione

&= MyFTP

& Sviluppo@194.134.235.245
& Telecontrollo

[ test@82.106.249.51

B user@zTwis4

Protocollo file
SFTP e

Mome server Mumero porta

& vpnbox

[192. 168.85.103

22:|

Mome utente

Password

|USEI'

Salva... Ad

Strumentd v

Gestisd

- Accedi |7

Avanzate... |v

Chiudi

Aiuto
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The WinSCP program can be used as both an FTP and SFTP client to transfer files from/to the device; just
select the "FTP" or "SFTP" protocol in the "WinSCP Access" window; normally, it's best to use SFTP, as it
provides a secure (i.e. encrypted) service.

B user - userS192.168.85.103 - WinSCP - o x
Locale Sebezions File Comandi Sessione Opioni Remoto Aiuto
B S cods - D B Sinconi Bl F Impostazioni resferimentn Predefinito .-
| @ userD19216085.100 [ Nuova sessiane
5 Documenti -Em EEA2|5% wser -@m 5160 0 @ | Toova e | B
B (E = E 5 (&
Ci\Users\Spagiar Documents Fdiskipages/user
Nome - Dimensi... Tipo Modificato Aate ~ | Nome Dimensi. Moddicato Diriti Proprietario
“ Contela superi. 23122016 110447 1 i WOVRITOIA  rwawrx root
A lighting Ca TUDANG B3
isiencls Ca 1

Bug 1474 - Ete GMT Timezenes misplaced_ 213 181950

CaseHistory 071102016 1238
Codesys 07102014 110756
Copalp 0532014 121408
CPU_ Linux 2301272006 N353
Crickets

Downloaded Installations

File i Outlook.

Ca 281072014 174351
Ca 412006 073324
Ca 3012015 12117
Ca 01082016 132027
Ca 120872014 174737
Ca
Ca

Mus &

AT with Linus an iptables - Tutorial intr 260372014 13414

Otdies 13032015 40757

0RC Server 10 7

Opentmbedded ca

OpensiPs Ca :
6 Oviginidat uente Ca e s e s

Processo Sviluppo Cartella o file 1201/2015 10.26.13 hd | >
08 61808 KB in 0 i 8 0Ba0Bin0HD

| A smwa oete
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23. MQTT CLIENT PROTOCOL (R-PASS-S, Z-PASS2-RT-S, Z-TWS4-RT-S ONLY)

The MQTT version supported is 3.1.1
To use the MQTT protocol it is necessary to use Straton workbench 9.3 or later.
To use the MQTT client select it from the Straton Workbench Fieldbus section:

m Aggiungi configurazione X
Seleziona una configurazione
IEC 61850 Server incl. GOOSE -
IEC 61850 Server incl. GOOSE From Templates Annullare

IEC 62058

|IEEE C37.118 Synchrophasor
J1933

Link with embedded HTTF server
Mitsubishi Controller

MODELS Master

MODBUS Slave

MOATT Client

B [DUAGON)

OPC Clignt D

OPC L& Server

Open PowerLink

PROFINET 10 contraller hd

23.1. PARAMETERS OF THE MQTT PROTOCOL FROM THE PLC PROGRAM

MQTT setup can be done directly from the workbench:
Bl connection: *

Proprieta | Valore oK. |

Annullare

4 Server
Address Buids
IF Port 1883

4 Login
Client ID
Uszer name
Paszmomd

4 Optiong
Keep alive timer [sec] 10
Clean geszion O
Buffer size 4036

4 Wil message

Topic name ¥

If it is necessary to configure these parameters from the Straton PLC program, a series of special
words can be used which will load the configuration from a file.

The special words are:

In the "Address" field type: mqtt_par_address so that the "Address" field is obtained from the file:

/var/run/mqtt_par_address

In the “Client ID” field type: mqtt_par_clientid so that the “Client ID” field is obtained from the file:
/var/run/mqtt_par_clientid

In the "Username" field type: mqtt_par_username so that the "Username" field is obtained from
the file:
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/var/run/mqtt_par_username

In the "Password" field type: mqgtt_par_password so that the "Password" field is obtained from the
file:
/var/esegui/maqtt_par_password

Warning!

the Address parameter must not contain an FQDN, but the IP address, this is because the FB
MQTTCONNECT does not perform DNS resolution.

Alternatively, it may contain the name of the file (e.g.: mqtt_par_address), created in the /var/run directory by
the FB DNS_RESOLVE and containing the result of DNS resolution.

23.1.1. MANAGING MULTIPLE MQTT CONNECTIONS

It is possible to manage multiple MQTT connections using parameters starting with the special words
(mqtt_par_address123, mqtt_par_address_aaa, ...), for example to create 2 mqtt connections:

A MATT Client
#x Connection: matt_par_address
ar Connection: rott_par_address_1

The first connection uses the Field address ‘mqtt_par_address”
4 MATT Client I Home | Walore
fiq Connection: mott_par_address Cannection [D Mozquitto_Test TLS
@ Connection: mgtt_par_address_1 4 Server
IF Part 8583
4 Login
Client 1D ]
Uszer name
Then it will load the address from the file:
Ivar/run/mqtt_par_address
The second connection uses the stored address “mqtt_par_address_1"
4 MATT Client J Mome | Yalore
& Connection: matt_par_address Connection 1D DataBoom_no_TLS
78l Connection: matt_par_address_1 4 Server
s
IP Port 1883
4 Login
Client 1D mgtt_par_clientid_1
User name mgtt_par_usemame_1
Password mgtt_par_pazsword_1
4 Options

this will load the address from the file:
Ivar/run/mqtt_par_address_1
(the technique can also be used for the other client id, username and password parameters).
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23.2. MQTT CONFIGURATION OF SSL/TLS RETRYs

The default configuration for MQTT SSL/TLS connection is:
CONN _TRY_MAX =10

CONN_TRY_WAIT = 1000 ms

Where:

CONN _TRY_MAX is the number of attempts to connect.
CONN_TRY_WAIT is the timeout of each connection attempt.
If you need to change this default configuration you need to create the file:
“ssl_con_try_params”

In this path:

“Ivar/eseguil”

With parameter values, for example:

root@Z-PASS2-S:~# cat /var/run/ssl_conn_try_params
50.200

It means CONN _TRY_MAX =50 and CONN_TRY_WAIT =200 ms.
NOTE1: At the end of the file you need to add an \n (new line character)
NOTE2: The file is loaded into a RAM filesystem, so you need to create it on every boot.

23.3. STATIC AND DYNAMIC CLIENT CERTIFICATES

In the MQTT configuration under the Security section you can enter the path and file name for the certificates:

| Proprieta | Walore |
Keep Alive timer [sec] 10 ~
Clean seszion O
Bulffer size 4036

A Wil meszage
Topic name
Contetts

Quality of service 0: At mast once

MOT TWersion 314

ey file
Certificate file
Certificate authority file

Certificates directory
Permissible ciphers w

Seneca suggests using the /config directory for certificates.

The MQTT client certificate can only be uploaded from the FTP server.
The key file is the client's private key file.

The certificate file is the client certificate.

The certification authority file is the certification authority certificate.

Warning!
The field "Certificate directory" is not used, so the file name must contain the absolute path e.g:
"Iconfig/matt/client.key".
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If these files and other parameters need to be modified dynamically without recompiling the project, a file can
be loaded into the /var/run directory with a file name that must start respectively with:

"mqtt_par_clientkey", "mqtt_par_clientcert", "mqtt_par_cacert"

The content of the files must be a text with the file name without the path.

Note that more than one certificate file can be used in a program, for example “mqtt_par_clientcert00”,

‘mqtt_par_clientcert01” etc...

23.4. CHANGING MQTT PARAMETERS IN RUNTIME VIA FILE

You can change the port and the keepalive configuration by overwriting the current configuration with the
following files in runtime:
"mqtt_par_port" and "mqtt_par_keepalive".

The content of the files must be a text with the new parameter value.
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24. FACTORY RESET

With this procedure it is possible to obtain
1) All the parameters at the factory

2) Allfolders are cleared (and therefore all data log files and debugging files are deleted).

24.1. FACTORY RESET FOR SSD
To obtain a factory reset follow the following procedure:

1) Turn off the device
2) Reach the back of the device and locate the dip switches as shown in the picture:

3) Bring the dip switches in: DIP1 = OFF, DIP2 = ON, DIP3 = ON, DIP4 = ON
4) Switch the device on and wait until it has completed charging

5) With the device switched on, bring the dips in: DIP1 = OFF, DIP2 = ON, DIP3 = OFF, DIP4 = OFF
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24.2. FACTORY RESET FOR R-PASS AND R-PASS-S

To obtain a factory reset follow the following procedure:

1) Turn off the device
2) Reach the back of the device and locate the dip switches as shown in the picture:

3) Bring the dip switches in: DIP1 = OFF, DIP2 = ON, DIP3 = ON, DIP4 = ON
4) Switch the device on and wait until it has completed charging
5) With the device switched on, bring the dips in: DIP1 = OFF, DIP2 = ON, DIP3 = OFF, DIP4 = OFF

24.3. FACTORY RESET FOR Z-PASS1-RT, Z-PASS2-RT, Z-TWS4-RT-S, Z-PASS2-RT-S
To obtain a factory reset follow the following procedure:

1) Turn off the device

2) Reach the back of the device by removing the cover on the bottom of the device and locate the DIP
SW1 set

3) Bring the dip switches in: DIP1 = ON, DIP2 = ON, DIP3 = ON, DIP4 = OFF, DIP5=ON, DIP6 =ON

4) Switch the device on and wait until it has completed charging

5) Bring the dips to: DIP1 = ON, DIP2 = ON, DIP3 = ON, DIP4 = OFF, DIP5=0OFF, DIP6 =OFF

25. MAINTENANCE MODE (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT ONLY)

The maintenance mode can be activated via webserver or via modbus tcp-ip/RTU.
In the maintenance mode the tags cannot be written via the panel but only via the protocols (ethernet and serial).
To enable the "maintenance mode" set the value of the "Maintenance Mode" register to 1.
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26.MODBUS EMBEDDED 1/0 REGISTERS (SSD, R-PASS, Z-PASS1-RT, Z-PASS2-RT
ONLY)

26.1. SSD

The registers representing I/Os are accessible via Modbus TCP-IP or RTU protocols and are shown in the table
below:

Data Type Digital 1/0s Indirizzo di default

Holding Registers Bit 0: DI1 (LSB) 0 (40001)
Bit 1: DI2

Holding Registers Bit 0: DO1 (LSB) 1(40002)
Bit 1: DO2

Holding Registers Bit 0: Maintenance Mode 2 (40003)

Holding Registers Analog Input 1 (UINT16) 3 (40004)

Holding Registers Analog Input 2 (UINT16) 4 (40005)

Holding Registers Internet Access (0 = None, 1 = 50 (40051)
ETH, 2= WIFI, 3 = 4G)

Discrete Inputs DI 0(10001)

Discrete Inputs DI2 1(10002)

Coils DO1 0

Coils D02 1
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26.2. R-PASS

The registers representing the digital I/Os are accessible via Modbus TCP-IP or RTU protocol and are shown in
the table below:

Data Type Digital 1/0s Indirizzo di default
Holding Registers Bit 0: DI1 (LSB) 0 (40001)

Bit 1: DI2

Bit 2: DI3

Bit 3: Dl4
Holding Registers Bit 0: DO1 (LSB) 1(40002)

Bit 1: DO2

Bit 2: DO3

Bit 3: DO4
Holding Registers Bit 0: Maintenance Mode 2 (40003)
Holding Registers Internet Access (0 = None, 1 = 50 (40051)

ETH, 2 =WIFI, 3 = 4G)
Discrete Inputs DI 0(10001)
Discrete Inputs DI2 1(10002)
Discrete Inputs DI3 2(10003)
Discrete Inputs D4 3(10004)
Coils DO1 0
Coils D02 1
Coils DO3 2
Coils DO4 3
Holding Registers Analog Input 1 (UINT16) 3 (40004)
Holding Registers Analog Input 2 (UINT16) 4 (40005)

26.3. Z-PASS1-RT, Z-PASS2-RT

The registers representing the digital I/Os are accessible via Modbus TCP-IP or RTU protocol and are shown in
the table below:

Data Type Digital I/Os Indirizzo di default
Holding Registers Bit 0: DI1 (LSB) 0 (40001)

Bit 1: DI2
Bit 2: DI3
Bit 3: DI4
Bit4: DI5
Bit 5: DI6

Holding Registers Bit 0: DO1 (LSB) 1 (40002)
Bit 1: DO2
Bit 2: DO3
Bit 3: DO4
Bit 4: DO5
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Bit 5: DO6
Holding Registers Bit 0: Maintenance Mode 2 (40003)
Holding Registers Analog Input 1 (UINT16) 3 (40004)
Holding Registers Analog Input 2 (UINT16) 4 (40005)
Holding Registers Internet Access (0 = None, 1 = 50 (40051)

ETH, 2 = WIFI, 3=4G)
Discrete Inputs DI 0(10001)
Discrete Inputs DI2 1(10002)
Discrete Inputs DI3 2(10003)
Discrete Inputs Dl4 3(10004)
Discrete Inputs DI5 4 (10005)
Discrete Inputs DI6 5(10006)
Coils DO1 0
Coils D02 1
Coils DO3 2
Coils DO4 3
Coils DO5 4
Coils DO6 5

27. SMS Commands (R-PASS and Z-PASS2-RT models only)

On R-PASS+R-COMM and Z-PASS2-RT-4G devices, a number of features can be controlled by means of “SMS
commands”; such features include setting up a mobile data (PPP) connection, activating the VPN Box
functionality, setting a digital output etc.

SMS Commands can be sent by phone numbers that are present in the device Phonebook as “admin” or
‘manager” users; as an alternative, any phone number can send an SMS command, provided that the command
contains a “password”; the password is made by the last four digits of the modem IMEI; so the command will
have the following format (there must be a blank character between the “password” and the command text):

<last four IMEI digits> <command text>

Example:

6172 PPP ON

Please note that the command text can be written in any letter case, all uppercase, all lowercase or a mix
between the two.

Any SMS command received from a number that is not recognized as an “admin” or “manager” user and does
not contain the password will be discarded; as an option, these messages and all messages that are not
recognized as valid commands can be “relayed” to the “admin” user.

Example:

PPP ON RELAYED

SMS commands substantially fall into two categories:
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- “set” commands which execute an action
- “get” commands which ask for some information

While “get” commands always have an answer, “set commands” can be given an answer
(“acknowledge”) or not, depending on a configuration parameter.

Any response to a command, both “set” or “get”, will contain the original message text, plus a result
string, which can be:

“EXECUTING”

meaning that the command has been correctly processed; the “ING” form is used to tell that the
procedure started by the command might not be completed yet

“FAILED”

meaning that the command could not be processed or something failed; in this case, an error string
is present giving the failure reason

Examples:

PPP ON EXECUTING (100.70.179.88)

PPP ON FAILED (System PPP ON)

Obviously, the response to a “get” command also contains the requested info, if the command has
been successfully processed.

Example:

GET DIN EXECUTING (1,0,0,0)

Finally, the whole SMS commands functionality can be disabled, if not needed, by means of a
configuration parameter.

In the following paragraphs, the full list of supported commands is given along with the
corresponding responses.
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271. PPPON

This command can be used to set up the mobile data (PPP) connection; the connection is set up using system
configuration parameters (APN Mode, APN, Auth Type etc.).

If the command is successfully processed, the response contains the IP address assigned to the PPP network
interface.

This command is rejected in the following case:

- if “Remote Connection Disable” (RCD) digital input is HIGH and “Security Level/Service Disable”
parameter is set to “Internet Connection”, the command will fail with the "Security Level error” error.

Also, if the connection setup procedure is not completed after a timeout (currently fixed to 30
seconds), the command will fail with the “Timeout error” error.

Please note that this command that does not enable the mobile data connection in a persistent way,
so if the device is restarted, the mobile data (PPP) connection is not re-established.

Example:

- PPP ON
- PPP ON EXECUTING (100.70.179.88)

27.2. PPP OFF

This command can be used to drop down the mobile data (PPP) connection set up by a previous “PPP ON”
command.

Please note that this command does not disable the mobile data connection in a persistent way, so

if the device is restarted, the mobile data (PPP) connection is re-established.

This command is never rejected.

Example:
— PPP OFF
— PPP OFF EXECUTING
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273. PPPIP

This command can be used to get the IP address assigned to the mobile data (PPP) connection; if the PPP
connection is not active, the “dummy” IP address (0.0.0.0) will be given.

This command is never rejected.

Example:

N PPP IP

— PPP IP EXECUTING (100.70.179.88)
27.4. PPPCNF

This command can be used to change the value of the system configuration parameters related to the mobile
data (PPP) connection; the changes are persistent.

The command shall have the following format, where parameter values shall be separated by a blank character:

PPP CNF <APN mode> <APN> <Authentication Type> <Username> <Password> <PPP Connection
Testing IP Address>

Please note that all the parameters shall be present, in the above order; no parameter can be left
empty.

For the meaning of these parameters: <APN> and <Authentication Type> are numeric fields with
the following values:

APN Mode
0: Automatic
1: Manual

Authentication Type

0: None

1: CHAP/PAP
2 CHAP only
3: PAP only

This command is rejected in the following case:

- if any of the command parameters is missing or invalid, the command will fail with the “Command
parameter error”.

Example:
N PPP CNF 0O mobile.vodafone.it 0 user pass www.google.com
— PPP CNF EXECUTING
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27.5. VPNON

This command can be used to activate the VPN Box functionality; the functionality is activated using system
configuration parameters (Server, Password, Tag Name).

The command has two optional parameters, so its format is the following:

VPN ON [PPP] [NOFWL]?2

‘PPP”

if this parameter is present, the mobile data (PPP) connection is set up (if it's not already active), before activating
the VPN Box functionality

‘NOFWL”

if this parameter is present, the “Mobile Network Firewall” is disabled in the system configuration

This command is rejected in the following cases:

- if the “custom” VPN functionality is enabled in the system configuration (parameter “VPN/Enable” =
ON, “VPN Mode” = “OpenVPN”), the command will fail with the "System VPN ON" error;

- if “Remote Connection Disable” (RCD) digital input is HIGH and “Security Level/Service Disable”
parameter is set to “VPN Connection” or “VPN Service” or “Internet Connection”, the command will
fail with the "Security Level error” error.

Please note that this command does not activate the VPN Box functionality in a persistent way, so

if the device is restarted, the functionality is not re-activated.

Examples:

N VPN ON

— VPN ON EXECUTING
N VPN ON PPP

- VPN ON PPP EXECUTING

- VPN ON NOFWL
- VPN ON NOFWL EXECUTING

- VPN ON PPP NOFWL
— VPN ON PPP NOFWL EXECUTING

2 Square brackets tell that parameter is optional.
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27.6. VPN OFF

This command can be used to deactivate the VPN Box functionality activated by a previous “VPN ON” command;
it also drops down the mobile data (PPP) connection set up by a previous “VPN ON PPP” command or “PPP
ON” command.

This command is never rejected.

Please note that this command does not de-activate the VPN Box functionality in a persistent way,

so if the device is restarted, the functionality is re-activated.

Example:

- VPN OFF
- VPN OFF EXECUTING

27.7. VPN CNF

This command can be used to change the value of the system configuration parameters related to the VPN Box
functionality; the changes are persistent.

The command shall have the following format, where parameter values shall be separated by a blank character:

VPN CNF <Server> <Password> <Tag Name>

Please note that all the parameters shall be present, in the above order; no parameter can be left
empty.

For the meaning of these parameters.

This command is rejected in the following case:

- if any of the command parameters is missing or invalid, the command will fail with the “Command
parameter error”.

Example:
- VPN CNF myvpnbox.seneca.it myvpnbox zpass2-GSP
— VPN CNF EXECUTING
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27.8. FWLON

This command can be used to enable the “Mobile Network Firewall” in the system configuration (parameter
“Mobile Network Firewall/Enable” = ON).
This command is never rejected.

Example:

. FWL ON

— FWL ON EXECUTING
27.9. FWL OFF

This command can be used to disable the “Mobile Network Firewall” in the system configuration (parameter
“Mobile Network Firewall/Enable” = OFF).
This command is never rejected.

Example:
- FWL OFF
— FWL OFF EXECUTING
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27.10. GETDIN

This command can be used to get the status of one or all of the device digital inputs; if a digital input is not
available (since it is used as an output)3, the “0” value is given.

The command can have two formats:

GET DIN<n> with <n>=1..N gets the status of a single digital input
where:

N=4 for R-PASS+R-COMM

N=6 for Z-PASS2-RT-4G

GET DIN gets the status of all the digital inputs

This command is rejected in the following cases:

- if the digital I/O number in the command is out of range (e.g.: 0 or N+1), the command will fail with
the “Command parameter error” error.

Examples:

- GET DIN

- GET DIN EXECUTING (1,0,0,0)
- GET DIN1

— GET DIN1 EXECUTING (1)

- GET DIN2

— GET DIN2 EXECUTING (0)

27.11. GET DOUT

This command can be used to get the status of one or all of the device digital outputs; if a digital output is not
available (since it is used as an input)#, the “0” value is given.

The command can have two formats:

GET DOUT<n> with <n>=1..N gets the status of a single digital output

where:
N=4 for R-PASS+R-COMM
N=6 for Z-PASS2-RT-4G

GET DOUT gets the status of all the digital outputs

This command is rejected in the following cases:

3 This can be true for Z-PASS2-RT-4G.
4 This can be true for Z-PASS2-RT-4G.
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- if the digital I/O number in the command is out of range (e.g.: 0 or N+1), the command will fail with
the “Command parameter error” error.

Examples:

- GET DOUT

— GET DOUT EXECUTING (0,1,0,0)
- GET DOUTI1

— GET DOUT1 EXECUTING (O)

- GET DOUTZ2

- GET DOUTZ2 EXECUTING (1)

27.12. SET DOUT

This command can be used to set the status of one of the device digital outputs.

The command can have two formats:

SET DOUT<n>.CLOSE  with<n>=1..N sets the digital output to the HIGH state
SET DOUT<n>.OPEN with <n>=1..N sets the digital output to the LOW state
where:

N=4 for R-PASS+R-COMM
N=6 for Z-PASS2-RT-4G

This command is rejected in the following cases:

- if the digital output is not configured as “General output” or the digital I/O is used as an input>, the
command will fail with the “Digital I/0 mode error” error;

- if the digital I/O number in the command is out of range (e.g.: 0 or N+1), the command will fail with
the “Command parameter error” error;

- if the requested state is neither “.CLOSE”, nor “.OPEN”, the command will fail with the “Command
parameter error” error.

Example:
- SET DOUTZ2.CLOSE
— SET DOUTZ2.CLOSE EXECUTING

27.13. SET PULSE
This command can be used to generate a pulse on one of the device digital outputs.

The command can have two formats:

SET PULSE<n>.CLOSE <duration> with <n>=1..N

5 This can be true for Z-PASS2-RT-4G.
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where:

N=4 for R-PASS+R-COMM

N=6 for Z-PASS2-RT-4G

to generate a LOW-HIGH-LOW pulse, with the HIGH state set for the number of seconds given by
the <duration> parameter

SET PULSE<n>.OPEN <duration> with<n>=1..N

where:

N=4 for R-PASS+R-COMM

N=6 for Z-PASS2-RT-4G

to generate a HIGH-LOW-HIGH pulse, with the LOW state set for the number of seconds given by
the <duration> parameter

This command is rejected in the following cases:

if the digital output is not configured as “General output” or the digital 1/0 is used as an input®, the

command will fail with the “Digital I/0 mode error” error;

- if the digital I/O number in the command is out of range (e.g.: 0 or N+1), the command will fail with
the “Command parameter error” error;

- if the requested state is neither “.CLOSE”, nor “.OPEN”, the command will fail with the “Command
parameter error” error;

- if the <duration> parameter is missing or invalid, the command will fail with the “Command
parameter error” error;

- if the “.CLOSE” parameter is given and the digital output is already in the HIGH state, the command
will fail with the “No pulse generated” error;

- if the “.OPEN” parameter is given and the digital output is already in the LOW state, the command

will fail with the “No pulse generated” error.

Example:
- SET PULSE2.CLOSE 10
— SET PULSE2.CLOSE 10 EXECUTING

27.14. SET USER.PHONE

This command can be used to enter a user with the specified telephone number, type and group list into the
Phonebook; it can also be used to change the type and/or group list of an already existing user.

The command has the following format:

SET USER.PHONE +<number> <type> <group list>, with<type>=ADM|MGR |USR

Please note that the telephone number shall always be given in the “international format”, so the initial ‘+'
character shall always be present.

6 This can be true for Z-PASS2-RT-4G.
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The “group list” is a list of non-negative integer numbers, separated by the
which the user belongs to. Example of valid group lists are:

“1:2-3"
"
”

0

character, defining the groups

The “0” value means that the user is part of any group.
This command is rejected in the following cases:

- if the specified <number> already exists in the Phonebook, with the specified <type> and <group
list>, the command will fail with the “Item already exists” error;

- ifthe <number> parameter is missing or invalid (including the case when the ‘+’ character is missing),
the command will fail with the “Command parameter error” error;

- if the <type> parameter is missing or invalid, the command will fail with the “Command parameter
error” error;

- if the <group list> parameter is missing or invalid, the command will fail with the “Command
parameter error” error.

Example:

. SET USER.PHONE +390123456789 ADM 1-2-3
- SET USER.PHONE +390123456789 ADM 1-2-3 EXECUTING

27.15. RESET PHONE
This command can be used to delete a user with the specified telephone number from the Phonebook.

The command has the following format:

RESET PHONE +<number>

Please note that the telephone number shall always be given in the “international format”, so the initial '+
character shall always be present.

This command is rejected in the following cases:

- ifthe specified <number> does not exist in the Phonebook, the command will fail with the “Item does
not exist” error;

- ifthe <number> parameter is missing or invalid (including the case when the ‘+’ character is missing),
the command will fail with the “Command parameter error” error.

Example:

N RESET PHONE 4390123456789

- RESET PHONE 4390123456789 EXECUTING

Please note that, if the Phonebook user with the specified telephone number also has an email address, this will
be deleted by the command too.
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27.16. SET USER.EMAIL

This command can be used to insert a user with the specified email address, type and group list into the
Phonebook; it can also be used to change the type and/or group list of an already existing user.

The command has the following format:

SET USER.EMATIL <email address> <type> <group list>, with
<type>=ADM | MGR | USR

The “group list” is a list of non-negative integer numbers, separated by the “-“ character, defining the groups
which the user belongs to. Example of valid group lists are:

“1-2-3"
"
o

0

The “0” value means that the user is part of any group.
This command is rejected in the following cases:

- if the specified <email address> already exists in the Phonebook, with the specified <type> and
<group list>, the command will fail with the “ltem already exists” error;

- if the <email address> parameter is missing or invalid, the command will fail with the “Command
parameter error” error;

- if the <type> parameter is missing or invalid, the command will fail with the “Command parameter
error” error;

- if the <group list> parameter is missing or invalid, the command will fail with the “Command
parameter error” error.

Example:
- SET USER.EMATL admin@zpass.it ADM 1-2-3
— SET USER.EMAIL admin@zpass.it ADM 1-2-3 EXECUTING

27.17. RESET EMAIL
This command can be used to delete a user with the specified email address from the Phonebook.
The command has the following format:

RESET EMAIL <email address>

This command is rejected in the following cases:

- if the specified <email address> does not exist in the Phonebook, the command will fail with the
“Item does not exist” error;
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- if the < email address > parameter is missing or invalid, the command will fail with the “Command

parameter error” error.

Example:

. RESET EMAIL admin@zpass.it

- RESET EMAIL admin@zpass.it EXECUTING

Please note that, if the Phonebook user with the specified email address also has a telephone number, this will
be deleted by the command too.

27.18. STATUS
This command can be used to get some status information from the device.
The status info given in the response has the following format:

R-PASS+R-COMM:

R-PASS<hwrev> <date> <time> RUNNING <service status>, <vpn status>
<DI1>,<DI2>,<DI3>,<DI4>,<D01>,<D02>,<D03>,<D04>

Z-PASS2-RT-4G:

Z-PASS2-RT-4G<hwrev> <date> <time> RUNNING <service status>,<vpn status> <DIDO1>,<DIDO
2>,<DIDO3>,<DID04>,<DID0O5>,<DID0O6>

where:

<hwrev>:
<date> is in the form “yyyy/mm/dd”

<hour> is in the form *hh:mm:ss”

<service status> reports the status of the “SRV” LED? (“OFF”|*ON”|"FAIL”")
<vpn status> reports the status of the “VPN” LED (“OFF”|“ON”|"FAIL”")
<DI1>,<DI2>,..., <DIDO5> <DIDO6>, status (‘LO”|"HI”) of the digital I/Os

This command is never rejected.

Example:
— STATUS
— STATUS EXECUTING (Z-PASS2-RT-4G 2018/03/09 08:01:31 RUNNING

OFF,OFF HI,LO,HI,LO,LO,LO)

7 See Chapter “LEDs signaling”.
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27.19. GET GPS

This command can be used to get GPS location info from the device.

The response is given as an URL to Google Maps™:
https://www.google.com/maps/?q=<latitude> <longitude>

This command is rejected in the following cases:

- If the GPS signal is not available, the command will fail with the “GPS not fixed” error.

Example:
- GET GPS
— GET GPS EXECUTING

(https://www.google.com/maps/?q=45.3742,11.94557)

27.20. RESET
This command can be used to restart (“reboot”) the device.

This command is never rejected.

Example:
- RESET
— RESET EXECUTING
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27.21. GETTAG

This command can be used to get the value of a tag (see “Modbus Shared Memory Gateway” functionality).
The command has the following format:

GET TAG <tag name>

Please note that the "tag name” is case-sensitive; also note that this command assumes that each tag has a
distinct name; if more tags exist with the same name, this command returns the value of the first tag found with
the given name.

The value is given in the response with the following format:

<tag wvalue>,VALID

or:

<tag wvalue>, INVALID

The “INVALID” status may occur for tags with “GATEWAY MODE"="GATEWAY”, when the last Modbus read
request has failed.

This command is rejected in the following cases:

”_n

- if no serial port has “Gateway Mode”="Modbus Shared Memory”, the command will fail with the
“Modbus Gateway not active” error;

- if no tagis found with the given name, the command will fail with the “Tag does not exist” error;

- if the requested tag has “GATEWAY MODE"”="BRIDGE” and the Modbus read request fails, the

command will fail with the “Tag operation failed” error.

Example:
- GET TAG GPS_LONGITUDE
— GET TAG GPS LONGITUDE EXECUTING (11.94528,VALID)

27.22. SETTAG

This command can be used to set the value of a tag (see “Modbus Shared Memory Gateway” functionality).
The command has the following format:

SET TAG <tag name> <tag value>

Please note that the “tag name” is case-sensitive; also note that this command assumes that each tag has a
distinct name; if more tags exist with the same name, this command tries to set the value of the first tag found
with the given name.

For non-integer tag values, the decimal point character ‘.” shall be used.

This command is rejected in the following cases:
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n_n

- if no serial port has “Gateway Mode”="Modbus Shared Memory”, the command will fail with the
“Modbus Gateway not active” error;
- if no tagis found with the given name, the command will fail with the “Tag does not exist” error;
- if the given value does not fit the “Data Type” of the target tag (e.g. the “2” value for a “BOOL” tag),
the command will fail with the “Invalid value for tag” error;
- if, for any reason, the write operation fails, the command will fail with the “Tag operation failed”
error; this includes the following cases:
o the Modbus write request fails, for “GATEWAY” or “BRIDGE” tags;
o the tag value cannot be changed, since it is not a “General output”, for Digital I/Os
(“EMBEDDED”) tags;
o the tagvalue cannot be changed, since it is a “GPS info” (“EMBEDDED”) tag.

Example:
- SET TAG ZPASS DO 10
— SET TAG ZPASS DO 10 EXECUTING

27.23. OVPNON

This command can be used to activate the standard OPEN VPN functionality; the functionality is activated using
system configuration parameters (Server, Password, Tag Name).
Please note that this command does not activate the OPEN VPN functionality in a persistent way, so

if the device is restarted, the functionality is not re-activated.

Examples:
N OVPN ON

- OVPN ON EXECUTING

27.24. OVPN OFF

This command can be used to deactivate the OPEN VPN functionality activated by a previous “OVPN ON”
command.

Please note that this command does not de-activate the OPEN VPN functionality in a persistent way,

so if the Z-PASS is restarted, the functionality is re-activated.

Example:
— OVPN OFF

- OVPN OFF EXECUTING
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27.25. CLEAN LOGS

This command will delete all data logs.
- CLEAN LOGS

- CLEAN LOGS EXECUTING
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28. Z-NET4 (R-PASS-S, Z-TWS4-RT-S, Z-PASS2-RT-S ONLY)

When using Seneca PLCs with Modbus RTU I/O modules, a very useful and powerful tool is provided by the Z-
NET4 program suite, running on Windows PCs.

Among other things, these programs allow you to:

+ automatically add the 1/0O modules available on the bus;

+ configure the PLC and 1/0O modules;

* automatically create a Straton project containing the 1/O variables, with the Modbus tasks needed to
acquire/control them and the variables corresponding to the 1/Os present in the device;

+ automatically generate the code for the Straton project, performing “Remote Control Functions”, such as:
Data logging

Command and status SMS

Alarm generation

* easily create custom web pages, with graphical widgets, and load them into the CPU

The Z-NET4 software is available at the following link:
http://www.seneca.it/products/z-net4
Please contact Seneca for further information on the Z-NET4 suite.
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